Deploying VNC security enhancement patch
Note: 
Please choose a device to test at first. If no problem, then deploy it to mass devices. Otherwise, please feel free to let us know.
This patch only for 4.7 SP12, if you are using other service packs, please update it to 4.7 SP12 at first.
If there are ThinPro4 and SmartZero devices, the shadow feature will not work on these two platforms after upgrade. So please carefully.
1. Run HPDM4.7SP12_VNCSecurityEnhancement_Patch.exe to install this patch. If the HPDM Console and HPDM Master Repository Controller aren’t installed in same machine, please install this path on both machines.
2. Update Agents.
3. Prepare certificates.
Now, if you want to shadow a device, you need to prepare following certificates and deploy them to HPDM.
· A customized certificate
· The certificate and private key must be PEM format. For other certificate formats, such as .pfx and .der, you can use the openssl tool to transfer them to PEM format.
· The name of the certificate and private key is fixed. The certificate file name must be client.pem and the private key name must be client.key.
· If the key usage attribute of the certificate exists, it must include Digital Signature and Key Enchipherment.
· [bookmark: _GoBack]If the attribute of the certificate for Enhanced Key Usage exists, it must include both Server Authentication and Client Authentication. Server Authentication is required for the reverse shadow. Client Authentication is required for the normal shadow.
· Trust Store
· For how to prepare the trust store, please refer to the section CA Certificate Trust List in the white paper WP_Embedded-HTTPS-Server-Deployment-Guide_HPDM-4.7-SP3_906412-001.
· The file of the trust store must be ctl.pem.
4. Deploy client certificate and private key on Console side.
a. Copy client.pem and client.key to “C:\ProgramData\HP\HP Device Manager\Console\certs\vnc”.
b. If the private key requires a password, run following command to import the password.
<HPDMInstalledPath>\Console\lib\dmenc.exe yourpassword -f “C:\ProgramData\HP\HP Device Manager\Console\certs\vnc”


5. Deploy trust store to Thin Client.
a. WES & Win10 IoT
Create a File and Registry task to deploy the ctl.pem to the target Thin Client, the location on Thin Client side is C:\windows\xpeagent\VNCCerts\. Please refer to below screenshot.[image: ]
b. ThinPro
Create a File and Registry task to deploy the ctl.pem to the target Thin Client, the location on Thin Client side is /ect/hpdmagent/vnccerts/. Please refer to below screenshot.
[image: ]




6. Enable VNC by sending Apply Setting task to device. You just do this once after updating Agent.
7. To shadow a device, just send the built-in Shadow Device task to target devices.
8. To reverse shadow a device, just send the built-in Reverse Shadow Device task to target devices. If the reverse shadow doesn’t work on ThinPro5 device, please kill the VNCSSLProxy from the task manager, and then reverse shadow it again.
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