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Overview

The purpose of this document is to assist customers with the installation and configuration of HPDM Embedded HTTPS
Server, a component of the HP Device Manager (HPDM) solution. This document focuses on setting up an HTTPS repository.
It also includes useful tips to fine-tune the performance of HPDM Embedded HTTPS Server, such as how to implement
bandwidth throttling.

Installation

Hardware environment

The following table provides the supported operating systems and both the minimum and recommended hardware
requirements of HPDM Embedded HTTPS Server.

Operating system Minimum hardware Recommended hardware
¢ Windows® Server 2008 x64 ¢ Intel® Core™ 2 or AMD Athlon 64 ¢ Intel Core i5 quad-core processor 2.5 GHz
« Windows Server 2008 R2 x64 processor 2 GHz or higher
» Windows Server 2012 x64 * 2GBRAM * 4 GBRAM
« Windows Server 2012 R2 x64 ¢ 2 GB free disk space ¢ 20 GB free disk space
* 100 Mbps NIC « 7000 Mbps NIC
Network environment

There are many network factors that might influence the deployment of HPDM Embedded HTTPS Server, such as the
network bandwidth or whether related devices are deployed on a subnet.

HPDM Embedded HTTPS Server must be deployed on the same system with either with HPDM Master Repository or a HPDM
Child Repository.

HP recommends deploying a HPDM Child Repository that has HTTPS support as close to its related devices as possible.

Installing HPDM Embedded HTTPS Server
Before installing HPDM Embedded HTTPS Server, copy the installation files to the server.

To run the installation file:
1. Right-click the HPDM Embedded HTTPS Server setup file and select Run as administrator.

—or—

From an Administrator command prompt, enter HPDMEmbedHTTPSServer_x.X.3690 . XXXXX . exe.
2. If HPDM Master Repository Controller is not installed on this system, the following message appears.

HPDM Master Repository Controller is not installed on this system,

If you want to set up a child repository on this system, select "Yes' to continue
with this installation.

If you want to set up the Master Repositery on this system, you should install
HPDM Master Repository Controller before HPDM Embedded HTTPS Server.
Select 'No' to cancel this installation, install HPDM Master Repository Controller
first, and then rerun this installer,

If you want to install a child repository on this system, select Yes and continue the installation.

If you want to install HPDM Master Repository Controller on this system, select Ne, install HPDM Master Repository
Controller, and then restart this procedure.

3. Select Next.
Accept the software license agreement, and then select Next.
If the operating system is supported, select Yes.



6.

Specify the folder to install HPDM Embedded HTTPS Server to, and then select Next.

Choose Destination Location
Select folder where setup will install files.

Setup will install HP Device Manager Embedded HTTPS Server in the following folder.

To install to this folder, dick Mext. To install to a different folder, dick Browse and select
another folder.

Destination Folder

C:\Program Files'HP\HP Device Manager

InstallShisld

| <pak [hexts | | cancel |

On the HTTPS Port Number page, enter the HTTPS port, and then select Next. The default port is 443.

HTTPS Port Number

Set the port number for HP Device kM anager Embedded HTTPS Server.

< Back ” Hest > || Cancel

Note
An error message appears if the wizard detects that another program is using this port.

If you change the HTTPS port number, you also must update the port number for the HTTPS Repository in HPDM
Console.

Enter a Username and Password for the administrator account for HPDM Embedded HTTPS Server, and then enter the
same password in the Confirm Password box. Select Next.

Creating the administrator
Specily the username and password.
Usemame; \admm \
Password [sessseee |
Confimpassward: | @008ee8e| |
Installshield
<Back | Mewt> || Cancel
Note

The username must meet the following requirements:

— Cannot be blank



— Cannot be longer than 19 characters

— Case sensitive

— Can only contain letters (a—z, A=Z), numbers (0-9), hyphens (-), underscores (_), at symbol (@), and periods (.)
— Must contain at least one letter or number

— Cannot begin or end with a symbol (hyphen, underscore, at symbol, period)

— Cannot contain two or more consecutive symbols (hyphen, underscore, at symbol, period)

— Cannot contain more than two at symbols

Note
The password must be between 8 and 19 characters long and contain at least three of the following:

— Uppercase letters (A-7)
— Lowercase letters (a—z)
— Numbers (0-9)

— Symbols found on the keyboard (characters other than letters, numbers, or spaces)

9. Specify the root path of HPDM Embedded HTTPS Server, and then select Next.

If HPDM Master Repository Controller is installed on the same server, the installation uses the root path of HPDM
Master Repository by default.

HP Device Manager Embedded HTTPS Server Root Path

HP Device Manager Master Repository Contrller is installed on this server. The root path
must align with the configuration of Master Repository Controller.

Destination Folder

C:\Inetpub\Ftproot\HPDM Browse...

| <Back || Wexts | | cancel |

If HPDM Master Repository Controller is not installed on the same server, select Browse, and then navigate to the root
path.

HP Device Manager Embedded HTTPS Server Root Path

Set the root path for the HTTPS server (where you want to instal the repository). If you
plan to install HP Device Manager Master Repository Controller on this server, use the
same path when performing that installation.

Destination Folder

Browse...

[ <msc [ her ) | cancel |

10. Verify that all settings are correct, and then select Next.
11. The component updates. After the installation process is complete, select Finish.

4
Updating HPCM Embedded HTTPS Server components, Please wait...

The HPDM Embedded HTTPS Server installation log is saved in C:\HP Device Manager Embedded HTTPS Server-install.log.



Configuration

User management

During the installation process, you created an administrator user account for HPDM Embedded HTTPS Server; after the
installation, this is the only active account and has full access permissions for the repository. The username and password
of the administrator account were specified during installation.

In addition to installing HPDM Embedded HTTPS Repository, the procedure installs a User Management Tool that provides
methods to update the username and password for the local administrator of HPDM Embedded HTTPS Server.

To update the username and password:

1. Select Start, select All Programs, select HP, select HP Device Manager, sclect HP Device Manager Embedded HTTPS
Server, select HPDM Embedded HTTPS Server Tools, and then select HPDM Embedded HTTPS Server User
Management Tool.

2. Onthe command console, enter the following command:
HTTPSServerAccount -update <username>

3. When prompted, enter the new password.

Note
After changing the account password for HPDM Embedded HTTPS Repository using the User Management Tool, you
also must update the username and password for HPDM Embedded HTTPS Repository in HPDM Console.

Port management

You must specify the port number for the HTTPS service during HPDM Embedded HTTPS Server installation. By default, this
number is 443. If the default port 443 or the port you entered is used by another program, you must select a different port.

After the installation is complete, you can use HPDM Embedded HTTPS Server Configuration Tool to change the port for the
HTTPS service.

To change the port:

1. Select Start, select All Programs, select HP, select HP Device Manager, sclect HP Device Manager Embedded HTTPS
Server, select HPDM Embedded HTTPS Server Tools, and then select HPDM Embedded HTTPS Server
Configuration Tool.

2. Onthe command console, enter the following command:

HTTPSServerConfig -port <portnumber>

Note
After changing the port configuration of HPDM Embedded HTTPS Repository, you also must update the port number
for HPDM Embedded HTTPS Repository in HPDM Console.

Root path

The root path points to the location where HPDM Embedded HTTPS Server is installed. During the HPDM Embedded HTTPS
Server installation, set the root path for HPDM Embedded HTTPS Server as follows:

» |f HPDM Master Repository Controller is installed on the same server, the root path of HPDM Embedded HTTPS Server
must be the same location as HPDM Master Repository Controller.

» |f HPDM Master Repository Controller is not installed on the same server, enter a root path for HPDM Embedded HTTPS
Server.

« If youinstall HPDM Master Repository Controller after HPFDM Embedded HTTPS Server on the same server, use the same
root path to install HPDM Master Repository Controller after HPDM Embedded HTTPS Server.

After the installation is complete, you can use HPDM Embedded HTTPS Server Configuration Tool to change the root path

for HTTPS Server.

To change the root path:

1. Select Start, select All Programs, select HP, select HP Device Manager, sclect HP Device Manager Embedded HTTPS
Server, select HPDM Embedded HTTPS Server Tools, and then select HPDM Embedded HTTPS Server
Configuration Tool.

2. Onthe command console, enter the following command:

HTTPSServerConfig -rootpath rootpath



Certificate configuration

HPDM Embedded HTTPS Server and all HPDM components support only Privacy Enhanced Mail (PEM) format certificates and
keys. For other certificate formats, such as .pfx and .der, you can use the openssl tool to convert the certificate to PEM
format.

To use the openssl tool, go to <HPDM Embedded HTTPS Server install path>\HP Device
Manager\Embedded HTTPS Server\Apache24\bin.

CA Certificate Trust List

In HPDM, the CA Certificate Trust List (CTL) is a file containing multiple certificates in PEM format. This file is used to verify
peer certificates. The following is an example of a CTL file.

_ | ctipem -

Eile Edit Format View Help

————— BEGIN CERTIFICATE-----

MIIC9DCCAT2gAWIBAQIBAZANBgkghk i GOWOBAQUFADCEQ]ELMAKGALUEBhMCQO4X
ETAPBgNVBAgMCFNOYW5NSGFpMOswCQYDVQOQHDAITSDEL MAKGATUECGWCSFAXEZAR
BgNVBAsMC1R0aw5DbG11bnQxDTALBgNVBAMMBEhQREOXI jAgBgkghk i GOWOBCQEW
E3hpYwW9sdS56aGFuZ0BocC5jb20wHhCNMTUWNZEOMDgYNJQOWhCNMTYWNZE zMDgy
NFQOW]BIMQswCOYDVOOGEWIDTJERMABGATUECAWIU2ZhhbmdI YWk xCzAJBgNVBAQM
AkhQMRMwEQYDVQQL DApUAG TuQ2xpZW5 kMRUWEWYDVQODDAXTUERNQ2 xpZW5 0Q0E X
IjAgBgkghkiGIWOBCQEWE 3hpYW9sdS56aGFUZ0BoCCS jb20wgZ8wDQYIKoZIhveN
AQEBBQADgYOAMIGIAOGBAKX9Z3ggkXqqcLwBtZr4IT/zwwsTeXtFULIQ2KZbEbaR
hEOQOxyNhOtxV7 5x86grNoXvrUPKi gxXwybThgTeCyi1556aJuLMI19UGRE+hRLWT
X0ArLwOC9FGBoZok0eCmH3NDDokpv3v1ie0jd2UeMDWIbAXLF j5YHMQCP7PKAUB9t
AgMBAAG] TjBBMAWGAT UdEWQF MAMBAT BwlL AYIYTZTAYb4QgENBEBWHUIWZW5 TUOWg
R2vuZxJhdGVKIENTcnRpZm1j¥YXRIMBEOGALUADgQWBBSNI9XAIVYUT+ms IOBBWONY
5gLoF TAfBgNVHSMEGDAWGBQXCyVT zaAbuTuw9p04947 xTQYUyTANBgkghkiGO9w0B
AQUFAADBQOCRWB rXPdAL GkaCRWbUmHcKhAwk JVkBridvyIbj3ttov/GO+XzNQbDT
bRDS7XWn10myAlL22mx2UTIverxbkQll GFIpdplLMyoRd,/0czvMfz3vsSwdkTEmcU
b1LXIAR/b8iwzwxICHtPP7HFIWLT Jo/mMySsdmehl19iE4bL8gOhDvA=—=

————— END CERTIFICATE-----

MIIDgzCCAMUgAWIBAQIQKXTS /XNTIalDz4DSTMbtRJANBgkghk1GI9wOBAQS FADBEU
MRMWEQYKCZImi ZPyL GOBGRYDYZ29tMRgwWF gYKCZImi ZPyLGQBGRYISFBETVNDRVAX]
1zAhBgNVBAMTGKhQRE1ITQOVQLUhQREITQOVQUOVSYKYVSLUNBMBAXDTELMDYYNDA3
MDYOMYVOXDTIwMDYyNDA3MTYZOVowVDE TMBEGCgmSJomT81 xk ARKWAZNVh TEYMBYG|
gmsJomT 81 xkARKWCEhQRE1TQOVAMSMWTQYDVQQDE Xxp TUERNUONFUCTTUERNUONF
UFNFUTZFU71DQTCCASIWDQYIK0ZIhvcNAQEBBQADgQEPADCCAQOC ggEBAKNZWM/'s
ACIICVU9GGB053+XeISaTL7A9uFB89skkaJBT2utHXKSNU3XXtKFYW]0,/I4H04MZL
DK cHODWNMLdRwZjkbBr581D2 r9TOESmRS NmbXABKHtyYrxCFGOCTgu1IDX+Kqi90
05cKCmS4vzZFZsz jHOauPskRQYokukqqDukzT c+cUx2 /wvEWLUOZF 2n+pL k 4wxXx]
HT1X1UkcLB6969XEgnvBYViWICE+N1zDy3uauEe2xc7wlfndrRxMO T TZEISBzL yApxT]
B+z116poQRss4+,/GC+TDU17 qeKyIDzKR3ILtdHb9UCWQahIC5GaoxsjnlcgA/mols
03V2T4swaPc410sCAWEAAINRME 8wCwYDVROPBAQDAQGGMABGALUdEWER /wOF MAMB
Af BwHQYDVROOBBYEFGkbge03B448 1CcakRL Y 17866GD1MBAGCSSsGAQORg]jcvAQQD)
AQE AMADGCS(GSTh3DQEBCWUAAATBAQAMUKHNQNUhP29zegf171Rh2 rtktQF xKPop)
6UrDgDBCPBDL /0spjefuCtx3B7 GvdIOTIEWIIMWC 7 x4 TP+9ECH+4k 3qCocds Lx0DA]
ppLHoSeDhnk 3T deN0Qnx1590XuwWnBOyqB j ThOkSWYIZuGKHyJr8Qq9ynCtITzPNh
MMPyLF1xPuD010nTNXLk5yAS3BsTFOTbNYov32pKNjqY+rTs0uqyY+9BhABK4XGO/|
D1IXdTIVIN304mik5I9vMw 1 I1xxQowY5PMESSL sL JTPS5Gwm I EhBNTEMKXL /jX3eR]
RfGR1UA7 5011591 joDyORK7 DAETLMXjG8 r+0nGyu06 TuumNvsgZ|

To verify a certificate, the CTL file must contains its CA certificates.

To create a CTL file:

1. If the certificate is a self-signed certificate, copy its PEM-format certificate content to the CTL file.

2. If the certificate is available in a CA chain, copy all CA certificates on the CA chain to the CTL file.

3. If youwant to verify several certificates with one CTL file, repeat steps 1 and 2 to copy all CA certificates to one CTL file.

Server certificate management
The default server certificate and key are deployed on the HDPM Embedded HTTPS Server side during installation.

AILHTTPS Servers use the same certificate, by default. There are backups of the default certificate and key stored on HTTPS
Server.

After the installation completes, HP recommends that you import your own certificate via HPDM Embedded HTTPS Server
Configuration Tool.



Importing a server certificate

1. Select Start, select All Programs, select HP, select HP Device Manager, select HP Device Manager Embedded HTTPS
Server, select HPDM Embedded HTTPS Server Tools, and then select HPDM Embedded HTTPS Server
Configuration Tool.

2. 0Onthe command console, enter the following command:

HTTPSServerConfig -importcert <certificatefile> <keyfile>

Note
HPDM Embedded HTTPS Server does not support PEM files that use a password.

Resetting a server certificate and key

1. Select Start, select All Programs, select HP, select HP Device Manager, sclect HP Device Manager Embedded HTTPS
Server, select HPDM Embedded HTTPS Server Tools, and then select HPDM Embedded HTTPS Server
Configuration Tool.

2. Onthe command console, enter the following command:
HTTPSServerConfig —resetcert

Note
If you import a new server certificate or revert to the default certificate, you must update the CA CTL for all client devices.

Deploying the CA CTL to HPDM

To verify the server certificate when HPDM components connect to HPDM Embedded HTTPS Server, you must create a CTL
file for your server certificate first, and then deploy this CTL file to HPDM components. Otherwise, HPDM does not
authenticate the server certificate and accepts the connection automatically. In HPDM, the name of this CTL file is ctl.pem
and cannot be changed.

1. For HPDM Console, HPDM Gateway, and HPDM Master Repository Controller, manually copy the ctl.pem file to
%HPDMInstal IPath%\Certificates\repos_certs\https\.

If the components are installed on separate machines, you need to copy it several to each system.

From HPDM Agent, send a “Set CA Certificates” template to each thin client. Select the Deploy with local file option,
and then select the file ctl.pem.
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Client certificate management
There is no client certificate or key on the client side, by default. That means the client connects the HPDM Embedded HTTPS
Server directly.

Configuring client authentication on the HPDM Embedded HTTPS Server side
If your deployment requires to the server to verify the client certificate, use the following procedure:



1. Create a CTL file for the client certificate and copy it to <HPDM Embedded HTTPS Server install
path>\HP Device Manager\Embedded HTTPS Server\Apache24\conf\HPDM. The CTL file name
must be named ctl.pem.

NiEN-|

Home Share View W 0

®© + 4 | <« conf » HPDM v| ¢  Search HPDM »p

-

* Favorites MName Date modified Type

I Desktop | ctl.pem 4/20/2016 13:30 PEM File

l4 Download httpd-ssl.conf 4/22/2016 15:13 CONF File

2 Recent ple &l servercrt 4/20/2016 13:30 Security C

R Zhang, Lui server key 4/20/2016 13:30 KEY File
& This PC

v £

4items  1item selected 932 bytes

2. To configure the certificate authentication of HTTPS client, modify the SSL configuration on HPDM Embedded HTTPS
Server.

A.  Locate the file httpd-ssl . conf. By default, this file is saved in the following location:
<HPDM Embedded HTTPS Server install path>\HP Device Manager\Embedded HTTPS
Server\Apache24\conf\HPDM

Wv | |~ Embedded HTTPS Server ~ Apache24 + canf = HPOM - m I_(

Organize » | | Open  Mew folder

7 Favorites Mame Date modified |
| hedigest 4f22[2016 4:07 PM
7 Libraries || ApachePath, canf 4{22{2016 4:07 PM

1-;1 Computer

£ Lacal Disk (C1) @ server.crk 3/30/2016 1:24 PM
| server.crb.bak 4/21J2016 251 AM

€ Netwark || server.key 3/30/2016 1:25 PM
|| server key.bak 412112016 251 AM

| sslPort.conf 4/22/2016 4:07 FM

B.  Edit the configuration file. By default, the line SSLCACertificateFile is a comment. Make it not a comment, and
then save the file.

168 # Certificate Buthority (CB):

168 # Set the CA certificate verification path where to find CA
170 % certificates for client authentication or alternatively one
171 % huge file containing all of them (file must be PEM encoded)
172 % Note: Inside SSLCARCertificatePath you need hash symlinks

173 & to point to the certificate files. Use the provided
174 % Makefile to update the hash symlinks after changes.
175 ifi " "

17c| SSLCRCertificateFile "S{SRVRCOT}/conf/HPDM/ctl .pem"]

177

NiEN-]|

Home Share Wiew v o

@ - 1 | « conf v HPDM v & | Search HPDM P
* Favorites “~  Name Date modified Type
Bl Desktop | ctl.pem 4/20/2016 13:30 PEM File
' Download httpd-ssl.conf 4/22/2016 15:13 CONF File
«» Recent ple a server.crt 4/20/2016 13:30 Security C
server.key 4/20/2016 13:30 KEY File
& This PC wile
4items  1item selected 932 bytes

3. Restart the HPDM Embedded HTTPS Server service.



Deploying a client certificate to HPDM components
1. Verify that the client certificate name is client.pem and the private key name is client.key.

Note
Currently, HPDM supports only PEM format certificates and keys. For other certificate formats, such as .pfx and .der,
you can use the openssl tool to transfer them to PEM format.

2. Todeploy the files to HPDM Console, HPDM Gateway and HPDM Master Repository Controller:

A.  Copy client.pem and client.key to the folder
%HPDMInstal IPath%\Certificates\repos_certs\https\.

B. Todeploy the password for the client key, open a command prompt, change the current path to
%HPDMInstal IPath%\Certificates\, and thenrun the command dmenc <password> -h where
<password> is the password of the private key.

For example, if the password is HPDM, run the command dmenc HPDM -h.
3. Todeploy the files to HPDM Agents running a Windows Embedded operating system:

A.  Copy client.pem and client.key to the folder c:\windows\xpeagent\repos_certs\https\.

B. Todeploy the password for the private key, send the following script task to the devices via HPDM:
c:\windows\xpeagent\dmenc <password> -h

4.  To deploy the files to HPDM Agents running HP ThinPro:

A.  Copy client.pem and client.key to the folder Zetc/hpdmagent/repos_certs/https/.

B. Todeploy the password for the private key, send the following script task to the devices via HPDM:
/usr/sbin/dmenc <password> -h

Performance

There are many factors which impact performance, such as disk, CPU, RAM size, and so on. The suggested minimum
hardware only ensures HPDM Embedded HTTPS Server can run on the machine, but the performance is very poor. HP
recommends that you deploy HPDM Embedded HTTPS Server on a machine with the recommended hardware requirement
or higher. This following sections describe the performance with the recommended hardware and how to tune the
configuration or hardware to achieve maximum performance.

Recommended performance data

The following performance data was obtained from a system running the recommended hardware configuration: 4 GB RAM,
quad-core CPU, 1000 Mbps NIC, and 7200 RPM disk. The operating system used during testing was Windows Server 2008
R2 x64.

Maximum number of connections
By default, the maximum number of connections is 64. This is an ideal value. The performance of HPDM Embedded HTTPS

Repository degrades, if this number is raised too high for the supporting hardware configuration. For most configurations,
HP recommends setting the number of concurrent connections to no more than 50.

Capturing large files and images
Due to the I/O speed of the storage device (hard disk), performance can be compromised when capturing large files or

images from multiple thin clients at the same time. The following are the recommended usage parameters when capturing
large files or images.

» The total upload speed must not exceed 10 MBps.

» The recommended maximum concurrent connections is 5, and the upload bandwidth for each connection must not
exceed 2 MBps.

For example, if you want to capture images from 10 devices, you can send the capturing image task to 5 devices at first
with the upload bandwidth set to 2 MBps. After those 5 tasks are finished, send the task to other 5 devices with the
upload bandwidth set to 2 MBps.

For information regarding how to configure the bandwidth, see Bandwidth throttling.

Deploying large files and images
The following are the recommended usage parameters for deploying large files and images.

If you are deploying the same file, folder, or image file to multiple devices, do the following:



« |f the number of target devices does not exceed 50, deploy the same file, folder, or image file to all devices at the same
time.

« |f the number of target devices exceed 50, divide the target devices into batches, with the number of devices in each
batch fewer than 50. Then, send the task to the devices batch by batch. Do not send the task to next batch until all tasks
in the previous batch are finished.

If you are deploying different files, folders, or image files to different devices, do the following:

« Divide the target devices into different scenarios that would be used for targeting a single device. Execute each scenario
one by one following the previous steps.

Managing the maximum number of connections

By default, the maximum number of connections is 64. If you installed HPDM Embedded HTTPS Server on a more powerful
machine, such as a workstation or server with greater disk 1/0 performance, you can modify this number to achieve the
maximum performance of the hardware.

1. Locate the file httpd.conf. By default, it is saved in the following location:

<HPDM Embedded HTTPS Server install path>\HP Device Manager\Embedded HTTPS
Server\Apache24\conf

1 ]

‘Q\: ;Jv| . = Apache24 ~ conf - - (23 I Search conf [ﬂ‘
Organize ¥ |Open ¥  MNew folder = ~ 0 @
‘¢ Favorites MName = | Date modified | Type |
Bl Desktop | extra 4/21/2016 1:02 FM File folder
& Downloads | HPOM 4/22/2016 11:03 AM  File folder
i1l RecentPlaces . riginal 4/21/2016 :51AM  File folder
|| charset.conv 4/21/2016 9:51 AM COMV File
—| Libraries . e b
= Bl httpd.conf 4/28/2016 6:08PM  CONF File
j Documents
. . || magic 4/21/2016 9:51 AM File
J. Music
&) Pictures || mime, types 4/21/2016 9:51 AM TYPES File
EI] Subversion || openssl.cnf 4/21/2016 9:51 AM CNF File
B videos

2. Edit the configuration file.
A.  Gotoline 489, and locate the comment line #Include conf/extra/httpd-mpm.conf.
B. Remove the # so that the lineis Include conf/extra/httpd-mpm.conf.

C.  Save this file.
44 Supplemental configuratlon

The configuration files in the conf/extra/ directom
included to add extra features or to modify the del
the server, or you may simply copy their contents t
necessary.

[ Y T = A -
[}

w IS I T (Y T T L T

e e e e e

488 | # Server-pool management (MPM specific)

455 | Include conf/extra/httpd-mpm.conf

450

451 # Multi-language error mMessages

452 #Include conf/extra/httpd-multilang-errordoc.cont
493

454 # Fancy directory listings

Include conf/extra/httpd-autoindex.conf

0O AL
!

=9
0
Al



3. Locate the file httpd-mpm.conf. By default, it is saved in the following location:

<HPDM Embedded HTTPS Server install path>\HP Device Manager\Embedded HTTPS
Server\Apache24\conf\extra

View
Apache24 » conf » extra v ¢ Search extra
MName : Date modified
httpd-autoindex.conf 4122016 14:51
@ httpd-dav.conf 471272016 14:51
@ httpd-default.conf 4122016 14:51
H) ® | httpd-info.conf 412072016 13:31
 httpd-languages.conf 41272016 14:51
@ httpd-manual.conf 471272016 14:51
| httpd-mpm.conf 5/10/2016 13:18
@ httpd-multilang-errordoc.conf 471272016 14:51
@ httpd-userdir.conf 4122016 14:51
@ httpd-vhosts.conf 471272016 14:51
0 proxy-html.conf 41272016 14:51

4.  Edit the configuration file.

A.  Find the section WinNT MPM, and then go to the ThreadsPerChild command. By default, the value of
ThreadsPerChildis 150. The reasonable value scope is 100-500. Enter a reasonable value for your
hardware configuration

B. Save thefile.

101

102 # WinNT MPM

103 4 ThreadsPerChild: constant number of worker threads in the server process

104 4 MaxConnectionsPerChild: maximum number of connections a server process serves
105 <IfModule mpm winnt module>

106 |_ThreadsPerchild 250 ]
107 MaxConnectionsPerChild 0

108 </IfModule>

109

5. Restart the HPDM Embedded HTTPS Server service.

Hardware performance

The performance of the disk 1/0 is the key factor that impacts performance of the HPDM Embedded HTTPS Server service. If
the disk is a mechanical hard disk, the performance degrades when multiple clients are connected to the server and
uploading and/or downloading large files simultaneously. In that scenario, the CPU usage generally shows high use and the
file transfer speed decreases. To improve the performance, HP recommends using SDD or RAID disk storage.
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Bandwidth throttling

Administrators can configure bandwidth throttling for the HTTPS file transfer protocol. When logged in as the administrator,
you can enable or disable the throttling feature, and you can set upload and/or download limits.

By default, the throttling function is disabled. After you enable the throttling function, the default value for the upload and
download limits is 100 KiB/s each. You can set the upload and download limits to any value between 1 and 999999999
KiB/s.

Configuration Management

[=+-Configuration Management

"~ Grouping Property Name HTTPS Repository Speed Limits

|- Task Parameters
-Valid Time and Timeout
~Write Filter, WOL and Ta
‘- Cached Updates Upload limit: 100 KiBls
ransfer5 S

- Status Walker Configuration o e 100 KiB/s

- LDAP Settings

~HP FTP Proxy

["] Enable speed limits

Restore Defaults

Cancel Apply

Also, for every task within HPDM related to payload transferring, you can customize the bandwidth throttling parameters
based on the global configuration.

Task Editor n

Content Schedule & Batch Control Valid Time, Timeout & WOL
Cached Updates S Target Device List

HTTPS Repository Speed Limits
[ | Enable speed limits

Upload limit: 100 KiBls

Download limit: 100 KiBls

< Back Cancel



Configuring the bandwidth throttling parameters

If you need to configure the bandwidth throttling parameters for all tasks, use the following procedure.
1. To open the Configuration Management dialog box, select Tools, and then select Configuration.
2. Select Task Parameters, and then select Transfers.

3. Configure the bandwidth throttling parameters for global settings.

To configure bandwidth throttling for a single task related to payload transferring:
1. Right-click the task, and then select Send Task.

2. Onthe Transfers tab in the Task Editor dialog box, configure the bandwidth throttling parameters for a single task.

Adding an HPDM Embedded HTTPS Server as an HPDM Repository

See the HPDM Repository Management white paper.
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For more information

For more information about HP Device Manager, go to http://www.hp.com/go/hpdm.

Sign up for updates
hp.com/go/getupdated
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