Technical white paper

HP Device Manager 4.7

Using DNS Service Records for Device Discovery
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Overview

Most HPDM device discovery methods assign only one HPDM Gateway to each HPDM Agent. You can assign multiple
gateways with different priority values using DNS service records for device discovery. The benefit is that HPDM Agent will
try the gateways one by one until it connects to one successfully, allowing you to set backup gateways.

Prerequisite:

HPDM Agent must have either a static domain name or access to a DHCP server to get the domain name via DHCP option 15.

Note
Currently, the version of HPDM Agent for HP ThinPro does not support static domain names. If a device uses a static IP
address, this feature is not supported.

Automatic registration methods

HPDM Agent tries to register itself using different methods in the following order:

Current HPDM Gateway

Backup HPDM Gateway

Gateway at DHCP tag 202
Gateway at DNS Server
Gateway at DNS Service Record
Gateway found by broadcast
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Note
For more information about automatic registration methods, see the administrator guide for HPDM.

Creating a DNS service record

1. Open the DNS console.
2. Right-click the domain, and then select Other New Records.

1 EI HPOM-DEV-VM ] (same as parent folder) Starto
B E quward Lookup Zones é—l (same as parent folder) Mame £

= W .
s & | Update Server Data File
“| Reverse  Reload
| Conditior Mew Host (A or ARAA)...
5| Global Lo Mew Alias (CMAME). ..
Mew Mail Exchanger (MX)...
Mew Domairn.. .
Mew Delegation. ..
Other Mew Records. .. |
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3. Select Service Location (SRV).

-
£, DNS Resource Record Type

El 5 HPOM-DEV-VM

[= || Forward Lookup Zones Select a resource record type:
Bzl Lﬁn-adrnin.com Public Key (KEY)
| _tep Renamed Mailbox (MR)
| Reverse Lookup Zones Responsible Person (RP)

Route Through (R

| Conditional Forwarders Service Location (52V)
service Locaton (5EV)
Global Logs Signature (SIG)

Select the Create Record button
Set the service as _hpdm-gatewy.
Set the protocol as _tep.
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Optional: Set the priority to a numerical value (lower values indicate a higher priority).



8. Set the host as the fully qualified domain name (FQDN) of the gateway.

Service Location {SRN
Diomain: I Len-admin. com
Service: I _hpdm-gateway j
Protocol: I _tep j

Priority: I 0
Weight: | 0
Port number: I

Host offering this service:
192,168.1.110

9. Select OK.

10. Optional: Repeat steps 4-9 to add additional records.
11. Select Done.

The following image shows an example of multiple DNS service records:

% DS Mame | Type | Data | Timest
S ﬂ HPDM-DEV-VM ﬂé_hpdm-gabeway Service Location (SRV) [0][0][0] 192.168.1.113 static
= [Z] Farward Lookup Zones & _hpdm-gateway Service Location (SRY) [1][0][0] 192.168.1. 110
SRE Lﬁnﬁgi“-mm ] _hpdm-gateway Service Location (SRY) [2][0][0] 192.168.1.115
| Reverse Lookup Zones
| Conditional Forwarders
Global Logs

Known issue (Windows only)

If you set multiple gateways using multiple DNS service records, HPDM Agent does not properly follow the priority order that
you set.

Troubleshooting

1. Verify the network information (including the IPv4 address and domains) of HPDM Agent.

2. Use the following command to make sure the device can get DNS service records (replace DomainName with your
domain name):

« Windows:
nslookup -timeout=30 -type=SRV _hpdm-gateway._tcp.DomainName.com

» HP ThinPro:
host -t SRV _hpdm-gateway._tcp.DomainName.com

Appendix (Windows only)

To set a static domain name in Windows:

Open the Network Connections dialog via Control Panel or the network notification icon.

Right-click the network adapter and select Properties.

Left-click the Internet Protocol Version 4 (TCP/IPv4) item in the list, and then select the Properties button.
Select the Advanced button.

Select DNS, select Append these DNS suffixes (in order), and then add the DNS domain to the list.
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For more information

For more information about setting multiple DNS service records for one service, go to
http://en.wikipedia.org/wiki/SRV_record.

To read more about HP Device Manager, go to hp.com/go/hpdm.

Sign up for updates
hp.com/go/getupdated
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