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Overview 

HP Device Manager (HPDM) is an enterprise-class application for managing and administrating thin client devices on large- and 
small-scale networks. The system consists of the following major components: 

° HPDM Server²The central management service, which monitors all states and controls all device management activities. 

° HPDM Gateway²The software component that links the HPDM Server and HPDM Agents on each thin client. 

° HPDM Master Repository Controller²The software component that manages the software payloads and package content in 
the Master Repository and synchronizes that content to other child repositories as requested by the HPDM Server. 

° HPDM HTTPS Repository²The software component that provides the ability to set up an HPDM repository using the HTTPS 
protocol. 

° HPDM Console²The software component that is the primary user interface for administrators, allowing the inventory and 
management of devices and other administrative activities. 

° HPDM Console Web Bridge²The component that provides access to HPDM Console content through a web browser. 

° HPDM Configuration Center²The graphical application used to configure settings of various HPDM components. 

° HPDM Agent²The software component installed on each device to enable device management capabilities. 

Terminology 

The following table defines common terminology used when working with HP Device Manager. 

Table 1. Common terminology 

Term Definition  

HPDM Server The central management service, which monitors all states and controls all device management 
activities. 

HPDM Gateway The software component that links the HPDM Server and HPDM Agents on each thin client. 

HPDM Master Repository 
Controller 

The software component that manages the software payloads and package content in the Master 
Repository and synchronizes that content to other child repositories as requested by the HPDM Server. 

HPDM Master Repository The primary storage location for payload contents (contains all payload files). 

HPDM Child Repository One or more optional secondary storage locations for payload contents used as distribution points within 
the management environment (each HPDM Child Repository can contain all or a subset of payload 
files). 

HPDM HTTPS Repository The software component that provides the ability to set up an HPDM repository using the HTTPS 
protocol. 

HPDM Console The software component that is the primary GUI for administrators, allowing the inventory and 
management of devices and other administrative activities. 

HPDM Console Web Bridge The software component that provides access to HPDM Console content through a web browser. 

HPDM Configuration Center The graphical application used to configure settings of various HPDM components. 

HPDM Agent The software component installed on each device to enable device management capabilities. 

HPDM database The storage location for the information that defines all the HPDM managed assets, such as 
devices, HPDM Gateway servers, repositories, task templates, and rules. 

Device A computing endpoint, such as an HP Thin Client that is managed by HPDM. 
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Installation  

This section describes the installation requirements and procedures required to install HP Device Manager in various customer 
scenarios. 

Installation requirements  

Table 2. HPDM Server requirements 

Component  Requirements 

Operating system 

 

Windows Server 2016 

Windows Server 2019 

Windows Server 2022 

Third-party software OpenJDK (bundled with installer) 

One of the following database management systems (DBMS): 

Microsoft® SQL Server 2016 or later 

PostgreSQL (bundled with installer) 

Hardware Intel® compatible 64-bit processor supporting 2 or more CPU cores 

4GB RAM (Recommend: 4 CPU cores and 6 GB RAM) 

2 GB free disk space 

Table 3. HPDM Gateway requirements 

Component  Requirements 

Operating system Windows Server 2016 

Package A container object comprised of the description file and a folder which contains payload files. 

Payload Files, such as operating system images and software updates, that are stored in the HPDM Master 
Repository (and optionally one or more HPDM Child Repositories) and are distributed to managed 
devices via tasks. 

PXE Preboot eXecution Environment, a network server and accompanying protocol that enables devices to 
boot from a remote operating system image using the endpoint device network. 

Rule A declarative construct which allows for the automation of tasks based on certain matching criteria or system 
events. 

Task A scheduled action that is based on a task template and is used to apply configuration changes to a device 
or group of devices. 

Task template Defines the configuration changes you want to make to a device or group of devices. 

Template sequence A special kind of task template that allows you to combine multiple task templates and execute them as 
a single task. 

HPDM Archive Tool A software utility included with HPDM that allows you to archive retired devices, outdated tasks and logs 
from both the HPDM database and file system. 

HPDM Automatic Device 
Importer 

A specialized tool that only imports devices into the HPDM database. 

HPDM Port Check Tool A software utility included with HPDM that allows you to check network connectivity and firewall port 
permissions between different components of HPDM. 

HPDM Server Backup and 
Restore Tool 

A software utility included with HPDM that allows you to back up and restore database, templates, tasks, 
and the configuration files from an HPDM Server installation. 
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Windows Server 2019 

Windows Server 2022 

Hardware Intel compatible 64-bit processor supporting 2 or more CPU cores 

4 GB RAM 

2 GB free disk space 

 

Table 4. HPDM Master Repository Controller requirements 

Component  Requirements 

Operating system Windows Server 2016 

Windows Server 2019 

Windows Server 2022 

Hardware Intel compatible 64-bit processor supporting 2 or more CPU cores 

4 GB RAM 

4 GB free disk space 

NOTE: The above hardware is the minimum required for the Master Repository. If there 
will be many imaging or file-copying operations, then HP recommends using a more 
powerful system with additional free disk space. 

Protocols HTTPS, FTP, FTPS, SFTP, or SMB 

Recommended third-party FTP 
servers 

Apache HTTP Server (An embedded version of Apache HTTP Server is bundled with the 
installer.) 

FileZilla 

Microsoft Internet Information Server (IIS) 

freeSSHd 

 

Table 5. HPDM HTTPS Repository requirements 

Component  Requirements 

Operating system Windows Server 2016 

Windows Server 2019 

Windows Server 2022 

Hardware Intel compatible 64-bit processor supporting 2 or more CPU cores 

4 GB RAM 

2 GB free disk space 

7200 RPM disk 

NOTE: The above hardware is the minimum required for the Master Repository. If there 
will be many imaging or file-copying operations, then HP recommends using a more 
powerful system with additional free disk space. 

Protocol HTTPS 

 

Table 6. HPDM Console requirements 

Component  Requirements 
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Operating system Windows Server 2016 

Windows Server 2019 

Windows Server 2022 

Windows 10 

Windows 11 

Third-party software OpenJDK (bundled with installer)  

Hardware Intel compatible 64-bit processor supporting 2 or more CPU cores 

4 GB RAM (Recommended: 4 CPU cores and 6 GB RAM) 

1 GB free disk space 

 

Table 7. HPDM Console Web Bridge requirements 

Component  Requirements 

Operating system Windows Server 2016 

Windows Server 2019 

Windows Server 2022 

Windows 10 

Windows 11 

Prerequisite HPDM Console 

Hardware Intel compatible 64-bit processor supporting 2 or more CPU cores 

5 GB RAM (Recommended: 4 CPU cores and 7 GB RAM) 

(For 1 Console instance and Console Web Bridge server. Add 1 GB for each additional 
Console) 

2 GB free disk space 

 

Table 8. HPDM Configuration Center requirements 

Component  Requirements 

Operating system Windows Server 2016 

Windows Server 2019 

Windows Server 2022 

Windows 10 

Windows 11 

Hardware Intel compatible 64-bit processor supporting 2 or more CPU cores 

4 GB RAM  

1 GB free disk space 

 

Table 9. Network requirements 

Component  Requirements 

Network HPDM supports only IPv4 networks. 

HPDM can image thin clients using either PXE or non-PXE (preferred) methods. If PXE 
imaging is desired, make sure that there are no other PXE services running on the 
network. 

If you are using an ISC DHCP server, it must be running at least version 3.0. 

Port requirements 

See the Port Usage section for a list of standard and custom ports required. 
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Product Support Matrix 

HPDM provides full support for all HP thin clients within EOL (end-of-life) + 3 years and partial support for all HP thin clients within 
EOL + 5 years. Each thin client should have a minimum of 10 MB of free disk space. 

In the following matrix, full support (ừ) indicates that all existing and new features in HPDM 5.0 are supported. Partial support (ủ

) indicates that not all task templates are available for a given device platform and operating system. 

Table 10. Product support matrix 
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HP t755 Thin Client ǻ   ǻ ǻ   

HP t740 Thin Client ǻ    ǻ ǻ ǻ 

HP t730 Thin Client ǻ    ǻ ǻ ǻ 

HP Elite t660 Thin Client    ǻ    

HP Elite t655 Thin Client ǻ   ǻ ǻ ǻ  

HP t640 Thin Client ǻ    ǻ ǻ ǻ 

HP t638 Thin Client ǻ     ǻ ǻ 

HP t630 Thin Client ǻ    ǻ ǻ ǻ 

HP t628 Thin Client ǻ      ǻ 

HP Pro t550 Thin Client ǻ   ǻ ǻ ǻ  

HP t540 Thin Client ǻ    ǻ ǻ ǻ 

HP t530 Thin Client ǻ    ǻ ǻ ǻ 

HP t430-R Thin Client ǻ     ǻ ǻ  

HP t430 Thin Client ǻ     ǻ ǻ 

HP t420 Thin Client       ǻ 

HP t240 Thin Client       ǻ 

HP Elite mt645 G8 Mobile Thin Client ǻ   ǻ ǻ   

HP Elite mt645 G7 Mobile Thin Client ǻ    ǻ ǻ  
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HP Pro mt440 G3 Mobile Thin Client ǻ   ǻ ǻ ǻ  

HP mt46 Mobile Thin Client ǻ    ǻ ǻ ǻ 

HP mt45 Mobile Thin Client ǻ    ǻ ǻ ǻ 

HP mt44 Mobile Thin Client ǻ       

HP mt32 Mobile Thin Client ǻ    ǻ ǻ ǻ 

HP mt31 Mobile Thin Client ǻ       

HP mt22 Mobile Thin Client ǻ    ǻ ǻ ǻ 

HP mt21 Mobile Thin Client ǻ    ǻ ǻ ǻ 

HP ThinPro PC Converter     ǹ ǹ ǹ 

Windows PC Converter  ǻ ǻ     

Server preparation 

This setup requires Windows Server 2016 or later running on either a physical or virtual machine. Allocate a minimum of 10 GB of 
storage for the operating system and the HPDM components. Full server recommendations are available in the HPDM Server 
requirements section. 

This assumes that HPDM Server will use a standard installation without any additional services running. 

This section focuses on the post-installation steps of installing HPDM onto Windows Server 2016. The example assumes a 
complete HPDM installation has already been performed on HPDM Server and that a user account for the FTP transactions has 
already been created. 

Selecting a database management system 

HPDM supports both PostgreSQL and Microsoft SQL Server databases. PostgreSQL is integrated in the HPDM installation package 
and can be used directly without extra installation or configuration. However, PostgreSQL within the HPDM installation package 
cannot be upgraded or replaced by a higher version as some files are customized by the HPDM installation. If you want to view the 
data in the PostgreSQL database, you need to install a third-party database admin tool such as pgAdmin or Navicat. If you choose 
to use Microsoft SQL Server with HPDM, you need to install the Microsoft SQL Server separately. PostgreSQL is a free database 
management system, while Microsoft SQL Server is a commercial database management system. For HPDM, there is no 
difference in capabilities or performance between the two database solutions. 

Table 11. Database management system 

 Microsoft SQL Server PostgreSQL 

Type Commercial database Free database 

Authentication Username-password authentication 

Windows authentication 

Username-password authentication 

 

Installation User-defined installation 

Note: Interaction with the HPDM server 
is affected by network latency when 
installed on a different machine. 

In HPDM server installation package 

Upgrade Support Not support 

Visualization tool Built-in Third-part tool 

Port 1433 (Default) 40006 (Default) 

Choosing repository protocols 

HPDM supports the HTTPS, FTP/FTPS, SFTP, and SMBv2 (Shared Folder, Samba) as file transfer protocols. HTTPS protocol support 
is provided by the HPDM HTTPS Repository component, FTP family protocols are supported through third-party FTP servers, and 
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SMBv2 is provided through Windows operating system support. You can choose any single protocol or combination of protocols 
within a single repository. However, there are two limitations, as follows: 

°  

° SMBv2 must be selected for Windows  non-cached file-based imaging. 

If multiple protocols are used within a single repository, they should all point to the same folder location on the computer system. 

Windows firewall settings 

In Windows Server 2016, the built-in firewall service helps secure your server from network threats and is enabled by default. If 
you use the built-in Windows Firewall, you need to configure your settings so that the HPDM, HTTPS and FTP traffic can pass 
through the firewall. Note that you need to be logged on as Administrator or as a user that has administrator privileges to 
configure the firewall. If not logged on as Administrator, be sure to right-click Start Menu button, and then select Command 
Prompt (Admin). This is required because User Account Control (UAC) in the Windows Server 2016 operating system prevents 
non-Administrator accounts access to the operating system firewall policy settings. 

Firewall settings for HP Device Manager 

The basic ports used by HPDM for management traffic between HPDM Server, HPDM Gateway, and HPDM Agent are in the range 
of 40000 to 40009, and 40012. 

To configure the necessary exceptions: 

1. Right-click Start Menu button, and then select Command Prompt. If not logged on as Administrator, be sure to select 
Command Prompt (Admin). 

° To add an inbound rule to allow UDP traffic on port 40000, type the following command, and then press Enter: 

netsh advfirewall firewall add rule name="HP Device Manager UDP IN" action=allow 

protocol=UDP dir=in localport=40000  

° To add an outbound rule to allow UDP traffic on port 40000, type the following command, and then press Enter: 

netsh advfirewall firewall add rule name="HP Device Manager UDP OUT" action=allow 

protocol=UDP dir=out localport=40000  

° To add an inbound rule to allow TCP traffic on ports 40001 to 40009, and 40012, type the following command, and then 
press Enter: 

netsh advfirewall firewall add rule name="HP Device Manager TCP IN" action=allow 

protocol=TCP dir=in localport=40001 - 40009,40012  

° To add an outbound rule to allow TCP traffic on ports 40001±40009, and 40012, type the following command, and then 
press Enter: 

netsh advfirewall firewall add rule name="HP Device Manager TCP OUT" action=allow 

protocol=TCP dir=out localport=40001 - 40009,40012  

These steps allow HPDM Server, HPDM Gateway and HPDM Agents to connect to each other. The ports used for HPDM traffic are 
open on the Windows Firewall. Other ports might be needed for other specific tasks. See the Port Usage section of this guide for a 
complete list of ports used by HPDM. 

Firewall settings for HPDM HTTPS repository 

The default port used by HPDM HTTPS Repository is 443. If you changed the listen port of HPDM HTTPS Repository via HPDM 
Configuration Center, be sure to replace 443 with the new port number in following command lines. 

To configure the Windows Firewall setting for HPDM HTTPS Repository using the command line: 

1. Right-click Start Menu button, and then select Command Prompt. If not logged on as Administrator, be sure to select 
Command Prompt (Admin). 

° To add an inbound rule to allow TCP traffic on port 443, type the following command, and then press Enter: 

netsh advfirewall firewall add rule name="HPDM HTTPS TCP IN" action=allow 

protocol=TCP dir=in localport=443  

° To add an outbound rule to allow TCP traffic on port 443, type the following command, and then press Enter: 

netsh advfirewall firewall add rule name="HPDM HTTPS TCP OUT" action=allow 

protocol=TCP dir=out localport=443  
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Firewall settings for FTP Repositories 

You must configure an exception for both the control channel (port 21) and the port range for the passive data channel. While it is 
easier to add these rules from the command line, you can also use the user interface for the Windows Firewall. 

To configure the Windows Firewall setting for FTP using the command line: 

1. Right-click Start Menu button, and then select Command Prompt. If not logged on as Administrator, be sure to select 
Command Prompt (Admin). 

2. To add an inbound rule for the command channel and to allow connections to port 21, type the following command, and 
then press Enter: 

netsh advfirewall firewall add rule name="FTP (non - SSL)" action=allow protocol=TCP 

dir=in localport=21  

3. Activate firewall application filter for FTP (aka Stateful FTP) that will dynamically open ports for data connections, type the 
following command, and then press Enter: 

netsh advfirewall set global StatefulFtp enable  

4. You do not have to enable the port range for the passive data channel in the windows firewall due to the FTP filter. For 
routers, you can manually configure the port changes in the routers­ firewall. 

Note:  
For FTPS, enable the control channel (usually port 990) and the port range for the passive data channels. Disable the FTP filter, 
because FTPS data connections are encrypted, so standard firewalls cannot recognize the protocol. 

Installation options  

The HP Device Manager installer consists of Device Manager Component installers. Each component has its own standalone 
installer, and the HP Device Manager installer is the global application that installs all HPDM components.  

Before installing HPDM, copy the installation file to the server. If a version prior to 5.0 of HPDM is installed, see Upgrading a 
Previous Installation. 

Server-side components 

The server-side components of the system are installed using the HP Device Manager installer (HP_Device_Manager -

revision.exe ). 

There are two setup types: Complete Setup and Custom Setup. 

Complete setup 

This process installs all HPDM server-side components. No configuration is necessary during installation. You can use most HPDM 
functions after installation, such as update agent, capture/deploy files, and so on. 

The following lists provides the default settings for complete setup: 

° HTTPS Repository is installed as the default repository server, and a random user and password are created during installation. 

° A clean PostgreSQL database is created and initialized for HPDM Server if there is no database for the HPDM. A random 
password is created for the root user when initializing the database, which must be changed at first logon. 

° HPDM Server uses the local HTTPS Repository as its master repository and automatically imports a randomly created user and 
password to the database. 

Custom setup 

1. Select the HPDM setup file. If the User Account Control dialog is displayed, select Yes. 

2. Select the Location to Save Files, and then select Next. The following image shows the location to save the extracted files 
from the installation package.  
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3. If the Overwrite Protection dialog is displayed when extracting files, select Yes to All. 

. 

 
 

4. Select Next. 

 

5. Select I accept the terms of the license agreement, and then select Next. 
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6. Under Setup Type, select Custom, and then navigate to the installation path of HP Device Manager.  

 

7. Select the components you want to install, and then select Next. Note that the dependent components are selected 
automatically when you select a primary component. You cannot clear a primary component if a dependent component is 
selected and the dependent component depends on the primary component. 
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8. Select Check to check preconditions. 

 

9. If all preconditions are met, select Next. If preconditions are not met, review the description, and resolve them manually. 
Select Check to continue. 
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10. View your installation settings summary, and then select Install. 

 

11. When installation is complete, select Finish. If you want to use SQL Server database, select Manually configure database with 
HPDM Configuration Center to open HPDM Configuration Center. See the HPDM Configuration Center section to view how to 
configure HPDM components. 
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Note 
¶ If the HPDM Server, HPDM Master Repository Controller, and HPDM HTTPS Repository are not installed on the same 

machine, reset the user account of HPDM HTTPS Repository and its password using HPDM Configuration Center. 

¶ If the HPDM Server and HPDM Console are not installed on the same machine, reset the password of HPDM root user 
using HPDM Configuration Center before logging into HPDM Console. 

Updating an existing installation  

There are two updating setup types: Upgrade Setup and Custom Setup. Upgrade Setup is used to upgrade all installed HPDM 
components directly. Custom Setup is used to upgrade installed components, as well as install new components. You can view 
detailed information of both components in the installer package and in the installed components. If you want to add new HPDM 
components into the current machine, use Custom Setup. 

If the HPDM Server needs to be upgraded, a prompt dialog will ask the user to back up the database. 

 

Note 
The installation process doesn­t restore the backup database automatically, you need to restore it manually if you met the 
database problem after the upgrade. 
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Upgrade  

To upgrade all installed HPDM components, follow the procedure for a new installation until the Setup Type window, and then 
select Upgrade.  

 

Custom setup 

To perform a custom setup, follow the procedure for a new installation until the Setup Type window, and then use the following 
steps: 

1. Select Custom, and then navigate to the destination folder. The installation location does not affect installed components.  

 

2. To install new components or upgrade installed components, select the components to add, and then select Next. 
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Note 
The HP Device Manager upgrade process upgrades all installed components at the same time. You cannot clear installed 
components on this page. 

3. The following steps are same with the new installation.  

Uninstalling HP Device Manager 

To uninstall all installed HP Device Manager components: 

1. If the HPDM Configuration Center is installed, run Start > HP > Uninstall HP Device Manager. 

If the HPDM Configuration Center isn­t installed, go to the HPDM installation location. By default, the location is ®C:\SWSetup\HP 
Device Manager 5.0\¯. Then run the uninstall.cmd script as administrator.To run as administrator, right-click the file and select 
Run as administrator. 

3. To uninstall an individual component: 

a. Go to Control Panel > Programs and Features. 

b. Select the component that you want to uninstall. 

HPDM component installers  

The HP Device Manager 5.0 installer is composed of individual component installers. Each component has a separate installer, 
and the HP Device Manager installer is a bootstrap application that launches individual component installers to install each 
component individually. 

The HP Device Manager installer is composed of the following component installers: 

ѻ HPDMServer.exe ± the component installer of HPDM Server 

ѻ HPMDGateway.exe ± the component installer of HPDM Gateway 

ѻ HPDMMasterRepositoryController.exe ± the component installer of HPDM Master Repository Controller 

ѻ HPDMHTTPSRepository.exe ± the component installer of HPDM HTTPS Repository 

ѻ HPDMConsole.exe ± the component installer of HPDM Console 

ѻ HPDMConsoleWebBridge.exe ± the component installer of HPDM Console Web Bridge 

ѻ HPDMConfigurationCenter.exe ± the component installer of HPDM Configuration Center 
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Preparation  

Get the component installers 

Only the HP Device Manger installer is available on the HP website. Component installers are available only after installing or 
extracting the HP Device Manager installer. All component installers are located at the location that you selected during HP Device 
manager installation. The default location is C:\SWSetup\HP Device Manager 5.0\. 

Note 
This location is not the installation path of HP Device Manager. 

If you want only the component installers, you extract the HP Device Manager installer without installing. 

To extract the HP Device Manager installer:  

1. Run the HP Device Manager installer.  

2. Select Location to Save Files, and then select Next. 

3. After the Welcome to the install wizard for HP Device Manager 5.0 dialog is displayed, select Cancel. 

Installing HPDM Component with component installer 

Component installers support only silent installation - there is no user interface. You can install a component with the default 
installation path and configuration by selecting the component installer or using a command line. For detailed command line 
parameters, see following sections. 

Note 
Make sure the Microsoft Visual C++ 2015-2022 Redistributable (x64) is installed on the target machine before installing a 
component. The installer file is included with the HP Device Manager installer at the same location as the component installer and 
is named VC_redist.x64.exe. 

If you want to configure an installed component, install HPDM Configuration Center after you install the component. 

HPDM Server Component Installer 

Installation command:  

HPDMServer.exe /hide_progress /v"INSTALLDIR= \ "C: \ Program Files \ HP\ HP Device Manager \ " 

START=1""  

Parameters:  

INSTALLDIR: The target installation path. The default path is C:\Program Files\HP\HP Device Manager. 

START: Starts the HPDM Server service after installation. Values are 1 = start, 0 = do not start. The default is 1. 

Note 
An initial database is created but not configured when the HPDM Server service starts. In this scenario, a random password is 
created for the root user. Be sure to reset the password or recreate a new database via HPDM Configuration Center. 

HPDM Gateway for Windows® Component Installer 

Installation command:  

HPDMGateway.exe /hide_progress /v"INSTALLDIR= \ "C: \ Program Files \ HP\ HP Device Manager \ " 

START=1""  

Parameters:  

INSTALLDIR: The target installation path. The default installation path is C:\Program Files\HP\HP Device Manager. 

START: Starts HPDM Gateway service after installation. Values are 1 = start, 0 = do not start. The default is 1. 

HPDM Master Repository Controller Component Installer 

Installation command:  

HPDMMasterRepositoryController.exe /hide_progress /v"INSTALLDIR= \ "C: \ Program 

Files \ HP\ HP Device Manager \ ""  
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Parameters:  

INSTALLDIR: The target installation path. The default installation path is C:\Program Files\HP\HP Device Manager. 

Note 
The default location of the repository is %ProgramData%\HP\HP Device Manager\HPDM. You can only change this path using 
HPDM Configuration Center. 

HPDM HTTPS Repository Component Installer 

Installation command:  

HPDMHTTPSRepository.exe /hide_progress /v"PORT=443 INSTALLDIR= \ "C: \ Program Files \ HP\ HP 

Device Manager \ ""  

Parameters:  

PORT: The listening port of the HPDM HTTPS Repository service. The default value is 443. 

INSTALLDIR: The target installation path. The default installation path is C:\Program Files\HP\HP Device Manager. 

Note 
If the HPDM Master Repository Controller is installed, the installation process sets the location of the repository as the root path 
of HTTPS Repository. Otherwise, the default root path is %ProgramData%\HP\HP Device Manager\HPDM.  

A random user and password are created during installation. Be sure to reset them after installation using HPDM Configuration 
Center. 

You can use this component installer to upgrade the older HPDM HTTPS Repository when no other HPDM component is installed. 
Select HPDMHTTPSRepository.exe or run the following command: 

HPDMHTTPSRepository.exe /hide_progress  

All configurations are restored after upgrading. 

HPDM Console Component Installer 

Installation command:  

HPDMConsole.exe /hide_progress /v"INSTALLDIR= \ "C: \ Program Files \ HP\ HP Device 

Manager \ ""  

Parameters:  

INSTALLDIR: The target installation path. The default installation path is C:\Program Files\HP\HP Device Manager. 

HPDM Console Web Bridge Component Installer 

Installation command:  

HPDMConsoleWebBridge .exe /hide_progress  

Note 
You can install this component only on the computer where HPDM Console is installed. Its installation path is same as the 
installed HPDM Console component. The installation process stops if it detects that the HPDM Console is not installed. 

HPDM Configuration Center 

Installation command:  

HPDMConfigurationCenter.exe /hide_progress /v"INSTALLDIR= \ "C: \ Program Files \ HP\ HP 

Device Manager \ ""  

Parameters:  

INSTALLDIR: The target installation path. The default installation path is C:\Program Files\HP\HP Device Manager. 

Note 
You must install this component if you want to configure other components after installation. 
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Deployment 

Overview 

The following sections provide information for planning the setup and configuration of HP Device Manager (HPDM), including 
managing larger device deployments with HPDM, as well as tips to fine tune performance. 

HPDM is divided into the following components: 

° HPDM Console 

° HPDM Server 

° Database (Here it means MS SQL Server, PostgreSQL is taken as an inner part of Server) 

° HPDM Gateway 

° Master Repository 

° Child Repository (not necessary) 

° HPDM Agent (pre-installed on device) 

° HPDM Console Web Bridge 

Typical Device Manager topology 

The following illustrations show the topology of a typical HPDM deployment. 

Figure 1. Topology of a typical HPDM deployment 
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Figure 2. Topology of a typical HPDM deployment 

 

 

Note 
If you want to generate templates using the HP Update Center, make sure that the HPDM Console and the Master Repository 
Controller can reach to HP File Server, either through direct connection or a proxy configuration. 

Port usage 
The following two scenarios shows two typical deployments with the enabled ports: 

Scenario 1: All components are installed together 
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Firewall configuration: 

 

Table 12. File Transfer ports 

Protocol TCP Port(s) UDP Port(s) 

FTP 20, 21  

FTPS 989, 990  

SFTP 22  

Shared Folder 139, 445 137, 138 

HTTPS 443  

Note: Not all file transfer ports are essentials. They are enabled on demand. For more details, please refer to Choosing repository 
protocols. 
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Table 13. Components installed on machines 

Computer Components 

Computer A HPDM Console & HPDM Console Web Bridge, HPDM server, HPDM Gateway, SQL Server, Master 
repository controller & Master repository 

Computer B Web Browser 

Computer C Thin Clients (HPDM Agent) 

 

Table 14. Ports for each machine 

Computer Firewall Ports On-demand ports 

Computer A Inbound 8443, 40003, 40005,  

File transfer ports 

40004(Reverse shadow) 

40009(Resource monitor) 

Computer A Outbound 40001, 40003 40004(Shadow) 

Computer B Inbound 40003  

Computer B Outbound 40001  

Computer B Inbound 40001 40004(Shadow) 

Computer B Outbound 40003, File transfer ports 40009(Resource monitor), 40004(Reverse 
Shadow) 

 

Scenario 2: All components are installed on different machines. 

 

 

Firewall configuration: 

 

Table 15. File Transfer ports 
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Protocol TCP Port(s) UDP Port(s) 

FTP 20, 21  

FTPS 989, 990  

SFTP 22  

Shared Folder 139, 445 137, 138 

HTTPS 443  

Note: Not all file transfer ports are essentials. They are enabled on demand. For more details, please refer to Choosing repository 
protocols. 

 

 

 

 

Table 16. Ports for each machine 

Computer Component Firewall Required Ports On-demand ports 

Computer A Web browser Outbound 8443  

Computer B HPDM Console & HPDM 
Console Web Bridge 

Inbound 8443 40004(Reverse shadow) 

Computer B HPDM Console and 
HPDM Console Web 
Bridge 

Outbound 40002, File transfer ports 40004(Shadow) 

Computer C SQL Server Inbound 1443  

Computer D Child Repository Inbound File transfer ports  

Computer E Master Repository 
Controller & Master 
Repository 

Inbound 40012, File transfer ports  

Computer E Master Repository 
Controller & Master 
Repository 

Outbound File transfer ports  

Computer F HPDM Server Inbound 1099, 40002, 40005 40009(Resource monitor) 

Computer F HPDM Server Outbound 1443, 40003, 40012  

Computer G Thin Client (HPDM 
Agent) 

Inbound 40001 40004(Shadow) 

Computer G Thin Client (HPDM 
Agent) 

Outbound 40003, File transfer ports 40009(Resource monitor), 
40004(Reverse Shadow) 

Computer H HPDM Gateway Inbound 40003  

Computer H HPDM Gateway Outbound 40001, 40005  

 
 
 

 

Table 17. Purposes for each port 

Port Protocol Purpose 

20 & 21 TCP Default ports for FTP (used for repositories). Port 20 is for data 
transfer and port 21 is for listening to commands. You can configure 
FTP ports via HPDM Console. If you do not use the default ports for 
your FTP server, be sure to configure the firewall appropriately.  
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22 TCP Default port for SFTP (used for repositories). You can configure SFTP 
ports via HPDM Console. If you do not use the default port for your 
SFTP, be sure to configure the firewall appropriately.  

 

137 UDP Allows NetBIOS Name Resolution  

 

138 UDP Allows NetBIOS Datagram transmission and reception  

 

139 TCP Allows NetBIOS Session Services connections  

 

443 TCP Default port for HTTPS (used for repositories). You can configure 
HTTPS ports via HPDM Console. If you do not use the default port, be 
sure to configure the firewall appropriately.  

 

445 TCP For File and Printer Sharing to allow Server Message Block 
transmission and reception through Named Pipes  

 

989 & 990 TCP Default ports for FTPS (used for repositories). Port 989 is for data 
transfer and port 990 is for listening to commands. You can 
configure FTPS ports via HPDM Console. If you do not use the default 
ports for your FTPS server, be sure to configure the firewall 
appropriately.  

 

1099 TCP Allows HPDM Console to query the RMI Registry.  

 

1443 TCP Default port for remote connections to SQL Server. 

8443 TCP Allow access to the console via a browser, you can modify this port in 
the configuration center. 

40001 TCP 

UDP 

Allows HPDM Gateway to send tasks to HPDM Agent  

Allows HPDM Agent to receive replies of broadcasting from HPDM 
Gateway  

 

40002 TCP Allows HPDM Console to call remote objects from HPDM Server via 
RMI.  

 

40003 TCP Allows HPDM Server to send tasks to HPDM Gateway  

 

40004(Reverse Shadow) TCP SSL VNC Proxy in Listen Mode (reverse VNC)  

 

40004(Shadow) TCP Port for SSL VNC connection  

 

40005 TCP Allows HPDM Gateway to send reports to HPDM Server  

 

40009(Resource monitor) TCP Allows HPDM Agent to send resource information (CPU, RAM, disk I/O, 
network I/O, processes, etc.) to HPDM Server. HPDM Server sends a 
stop process command to HPDM Agent.  
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40012 TCP Allows HPDM Server to communicate with HPDM Master Repository 
Controller to manage the HPDM Master Repository  

 

 

 

Windows Firewall Rules 

A rule will be created to enable ports by default if a component is installed. 

 

Table 18, Default Firewall Rules 

Rule name Default 
state 

Default port 

HPDM Console TCP - In Enable 5500,5900,34455,40004 

HPDM Console Web Bridge TCP  In Enable 8443 

HPDM Gateway TCP - In Enable 40003 

HPDM Gateway UDP - In Enable 67,69,4011,40000 

HPDM HTTPS Repository TCP - In Enable 443 

HPDM Master Repository TCP - In Enable 40012 

HPDM Server TCP - In Enable 1099,40002,40005,40006,40009 

 

 

Figure 3. Port usage in HPDM 

 
 

Note 
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This chart lists only the basic ports created by HPDM.  

Make sure that the ports are not blocked by a firewall or used by other processes.  

Table 19. Console ports (inbound) 

Receiver port Sender Receiver Protocol Purpose 

5500 SSL VNC Proxy (bundled 
with HPDM Console) 

VNC Viewer (bundled with 
HPDM Console) 

TCP 
loopback) 

VNC Viewer in Listen Mode (reverse VNC) 

5900 VNC Viewer (bundled with 
HPDM Console) 

SSL VNC Proxy (bundled 
with HPDM Console) 

TCP 
(loopback) 

VNC Shadow 

8443 Web Browser HPDM Console Web Bridge 
(bundled with HPDM 
Console) 

TCP Allow access to the console via a browser. 
YThankou can modify this port in the 
configuration center 

random HPDM Console Web Brdige 
(bundled with HPDM 
Console) 

HPDM Console TCP Java Message Service, used to transfer 
information between the Console Web Bridge 
and the console 

40004 SSL VNC Proxy (bundled 
with HPDM Agent) 

SSL VNC Proxy (bundled 
with HPDM Console) 

TCP SSL VNC Proxy in Listen Mode (reverse VNC) 

Table 20. Console ports (outbound) 

Receiver port Sender Receiver Protocol Purpose 

20 & 21 HPDM Console FTP server (third-party 
software) 

TCP Default ports for FTP (used for repositories). Port 20 is 
for data transfer and port 21 is for listening to 
commands. You can configure FTP ports with HPDM 
Console. If you do not use the default ports for your 
FTP server, be sure to configure the firewall 
appropriately. 

22 HPDM Console SFTP server (third-party 
software) 

TCP This is the default port for SFTP (used for repositories). 
SFTP ports can be configured via HPDM Console. If you 
do not use the default port for your SFTP, please 
configure the firewall appropriately. 

137 HPDM Console NetBIOS Name Service UDP Allows NetBIOS Name Resolution 

138 HPDM Console NetBIOS Datagram Service UDP Allows NetBIOS Datagram transmission and reception 

139 HPDM Console NetBIOS Session Service TCP Allows NetBIOS Session Services connections 

443 HPDM Console HPDM HTTPS Repository TCP This is the default port for HTTPS (used for 
repositories). HTTPS ports can be configured via HPDM 
Console. If you do not use the default port, configure 
the firewall appropriately. 

445 HPDM Console Microsoft Directory Services TCP For File and Printer Sharing to allow Server Message 
Block transmission and reception through Named Pipes 

989 & 990 HPDM Console FTPS server (third-party 
software) 

TCP These are the default ports for FTPS (used for 
repositories). Port 989 is for data transfer and port 990 
is for listening to commands. FTPS ports can be 
configured via HPDM Console. If you do not use the 
default ports for your FTPS server, please configure the 
firewall appropriately. 
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1099 HPDM Console HPDM Server TCP Allows HPDM Console to query the RMI Registry 

5500 SSL VNC Proxy 
(bundled with 
HPDM Console) 

VNC Viewer (bundled with 
HPDM Console) 

TCP  

(loopback) 

VNC Viewer in Listen Mode (reverse VNC) 

5900 VNC Viewer 
(bundled with 
HPDM Console) 

SSL VNC Proxy (bundled 
with HPDM Console) 

TCP  

(loopback) 

VNC Shadow 

40002 HPDM Console HPDM Server TCP Allows HPDM Console to call remote objects from 
HPDM Server via RMI 

40004 SSL VNC Proxy 
(bundled with 
HPDM Console) 

SSL VNC Proxy (bundled 
with HPDM Agent) 

TCP Port for SSL VNC connection 

Table 21. Server ports (inbound) 

Receiver port Sender Receiver Protocol Purpose 

1099 HPDM Console HPDM Server TCP Allows HPDM Console to query the RMI Registry. 

40002 HPDM Console HPDM Server TCP Allows HPDM Console to call remote objects 

from HPDM Server via RMI. 

40005 HPDM Gateway HPDM Server TCP Allows HPDM Gateway to send reports to HPDM 
Server. 

40006 HPDM Server PostgreSQL (bundled with 

HPDM Server) 
TCP  
(loopback) 

The default database PostgreSQL listening port 

(only needed when PostgreSQL is used). 

40009 HPDM Agent HPDM Server TCP 
Allows HPDM Agent to send resource information 

(CPU, RAM, disk I/O, network I/O, processes, etc.) 
to HPDM Server. HPDM Server sends a stop 
process command to HPDM Agent. 

 

Table 22. Server ports (outbound) 

Receiver port Sender Receiver Protocol Purpose 

40000 HPDM Server HPDM Gateway UDP Allows HPDM Server to poll HPDM Gateway 

40003 HPDM Server HPDM Gateway TCP Allows HPDM Server to send tasks to HPDM 
Gateway 

40006 HPDM Server PostgreSQL (bundled with 

HPDM Server) 
TCP 

(loopback) 
The default database PostgreSQL listening port 

(only needed when PostgreSQL is used) 

40012 HPDM Server HPDM Master Repository 
Controller 

TCP 
Allows HPDM Server to communicate with HPDM 
Master Repository Controller to manage the HPDM 

Master Repository 
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Table 23. Gateway ports (inbound) 

Receiver port Sender Receiver Protocol Purpose 

67 PXE Client (thin client side) HPDM PXE Server (bundled 
with HPDM Gateway) 

UDP PXE bootstrap 

69 PXE Client (thin client side) HPDM PXE Server (bundled 

with HPDM Gateway) 
UDP TFTP (Trivial File Transfer Protocol) 

4011 PXE Client (thin client side) Proxy DHCP Service (third-
party software) 

UDP Proxy DHCP Service (an alternative to port 67 
if port 67 is not available) 

40000 HPDM Server 

HPDM Agent 

HPDM Gateway UDP Allows HPDM Server and HPDM Agent to poll  
HPDM Gateway 

40003 HPDM Server 

HPDM Agent 

HPDM Gateway TCP Allows HPDM Server to send tasks to HPDM 

Gateway 

Allows HPDM Agent to send reports to HPDM 
Gateway 

 

Table 24. Gateway ports (outbound) 

Receiver port Sender Receiver Protocol Purpose 

20 & 21 HPDM Gateway FTP server (third-party 
software) 

TCP Default ports for FTP (used for repositories). Port 20 
is for data transfer and port 21 is for listening to 

commands. You can configure FTP ports via HPDM 
Console. If you do not use the default ports for your 
FTP server, be sure to configure the firewall 

appropriately. 

22 HPDM Gateway SFTP server (third-party 

software) 
TCP Default port for SFTP (used for repositories). You 

can configure SFTP ports via HPDM Console. If you 
do not use the default port for your SFTP, be sure to 

configure the firewall appropriately. 

68 HPDM PXE Server 

(bundled with HPDM 
Gateway) 

HPDM Imaging Mini Linux 

Tool (client-side) 
UDP PXE bootstrap 

137 HPDM Gateway NetBIOS Name Service UDP Allows NetBIOS Name Resolution 

138 HPDM Gateway NetBIOS Datagram Service UDP Allows NetBIOS Datagram transmission and 

reception 

139 HPDM Gateway NetBIOS Session Service TCP Allows NetBIOS Session Services connections 

443 HPDM Gateway HPDM HTTPS Repository TCP Default port for HTTPS (used for repositories). You 
can configure HTTPS ports via HPDM Console. If you 

do not use the default port, be sure to configure the 
firewall appropriately. 

445 HPDM Gateway Microsoft Directory Services TCP For File and Printer Sharing to allow Server Message 

Block transmission and reception through Named 
Pipes 
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989 & 990 HPDM Gateway FTPS server (third-party 
software) 

TCP Default ports for FTPS (used for repositories). Port 
989 is for data transfer and port 990 is for listening 

to commands. You can configure FTPS ports via 
HPDM Console. If you do not use the default ports 
for your FTPS server, be sure to configure the 

firewall appropriately. 

40001 HPDM Gateway HPDM Agent TCP Allows HPDM Gateway to send tasks to HPDM Agent 

40001 HPDM Gateway HPDM Agent UDP Allows HPDM Agent to receive replies of 
broadcasting from HPDM Gateway 

   40005 HPDM Gateway HPDM Server TCP Allows HPDM Gateway to send reports to HPDM 

Server 

 

Table 25. Agent ports (inbound) 

Receiver port Sender Receiver Protocol Purpose 

68 DHCP Server HPDM Agent UDP Receive replies for DHCP options 

68 HPDM PXE Server  
(bundled with HPDM  
Gateway) 

HPDM Imaging Mini Linux 

Tool (client-side) 
UDP PXE bootstrap 

5500 VNC Server on the thin client 

Windows: TightVNC  
(bundled with HPDM Agent) 

HP ThinPro: X11VNC  
(bundled with platform) 

SSL VNC Proxy (bundled 
with HPDM Agent) 

TCP  
(loopback) 

SSL VNC Proxy in Listen Mode (reverse VNC) 

5900 SSL VNC Proxy (bundled with 

HPDM Agent) 
VNC Server on the thin 

client 

Windows: TightVNC  
(bundled with HPDM 

Agent) 

HP ThinPro: X11VNC  
(bundled with platform) 

TCP  
(loopback) 

VNC Shadow 

40001 HPDM Gateway HPDM Agent TCP Allows HPDM Gateway to send tasks to HPDM 
Agent 

40001 HPDM Gateway HPDM Agent UDP Allows HPDM Agent to receive replies of 

broadcasting from HPDM Gateway 

40004 
SSL VNC Proxy (bundled with 

HPDM Console) 
SSL VNC Proxy (bundled 

with HPDM Agent) 

TCP SSL VNC Proxy in Listen Mode (reverse VNC) 

 

Table 26. Agent ports (outbound) 

Receiver port Sender Receiver Protocol Purpose 
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20 & 21 HPDM Agent FTP server (third-party 

software) 
TCP Default ports for FTP (used for repositories). 

Port 20 is for data transfer and port 21 is for 
listening to commands. You can configure FTP 
ports via HPDM Console. If you do not use the 

default ports for your FTP server, be sure to 
configure the firewall appropriately. 

22 HPDM Agent SFTP server (third-party 

software) 
TCP Default port for SFTP (used for repositories). 

You can configure SFTP ports via HPDM 
Console. If you do not use the default port for 

your SFTP, be sure to configure the firewall 
appropriately. 

67 PXE client (client-side) HPDM PXE server (bundled 
with HPDM Gateway) 

UDP PXE bootstrap. 

67 HPDM Agent DHCP server UDP Allows HPDM Agent to send DHCP option 
requests. 

69 PXE client (client-side) HPDM PXE server (bundled 

with HPDM Gateway) 
UDP TFTP (Trivial File Transfer Protocol). 

137 HPDM Agent NetBIOS Name Service UDP Allows NetBIOS Name Resolution. 

138 HPDM Agent NetBIOS Datagram Service UDP Allows NetBIOS Datagram transmission and 

reception. 

139 HPDM Agent NetBIOS Session Service TCP Allows NetBIOS Session Services connections 

443 HPDM Agent HPDM HTTPS Repository TCP This is the default port for HTTPS (used for 
repositories). HTTPS ports can be configured 

via HPDM Console. If you do not use the 
default port, configure the firewall 
appropriately. 

445 HPDM Agent Microsoft Directory Services TCP For File and Printer Sharing to allow Server 

Message Block transmission and reception 
through Named Pipes 

5500 VNC Server on the thin 

client 

Windows: TightVNC  
(bundled with HPDM Agent) 

HP ThinPro: X11VNC  
(bundled with platform) 

SSL VNC Proxy (bundled 
with HPDM Agent) 

TCP  
(loopback) 

SSL VNC Proxy in Listen Mode (reverse VNC) 

5900 SSL VNC Proxy (bundled 

with HPDM Agent) 

VNC Server on the thin 

client 
Windows: TightVNC 
(bundled with HPDM Agent) 

HP ThinPro: X11VNC 
(bundled with platform) 

TCP 

(loopback) 

VNC Shadow 
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989 & 990 HPDM Agent FTPS server (third-party 
software) 

TCP These are the default ports for FTPS (used for 
repositories). Port 989 is for data transfer and 

port 990 is for listening to commands. FTPS 
ports can be configured via HPDM Console. If 
you do not use the default ports for your FTPS 

server, please configure the firewall 
appropriately. 

4011 PXE client (client-side) Proxy DHCP service (third-

party software) 
UDP Proxy DHCP service (an alternative to port 67 

if port 67 is not available) 

40000 HPDM Agent HPDM Gateway UDP Allows HPDM Agent to poll HPDM Gateway 

40003 HPDM Agent HPDM Gateway TCP Allows HPDM Agent to send reports to HPDM 
Gateway 

40004 SSL VNC Proxy (bundled 

with HPDM Agent) 
SSL VNC Proxy (bundled 

with HPDM Console) 
TCP SSL VNC Proxy in Listen Mode (reverse VNC) 

40009 HPDM Agent HPDM Server TCP Allows HPDM Agent to send resource 

information (CPU, RAM, disk I/O, network I/O, 
processes, etc.) to HPDM Server. HPDM Server 
sends a stop process command to HPDM 

Agent. 

 

Table 27. Repository ports (inbound) 

Receiver port Sender Receiver Protocol Purpose 

20 & 21 HPDM Console 

HPDM Gateway 

HPDM Agent 

HPDM Master Repository  
Controller 

FTP server (third-party 
software) 

TCP 
Default ports for FTP (used for repositories). 
Port 20 is for data transfer and port 21 is for 
listening to commands. You can configure FTP 

ports via HPDM Console. If you do not use the 
default ports for your FTP server, be sure to 
configure the firewall appropriately. 

22 HPDM Console 

HPDM Gateway 

HPDM Agent 

HPDM Master Repository  
Controller 

SFTP server (third-party 
software) 

TCP Default port for SFTP (used for repositories). 
You can configure SFTP ports via HPDM 
Console. If you do not use the default port for 

your SFTP, be sure to configure the firewall 
appropriately. 

137 HPDM Console 

HPDM Gateway 

HPDM Agent 

HPDM Master Repository  
Controller 

NetBIOS Name Service UDP For File and Printer Sharing to allow NetBIOS 

Name Resolution 

This is required for Shared Folder. 
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138 HPDM Console 

HPDM Gateway 

HPDM Agent 

HPDM Master Repository  
Controller 

NetBIOS Datagram Service UDP For File and Printer Sharing to allow NetBIOS 
Datagram transmission and reception This is 

required for Shared Folder. 

139 HPDM Console 

HPDM Gateway 

HPDM Agent 

HPDM Master Repository  
Controller 

NetBIOS Session Service TCP For File and Printer Sharing to allow NetBIOS 

Session Service connections 

This is required for Shared Folder. 

443 HPDM Console 

HPDM Gateway 

HPDM Agent 

HPDM Master Repository  
Controller 

HPDM HTTPS Repository TCP Default port for HTTPS (used for repositories). 
You can configure HTTPS ports via HPDM 

Console. If you do not use the default port, 
configure the firewall appropriately. 

445 HPDM Console 

HPDM Gateway 

HPDM Agent 

HPDM Master Repository  
Controller 

Microsoft Directory Services TCP For File and Printer Sharing to allow Server 

Message Block transmission and reception 

through Named Pipes 

This is required for Shared Folder. 

989 & 990 HPDM Console 

HPDM Gateway 

HPDM Agent 

HPDM Master Repository  
Controller 

FTPS server (third-party 
software) 

TCP Default ports for FTPS (used for repositories). 
Port 989 is for data transfer and port 990 is 

for listening to commands. You can configure 
FTPS ports via HPDM Console. If you do not 
use the default ports for your FTPS server, be 

sure to configure the firewall appropriately. 

40012 HPDM Server HPDM Master Repository 

Controller 
TCP Allows HPDM Server to communicate with 

HPDM Master Repository Controller to 
manage the HPDM Master Repository (this 
port is for the HPDM Master Repository only) 

 

Table 28. Repository ports (outbound) 

Receiver port Sender Receiver Protocol Purpose 

20 & 21 HPDM Master Repository 
Controller 

FTP server (third-party 
software) 

TCP Default ports for FTP (used for repositories). 
Port 20 is for data transfer and port 21 is for 

listening to commands. You can configure FTP 
ports via HPDM Console. If you do not use the 

default ports for your FTP server, be sure to 
configure the firewall appropriately. 
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22 HPDM Master Repository 

Controller 

SFTP server (third-party 

software) 

TCP Default port for SFTP (used for repositories). 

You can configure SFTP ports via HPDM 
Console. If you do not use the default port for 
your SFTP, be sure to configure the firewall 

appropriately. 

137 HPDM Master Repository 

Controller 

NetBIOS Name Service UDP For File and Printer Sharing to allow NetBIOS 

Name Resolution. 
This is required for Shared Folder. 

138 HPDM Master Repository 
Controller 

NetBIOS Datagram Service UDP For File and Printer Sharing to allow NetBIOS 
Datagram transmission and reception. 
This is required for Shared Folder. 

139 HPDM Master Repository 

Controller 

NetBIOS Session Service TCP For File and Printer Sharing to allow NetBIOS 
Session Service connections. 
This is required for Shared Folder. 

443 HPDM Master Repository 
Controller 

HPDM HTTPS Repository TCP Default port for HTTPS (used for repositories). 
You can configure HTTPS ports via HPDM 
Console. If you do not use the default port, be 
sure to configure the firewall appropriately. 

445 HPDM Master Repository 
Controller 

Microsoft Directory Services TCP For File and Printer Sharing to allow Server 
Message Block transmission and reception 
through Named Pipes. 
This is required for Shared Folder. 

989 & 990 HPDM Master Repository 
Controller 

FTPS server (third-party 
software) 

TCP Default ports for FTPS (used for repositories). 
Port 989 is for data transfer and port 990 is 
for listening to commands. You can configure 
FTPS ports via HPDM Console. If you do not 
use the default ports for your FTPS server, be 
sure to configure the firewall appropriately. 

Deployment factors 

This section lists the primary factors that might influence an HPDM deployment and provides deployment recommendations. The 
main factors are as follows: 

° Hardware environment 

° Network environment 

° Number of devices 

° HPDM logic 

Hardware environment 
The following table provides the minimum hardware requirements of HPDM components. 

Table 29. System requirements  

HPDM component Operating system  Suggested minimum hardware 

HPDM Console Windows Server 2016 

Windows Server 2019 

Windows Server 2022 

Windows 10 

Windows 11 

Intel® compatible 64-bit processor supporting 2 or more CPU cores 

4 GB RAM (Recommended: 4 CPU cores and 6 GB RAM) 

1 GB free disk space 
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HPDM Console 
Web Bridge 

Windows Server 2016 

Windows Server 2019 

Windows Server 2022 

Windows 10 

Windows 11 

Intel® compatible 64-bit processor supporting 2 or more CPU cores 

5 GB RAM (Recommended: 4 CPU cores and 7 GB RAM) (For 1 console instance 
and Console Web Bridge server. Add 1 GB for each additional console) 

2 GB free disk space 

HPDM Server Windows Server 2016 

Windows Server 2019 

Windows Server 2022 

Windows 10 

Windows 11 

Intel compatible 64-bit processor supporting 2 or more CPU cores 

4 GB RAM (Recommended: 4 CPU cores and 6 GB RAM) 

2 GB free disk space 

HPDM 
Configuration 
Center 

Windows Server 2016 

Windows Server 2019 

Windows Server 2022 

Windows 10 

Windows 11 

Intel compatible 64-bit processor supporting 2 or more CPU cores 

4 GB RAM 

1 GB free disk space 

HPDM Gateway Windows Server 2016 

Windows Server 2019 

Windows Server 2022 

Windows 10 

Windows 11 

Intel compatible 64-bit processor supporting 2 or more CPU cores 

4 GB RAM 

2 GB free disk space 

HPDM Master 
Repository 
Controller 

Windows Server 2016 

Windows Server 2019 

Windows Server 2022 

Windows 10 

Windows 11 

Intel compatible 64-bit processor supporting 2 or more CPU cores 

4 GB RAM 

4 GB free disk space 

Note: This is the minimum required hardware for the Master Repository. If 
there are more than 50 imaging or file-copying operations, then HP 
recommends using a more powerful system that has free available disk space. 

HPDM HTTPS 
Repository 

Windows Server 2016 

Windows Server 2019 

Windows Server 2022 

Windows 10 

Windows 11 

Intel compatible 64-bit processor supporting 2 or more CPU cores 

4 GB RAM 

2 GB free disk space 

7200 RPM disk 

Note: This is the minimum required hardware for HPDM HTTPSRepository. If 
there are more than 50 imaging or file transfer-operations, then HP 
recommends using a more powerful system that has free available disk space. 

   

 

Database storage 
The disk space usage of the database grows with the total device and task amounts. Calculate the required disk space with the 
following pattern:  

° The initial disk space is less than 50 MB.  

° Add an additional 100 MB for every 1,000 devices.  

° Add an additional 1 MB for every 100 tasks.  

Repository capacity 

The disk space usage of the repositories grows with the size of payload contents; especially with images of a device operating 
system. Make sure that the disk space is enough to hold all payloads and tools. 

Table 30. Recommended size reserved for repository 
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Device Operating System Minimum Recommended Size 

Windows 10 IoT Enterprise LTSC 8 GB 

HP ThinPro 8.1 2 GB 

HP ThinPro 8 2 GB 

HP ThinPro 7.2 2 GB 

Network infrastructure  

There are many network factors that might influence the deployment of HPDM, such as the network bandwidth or whether HPDM 
components are deployed on one or more subnets. Some companies might have different network strategies, such as devices 
that are required to be in a NAT environment, or devices that are required to be deployed in different regions, or that HPDM 
components cannot connect to directly to the internet. You can deploy HPDM based on your specifications. 

To manage large-scale deployments, HP recommends installing the HPDM Server and the HPDM Gateway services on the same 
subnet as the database. A server-type operating system is needed because of the half-open connection limit on client operating 
systems. 

HP recommends deploying the HPDM Server as close to the database server as possible, because the network latency between 
these two components has a significant impact on Device Manger performance. Network latency between the HPDM Server and 
database that is more than 30 milliseconds causes obvious delays for HPDM Console users. In addition, HP recommends 
deploying a Child Repository as close to its related devices as possible. 

Note 
If latency is unavoidable, go to é\ Server \ conf \ wrapper.conf , and increase the value of wrapper.startup.timeout in 
wrapper.conf  on the HPDM Server side. The default value is 300 seconds, which makes the HPDM Server more tolerant to 

database latency. 

 

Network address translation (NAT) 

The physical network where HPDM is deployed might be complex. When allocating components between two networks, such as a 
public network and private network, you can separate different NAT cases as shown in the following model. There is a single 
HPDM component within the public, or outer, network, and other HPDM components within the a single private, or inner, network. 
Within this model, it is assumed that without additional configuration, applications on the private network can connect to the 
public network and that applications on the public network cannot connect to the private network. 



 

38 
 

38 

Figure 4. Topographical model of NAT environment 

HPDM ComponentHPDM Component

HPDM Component

Private Network

e.g.: 192.168.1.x

Public Network

e.g.: 10.0.0.x

192.168.1.2: 40002

192.168.1.3: 40005

10.0.0.3 192.168.1.1

Port mapping:
192.168.1.2:40002 TCP
192.168.1.3.40005 TCP

10.0.0.2

NAT

 

Table 31. Evaluated NAT scenarios 

Component 
(public 

network) 

Component 
(private 
network) 

Port 
(private 
network) 

Port 
type 

HPDM connection status1 

Comments 

With outer router ports 

mapped to inner ports5 
Without outer router ports 

mapped to inner ports 

HPDM 
Server 

HPDM Gateway 40000 UDP Passed N/A4  

HDPM Gateway 40003 TCP Passed 

N/A  
Master 

Repository 
Controller 

40012 TCP Passed 

HPDM 
Console 

HPDM Server 
1099 TCP 

Failed2 
N/A  40002 TCP 

HPDM Agent 40004 TCP Failed2 

HPDM 
Gateway 

HPDM Agent 40001 TCP Passed N/A3 
 

HPDM Server 40005 TCP Passed N/A3 

PCoIP Zero Client 50000 TCP Failed N/A 
Only PCoIP-related 

tasks fail. 

HPDM 
Agent 

HPDM Gateway 40000 UDP Passed N/A4  

HPDM Gateway 40003 TCP Passed N/A  
HPDM Console 

(Reverse 
Shadow) 

40004 TCP Failed N/A 
Only Reverse Shadow 

tasks fail. 

HPDM Server 
(Resource 
Monitor) 

40009 TCP Failed N/A 
Only Resource 

Monitor tasks fail. 

1  Passes if the HPDM Console can connect to the HPDM Server successfully, perform operations, send tasks to devices, and update device 

status correctly. 
2  To connect the HPDM Console to the HPDM Server successfully, perform the following steps on the HPDM Server side: 

Stop the HPDM Server. 

Open the following file for editing: \ Server \ conf \ wrapper.conf  

Add the following parameter to the file, where <IPAddress> is the outer IP address of the private network router: 

wrapper.java.additional.2= - Djava.rmi.server.hostname=<IPAddress>  

   4. On 5.0 and 5.0 SP1, run \Server\bin\HPDMServer.exe to add the following parameter to JVM Options to the HPDM Server service: 

- Djava.rmi.server.hostname=<IPAddress>  
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     Since 5.0 SP2, run \Server\bin\service_update.bat to update the HPDM Server service 
 

      5. Restart the HPDM Server. 

3  HPDM supports a poll mode in which ports 40001 and 40005 can be replaced by port 40000. 
4  Port 40000 is for HPDM poll mode only, and can be replaced by ports 40001 and 40005. 
5  In this setup, the router maps the inner (private network) IP address and port to the outer (public network) IP address and port. Based on 

these results, you can connect from a private network IP address and port from a public network. 

     
DMZ considerations 

If you want to use HPDM to manage devices located in both the corporate (intranet) network and the internet, you must place an 
HPDM Gateway, an HPDM repository and an HPDM Console in the corporate network­s DMZ environment to manage the devices 
outside the corporate network. 

Figure 5. Typical HPDM topology in a DMZ environment 
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Note: 
If you use the window system firewall, HP configures it by default. 
For detailed information about HPDM ports, see Port usage in the Port Reference chapter of this guide. 

Figure 5 provides an example of how to deploy HPDM within a DMZ environment. In this example, each component is installed on 
a single computer. You can install more than one component, such as HPDM Gateway A and HPDM Server, on one computer. You 
must install HPDM Console Web Bridge and HPDM Console on one computer. 

Installing all HPDM Server-side components in the DMZ environment usually makes the topology simpler; however, most 
companies have a strict security policy against this configuration. 
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Selecting a file transfer protocol 

° If you are using FTP protocol, use ports 20 (in PORT mode) and 21. If you want to use PASV mode, set a port range for PASV 
mode in the FTP server and be sure that your firewall does not block the selected ports. 

° If you are using FTPS protocol, use ports 989 (in PORT mode) and 990. If you want to use PASV mode, set a port range for PASV 
mode in the FTP server and be sure that your firewall does not block the selected ports. 

° If you are using SFTP protocol, use port 22. 

° If you are using Shared Folder protocol, use ports TCP 139 and 445 and UDP 137 and 138. 

° If you are using HTTPS protocol, use port 443. 

Resolving child repository addresses 
Both the Master Repository Controller located in the corporate intranet and the devices located within the internet need access 
the child repository. However, you can only set one address for a repository location from the HPDM Console. If you set an 
intranet address, devices in the internet cannot access the repository. If you set an outside (internet) address, the Master 
Repository Controller might not be able to access the repository. 

There are two possible solutions, as follows: 

° Configure the network to make sure that the Master Repository Controller can access the outside address. 

° On the Master Repository Controller, modify the Windows HOSTS file (in %systemroot% \ system32 \ drivers \ etc \ ) to 

map the outside address (hostname or FQDN) to the internal IP address of the child repository. 

For example, the child repository address is hpdm-dmz.hp.com, and corp. network cannot access it. Add the line 
192.168.10.20 hpdm - dmz.hp.com  to the HOSTS file of the Master Repository Controller. The Master Repository 

Controller can then go to 192.168.10.20 to access the child repository. 

You can set the outside address as the child repository address in HPDM Console 

Using PASV mode with FTP or FTPS 

When an FTP or FTPS server receives a PASV command, it replies with an IP address and a port using an xx,xx,xx,xx,yy,yy string to 
the FTP or FTPS client. xx,xx,xx,xx is the IP address and yy,yy is the port. Then, the client connects to xx.xx.xx.xx:yyyy. Both the 
Master Repository Controller and outside devices need access to the FTP or FTPS server. This is similar to the child repository 
address issue; however, the FTP or FTPS server only can be set to IP address in PASV mode. 

The HPDM file client library can resolve this issue. The HPDM file client does not use xx.xx.xx.xx in reply to a PASV command but 
does use the original address for the control socket. 

For example, if an HPDM file client connects to hpdm- dmz.hp.com:21  and sends PASV, it receives the reply 

192,168,10,20,10,01 . Then, its data socket connects to hpdm- dmz.hp.com:2561 (10*256 + 01 = 2561) . 

Limitations  

The three red lines in Figure 5 represent connections that cannot be easily resolved. See the following list for details: 

° Protocols for file transfer between the HPDM Agents and the Master Repository Controller. 

A Capture File task always capture files to the Master Repository. If the Master Repository is in the corporate intranet, outside 
devices cannot connect to the Master Repository. 

° Using Reverse Shadow on port TCP 40004 between the HPDM Agents and HPDM Console. 

If the HPDM Console is in the corporate intranet, outside devices cannot connect to the HPDM Console. 

° Using Resource Monitor on port TCP 40009 between the HPDM Agents and HPDM Console. 

° If the HPDM Console is in the corporate intranet, outside devices cannot connect to the HPDM Console. 

Moving all HPDM Server-side components to the DMZ environment can resolve these issues. Your security policy determines 
whether you can use this configuration. 

Ports between networks 

Table 32. Ports between networks 

Network Peer Direction Type Port 

Corporate intranet DMZ 

Inbound TCP 
20, 989, 1099, 40002, 
40005 

Outbound TCP 
21, 22, 139, 443, 445, 
40003 
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UDP 137, 138 

DMZ 

Corporate intranet 

Inbound 
TCP 

21, 22, 139, 443, 445, 
40003 

UDP 137, 138 

Outbound TCP 
20, 989, 1099, 40002, 
40005 

Internet 
Inbound 

TCP 
21, 22, 139, 443, 445, 
8443, 40003 

UDP 137, 138 

Outbound TCP 40001, 40004 

Internet DMZ 

Inbound TCP 40001, 40004 

Outbound 
TCP 

21, 22, 139, 443, 445, 
8443, 40003 

UDP 137, 138 

Note 
There is no requirement to allow all file transfer ports in your firewall. For details on required ports, see Selecting a file transfer 
protocol. 

Failover redundancy 

This section provides high-level guidance for implementing failover redundancy of HP Device. The HPDM management solution 
provides an easy-to-use interface and workflows that are streamlined for the management of HP thin clients. HPDM is a highly 
scalable management solution for thin clients. HPDM can scale from managing thousands to more than 100,000 devices, all on a 
single management server. However, scalability is not enough to cover all unforeseen failures. Diligent planning and built-in 
redundancy can help ensure that HPDM remains available and resilient despite infrastructure failures or other catastrophic events.  

Redundancy scenario 

One approach to high availability that covers a wide range of issues is the creation of redundant data centers. You can create 
mirrors of the resources within your network to make these resources instantly available if the origin service goes offline. This 
approach is consistent with the current architecture of HPDM, because HPDM is designed to have a single point of operation with 
gateways and repositories feeding from the single-server service layer in a hub-and-spoke pattern. 

The following diagram provides a high-level depiction of an example environment with redundant data centers. The active 
infrastructure in this model is F5 Network­s BIG-IP; however, the concepts demonstrated can also apply to other software-defined 
networking solutions. 
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Figure 6. Example environment with redundant data centers 

  

In this model, the global traffic manager is used to mask and route traffic between data center implementations, keeping client 
devices unaware of the redundancy model that has been put in place. In additional, local traffic managers monitor the availability 
of and provide access to resources within each data center. The local traffic manager does this by managing the resources 
available, the HP Device Manager server itself, the HP Device Manager Master Repository Controller (hosted within the same VM as 
our server), the SQL database service, and the distributed file system service used to store master repository content. 

Implementing redundancy 

Ideally, your redundant HPDM configuration looks identical to your regular configuration. If you can provide consistent addressing 
for SQL database services and for master repository file system services, configure the same for the VM housing HPDM Server and 
the Master Repository Controller agent. You can also use this VM to create local redundancy within each data center by supporting 
multiple VM hosts behind Local Traffic Manager. In this example, that level of redundancy is unnecessary. Depending on your own 
data center configuration, Local Traffic Manager can manage both multiple VMs and multiple VM pools containing the HPDM 
resources. 

Some key things to consider when implementing redundancy of your HPDM Server environment: 

° Choose a database solution that provides availability across data centers. HPDM interoperates with a wide selection of 
databases that you can configure for high availability. 

° Be sure that both data centers have access to the same user level; typically, you can configure this access through Active 
Directory replication. HPDM uses user-level permissions to communicate with the file service layer. Additionally, HPDM uses 
Active Directory users and groups to provide privilege access controls to various management tasks. 

° Do not try to load balance HPDM traffic across multiple VMs. HPDM is not designed to operate in a coordinated effort with 
multiple servers either servicing the same device or leveraging the same database tables. If you have reached the scalability 
limits of HPDM within your installation environment, consider segmenting traffic by location and routing that traffic through 
your available data centers. 

Local traffic management 

To monitor the availability of HPDM resources, add HPDM as a virtual server resource to manage within each of your data center 
Local Traffic Managers. Identically configure each Local Traffic Manager per data center. 

Inbound traffic from HPDM Gateways to HPDM Server is on TCP port 40005. Outbound traffic to HPDM Gateways is on TCP port 
40003. 

Inbound connections to HPDM Server from management consoles use TCP ports 1099 and 40002. 

Global traffic management 

To the client network, there is one and only one instance of HPDM. To implement redundancy, be sure that to the client network 
still perceives one and only one instance of HPDM. 

GTM

LTM LTM

Data Center Data Center

Client Device Pool

Resource Pool Resource Pool

HPDM

Distributed SQL Services

Distributed File Services

HPDM

Gateway Gateway Gateway Gateway
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This example Global Traffic Manager uses a well-known DNS entry HPDM. This address is routed to the appropriate virtual HPDM 
Server based on availability. Global Traffic Manager asks each Local Traffic Manager that manages virtual server resources for 
availability information. 

In this example, one virtual resource pool (Local Traffic Manager) is designated as the primary HPDM resource. Any other Local 
Traffic Managers are used as failover sources, if the primary Local Traffic Manager becomes unavailable. 

Summary 

This scenario demonstrates where additional fault tolerance and disaster recovery support for HPDM can be achieved through 
data center redundancy using corporate infrastructure. While this example does not consider all environments or 
implementations, it does demonstrate the basic requirements for implementing redundancy with HPDM. 

Number of devices 

As the total number of managed devices increases, you should use more powerful, server-level hardware configurations such as 
RAID. The recommended maximum number of devices in one HPDM deployment is 100,000. Lab testing shows that HPDM 
performs most efficiently up to this number. 

You can successfully use HPDM to manage up to 100,000 devices with a single HPDM Server using the following considerations: 

° Use of networks faster than 1000 Mbps 

° Efficient placement of gateways and repositories to maximize the use of LAN-based communications 

° Use of scheduled tasks to execute tasks during non-peak hours of operation 

° Use of cached tasks and bandwidth throttling to minimize network impact of large payloads 

Note 
HPDM is a very flexible system and supports the use of any number of HPDM Servers, HPDM Gateways, and repositories to match 
the customer­s existing network architecture. 

Deployment options 

There are many factors in which Device Manager­s implementation logic might influence the deployment, as included in the 
following list: 

° HPDM does not support clustering or synchronization. Only one HPDM Server can manage a single device at any given time. 
While you can deploy as many HPDM Servers within your environment as necessary according to your requirements, under a 
single HPDM Server, you can deploy the following: 

o Multiple HPDM Consoles 

o One database 

o Multiple HPDM Gateways 

o One Master Repository 

o Multiple Child Repositories 

° PXE imaging 

o To use PXE imaging, deploy an HPDM Gateway in the same subnet as the devices. 

o If the subnet is a NAT subnet, configure port mapping on NAT to make sure that HPDM Server can talk to HPDM Gateway 
directly. 

Multiple HPDM Consoles 

Currently, HPDM does not limit the number of HPDM Consoles connected to an HPDM server. Based on the results of extreme 
performance testing (using 50,000/100,000 devices, one HPDM Gateway, and one HPDM Server), sending tasks from HPDM 
Consoles to all devices at the same time, HP recommends sending a task from less than five HPDM Consoles at the same time. 

Multiple HPDM Gateways 

HPDM does not limit the number of HPDM Gateways connected to an HPDM Server. One HPDM Gateway has verified good 
performance from the performance testing (using 50,000/100,000 devices, one HPDM Gateway, and one HPDM Server), so HP 
recommends not using too many HPDM Gateways in under one HPDM Server. For some core centers and regions, multiple HPDM 
Gateways are preferred for the following reasons: 

° Required for PXE imaging tasks 

° Consolidated communication between branch offices and DMZ 

° Accelerated task delivery speed when there is a NAT Gateway in branch offices 
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Advantages of additional repositories 

As the volume of transferred files increases, add more Child Repositories for the following reasons: 

° Move software payloads closer to distribution points with target devices 

° Reduced traffic between branch offices and DMZ 

° Faster software updates and image deployment 

Determining number of repositories 

To determine the number of Child Repositories required, use the following formula: 

Number of repositories = (transferred data ÷ bandwidth) ÷ expected time spent  

For example, if you have 20,000 units to be reimaged, and each image is 1 GB, you have 20,000 GB (20 TB) of data to transfer. 
With a connection of 100 Mbps from one repository to a device, it takes 444.4 hours to transfer all data. 

20,000 GB õ (100 Mbps õ 8 bits per byte õ 1000 x 3600 seconds per hour) å 444.4 hours 

To reduce the data transfer time to 48 hours, you need 10 repositories (444.4 ÷ 48). Keep in mind that there is some overhead to 
synchronize from the Master Repository to the Child Repositories. 

 

Replacing certificates for HPDM Console Web Bridge 

    If you need to use different certificates, follow these instructions to replace certificates: 
 

    For example, if you have the server.key and server.crt signed by end_entity.crt, and you have a certificate chain: 
         root.crt -> intermediate.crt -> end_entity.crt 

Generate ConsoleWebBridgeKeystore.jks and ConsoleWebBridgeTruststore.jks: 
 

a. Perform the following command to generate a pfx format file: 
   openssl pkcs12 -export -clcerts -in server.crt -inkey server.key -out server.pfx 
   Once prompted, enter the required passwords. 
 

b. Perform the following command to generate ConsoleWebBridgeKeystore.jks 

  keytool -importkeystore -destkeystore "ConsoleWebBridgeKeystore.jks" -srckeystore server.pfx -srcstoretype 
PKCS12 

  Once prompted, enter the required passwords. 
  Note: keytool can be found in the <installation folder>\Console \JVM\bin 
 

c. Perform the following commands to generate ConsoleWebBridgeTruststore.jks: 

   keytool -import -trustcacerts -alias end_entity -file end_entity.crt -keystore ConsoleWebBridgeTruststore.jks 
   keytool -import -trustcacerts -alias intermediate -file intermediate.crt -keystore ConsoleWebBridgeTruststore.jks 
   keytool -import -trustcacerts -alias root -file root.crt -keystore ConsoleWebBridgeTruststore.jks 
 

Deploy ConsoleWebBridgeKeystore.jks and ConsoleWebBridgeTruststore.jks: 

a. Put two file into the folder <installation folder>\ConsoleWebBridge\webswing\ssl. If the folder already has two 
files, overwrite them. 

b. Perform the following command to put passwords: 
   "<insallation folder>\ConsoleWebBridge\bin\booter.cmd" -pass 

  Once prompted, enter the required passwords. 

Deployment scenarios 

The following examples provide typical scenarios. 

Note 
The following table introduces the minimum requirements of some typical scenarios, but you must deploy your environment 
according to your network situation and company strategies, such as whether devices are in a NAT environment or distributed in 
different places. 
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Table 33. Minimum requirements for various deployment sizes 

Number of devices HPDM Servers HPDM Gateways Database implementation 

1 ± 5,000 1 1 PostgreSQL 

5,000 ± 20,000 1 1 PostgreSQL or MS SQL 

20,000 ± 100,000 1 1+ MS SQL 

100,000+ 1+ per 100,000 devices 3+ M1S SQL 

Small-scale deployment 

Device number: < 5,000 

Deployment: 1 HPDM Server, 1 HPDM Gateway, PostgreSQL (or MS SQL Server), 1 Master Repository 

This is a small-scale deployment, so the minimum requirement is that you can deploy all HPDM components on one computer. 

Typical deployment 

Device number: 25,000 

Deployment: 1 HPDM Server, MS SQL Server, 3 HPDM Gateways, 1 Master Repository, 2 Child Repositories. 

HP recommends that you deploy each HPDM component on its respective computer. In the case that the Master Repository 
overloads, there are two Child Repositories to divide the file transmission pressure. There are three HPDM Gateways to separate 
all devices into three groups. Note that one device group is behind a NAT environment. Use the HPDM poll function to manage 
those devices. 

Note 
See Deployment factors for hardware and other requirements. 

Large- scale deployments 

Device number: > 100,000 

Deployment: Because one HPDM Server supports up to 100,000 devices with verified performance, deployments of greater than 
100,000 devices may require multiple instances of HPDM. You might view as multiple normal scale deployments to deploy. 

Cloud deployments 

Deploying to Amazon EC2 

HP Device Manager (HPDM) can work in many different complicated environments. You can configure your firewall to enable 
deployment of HPDM in a cloud, and then use HPDM in the cloud to manage HP devices. This section covers deploying HPDM in 
Amazon Elastic Compute Cloud (EC2). 

Note 
Make sure that your Amazon account has the necessary privileges, and that you have created your Amazon EC2 instance before 
deploying HPDM. For more information on creating an Amazon account, see Amazon documentation. 

To deploy HPDM in Amazon EC2 and manage HP devices: 

° Create an Amazon EC2 instance. See Amazon documentation. See Creating an Amazon EC2 instance. 

° Install HPDM. 

° Configure the security groups. See Error! Reference source not found.. 

° Launch the Amazon EC2 instance. 

Creating an Amazon EC2 instance 

To create an Amazon EC2 instance: 

1. Go to http://aws.amazon.com/ and log on to your Amazon account. 

2. On the AWS Management Console, select Launch a virtual machine 

 

http://aws.amazon.com/
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3. In the EC2 Dashboard, select Launch Instance. 
 

 

4. Choose an available Amazon Machine Image (AMI), and then select Select. 
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5. Choose an instance type, and then select Review and Launch. 

Note 
Before completing step 6, configure the security groups. See Error! Reference source not found.. 

 



 

 
 

49 

6. After you configure the security groups, select Launch. 

 

After the instance is created, you can launch it with your Amazon account. Then you can install HPDM in it. 

Installing HP Device Manager 5.0 

1. In the EC2 Dashboard, select Running Instances. 
 

 

2. Select Connect. 
 



 

50 
 

50 

 

3. Select Download Remote Desktop File and save it to your local system. 
 

4. Select Get Password. 
 

 

5. Use this password and file to connect to your instance. 
6. Upload the HPDM package to the instance, and then install it. For instructions on installing HPDM, refer to the installation 

section of the guide. 

Configuring the security groups 

By default, an Amazon EC2 instance opens only the RDP connection through port 3389. You must map the ports corresponding to 
HPDM to manage your device over the Internet. 

To add a port to your firewall: 

1. Select the instance where HPDM was installed, and then select the Security Groups column value. 
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2. Select Actions to configure this security group as necessary. 
 

 

° Edit inbound rules²Specifies which ports of the Amazon EC2 instance can be accessed and by which computers. 
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° Edit outbound rule²Specifies which ports on the selected computers can be accessed by the Amazon EC2 instance. By 
default, All traffic is selected. 

 

Repeat this procedure for every port used by HPDM in your production environment. For more information about which ports 
HPDM uses, see the Port reference section in the Administrator Guide for HP Device Manager 5.0. 

Sample scenario 

Production environments are complex, diversified, and flexible. Use the following example to better understand port 
configuration in the cloud. This is a typical model with detailed configurations for reference. 

Note 
There might be firewalls between the internet or intranet and Amazon EC2. Make sure that you have completed the procedure in 
Configuring the security groups to allow communication between your devices and the cloud. 

Figure 6. Typical topography 

 

All ports in red in previous illustration must be added to the endpoint firewall. 

Table 27. Endpoints rule in Amazon EC2 

Name Protocol Public port Private port 
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HPDM Gateway B to HPDM Server TCP 40005 40005 

HPDM Console to HPDM Server TCP 1099 1099 

HPDM Console to HPDM Server TCP 40002 40002 

HPDM Agent to Master Repository Controller TCP/UDP File Transfer Port File Transfer Port 

HPDM Console to Master Repository Controller TCP/UDP File Transfer Port File Transfer Port 

HPDM Agent to HPDM Gateway A TCP 40003 40003 

Deploying to Microsoft Azure 

HP Device Manager (HPDM) is a device management tool capable of working in many different complicated environments. If you 
configure your firewall, you can deploy HPDM in a cloud and use it to manage HP devices. This section covers deploying HPDM in 
Microsoft® Azure. 

Note: 
Make sure your Azure account has the necessary privileges, and that you have created your Azure workspace before deploying 
HPDM. For more information of creating an Azure account, contact Microsoft. 

To deploy HPDM in Azure and manage HP devices: 

± Create virtual machines in your Azure workspace. 

± Install HPDM. 

± Configure the firewall. 

Creating virtual machines in your Azure workspace 

1. Go to https://manage.windowsazure.com and log on using your Azure account. 
2. In the VIRTUAL MACHINES tab, select Add. 

 

 

3. Provide necessary info and select the Review + create button to create the virtual machine 

https://manage.windowsazure.com/
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When the virtual machine status changes from Starting (Provisioning) to Running, you can install HPDM. 
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Installing HP Device Manager 5.0 

1. Select the virtual machine you created in Creating an A, and then select CONNECT. 

 

2. Save the RDP file your local system, and then use it to connect. 
3. Upload the HPDM package to the virtual machine, and then install it. For instructions on installing HPDM, see the 

Installation section of this guide. 

Configuring the firewall rules 

By default, a virtual machine created in Azure is protected by the endpoint firewall. You must map the ports corresponding to 
HPDM to manage your device over the Internet. 

To add a port to your firewall: 

1. Select a virtual machine with HPDM installed to open the virtual machine properties page. 
2. Navigate to Networking page, select Inbound port rules tab and select Add inbound port rule. 

 

 

In the page that is displayed, input the name of your HPDM component, enter the Destination port ranges it uses, select TCP as 
Protocol, and then select Add to add the firewall rule 
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3. Navigate to Networking page, select Outbound port rules tab and select Add outbound port rule. Follow step 2 to add outbound 
port rule. 

 

Repeat step 2 and step 3 for every port that HPDM uses in your production environment. For more information about which 
ports HPDM uses, see the HP Device Manager 5.0 Admin Guide 
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Sample scenario 

Production environments are complex, diversified, and flexible. Use the following example to better understand port 
configuration in the cloud. This is a typical model with detailed configurations for reference. 

Note 
There might be firewalls between internet/intranet and Azure. Make sure that you have completed the procedure in Configuring 
the firewall rules to allow communication between your devices and the cloud. 

Figure 7. Typical topography 

 

All ports in red in the previous illustration must be added to the endpoint firewall.  

HPDM HTTPS Repository 

This section covers the installation and configuration of the HPDM HTTPS Repository, a component of the HP Device Manager 
(HPDM) solution. It also includes useful tips to fine-tune the performance of HPDM HTTPS Repository, such as how to implement 
bandwidth throttling. 

Installation  

Hardware environment 

The following table provides the supported operating systems and both the minimum and recommended hardware requirements 
of HPDM HTTPS Repository. 

Table 28. Supported operating systems 

Operating system  Minimum hardware Recommended hardware 

Windows Server 2016 

Windows Server 2019 

Intel Coré  2 or AMD Athlon 64 
processor 2 GHz 

Intel Core i5 quad-core processor 2.5 GHz or 
higher 
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Windows Server 2022 ± 4 GB RAM 

± 2 GB free disk space 

± 100 Mbps NIC 

±  8 GB RAM 

±  20 GB free disk space 

±  1000 Mbps NIC 

Network environment 

Many network factors might influence the deployment of the HPDM HTTPS Repository, such as network bandwidth or whether 
related devices are deployed on a subnet. HPDM HTTPS Repository must be deployed on the same system as either the HPDM 
Master Repository or a HPDM Child Repository. HP recommends deploying a HPDM Child Repository that has HTTPS support as 
close to its target devices as possible. 

Installing HPDM HTTPS Repository 

There are two ways to install HPDM HTTPS Repository, HP Device Manager installer and HPDM HTTPS Repository component 
installer. For detailed steps, see the Installation section. For the configuration about user, port and root path, see the section 
Configuration Center > HPDM HTTPS Repository. 

Certificate configuration  

HPDM HTTPS Repository and all HPDM components support only Privacy Enhanced Mail (PEM) format certificates and keys. For 
other certificate formats, such as .pfx and .der, you can use the openssl tool to convert the certificate to PEM format. 

To use the openssl tool, go to <HPDM install path>\HP Device Manager\HTTPSRepository\Apache24\bin. 

CA Certificate Trust List 

In HPDM, the CA Certificate Trust List (CTL) is a file containing multiple certificates in PEM format. This file is used to verify peer 
certificates. The following is an example of a CTL file. 

 

To verify a certificate, the CTL file must contain its CA certificates. 
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To create a CTL file: 

1. If the certificate is a self-signed certificate, copy its PEM-format certificate content to the CTL file. 

2. If the certificate is available in a CA chain, copy all CA certificates on the CA chain to the CTL file. 

3. If you want to verify several certificates with one CTL file, repeat steps 1 and 2 to copy all CA certificates to one CTL file. 

Deploying the CA CTL to HPDM 

To verify the server certificate when HPDM components connect to HPDM HTTPS Repository, you must create a CTL file for your 
server certificate first, and then deploy this CTL file to HPDM components. Otherwise, HPDM does not authenticate the server 
certificate and accepts the connection automatically. In HPDM, the name of this CTL file is ctl.pem and cannot be changed. 

1. For HPDM Console, HPDM Gateway, and HPDM Master Repository Controller, manually copy the ctl.pem file to 
%HPDMInstallPath%\Certificates\repos_certs\https\. 

2. If the components are installed on separate machines, you need to copy it several to each system. 

3. From HPDM Agent, send a Set CA Certificates template to each thin client. Select Deploy with local file, and then select the file 
ctl.pem. 

 

Server certificate management 

For server certificate management, refer to Configuration Center > HPDM HTTPS Repository . 

Client certificate management 

There is no client certificate or key on the client side, by default. That means the client connects the HPDM HTTPS Repository 
directly. 
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Configuring client authentication on the HPDM HTTPS Repository side 

If your deployment requires to the server to verify the client certificate, use the following procedure: 

1. Create a CTL file for the client certificate and copy it to <HPDM install path>\HP Device 
Manager\HTTPSRepository\Apache24\conf\HPDM. The CTL file name must be named ctl.pem. 

  

2. To configure the certificate authentication of HTTPS client, modify the SSL configuration on HPDM HTTPS Repository. 

 a. Locate the file httpd-ssl.conf. By default, this file is saved in the following location: 
         <HPDM install path>\HP Device Manager\HTTPSRepository\Apache24\conf\HPDM 

  

b.  Edit the configuration file. By default, the line SSLCACertificateFile is a comment. Modify so it is not a comment, and then save 
the file. 
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3. Restart the HPDM HTTPS Repository service. 

Deploying a client certificate to HPDM components 

1. Verify that the client certificate name is client.pem and the private key name is client.key. 

Note 
Currently, HPDM supports only PEM format certificates and keys. For other certificate formats, such as .pfx and .der, you can use 
the openssl tool to transfer them to PEM format. 

2. To deploy the files to HPDM Console, HPDM Gateway and HPDM Master Repository Controller: 

 a. Copy client.pem and client.key to the folder %HPDMInstallPath%\Certificates\repos_certs\https\. 

 b. To deploy the password for the client key, open a command prompt, change the current path to 
%HPDMInstallPath%\Certificates\, and then run the command dmenc <password> -h where <password> is the password of 
the private key. 

  For example, if the password is HPDM, run the command dmenc HPDM -h. 

3. To deploy the files to HPDM Agents running a Windows operating system: 

 a. Copy client.pem and client.key to the folder c:\windows\xpeagent\repos_certs\https\. 

 b. To deploy the password for the private key, send the following script task to the devices via HPDM: 

  c: \ windows \ xpeagent \ dmenc <password> - h 

4. To deploy the files to HPDM Agents running HP ThinPro: 

 a. Copy client.pem and client.key to the folder /etc/hpdmagent/repos_certs/https/. 

 b. To deploy the password for the private key, send the following script task to the devices via HPDM: 

/usr/sbin/dmenc <password> - h 

Performance 

Many factors impact performance, such as disk, CPU, RAM size, and so on. The suggested minimum hardware only ensures HPDM 
HTTPS Repository can run on the computer, but minimum hardware might cause poor performance. HP recommends that you 
deploy HPDM HTTPS Repository on a computer with the recommended hardware requirement or higher. The following sections 
describe the performance with the recommended hardware and how to tune the configuration or hardware to achieve maximum 
performance. 

Recommended performance data 

The following performance data was obtained from a system running the recommended hardware configuration: 4 GB RAM, 
quad-core CPU, 1000 Mbps NIC, and 7200 RPM disk. The operating system used during testing was Windows Server 2012 R2. 
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Maximum number of connections 
By default, the maximum number of connections is 64. This is an ideal value. The performance of HPDM HTTPS Repository 
degrades, if this number is raised too high for the supporting hardware configuration. For most configurations, HP recommends 
setting the number of concurrent connections to no more than 50. 

Capturing large files and images 
Due to the I/O speed of the storage device (hard disk), performance can be compromised when capturing large files or images 
from multiple thin clients at the same time. The following are the recommended usage parameters when capturing large files or 
images. 

° The total upload speed must not exceed 10 MBps. 

° The recommended maximum concurrent connections are 5, and the upload bandwidth for each connection must not exceed 2 
MBps. 

For example, if you want to capture images from 10 devices, you can send the capturing image task to 5 devices at first with 
the upload bandwidth set to 2 MBps. After those 5 tasks are finished, send the task to other 5 devices with the upload 
bandwidth set to 2 MBps. 

For information about how to configure the bandwidth, see Bandwidth throttling. 

Deploying large files and images 
The following list provides the recommended usage parameters for deploying large files and images. 

If you are deploying the same file, folder, or image file to multiple devices, do the following: 

° If the number of target devices does not exceed 50, deploy the same file, folder, or image file to all devices at the same time. 

° If the number of target devices exceed 50, divide the target devices into batches, with the number of devices in each batch 
fewer than 50. Then, send the task to the devices batch by batch. Do not send the task to next batch until all tasks in the 
previous batch are finished. 

If you are deploying different files, folders, or image files to different devices, do the following: 

° Divide the target devices into different scenarios that would be used for targeting a single device. Execute each scenario one by 
one following the previous steps. 

Managing the maximum number of connections 

By default, the maximum number of connections is 64. If you installed HPDM HTTPS Repository on a more powerful machine, 
such as a workstation or server with greater disk I/O performance, you can modify this number to achieve the maximum 
performance of the hardware. 

1. Locate the file httpd.conf. By default, it is saved in the following location: 

 <HPDM install path>\HP Device Manager\HTTPSRepository\Apache24\conf 



 

 
 

63 

 

2. Edit the configuration file. 

 a. Locate the comment line #Include conf/extra/httpd-mpm.conf. 

 b. Remove the # so that the line is Include conf/extra/httpd-mpm.conf. 

 c. Save the file. 

 

3. Locate the file httpd-mpm.conf. By default, this file is saved in the following location: 

 <HPDM install path>\HP Device Manager\HTTPSRepository\Apache24\conf\extra 
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4. Edit the configuration file. 

 a. Find the section WinNT MPM, and then go to the ThreadsPerChild command. By default, the value of ThreadsPerChild is 150. 
The reasonable value scope is 100±500. Enter a reasonable value for your hardware configuration. 

 b. Save the file. 

 

5. Restart the HPDM HTTPS Repository service. 

Hardware performance 

The performance of the disk I/O is the key factor that impacts performance of the HPDM HTTPS Repository service. If the disk is a 
mechanical hard disk, the performance degrades when multiple clients are connected to the server and uploading and/or 
downloading large files simultaneously. In that scenario, the CPU usage generally shows high use and the file transfer speed 
decreases. To improve the performance, HP recommends using SDD or RAID disk storage. 

Bandwidth throttling  

Administrators can configure bandwidth throttling for the HTTPS file transfer protocol. When logged in as the administrator, you 
can enable or disable the throttling feature, and you can set upload and/or download limits. 

By default, the throttling function is disabled. After you enable the throttling function, the default value for the upload and 
download limits is 100 KiB/s each. You can set the upload and download limits to any value between 1 and 999999999 KiB/s. 
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For every task within HPDM related to payload transferring you can customize the bandwidth throttling parameters based on the 
global configuration. 
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Configuring the bandwidth throttling parameters 

If you need to configure the bandwidth throttling parameters for all tasks, use the following procedure: 

1. To open the Configuration Management dialog box, switch to Administration page, and then select Configure System. 

2. Select Task Parameters, and then select Transfers. 

3. Configure the bandwidth throttling parameters for global settings. 

To configure bandwidth throttling for a single task related to payload transferring: 

1. Right-click the template, and then select Send Task. 

2. On the Transfers tab in the Task Editor dialog box, configure the bandwidth throttling parameters for a single task. 

Automated update Apache, PHP, and OpenSSL 

Please refer to Security Updates. 

 

FTP Repositories 

Overview 

This document contains the following parts: 

° Configuration of an IIS FTP server 

° Configuration of FTP over SSL 

° Configuration of a FileZilla FTP server 
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IIS FTP server configuration 

Installing FTP for IIS 

If the FTP service is not already installed on the server, follow these steps to add the service. Otherwise, see Creating an FTP site 
with basic authentication. 

Select Start > Windows Administrative Tools > Server Manager. 

In the Server Manager, select Manage, and then select Add Roles and Features to open the Add Roles Wizard. 

 

3. Select Server Roles, select Web Server (IIS), and then select Next. 

4. Select Next. 

5. On the Select Role Services page, expand the FTP Server option. Then, select FTP Service. 

6. Select Next. 

7. On the Confirm Installation Selections page, select Install. 

8. On the Results page, select Close. 

Creating an FTP site with basic authentication 

This section details how to create a new FTP site to which the HP Device Management (HPDM) Server, as well as the HPDM Agents, 
can connect for read and write access using basic authentication. Before creating this site, ensure that you create a user account 
from which the FTP service can authenticate. This example uses a local user account with the username hpdmadm. 

To create the FTP site: 

1. Select Start > Windows Administrative Tools > Internet Information Services (IIS) Manager. 

2. In the Connections pane of the IIS Manager, expand the root server node, and then select the Sites node. 

3. In the Actions pane, select Add FTP Site. Or, right-click the Sites node in the Connections pane and select Add FTP Site from the 
pop-up menu. The Add FTP Site wizard opens. 

4. On the Site Information page, enter a name for the FTP site, and select a path on the local system to use as the content (or 
root) directory. This example uses the site name HPDM-Repository and the root path C:\inetpub\ftproot. 
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Note 
Ensure that the user account used for HPDM FTP transactions has sufficient rights to allow reading, writing, and directory 
listing on the folder selected for the content (or root) directory. 

5. Select Next. 

6. On the Binding and SSL Settings page, enter or modify the details for your configuration. This example uses the default values 
for IP Address and Port, All Unassigned and 21 respectively. 
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Note 
For information about configuring a Secure Sockets Layer (SSL) FTP, see Error! Reference source not found.. 

7. Select Next. 

8. On the Authentication and Authorization Information page, select the Basic authentication option. Under Allow access to, select 
Specified users and enter the username of the account that you created for HPDM FTP transactions. Under Permissions, select 
both Read and Write. 
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9. Select Finish. 

Configuring the passive port range for the FTP service 

This section details how to configure the server-level port range for passive connections for the data channel from devices. 
Although the FTP client used by the HPDM Agent on the devices supports both active and passive modes for the data channel, the 
passive mode enables the device to initiate both control and data connections to the server, preventing a firewall from filtering 
the incoming data port connection to the device from the server. However, to support a firewall on the server, a passive port 
range needs to be specified, and the server­s firewall must be configured to allow traffic on this port range. 

To configure the passive port range: 

1. Select Start > Administrative Tools > Internet Information Services (IIS) Manager. 

2. In the Connections pane, select the server-level node, and then select the FTP Firewall Support icon. 
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3. Enter a range of values in the Data Channel Port Range box. The valid range for ports is 1024 through 65535. Ports from 1 
through 1023 are reserved for use by system services. This example uses the port range of 49152±65535. 

 

4. In the Actions pane, select Apply. 

5. A warning message indicating that the ports need to be added to the server firewall might appear. For information on how to 
add the ports, see Error! Reference source not found.. Select OK. 



 

72 
 

72 

Configuring the external IPv4 address for the FTP site 
You must specify the external address of the firewall (in most cases, this is just the IP address of the server itself) in the FTP site 
configuration to accept passive connections when the Windows Firewall is enabled. 

To configure the external IPv4 address for the FTP site: 

1. Select Start > Windows Administrative Tools > Internet Information Services (IIS) Manager. 

2. In the Connections pane, expand the Sites node, select the FTP site you created earlier, and then select the FTP Firewall 
Support icon. 

3. Enter an IP address in the External IP Address of Firewall box. In this example, the IP address is the address of the server itself. 

 

4. In the Actions pane, select Apply. 

Windows Firewall settings for FTP 

In Windows Server 2016, the built-in firewall service helps secure your server from network threats and is enabled by default. If 
you use the built-in Windows Firewall, you need to configure your settings so that the HPDM and FTP traffic can pass through the 
firewall. Note that you need to be logged on as Administrator or as a user that has administrator privileges to configure the 
firewall. 

You must configure an exception for both the control channel (port 21) and the port range for the passive data channel. This can 
be done in the GUI for the Windows Firewall, but it is easier to add these rules from the command line. 

To configure the Windows Firewall setting for FTP using the command line: 

1. Select Start > All Programs > Accessories > Command Prompt. If not logged on as Administrator, be sure to right-click 
Command Prompt and select Run as Administrator. This is required because User Account Control (UAC) in the Windows Server 
2016 operating system prevents non-Administrator account access to the firewall settings. 

2. To add an inbound rule for the command channel and to allow connections to port 21, enter the following command and then 
press Enter: 

netsh advfirewall firewall add rule name="FTP (non - SSL)" action=allow protocol=TCP 

dir=in localport=21  

3. To disable stateful FTP filtering so that Windows Firewall does not block FTP traffic to the passive port range, enter the 
following command and then press Enter: 

netsh advfirewall set global StatefulFtp disable  



 

 
 

73 

Configuring HPDM to use FTPS 

Configuring Microsoft IIS & FTP 

1. Open IIS Manager on Windows Server 2016 (IIS 10). 

2. In the Server Manager, select your server, and then select Server Certificates. 

 

3. Select Create Self-Signed Certificate. 

 

4. Enter the common name for the certificate and select OK. 
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5. Enter the FTP site name and select the Physical path. Select Next. 

6. Select Require SSL and then select the SSL Certificate you created. Enter 990 in the Port box. Select Next. 
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7. Select Basic. Under Allow access to, select Specified users and enter the name of the FTP user group. Under Permissions, select 
both Read and Write. Select Finish. 
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Configuring HPDM FTPS 

1. Log on to the HPDM Console. 

2. Select Gateways & Repositories Page and navigate to Repositories panel 

3. Add new repository or select existing repository to open the Repository Configuration Wizard 

4. In the Protocol Settings page, check FTP/FTPS option 
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5. Select Enable FTP over TLS support (FTPS) in the FTP/TPS Protocol Setting page and select Next. 

 

6. Select Test Repository in the Summary page to verify that it connects over FTPS. 
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7.  Send an Update Agent task to ensure that FTPS is working properly. 

FileZilla FTP server configuration 

FileZilla is free, open-source, cross-platform FTP software, consisting of FileZilla Client and FileZilla Server. You only need to 
download, install, and configure FileZilla Server. 

1. Go to http://filezilla-project.org/. Select Download FileZilla Server. 

 

2. Select your Windows platform. 

http://filezilla-project.org/
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3. Download this file to the specified location of the server system, and then select this file to install it. 

 

4. Select I Agree. 

5. Select Next. 

6. Select the Destination Folder, and then select Next. 

 

7. Select Next. 

8. Select Install. 

9. After the installation is complete, select Close. 
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10. Open the FileZilla Server dialog. 

 

11. Select Edit > Users to open the Users dialog. Select the General page, and then select the Add button to add a user. 

 

12. Enter a username, and then select OK. 

 

13. Select the Password option, and then enter a password. 



 

 
 

81 

 

14. Select the Shared folders page, and then select the Add button to add a shared folder. 

 

15. Select the Shared Folder, and then select OK. 

 

16. In the User dialog, select the Read, Write, Delete, and Append options in Files panel, select the Create, Delete, List, and + 
Subdirs options in Directories panel, and then select OK. 
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17. The FTP server is now created. Verify this FTP service by entering services.msc  in the Windows Run dialog. 

 

The FileZilla Server FTP server is started. 

 

For more information  

To read more about installing and configuring FTP on IIS, go to http://www.iis.net/learn/install/installing-publishing-
technologies/installing-and-configuring-ftp-7-on-iis-7. 

For more information about using FTP Over SSL, go to http://www.iis.net/learn/publish/using-the-ftp-service/using-ftp-over-ssl-
in-iis-7. 

 

http://www.iis.net/learn/install/installing-publishing-technologies/installing-and-configuring-ftp-7-on-iis-7
http://www.iis.net/learn/install/installing-publishing-technologies/installing-and-configuring-ftp-7-on-iis-7
http://www.iis.net/learn/publish/using-the-ftp-service/using-ftp-over-ssl-in-iis-7
http://www.iis.net/learn/publish/using-the-ftp-service/using-ftp-over-ssl-in-iis-7
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Mutual authentication between console and server 

Before HPDM 5.0.4, communication between console and server did not require client authentication. Since HPDM 5.0.4, mutual 
authentication between console and server has been introduced to enhance the security for the RMI communication over SSL. The 
mutual authentication requires console to get rmiclient.jks generated on server side for client authentication. Otherwise, 
connection between console and server cannot be established. HPDM Server generates rmiserver.jks and rmiclient.jks on first 
start.  

  

Connecting to a remote server 

Before you login, copy rmiclient.jks from the remote server (under the folder ®<HPDM installation folder>\Server\bin¯) to the 
console­s folder ®<HPDM installation folder>\Console\lib¯.  

Note1: If there already exists ®<HPDM installation folder>\Console\lib\rmiclient.jks¯, it should be overwritten during copying 
because the existing one does not work. 

Note2: If the local server is installed, please either delete rmiclient.jks, rmiserver.jks generated the local server or overwrite them 
with those from the remote server. 

Note3: Restarting the console is required to make the copied file take effect. 
 

  

Connecting to the local server 

Console will automatically fetch rmiclient.jks from the server­s folder on login.  

Note1: Use ®run as administrator¯ to run console to log in for once to write rmiclient.jks under its folder, in case that console does 
not have enough write privilege under non-admin accounts. 

Note2: Please make sure console and server are in the same installation location. If they are installed separately, console will fail 
to automatically fetch rmiclient.jks. In this case, manually copying the file from the server­s folder is required. 

  

Reset rmiclient.jks and rmiserver.jks 

For any security concern, these two files can be reset easily by deleting them under the server­s folder ®<HPDM installation 
folder>\Server\bin¯. After restarting server, new rmiclient.jks and rmiserver.jks will be generated. Please refer to Connecting to a 
remote server to refresh rmiclient.jks on console side. 

  

Use the same pair of rmiclient.jks and rmiserver.jks for multiple servers 

If multiple servers are used, please generate rmiclient.jks and rmiserver.jks by one server and copy them to the folder ®<HPDM 
installation folder>\Server\bin¯ of the rest servers. Therefore, all servers and consoles can use the same pair of rmiclient.jks and 
rmiserver.jks for mutual authentication. 

  

Use one-way authentication  

HPDM 5.0.4 is still compatible with the old authentication method before HPDM 5.0.4. Before HPDM 5.0.4, authentication was not 
required. Therefore, console does not need to get rmiclient.jksgenerated on server side. To disable client authentication and use 
one-way authentication, please follow the below steps: 

1. Modify ®<HPDM installation folder>\Server\conf\server.conf¯. At the last line of the file, append 
®hpdm.rmi.needClientAuth=falsē. Then restart the HPDM Server service. 

2. Use console to log in to server as before.  
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Operation 

Management Console 

The Device Manager Console acts as the focal point for device management orchestration within your environment. Multiple 
administrators can be connected simultaneously to a single HPDM Server through local console interfaces, each observing a 
customizable and tailored view of the device management framework. 

Logging into the Console 

To launch the HPDM Console: 

Select the shortcut for HPDM Console on the Windows desktop.  

± or ±  

Select Start, select All Programs, select HP, select HP Device Manager, and then select HP Device Manager Console.  

The different installation options create different first-time login experiences: 

° For Complete Installation: 

The first log in to the Console requires a password. After the Console initializes, the system prompts you to change the 
password. 

Note 
The first Console initialization might require extra time.  

° For Custom Installation: 

Type the host name or IP address, type the user name and password for HPDM Server, and then select OK.  

Note 
If HPDM Console is installed on the same system as HPDM Server, enter localhost.  

The homepage 

 

1. Homepage²Summary view of all management pages within the HPDM Console. 

1 

2 
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2. Tile²Each tile maps to a management page and contains an icon, name, shortcuts within each management page, and 
contextual live summary information. 

 

Page Icon and Page Name²After selecting a tile­s icon or name, the console locates and maximizes the specified page. 

Shortcuts²Commonly used features within the Page tile. The tile contains one main shortcut and several secondary shortcuts. 
After the shortcut is selected, the console transitions to the related management page, navigates to the management page­s 
Detail View, and then performs the action defined by the shortcut. 

Live Summary²Provides a real-time summary of the main content of each page. 

Console layout 

General diagrams of the main activity window layout include the following:  

° Manage Devices 

° Templates & Rules 

° Tasks & Reports 

° Gateways & Repositories 

° Users & Groups 

° Administration 

 

1 

4 

5 

6 

2 

3 

7 
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1. Page²Summary of features and navigators. 

2. Global shortcuts²Includes Reset layout, Help, Docking and Profile. 

3. OS family selector²Used to change the operating system, which changes the contents of the Manage Devices page. 

4. Navigation view²Sorts features. 

5. Toolbar²An enumeration of common operations. 

6. Detail view²Corresponds to the content under the navigator.  

7. Last activity² Displays the last operation associated with the current user. 

Manage Devices  

 

1. Toolbar²An enumeration of common operations. 

 

° Discover Devices²HPDM Gateway automatically discovers most devices and adds them to the HPDM database by listening 
for a network broadcast message made by a device when it starts up, but this method requires that the gateway is running 
before the device starts up. 

° Add Device²Manually register a device. 

° Import Devices²Manually register multiple devices. 

° Find Device² Find registered devices by condition. The default option is Hostname. 

° Device Filter²Device Filter management 

° Device Groups²Device group management 

° Dynamic Properties² Management of custom extended properties of device. 

2. Navigation View²Brief information of template. 

2 

3 

5 

6 

4 

1 
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3. Device Grouping Selector²HPDM enables you to create one or more grouping schemes. Each grouping scheme creates a tree 
structure based on the criteria selected. 

 

4. Device Filter Selector²Filtering enables you to work with a subset of your devices. Combine with User Privileges to divide the 
management of your devices between different administrators. 

 

5. Device Tree²Display the device tree under the device scheme. 

6. Device Table²Display the devices under the device tree node. If the device filter is not empty, the selected filter is used to filter 
the device. 

2.1 Template folder Selector²Switch between different 
template folders. 

2.2 Lite Template View²Display the template under the 

current template folder. 
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Device columns²Show or hide the column of 
the device. 

Table quick search²HPDM enables you to 
search quickly among listed devices. You can 
select any column header in the device table to 
add a search criteria or sort. All criteria are 
automatically cleared after switching to 
another folder. 
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Templates & Rules 

 
1. Toolbar² An enumeration of common operations. 

 

° Import Template²Import templates from a file (xml, zip). 

   °   Import Images²Generate a template with selected image file to deploy the image. 

° Template Privilege² Control each template using an additional template privilege, including viewing, modifying, and 
executing operations. 

° HP Update Center²Leverage software components from the HP FTP server for use as payload. 

   °   HPCEM²Generate templates with selected HPCEM installation packages to deploy HPCEM. 

° Add Rule²Create a new rule. 

° Import Rule²Import rule from a rule file. 

2. Template Folder View²View a collection of template folders. 

3. Template View²List all the templates under the corresponding template folder. 
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1. Rule Type List²Assort for rules. 

2. Rule View²List all the rules for the corresponding rule type. 

Tasks & Reports 

 
 

 

1 

2 

3 

1 

2 

https://hp.sharepoint.com/sites/ECSThinClientStrategyTeam/Shared%20Documents/General/RG%20HP%20EMEA%20Workstation%20%20Thin%20Client%20Specialists%20Summit%202018%20slides.pptx?web=1
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1. Toolbar² An enumeration of common operations 

 

4 
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° Manage Device Tasks²Go to the device task view. 

° Refresh Device Tasks²Refresh all device task status. 

° Audit logs²Open audit log view. 

° Manage Gateway Tasks²Go to the gateway task view. 

° Refresh Gateway Tasks²Refresh all gateway task status. 

° Add Report²Create a new report. 

2. Device Tasks View²Display all device tasks visible to the current user. 

Note 
The device filter shows the devices in the task. Number of tasks to view sets the maximum number of tasks visible to the user.  

3. Task status legend 

The following list describes the icons used in the Device Task View window: 

Waiting 

The task is scheduled or queued to send at a later time and has not yet been sent. 

Paused 

The task is paused. 

Sending 

The task is being sent from HPDM Server through HPDM Gateway to the device and is waiting for a reply. 

Processing 

The device accepted and is processing the task. 

Cached 

The task and its payload are cached on the device to be processed later. 

Finished 
The task was executed successfully by the device. 

Failed 

The task has failed or timed out. 

4. Gateway Tasks View²Lists all gateway tasks. 

5. Report View²Displays report management. 
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Users & Groups 

 

 

1. Toolbar² An enumeration of common operations. 

 

° Add User²Create a new user. 

° Change Password²Change current user password. The password should be between 12 and 36 characters in length and must 
include uppercase letters, lowercase letters, numbers, and special characters.. 

2 

3 
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° Import from LDAP²Import users from LDAP server. 

° Add group²Create a new group. 

2. User View²View all user information. 

3. Group View²View all Group information. 

Gateways & Repositories 

 

 

1. Toolbar² An enumeration of common operations. 

2 

1 
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° Discover HPDM Gateway²Discover a gateway by IP range to register. 

° Find HPDM Gateway²Find a registered gateway by condition. 

° Add Repository²Create a new repository. 

° Import Repository²Import repositories from a file. 

° Sync Repository²Synchronize content from the master repository to child repositories. Synchronization can be performed 
immediately or scheduled. 

Note 
When a task that requires repository content starts, the content is automatically synced from the HPDM Master Repository to 
each appropriate HPDM Child Repository.  

° Mapping Policy²View mapping devices to repositories according to each device­s HPDM Gateway or subnet address. 

° Master Repository Content²Manage content in Master Repository 

2. Gateway View²View all gateway information. 

3. Repository View²View all repository information. 

Administration  

 

1. Toolbar² An enumeration of common operations. 

 

° Configure System²Manage system configuration. 

° Manage Keys² Update, import, or export the keys that the agent uses to verify the server. The key is passed to the devices 
during the key update process. The devices check the key passed by HPDM Server before executing tasks. 

° Status Snapshot²View status snapshot schedule. 

° Gateway Authentication²Set access control to the HPDM Gateway. 

° VNC Certificate²Import or generate certificate and private key for VNC connections. 

1 

2 




































































































































































































































































































































































































