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Overview

HP Device Manager (HPDM) is an entergass application for managing and administrating thin client devices ondadge
smallscale networks. The system consists offtliowing major components:

° HPDM ServerThe central management service, which monitors all statd controls all device management activities.
° HPDM GatewayThe software component that links the HPDM Server and HPDM Agents on each thin client.

° HPDM Master Repository Contréligthe software component that manages the software payloads and package content in
the Master Repository and synchronizes that content to other child repositories as requested by the HPDM Server.

° HPDM HTTPS Repositorjhe software component that provides the ability to set up an HPDM repository using the HTTPS
protocol.

° HPDM ConsdleThe software component that is the primaser interfacdor administrators, allowing the inventory and
management of devices and other administrative activities.

° HPDMConsole Web BridgeThe component that provides access to HPDM Console content through a web browser.
° HPDM Configuration CenteFhe graphical application used to configure settings of various HPDM components.
° HPDM Agehnt The softwarecomponent installed on each device to enable device management capabilities.

Terminology

Thefollowingtable defines common terminology used when working with HP Device Manager.

Table 1.Common terminology

Term Definition
HPDNMServer Thecentralmanagement serviceyhich monitors all stagandcontrolsall devicemanagement
activities.
HPDMGateway Thesoftwarecomponenthat linksthe HPDMserverand HPDMAgents on each thin client.
HPDMVasterRepository Thesoftwarecomponenthat manages the software payloads and package content in the Master
Controller Repository and synchronizes that content to other child repositories as requested by the HPDM Se
HPDMVasterRepository Theprimarystoragelocationfor payload contents (contains piyloadfiles).
HPDMChildRepository One omoreoptionalsecondanstoragelocationsfor payload contentsised as distribution points within
the management environme(g¢achHPDM Child Repository camtainall or a subsetof payload
files).

HPDM HTTPS Repository  The software component that provides the ability to set up an HPDM repository using the HTTPS
protocol.

HPDMConsole The software component that is the primary GUI for administrators, allowing the inventory
management of devices and other administrative activities.

HPDM Console Web Bridge The software component that provides access to HPDM Console content through a web browser.

HPDM Configuration Cente The graphical application used to configettings of various HPDM components.

HPDMAgent Thesoftwarecomponeninstalledon eachdeviceto enabledevicemanagement capabilities.

HPDMilatabase Thestoragelocation forthe information thatdefinesall the HPDM managed assessichas
devicesHPDMGatewayserversrepositoriesfasktemplates,andrules.

Device A computing endpoint, such as an HP Thin Client thanhasgedoy HPDM.




Package A container object comprised of the descridfiieranda folderwhichcontainspayloadfiles.

Payload Files,such asoperatingsystemimagesand software updates,that are stored in the HPDMMaster
Repository(and optionally one ormore HPDMChildRepositoriespnd are distributedto managed
devicesviatasks.

PXE PrebooteXecutiorEnvironmenta networkserver and accompanyipgotocolthat enables devices to
boot from a remote operating system imagging the endpoint devicetwork.

Rule A declarative construct which allows for the automation of tasks based on certain matching criteria c
events.

Task Ascheduledactionthat is basedon atasktemplateandis used to applgonfiguratiorchangedo adevice

or groupof devices.

Tasktemplate

Definesthe configuratiorchanges/ouwantto maketo adeviceor group of devices

Templatesequence Aspeciakindof tasktemplatethat allowsyouto combinemultipletasktemplatesand executethem as
asingletask.

HPDMArchiveTool Asoftwareutility includedwith HPDMhat allowsyouto archiveretired devicesyutdatedtasksandlogs
from boththe HPDM databasandfile system.

HPDMAutomaticDevice Aspecialized todhat onlyimportsdevices into the HPDM database.

Importer

HPDMPortCheckrool Asoftwareutility includedwith HPDMhat allowsyouto checknetworkconnectivityand firewallport
permissiondetweendifferentcomponentof HPDM.

HPDMserveBackupand Asoftware utilityincludedwith HPDM thaallowsyouto backup andrestoredatabase, templates, tasks,

RestoreTool andthe configuration filefrom anHPDMServer installation.

Installation

This section describes the installation requirements and procedures required to install HP Device Manager in various customer

scenarios.

Installation requirements

Table2. HPDM Server requirements

Component

Requirements

Operating system

Windows Server 2016
Windows Server 2019
Windows Server 22

Third party software

OpenJDK (bundled with installer)

One of the following database managemsydtems (DBMS):
Microsoft® SQL ServerlB®r later

PostgreSQL (bundled with installer)

Hardware

Intel® compatible 68it processor supporting 2 or more CPU cores
4GB RANRecommend: 4 CPU cores and 6 GB RAM
2 GB free disk space

Table 3. HPDMGatewayequirements

Component

Requirements

Operating system

Windows Server 2016




Windows Server 2019
Windows Server 22

Hardware

Intel compatible 6bit processor supporting 2 or more CPU cores
4GB RAM

2 GB free disk space

Table4. HPDMJasterRepository Controlleequirements

Component

Requirements

Operating system

Windows Server 2016
Windows Server 2019
Windows Server 22

Hardware

Intel compatible 6bit processor supporting 2 or more CPU cores
4GB RAM
4 GB free disk space

NOTEThe above hardware is the minimum required for the Master Repository. If thel
will bemanyimaging or filecopying operations, then HP recommends using a more
powerful system with additional free disk space.

Protocols

HTTPS, FTP, FTPS, SFTP, or SMB

Recommended thirgarty FTP
servers

Apache HTTP Server (An embedded version of Apache HTTP Server is bundled witt
installer.)

Filezilla
Microsoft Internet Information Server (11S)
freeSSHd

Table5. HPDMHTTPS Repositorgquirements

Component

Requirements

Operating system

Windows Server 2016
Windows Server 2019
Windows Server 22

Hardware

Intel compatible 6bit processor supporting 2 or more CPU cores
4GB RAM

2 GB free disk space

7200 RPM disk

NOTEThe above hardware is the minimum required for the Master Repository. If thei
will bemanyimaging or filecopying operations, then HP recommends using a more
powerful system with additional free disk space.

Protocol

HTTPS

Table 6. HPDMConsolgequirements

Component

Requirements




Operating system Windows Server 2016
Windows Server 2019
Windows Server 22

Windows 10
Windows 1
Third party software OpenJDK (bundled with installer)
Hardware Intel compatible 6bit processor supporting 2 or mot#®U cores

4 GB RANRecommendd: 4 CPU cores and 6 GB RAM
1 GB free disk space

Table7. HPDMConsole Web Bridgequirements

Component Requirements

Operating system Windows Server 2016
Windows Server 2019
Windows Server 22

Windows 10
Windows 1
Prerequisite HPDM Console
Hardware Intel compatible 6bit processor supporting 2 or more CPU cores

5 GB RANRecommendd: 4 CPU cores and 7 GB RAM

(For 1 Console instance and Console Web Bridge server. Add 1 GB for each additior
Console)

2 GB free disk space

Table 8. HPDMConfiguration Centeequirements

Component Requirements

Operating system Windows Server 2016
Windows Server 2019
Windows Server 22
Windows 10
Windows 1

Hardware Intel compatible 64bit processosupporting 2 or more CPU cores
4GB RAM

1 GB free disk space

Table 9. Networkrequirements

Component Requirements

Network HPDM supports only IPv4 networks.

HPDM can image thin clients using either PXE ePX&n(preferred) methods. If PXE
imaging is desired, make sure that there are no other PXE services running on the
network.

If you are using an ISC DHCP server, it must be running at least version 3.0.

Port requirements
Seethe Port Usagesectionfor a list of standard and custom ports required.



Product Support Matrix

HPDM provides full support for all HP thin clients within ECloftdife) + 3 years and partial support for all HP thin clients within
EOL + 5 years. Each thin client should have a minimum of 10 MB of free disk space.

In thefollowing matrix full support ¢ ) indicateshat all existing and new features in HPDM 5.0 are supported. Partial sdpport (
)indicateghat not all task templates are available for a given device platform and operating system.

Table 10.Product support matrix
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HP t75 Thin Client 4 & 4
HPt740 Thin Client 4 4 4 4
HP t730 Thin Client 4 4 4 4
HP Elitet6 60 Thin Client &
HP Elite t655 Thin Client 4 & 4 4
HP t640 Thin Client 4 4 4 4
HP t638 Thin Client 4 4 4
HP t630 Thin Client 4 4 4 4
HP t628 Thin Client 4 4
HP Pro t550 Thin Client 4 & 4 4
HP t540 Thin Client 4 4 4 4
HP t530 Thin Client 4 4 4 4
HP t430RThin Client 4 & 4
HP t430 Thin Client 4 4 4
HP t420 Thin Client 4
HP t240 Thin Client 4
HP Elite mt645 G&lobile Thin Client Y 4 Y
HP Elite mt645 G7 Mobile Thin Client 4 4 4




HP Pro mt440 G3 Mobile Thin Client 4 & 4 4

HP mt46 Mobile Thin Client 4 4 4 Y
HP mt45 Mobile Thin Client 4 4 4 4
HP mt44 Mobile Thin Client 4

HP mt32Mobile Thin Client 4 4 4 4
HP mt31 Mobile Thin Client 4

HP mt22 Mobile Thin Client 4 4 4 4
HP mt21 Mobile Thin Client 4 4 4 4
HP ThinPro PC Converter n n n
Windows PC Converter & 4

Server preparation

This setuprequireswWindows Server 2@lor later running on either a physical or virtual machine. Allocate a minimum of 10 GB of
storage for the operating system and the HPDM components. Full server recommendations are avail&iRDM tBerver
requirementssection

This assumes that HPDM Server will use a standard installation without any additional services running.

Thissectionfocuses on the posinstallation steps of installing HPDM onto Windows Servé. 2Bk example assumes a
complete HPDM installation has already been performed on HPDM Server and that a user account for the FTP transactions has
already been created.

Selecting a database management system

HPDM supports both PostgreSQL and Microsoft SQL Server databases. PostgreSQL is integrated in the HPDM installation package
and can be used directly without extra installation or configuration. However, PostgreSQL within the HPDM installaion packag
cannd be upgraded or replaced by a higher version as some files are customized by the HPDM installation. If you want to view the
data in the PostgreSQL database, you need to install apitg database admin tool such as pgAdmin or Navicat. If you choose

to use Microsoft SQL Server with HPDM, you need to install the Microsoft SQL Server separately. PostgreSQL is a free database
management system, while Microsoft SQL Server is a commercial database management system. For HPDM, there is no

difference in capaliies or performance between the two database solutions.

Table11. Database management system

MicrosoftSQL Server PostgreSQL
Type Commercial database Freedatabase
Authentication Usernamepasswordauthentication Usernamepassword authentication

Windows authentication

Installation Userdefined installation In HPDM server installation package

Note:Interaction with the HPDM serve!
is affected by network latency when
installed on a different machine.

Upgrade Support Not support
Visualization tool Builtin Third part tool
Port 1433 (Default) 40006 (Default)

Choosing repository protocols

HPDM supports the HTTPS, FTP/FTPS, SFTP, and SMBv2 (Shared Folder, Samba) as file transfer protocols. HTTPS protocol support
is provided by the HPDM HTTPS Repository component, FTP family protocols are supported thrpadi Eiifd servers, and



SMBV2 is provided through Windows operating system support. You can choose any single protocol or combination of protocols
within a single repository. However, there are two limitatesollows:

o

° SMBv2 must bselectedfor Windowsnon-cached filebased imaging.
If multiple protocols are used within a single repository, they should all point to the same folder location on the spst@uiter

Windows firewall settings

In Windows Serv@016, the builtin firewall service helps secure your server from network threats and is enabled by default. If
you use the builin Windows Firewall, you need to configure your settings so that the HPDM, HTTPS and FTP traffic can pass
through the firewall. Note that you need to be logged on as Administrator or as a user that has administrator privileges to
configure the firewall. If not logged on as Administrator, be sure tedlighStart Menibutton, and then sele€@ommand

Prompt (Amin) Thiss required because User Account Control (UAC) in the Window2@k5eperating system prevents
non-Administrator accounts access to the operating system firewall policy settings.

Firewall settings for HP Device Manager

The basic ports used by HPDM for management traffic between HPDM Server, HPDM Gateway, and &lerithdgange

of 40000 to 40009and40012.

To configure the necessary exceptions:

1. RightclickStart Menulbutton, and then seled@ommand Promptf not logged on as Administrator, be sure to select
Command Prompt (Admin)

° To add an inbound rule to allow UDP traffic on port 4a9p8the following commandand then pres&nter

netsh advfirewall firewall add rule name="HP Device Manager UDP IN" action=allow
protocol=UDP dir=in localport=40000

° To add an outbound rule to allow UDP traffic on port 409f@;the following commandand then pres&nter

netsh advfirewall firewall add rule name="HP Device Manager UDP OUT" action=allow
protocol=UDP dir=out localport=40000

° To add an inbound rule to allow TCP traffic on ports 40001 to 486680012,typethe following commangdand then

pressEnter
netsh advfirewall firewall add rule name="HP Device Manager TCP IN" action=allow
protocol=TCP dir=in localport=40001 - 40009,40012
° To add an outbound rule to allow TCP traffic on ports 4680009,and40012,typethe following commangand then
pressEnter
netsh advfirewall firewall add rule name="HP Device Manager TCP OUT" action=allow
protocol=TCP dir=out localport=40001 - 40009,40012

These stepsallowHPDM Server, HPDM Gateway and HPDM Agentmect to each other. The ports used for HPDM traffic are
open on the Windows Firewall. Other ports might be needed for other specifiSéegsksPort Usage sectioof thisguide for a
complete list of ports used by HPDM.

Firewall settings for HPDM HTTPS repository
The default port used by HPDM HTTPS Repository is 443. If you changed the listen port of HPDM HTTPS Repository via HPDM
Configuration Centeboe sure taeplace 443 with the new port number in following command lines.
To configure the Windows Firewall setting for HPDM HTTPS Repository using the command line:
1. RightclickStart Mentbutton, and then seled@ommand Promptf not logged on as Administrator, be sure to select
Command Prompt (Admin)

° To add an inbound rule to allow TCP traffic on porttgg8the following commangand then pres&nter

netsh advfirewall firewall add rule name="HPDM HTTPS TCP IN" action=allow
protocol=TCP dir=in localport=443

° To add an outbound rule to allow TCP traffic on port#¥g8the following commangdind then pres&nter.

netsh advfirewall firewall add rule name="HPDM HTTPS TCP OUT" action=allow
protocol=TCP dir=out localport=443
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Firewall settings for FTP Repositories

You must configure an exception for both the control channel (port 21) and the port range for the passive datéMttiaitnel.
easier to add these rules from the command, lirei can also ugbe user interfacdor the Windows Firewall.

To configure the Windows Firewall setting for FTP using the command line:

1. RightclickStart Menu buttonpand then sele€€ommand Promptf not logged on as Administrator, be sure to select
Command Prompt (Admin)

2. To add an inbound rule for the command channel and to allow connections to pgpe2iie following commandand
then pressEnter.

netsh advfirewall firewall add rule name="FTP (non - SSL)" action=allow protocol=TCP
dir=in localport=21

3. Activate firewall application filter for FTP (aka Stateful FTP) that will dynamically open ports for data conyyeetiuns
following commangand then pres&nter.

netsh advfirewall set global StatefulFtp enable
4. You do not have to enable the port range for the passive data channel in the windows firewall due to the FTP filter. For
routers,youcanmanuallg onf i gur e t he port <clhanges in the routers- fireyv
Note:

For FTB, enable the control channeis@iallyport 990) and the port range for the passive data chanbilable the FTP filter
because FT®data connections are encrypted,standardfirewalls cannot recognize thgrotocol

Installation options

The HP Device Manager instatflensistsof Device Manager Component installers. Each component has its own standalone
installer, and the HP Device Manager installer is the global application that installs all HPDM components.

Before installing HPDM, copy the installation file to the serveren$ian prior to 5.0 of HPD#4nstalled, sedJpgrading a
Previous Installation

Server-side components

The serverside components of the system are installed using the HP Device Manager irtRallze\ice_Manager -
revision.exe ).

There are two setup type€omplete Setupnd Custom Setup

Completesetup

This process instalhll HPDMserverside componentdNo configuration is necessatyring installationYoucan use most HPDM
functions after installation, such as update agent, capture/deploydiidsso on

The followindists provides thelefault settings for complete setup:

° HTTPS Repository is installed as the default repository server, and a random user and password are created during installatio

° A clean PostgreSQL database is created and initialized for HPDM Server if there is no database for the HPDM. A random
password is createfbr the root usemheninitializingthe database which must be changed first logon.

° HPDM Server uses the local HTTPS Repository as its master repositatyaradicallimportsarandomly created user and
password tahe databa.

Customsetup

1. Selecthe HPDM setup file tife User Account Control dialsgdisplayedselectYes

2. Select thd_ocation tdSave Filesand therselectNext The following image shovike location to save the extracted files
from the installation package

11



HP Device Manager * © - InstallShield Wizard

Location to Save Files
Where would you like to save your files?

. Save HP Device Manager * ¢+ ' to:
C:\SWSetup\HP Device Manager 5.0 Change...

<gack Cance

3. If the Overwrite Protection dialegdisplayedvhenextracting files, seledfes to All

4. SelectNext

() HP Device Manager

@

Welcome to the Installation Wizard for HP Device Manager

zard nstall H¥ Device Manage On your compute

5. Select accept the terms of the license agreememid therselectNext



) HP Device Manager

License Agreement

following license agreement carefully

PLEASE READ CAREFULLY: THE USE OF SOFTWARE AVAILABLE AT THIS SITE IS SUBJECT TO THE TERMS AND CONDITIONS THAT
FOLLOW. IF YOU AGREE TO THESE TERMS, PLEASE CHOOSE THE " ACCEPT" OPTION LOCATED ADJACENT TO THE SCREEN WHERE THIS
AGREEMENT IS DISPLAYED. IF YOU DO NOT AGREE TO THESE LICENSE TERMS, PLEASE CHOOSE THE "1 DO NOT ACCEPT™ OPTION AND
DO NOT DOWNLOAD ANY SOFTWARE FROM THIS SITE

End-User License Agreement
READ CAREFULLY BEFORE USING THIS EQUIPMENT.

This Eng-User license Agreement ("EULA") s a legal agreement between (3) you (either an Individual or a single entity) and (b) HP
inc. ("HP") that governs your use of any Software Product, installed on or made available by HP for use with your HP product ("HP
Product”), that is not otherwise subject to a separate license agreement between you and HP or its suppliers. Other software
may contain 3 EULA in its online documentation. The term "Software Product™ means computer software and may include
associated media, printed materials and "onling” or electronic documentation. An amendment or addendum to this EULA may
accompany the HP Product

RIGHTS IN THE SOFTWARE PRODUCT ARE OFFERED ONLY ON THE CONDITION THAT YOU AGREE TO ALL TERMS AND CONDITIONS OF

[ I accept the terms of the license agreement

6. UnderSetup TypeslectCustomandthen navigate tahe installation path of HP Device Manager.

() HP Device Manager

o @ © 0

Setup Type
Select the setup type that best suits your needs

O Complete E_B é

Lhe most Qisk space

7. Select the components you want to install, and thelectNext Note that the dependent componerase selected
automatically when you selecpamarycomponent You cannotlear a primargomponentf a dependencomponents
selected andhe dependentomponent depends dhe primarycomponent.



@ HP Device Manager * ¢

@ © © 0

Custom Setup - Select Components
Select/unsetect the components you want toinsta

Component Instaliation Size Packageo Version Installed Version nstalled Path Action

B w0

H
4 HPOM

4 HPDM Console 320M8 Not Instatiled Inst

Description

Tne graphical application that administrators use to access HP D system
ve
E BACK NE

8. SelectChecko check preconditions.

QD HP Device Manager * ©

o © 9 0

Check Preconditions

Install wizard will check your system for preconditions.

Description

BACK

9. If all preconditions are meselectNext If preconditions aneot met, reviewthe descriptionandresolve them manually
SelectChecko continue



() HP Device Manager

o © © 0

Check Preconditions

nstall wizard will check your system for preconditions.

@ Port8443isa e

Description

10. View your installation settings summary, and teelectinstall

@i HP Device Manager

o 9 © 0

Install HP Device Manager

Select

INSTALL to begin the instaliation

NCEL BACK INSTALL

11. When installation is completgglectFinish|f you want to use SQL Server databasésctManually configure database with

HPDM Configuration CentelopenHPDMConfiguration CenteSeehe HPDM Configuration Cengection to view how to
configure HPDM components.
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D HP Device Manager

©

Success

FINISH

Note
1 Ifthe HPDM Server, HPDM Master Repository ConamtlddPDM HTTPS Repositorynaténstalled on the same
machine, reset the user account of HPDM HTTPS Repository and its passgbledDM Configuration Center.

1 If the HPDM Server and HPDM Consolmanestalled on the same machine, reset the password of HPDM root user
usingHPDM Configuration Center beflogging intaHPDM Console.

Updating anexisting installation

There are twaipdatingsetup typesUpgradeSetupand Custom SetugJpgradeSetupis usedto upgrade all installed HPDM
components directlyCustom Setujs used to upgrade installed componerds,well asnstall new component¥ou can view
detailed information of both components in the installer packagénatieinstalled components. If you want to add new HPDM
components into the current machinseCustom Setup

If the HPDM Server needs to be upgraded, a prompt dialog will ask the user to back up the database.

(,D HP Device Manager

Note
The installation process doesrestore thebackup databaseautomatically you need to restorié manually if you met the
database problem after the upgrade.
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Upgrade

To upgradeall installed HPDMomponents follow the procedure for a new installatiamtil the Setup Type windgand then
selectUpgrade

D) HP Device Manager

o L2 3 0
Setup Type

Select the setup type that best suits your needs

@ Upgrade

Customsetup

To perform a custom setup, follow the procedure for a new installation until the Setup Type window, and then use tge followin
steps:
1. SelectCustom and themavigateto the destination folderTheinstallationlocation does not affect installed components

() HP Device Manager

o 24 D 0

Setup Type

select the setup type that best suits

2. To install new componentsr upgrade installed componentselect the components to adthd thenselectNext
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() HP Device Manager

o o o

Custom Setup - Select Components

B HPOM C Cent 50ME :

escription
escriptio

Note
TheHP Device Manager upgrade process uggatlinstalled components at the same timéu cannotlearinstalled
componens on this page.

3. The following steps are same with the new installation.

Uninstalling HP Device Manager
To uninstall all installed HP Device Manager components:
1. If the HPDM Configuration Center is installedStart > HP ®Jninstall HP Device Manager

If the HPDM Configuration Centett isistalled, @ to theHPDM installation location By def aul t \SWS$etuglP| ocati on
Device Manager 3.0Thenrun theuninstall.cmdscriptasadministratorTo run as administratoright-clickthe fileand select
Run as administrator

3. To uninstall an individual component:
a. Go tcControl Panet Programs and Features
b. Select the component that you want to uninstall.

HPDMcomponentinstallers

The HP Device Manade®installer is composed of individual component installers. Each component has a separate installer,
and the HP Device Manager installer is a bootstrap application that launches individual component installers to install each
componentndividually

The HP Device Manager installer is composed of the following component installers:
OHPDMServer.exethe component installer of HPDM Server

oHPMDGateway.exghe component installer of HPDM Gateway
oHPDMMasterRepositoryController.exbe component installer of HPDM Master Repository Controller
OHPDMHTTPSRepository.exbe component installer of HPDM HTTPS Repository
OHPDMConsole.exghe component installer of HPDM Console

OHPDMConsdiéebBridgeexe+ the component installer of HPDM Constlkeb Bridge

oHPDMConfigurationCenter.exéte component installer of HPDM Configuration Center
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Preparation

Get the component installers

Only the HP Device Manger installexvigilableon the HPwebsite.Component installersire available onlgfter installing or
extracting the HP Device Manager installer. All component instaiddxcatedat the locatiorthat you selected duringP Device
managetinstallation. The defaultocation is €SWSetufHP Device Manager .0

Note
This locatioris notthe installation path of HP Device Manager.

If you wanbnlythe component installeryouextract the HP Device Manager installéhout installing.

To extract the HP Device Manager installer:

1. Run the HP Device Manager installer.

2. SelectLocation to Save FilesndthenselectNext

3. After the Welcome to the install wizard for HP Device Manager 5.0isliitpiayedselectCancel

Installing HPDM Component with component installer

Gomponent installes supportonly silent installation there is no user interface. You can install a componentheittefault
installation path and configuration bglectingthe component installer arsing acommand line. For detailed command line
parameters, see following sections.

Note

Make surehe Microsoft Visual C++ 20822 Redistributable (x64% installecbn the target machine before installing a
componen. The installer file is includedth the HP Device Manager instaliétthe same locatioasthe component installer and
isnamed VC_redist.x64.exe.

If you want taconfigurean installeccomponent, install HPDM Configuration Center after you install the component.

HPDM Server Component Installer
Installation command:

HPDMServer.exe /hide_progress /V'INSTALLDIR= \ "C: \ Program Files \ HR HP Device Manager \"
START=1""

Parameters:
INSTALLDIR: The targestallation path The default path is G®rogram FilesHRHP Device Manager.
START: Starthke HPDM Server service after installatidaues ard = start, 0= do not start. The default is 1.

Note
An initial database is creatbdt not configuredvhen the HPDM Server service starts. In this scenario, a random password is
created for the root useBe sure taeset the password or recreate a new database via HPDM Configuration Center.

HPDM Gateway for Windows® Component Installer
Installation command:

HPDMGateway.exe /hide_progress V' INSTALLDIR= \ "C: \ Program Files \ HR HP Device Manager \"
START=1""

Parameters:
INSTALLDIR: The target installation pté default installation path is\Brogram FiledHRHP Device Manager.
START: Starts HPDM Gateway sedftieeinstallationValues ard. = start, 0= donot start. The default is 1.

HPDM Master Repository Controller Component Installer
Installation command:

HPDMMasterRepositoryController.exe /hide_progress N'INSTALLDIR= \ "C: \ Program
Files \ HR HP Device Manager \™
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Parameters:
INSTALLDIR: The target installation ptt default installation path is\Brogram FiledHRHP Device Manager.

Note
The default location dhe repository is %ProgramDataPRHP Device ManadelPDMYou caronly changethis pathusing
HPDM Configuration Center.

HPDM HTTPS Repository Component Installer
Installation command:

HPDMHTTPSRepository.exe /hide_progress IV'"PORT=443 INSTALLDIR=\"C: \ Program Files \ HR HP
Device Manager \™

Parameters:
PORT: Thigstening port of the HPDM HTTPS Repository sefieeefault value is 443.
INSTALLDIR: The target installation phté default installation path is\Brogram FiledHRHP Device Manager.

Note
If the HPDM Master Repository Controller is installed, the installation prosdkse fmtation of the repository as the root path
of HTTPS Repository. Otherwise, the default root path is %ProgramBRid® Device ManadetPDM.

A random user and password are created during install@&m®isure toeset them after installationsingHPDM Configuration
Center.

You can use thisomponent installer to upgrade the ekHPDM HTTH®Zepositorywhen no other HPDM component is installed.
SelectHPDMHTTPSRepository.exe or run the following command

HPDMHTTPSRepository.exe /hide_progress

All configuratios arerestored after upgrading.

HPDM Console Component Installer
Installation command:

HPDMConsole.exe /hide_progress N'INSTALLDIR= \ "C: \ Program Files \ HR HP Device
Manager\ "

Parameters:
INSTALLDIR: The target installation pité default installation path is\Brogram FiledHRHP Device Manager.

HPDMConsole Web Bridge Component Installer
Installation command:
HPDMConsoleWebBridge .exe /hide_progress

Note
You can install this component only on the computer where HPDM Console is inatistillation path is same as the
installed HPDM Console component. The installation process stops if it detects that the HPDM Console is not installed.

HPDM Configuration Center
Installation command:

HPDMConfigurationCenter.exe /hide_progress /" INSTALLDIR= \"C: \ Program Files \ HR HP
Device Manager \™

Parameters:
INSTALLDIR: The target installation pté default installation path is\Brogram FiledHRHP Device Manager.

Note
You must install this componeiityou want to configure other components after installation.
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Deployment

Overview

The following sections provide information fitanning thesetup andconfiguratiorof HP Device Manager (HRDRtluding
managindarger device deploymentgith HPDMas well asips to finetune performane.

HPDMs divided into the following components:

° HPDM Console

° HPDM Server

° Database (Here it means MS SQL Server, PostgreSQL is taken as an inner part of Server)
° HPDM Gateway

° Master Repository

° Child Repository (not necessary)

° HPDM Agent (piiastalled on device)

° HPDM Console Web Bridge

Typical Device Manager topology
The followingllustrationsshow the topology o& typicaHPDM deployment.

Figure 1. Topology of aypical HPDM deployment
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Figure 2.Topology of a typical HPDM deployment

\Q/ HPDM Mastér Repositary

HPDM Consyls HPDM Child Repository HPDM Child Repositary
HPDM Console HPDM Gateway Thin Thin Thin

Client Client Client

i

HPDM Gateway Thin Thin Thin
HPDM|Server Client Client Client

o)

N

HPDM Console &
HPDM Console Wep Bridge

Thin Thin Thin
Cliznt Cliznt Client

HPDM Console & Database
HPDM Console Web Bridge

Note
If you want to generate templatesingthe HP Update Center, make sure that the HPDM Console and the Master Repository
Controller can reach to HP File Server, either through direct connection or a proxy configuration.

Port usage
Thefollowing two scenarios shows two typical deployments with the enabled ports

Scenario 1: All components are installed together
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Computer A

Database (SQL Server)
HPDM Console

HPDM Console Web Bridge
HPDM Gateway

HPDM Server

Master Repository

Master Repository Controller

T T

HTTPS:TCP 8443 TCP: 4000 TCP: 40004 TCP: 40009
(reverse shadow (Resource Monitor)

File transfer port

: TCP: 40004
TCP: 40001 (shadow)
$ i
Computer B Computer C
Web browser Thin Clients (HPDM Agent)

Firewall configuration:

Table 2. File Transfer ports

Protocol TCP Port(s) UDP Port(s)
FTP 20,21

FTPS 989, 990

SFTP 22

Shared Folder 139, 445 137, 138
HTTPS 443

Note:Not all file transfer ports are essentials. They are enabled on demand. For more details, pleas8hetesing repository
protocols
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Table B. Components installed on machines

Computer

Components

Computer A

HPDM Consok HPDM Console Web BriddPDM server, HPDM Gateway, SQL Server, Maste
repository controller & Master repository

Computer B

Web Browser

ComputerC

Thin Clients (HPDM Agent)

Table 4. Ports for each machine

Computer Firewall Ports Ondemand ports
ComputerA Inbound 8443,40003, 40005, 40004(Reverse shadow)
File transfer ports 40009(Resource monitor)
Computer A Outbound 40001, 40003 40004 (Shadow)
Computer B Inbound 40003
Computer B Oubound 40001
ComputeB Inbound 40001 40004(Shadow)
ComputeB Outbound 40003, File transfer ports 40009(Resource monitqd0004(Reverse

Shadow)

Scenario 2: All components are installed on different machines.

Computer A

9

Web browser

File transfer ports

Computer G

Database (SQL Server)

TCP:- 1443

—

HTTPS:

[ TcP 8443 |

Computer B g

HPDM Console &
HPDM Console Web Bridge

| TCP: 1099, |
40002

Computer F

HPDM Server

| File transfer

-

Computer E
- TCP: 40012 ~

Master Repository Controller
N & Master Repository

Computer D g

Child Repository

TCP : 40004
(Reverse shadow)

TCP: 40005 TCP- 40003

| l

TCP : 40004
(Shadow)

Computer H

HPDM Gateway

TCP: 40009

{Resource Monitor) File transfer ports

\ T

TCP: 40001 TCP: 40003

Firewall configuration:

Table b.File Transfer ports

Computer G

=

Thin Clients (HPDM Agent)

File transfer ports




Protocol TCP Port(s) UDP Port(s)
FTP 20,21

FTPS 989, 990

SFTP 22

Shared Folder 139, 445 137,138
HTTPS 443

Note:Not all file transfer ports are essentials. They are enabled on demand. For more details, pleas8hetsing repository
protocols

Table B. Ports for each machine

Computer Component Firewall Required Brts Ondemand ports
Computer A Webbrowser Outbound 8443
Computer B HPDM Conso&HPDM  Inbound 8443 40004(Reverse shadow)
Console Web Bridge
Computer B HPDM Consolnd Outbound 40002, File transfer ports 40004(Shadow)
HPDM Console Web
Bridge
Computer C SQL Server Inbound 1443
ComputeD Child Repository Inbound File transfer ports
Computer E Master Repository Inbound 40012, File transfer ports
Controller & Master
Repository
Computer E Master Repository Outbound File transfer ports
Controller & Master
Repository
Computer F HPDM Server Inbound 1099, 40002, 40005 40009(Resource monitor)
Computer F HPDM Server Outbound 1443, 40003, 40012
Computer G Thin Client (HPDM Inbound 40001 40004(Shadow)
Agent)
Computer G Thin Client (HPDM Outbound 40003, Fildransfer ports 40009(Resource monitqr)
Agent) 40004(Reverse Shadow)
Computer H HPDM Gateway Inbound 40003
ComputeH HPDM Gateway Outbound 40001, 40005
Table T.Purposes for each port
Port Protocol Purpose
20&21 TCP Default ports for FTP (used for repositories). Port 20 is for data

transfer and port 21 is for listening to commands. You can config
FTP ports via HPDM Console. If you do not use the default ports
your FTP server, be sure to configure the firevpgltapriately.
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22 TCP Default port for SFTP (used for repositories). You can configure .
ports via HPDM Console. If you do not use the default port for yc
SFTP, be sure to configure the firewall appropriately.

137 UbDP Allows NetBIOS Name Resolution

138 UDP Allows NetBIOS Datagram transmission and reception

139 TCP Allows NetBIOS Session Services connections

443 TCP Default port for HTTPS (used for repositories). You can configure
HTTPS ports via HPDM Console. If you do not use the default pc
sure to configure the firewall appropriately.

445 TCP For File and Printer Sharing to allow Server Message Block
transmission and reception through Named Pipes

989 & 990 TCP Default ports for FTPS (used for repositories). Port 989 is for dat
transfer and port 990 is for listening to commands. You can
configure FTPS ports via HPDM Console. If you do not use the ¢
ports for your FTPS server, be sure to configure thedirew
appropriately.

1099 TCP Allows HPDM Console to query the RMI Registry.

1443 TCP Default port for remote connections to SQL Server.

8443 TCP Allow access to the console virawser, you can modify this port i
the configuration center.

40001 TCP Allows HPDM Gateway to send tasks to HPDM Agent

UbP Allows HPDM Agent to receive replies of broadcasting from HPC

Gateway

40002 TCP Allows HPDM Console to call remote objects from HPDM Server
RMIL.

40003 TCP Allows HPDM Server to send tasks to HPDM Gateway

40004(Reverse Shadow) TCP SSL VNC Proxy in Listen Mode (reverse VNC)

40004(Shadow) TCP Port for SSL VNC connection

40005 TCP Allows HPDM Gateway to send reports to HPDM Server

40009(Resource monitor) TCP Allows HPDM Agent to send resource information (CPU, RAM, d

network I/O, processes, etc.) to HPDM Server. HPDM Server sel
stop process command to HPDM Agent.
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40012 TCP

Allows HPDM Server to communicate with HPDM Master Repos

Controller to manage the HPDM Master Repository

Windows Firewall Rules

A rule will be created to enable ports by default if a component is installed.

Table B, Default Firewall Rules

Rule name Default  Default port
state
HPDM Console TER Enable 5500,5900,34455,40004
HPDM Consoledly Bridge TCP In Enable 8443
HPDM Gateway TER Enable 40003
HPDM Gateway UBm Enable 67,69,4011,40000
HPDM HTTPS Repository TP Enable 443
HPDM Master Repository O Enable 40012
HPDMserver TCPIn Enable 1099,40002,40005,40006,40009
Figure 3.Port usage in HPDM
_TCP:random_ _TCP: 8443
Console = | Console Web Bridge & Web Browser
[ )
TCP: 1099 TCP: 40002
TCP: 40012
Master Repository “ - Server — v PostgreSQL
“TCP: 40006
I.-"I TCP: 40005
|
TCP: 40003 /
" /
Gateway
/
i TCP: 40003
TCP: -1-3'-351 /
Agent
Server/Agent e Boardcast —¥ Gateway Consele/VNC Proxy
UDP: 40000 Ed \
Reverse Shadow Shadow
TCP: 40004 TCP: 40004
\ ‘__,
Agent “Resource Monitor™| Sener Agent/NC Proscy
TCP- 40009
Note
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This chart lists only the basic ports created by HPDM.
Make sure that the ports are not blocked by a firewaltedby other processes.

Table 19. Console ports (inbound)

Receiver port Sender

Receiver

Protocol

Purpose

5500 SSL VNC Proxy (bundled VNC Viewer (bundled with TCP VNC Viewer in Listen Mode (reverse VNC)
with HPDM Console) HPDMConsole) loopback)
5900 VNC Viewer (bundled with SSL VNC Proxy (bundled TCP VNC Shadow
HPDM Console) with HPDM Console) (loopback)
8443 Web Browser HPDM Console Web BridgTCP Allow access to the console via a browser
(bundled with HPDM YThanlou can modify this port in the
Console) configuration center
random HPDM Console Web BrdigtHPDM Console Java Message Service, used to transfer
(bundled with HPDM information between the Console Web Brid¢
Console) and the console
40004 SSL VNC Proxy in Listen Mode (reverse VN

SSL VNC Proxy (bundled SSL VNC Proxy (bundle

with HPDM Agent)

with HPDM Console)

Table 20. Console ports (outbound)

Receiver port ~ Sender Receiver Protocol Purpose
20&21 HPDM Console  FTP server (thirgarty TCP Default ports for FTP (used for repositories). Port 2C
software) for data transfer and port 21 is for listening to

commandsYou can configuieéTP portsvith HPDM
Console. If you do not use the default ports for your
FTP servehe sure tcconfigure the firewall
appropriately.

22 HPDM Console  SFTP server (thiplarty TCP This is the default port for SFTP (used for repositori

software) SFTP ports can be configured via HPDM Console. |

do not use the default port for your SFTP, please
configure thdirewall appropriately.

137 HPDM Console  NetBIOS Name Service UDP Allows NetBIOS Name Resolution

138 HPDM Console  NetBIOS Datagram ServicUDP Allows NetBIOS Datagram transmission and recept

139 HPDM Console  NetBIOS Session Service TCP AllowsNetBIOS Session Services connections

443 HPDM Console HPDM HTTH®pository TCP This is the default port for HTTPS (used for
repositories). HTTPS ports can be configured via Hi
Console. If you do not use the default port, configur
the firewallappropriately.

445 HPDM Console  Microsoft Directory ServiceTCP For File and Printer Sharing to allow Server Messac
Block transmission and reception through Named P

989 & 990 HPDM Console FTPS server (thiparty TCP These are théefault ports for FTPS (used for

software)

repositories). Port 989 is for data transfer and port ¢
is for listening to commands. FTPS ports can be
configured via HPDM Console. If you do not use the
default ports for your FTPS server, please configure
firewallappropriately.
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1099

HPDM Console

HPDM Server

TCP

Allows HPDM Console to query the RMI Registry

5500 SSL VNC Proxy VNC Viewer (bundled with TCP VNC Viewer in Listen Mode (reverse VNC)
(bundled with HPDM Console) (loopback)
HPDM Console)
5900 VNCQ/iewer SSL VNC Proxy (bundled TCP VNC Shadow
(bundled with with HPDM Console) (loopback)
HPDM Console)
40002 HPDM Console HPDM Server TCP Allows HPDM Console to call remote objects from
HPDM Server via RMI
40004 SSL VNC Proxy Port for SSL VNC connection

(bundled with
HPDMConsole)

SSL VNC Proxy (bundled 'CF
with HPDM Agent)

Table21. Server ports (inbound)

Receiver port Sender Receiver Protocol Purpose

1099 HPDM Console HPDM Server TCP Allows HPDM Console to query the RMI Regis

40002 HPDM Console HPDM Server TCP Allows HPDM Console to call remote objects
from HPDM Server via RMI

40005 HPDM Gateway HPDM Server TCP Allows HPDM Gateway to send reports to HPLC
Server

40006 HPDM Server PostgreSQL (bundled with TCP The default database PostgreSQL listening po

HPDM Server) (loopback) (only needed when PostgreSQL is used)

40009 HPDM Agent HPDM Server TCP .
Allows HPDM Agent to send resource informai
(CPU, RAM, disk I/0, network I/O, processes,
to HPDM Server. HPSktver sends a stop
process command to HPDM Agent.

Table22. Server ports (outbound)

Receiver port Sender Receiver Protocol Purpose

40000 HPDM Server HPDM Gateway UDP Allows HPDM Server to poll HPDM Gateway

40003 HPDM Server HPDM Gateway TCP Allows HPDM Server to send tasks to HPDM

Gateway
40006 HPDM Server PostgreSQL (bundled with TCP The default database PostgreSQL listening port
HPDM Server) (loopback) (only needed when PostgreSQL is used)
40012 HPDM Server HPDM MastdRepository TCP

Controller

Allows HPDM Server to communicate with HPD
Master Repository Controller to manage the HP
Master Repository
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Table23. Gateway ports (inbound)

Receiver port Sender

Receiver

Protocol

Purpose

67 PXE Client (thin clieside) HPDM PXE Server (bundleUDP PXE bootstrap
with HPDM Gateway)
69 PXE Client (thin client side)}HPDM PXE Server (bundleUDP TFTP (Trivial File Transfer Protocol)
with HPDM Gateway)
4011 PXE Client (thin client side)Proxy DHCP Servigkird UDP Proxy DHCP Service (an alternative to port
party software) if port 67 is not available)
40000 HPDM Server HPDM Gateway UDP Allows HPDM Server and HPDM Agent to p
HPDM Gateway
HPDM Agent
40003 HPDM Server HPDM Gateway TCP Allows HPDM Server to send tasks to HPDI
Gateway
HPDM Agent
Allows HPDM Agent to send reports to HPC
Gateway
Table 24. Gateway ports (outbound)
Receiver port Sender Receiver Protocol Purpose

20&21 HPDM Gateway FTP server (thirgarty TCP Default ports for FTP (used for repositories). Port
software) is for data transfer and port 21 is for listening to

commandsYou can configufeTP ports via HPDM
Console. If you do not use the default ports for yc
FTP servehe sure taconfigure the firewall
appropriately.

22 HPDM Gateway SFTP server (thiparty TCP Default port for SFTP (used for repositoridsju

software) can configur&SFTP ports via HPDM Console. If yc

do not use the default port for your SFH@ sure to
configure the firewall appropriately.

68 HPDM PXE Server HPDM Imaging Mini Linux UDP PXE bootstrap

(bundled with HPDM Tool (clientside)
Gateway)

137 HPDMGateway NetBIOS Name Service UDP Allows NetBIOS Name Resolution

138 HPDM Gateway NetBIOS Datagram Service UDP Allows NetBIOS Datagram transmission and
reception

139 HPDM Gateway NetBIOS Session Service TCP Allows NetBIOS Session Servamesections

443 HPDM Gateway HPDM HTTH®epository TCP Default port for HTTPS (used for repositorigsu
can configurédTTPS ports via HPDM Console. If
do not use the default potbe sure taconfigure the
firewall appropriately.

445 HPDMGateway Microsoft Directory ServicesTCP For File and Printer Sharing to allow Server Mess

Block transmission and reception through Namec
Pipes
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989 & 990 HPDM Gateway FTPS server (thirparty TCP Default ports for FTPS (used for repositories). Po
software) 989 is for data transfer and port 990 is for listenir

to commandsYou can configufeTPS ports via
HPDM Console. If you do not use the default por
for your FTPS servére sure taconfigure the
firewall appropriately.

40001 HPDM Gateway HPDM Agent TCP Allows HPDM Gateway to send tasks to HPDM A

40001 HPDM Gateway HPDM Agent UDP Allows HPDM Agent to receive replies of
broadcasting from HPDM Gateway

40005 HPDM Gateway HPDM Server TCP Allows HPDM Gateway to send reports to HPDM

Server

Table25. Agent ports (inbound)

Receiver port Sender Receiver Protocol Purpose
68 DHCP Server HPDM Agent UDP Receive replies for DHCP options
68 HPDM PXE Server HPDMmaging Mini Linu:UDP PXE bootstrap
(bundled with HPDM Tool (clientside)
Gateway)
5500 VNC Server on the thin client SSL VNC Proxy (bundleTCP SSL VNC Proxytiisten Mode (reverse VNC)
) ) with HPDM Agent) (loopback)
Windows: TightVNC
(bundled with HPDM Agent)
HP ThinPro: X11VNC
(bundled with platform)
5900 SSL VNC Proxy (bundled withVNC Server on the thin TCP VNC Shadow
HPDM Agent) client (loopback)
Windows: TightVNC
(bundled with HPDM
Agent)
HP ThinPro: X11VNC
(bundled with platform)
40001 HPDM Gateway HPDM Agent TCP Allows HPDM Gateway to send tasks to HP
Agent
40001 HPDM Gateway HPDM Agent UDP Allows HPDM Agent to receive replies of
broadcasting from HPDM Gateway
40004 CP SSLVNC Proxy in Listen Mode (reverse VN(

SSL VNC Proxy (bundled withSSL VNC Proxy (bundIeT
with HPDM Agent)

HPDM Console)

Table 26. Agent ports (outbound)

Receiver port Sender

Receiver

Protocol Purpose
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20&21 HPDM Agent FTP server (thirdarty TCP Default ports for FTP (used for repositories)
software) Port 20 is for data transfer and port 21 is for
listening to command&.ou can configureéTP
ports via HPDM Console. If you do not use
default ports for your FTP servbg sure to
configure the firewall appropriately.

22 HPDM Agent SFTP server (thiplarty TCP Default port for SFTP (used for repositories)

software) You can configur8FTP ports via HPDM
Console. If you do not use the default port fi
your SFTRye sure taconfigure the firewall
appropriately.

67 PXE client (cliergide) HPDM PXE server (bundleUDP PXE bootstrap

with HPDM Gateway)

67 HPDM Agent DHCP server UDP Allows HPDM Agent to send DHCP option
requests

69 PXE client (cliergide) HPDM PXE server (bundleUDP TFTP (Trivial File Transfer Protacol)

with HPDM Gateway)

137 HPDM Agent NetBIOS Name Service UDP Allows NetBIOS Name Resolution

138 HPDMAgent NetBIOS Datagram ServiceUDP Allows NetBIOS Datagram transmission anc
reception

139 HPDM Agent NetBIOS Session Service TCP Allows NetBIOS Session Services connectic

443 HPDM Agent HPDM HTTH®epository  TCP This is the default port for HTTRSed for
repositories). HTTPS ports can be configure
via HPDM Console. If you do not use the
default port, configure the firewall
appropriately.

445 HPDM Agent Microsoft Directory ServiceTCP For File and Printer Sharing to allow Server
Messagdlock transmission and reception
through Named Pipes

5500 VNC Server on the thin ~ SSL VNC Proxy (bundled TCP SSL VNC Proxyliisten Mode (reverse VNC)

client with HPDM Agent) (loopback)
Windows: TightVNC
(bundled with HPDM Agent
HP ThinPro: X11VNC
(bundled with platform)
5900 SSL VNC Proxy (bundled VNC Server on the thin  TCP VNC Shadow

with HPDM Agent)

client (loopback)

Windows: TightVNC
(bundled with HPDM Agent
HP ThinPro: X11VNC
(bundled with platform)
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989 & 990

HPDM Agent

FTPS servdthird party TCP
software)

These are the default ports for FTPS (used
repositories). Port 989 is for data transfer ar
port 990 is for listening to commands. FTPS
ports can be configured via HPDM Console
you do not use the default ports for your FT!
server, please configutke firewall
appropriately.

4011 PXE client (cliergide) Proxy DHCP service (third UDP Proxy DHCP service (an alternative to port (

party software) if port 67 is not available)

40000 HPDM Agent HPDM Gateway UDP AllowsHPDM Agent to poll HPDM Gateway

40003 HPDM Agent HPDM Gateway TCP Allows HPDM Agent to send reports to HPC
Gateway

40004 SSL VNC Proxy (bundled SSL VNC Proxy (bundled TCP SSL VNC Proxy in Listen Mode (reverse VN

with HPDM Agent) with HPDM Console)

40009 HPDM Agent HPDM Server TCP Allows HPDM Agent to send resource
information (CPU, RAM, disk 1/O, network I/
processes, etc.) to HPDM Server. HPDM Sk
sends a stop process command to HPDM
Agent.

Table 27. Repository ports (inbound)
Receiver port Sender Receiver Protocol Purpose

20&21 HPDM Console FTP server (thirgarty TCP
software) Default ports for FTP (used for repositories)
HPDM Gateway Port 20 is for data transfer and port 21 is for
HPDM Agent Ilstemn_g to command¥.ou can configureTP
ports via HPDM Console. If you do not use
HPDM Master Repository default ports for your FTP servbe sure to
Controller configure the firewall appropriately.
22 HPDM Console SFTP server (thiplarty TCP Default port for SFTP (used for repositories)
software) You can configur8FTP ports via HPDM
HPDM Gateway Console. If you do not use the default port fi
HPDM Agent your SF_TFbe sure taconfigure the firewall
appropriately.
HPDM Master Repository
Controller
137 HPDM Console NetBIOS Name Service UDP For File an@rinter Sharing to allow NetBIOS

HPDM Gateway
HPDM Agent

HPDM Master Repository
Controller

Name Resolution

This is required for Shared Folder.
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138 HPDM Console
HPDM Gateway
HPDM Agent

HPDM Master Repository
Controller

NetBIOS Datagram ServiceUDP

For File and Printer Sharing to allow NetBIC
Datagramtransmission and reception This is
required for Shared Folder.

139 HPDM Console
HPDM Gateway
HPDM Agent

HPDM Master Repository
Controller

NetBIOS Session Service TCP

For File and Printer Sharing to allow NetBIC
Session Service connections

This igequired for Shared Folder.

443 HPDM Console
HPDM Gateway
HPDM Agent

HPDM Master Repository
Controller

HPDM HTTH®epository  TCP

Default port for HTTPS (used for repositorie
You can configuld TTPS ports via HPDM
Console. If you do not use ttiefault port,
configure the firewall appropriately.

445 HPDM Console
HPDM Gateway
HPDM Agent

HPDM Master Repository
Controller

Microsoft Directory ServiceTCP

For File and Printer Sharing to allow Server
Message Block transmission and reception
through Named Pipes

This is required for Shared Folder.

989 & 990 HPDM Console
HPDM Gateway
HPDM Agent

HPDM Master Repository
Controller

FTPS server (thirparty TCP
software)

Default ports for FTPS (used for repositories
Port 989 is for data transfer and port 990 is
for listening to command¥.ou can configure
FTPS ports via HPDM Console. If you do nc
use the default ports for your FTPS serlser,
sure toconfigure the firewall appropriately.

40012 HPDM Server

HPDM Master Repository TCP
Controller

Allows HPDM Server to communicate with
HPDM Master Repository Controller to
manage the HPDM Master Repository (this
port is for the HPDM Master Repository onl

Table 28. Repository ports (outbound)

Receiver port Sender

Receiver Protocol

Purpose

20&21 HPDM Master Repository
Controller

FTP server (thirgarty TCP
software)

Default ports for FTP (used for repositories)
Port 20 is for data transfer and port 21 is fol
listening to command#/ou can configureTP
ports via HPDM Console. If you do not use
default ports for your FTP servbg sure to
configure the firewall appropriately.
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22 HPDM Master Repository SFTP server (thiparty TCP Default port for SFTP (used for repositories)
Controller software) You can configur8FTP ports via HPDM
Console. If you do not use the default port f
your SFTHye sure taconfigure the firewall
appropriately.
137 HPDM Master Repository NetBIOS Name Service UDP For File and Printer Sharing to allow NetBIC
Controller NameResolution.
This is required for Shared Folder.
138 HPDM Master Repository NetBIOS Datagram ServiceUDP For File and Printer Sharing to allow NetBIC
Controller Datagram transmission and reception.
This is required for Shared Folder.
139 HPDMVaster Repository NetBIOS Session Service TCP For File and Printer Sharing to allow NetBIC
Controller Session Service connections.

This is required for Shared Folder.

443 HPDM Master Repository HPDM HTTH®pository  TCP Default port for HTTPS (used for repositorie
Controller You can configuldTTPS ports via HPDM
Console. If you do not use the default ploet,
sure toconfigure the firewall appropriately.
445 HPDM Master Repository Microsoft Directory ServiceTCP For File and Printer Sharing to allow Server
Controller Message Block transmission and reception
through Named Pipes.
This is required for Shared Folder.
989 & 990 HPDM Master Repository FTPS server (thigarty TCP Default ports for FTPS (used for repositories

Controller

software)

Port 989 is for data transfer and port 990 is
for listening to command¥.ou can configure
FTPS ports via HPDM Console. If you do nc
use the default ports for your FTPS serler,
sure toconfigure the firewall appropriately.

Deployment factors

This section lists the primary factors that might influence an HePllyment angbrovides deployment recommendations. The

main factors are as follows:

° Hardware environment
° Network environment
° Number of devices

° HPDM logic

Hardware environment

The following table provides the minimum hardware requirements of HPDM components.

Table29. System requirements

HPDM component Operating system

HPDM Console

Windows 10
Windows 1

Windows Server 2016
Windows Server 2019
Windows Server 22

Suggested minimum hardware

Intel® compatible 68it processor supporting 2 or more Gieltes
4 GB RAYRecommened: 4 CPU cores and 6 GB RAM

1 GB free disk space
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HPDM Console

Windows Server 2016

Intel® compatible 68it processor supporting 2 or more CPU cores

Web Bridge Windows Server 2019 5 GERAMRecommendd: 4 CPU cores and 7 GB RRbt Iconsole instace
Windows Server 22 and Console Web Bridge server. Add 1 GB fomdditlonal console)
Windows 10 2 GB free disk space
Windows 1
HPDM Server Windows Server 2016 Intel compatible 64it processor supporting 2 or more CPU cores
Windows Server 2019 4 GB RANRecommendd: 4 CPU cores and 6 GB RAM)
Windows Server 22 2 GB free disk space
Windows 10
Windows 1
HPDM Windows Server 2016 Intelcompatible 64bit processor supporting 2 or more CPU cores
Configuration Windows Server 2019 4GB RAM
Center

Windows Server 22
Windows 10
Windows 1

1 GB free disk space

HPDM Gateway

Windows Server 2016
Windows Server 2019
Windows Server 22

Intel compatible 64it processor supporting 2 or more CPU cores
4GB RAM
2 GB free disk space

Windows 10

Windows 1
HPDM Master Windows Server 2016 Intel compatible 64it processor supporting 2 or more CPU cores
Repository Windows Server 2019 4GB RAM
Controller ) .

Windows Server 22 4 GB free disk space

Windows 10 Note Thisis the minimum requireldardwarefor the Master Repository. If

Windows 1 therearemore th_an 50maging or filecopying operations, then HP _

recommends using a more powerful system that has free available disk spac

HPDM HTTPS Windows Server 2016 Intel compatible 64it processor supporting 2 or more CPU cores
Repository Windows Server 2019 4GB RAM

Windows Server 22
Windows 10
Windows 1

2 GB free disk space
7200 RPM disk

Note Thisis the minimum required hardware for HPDM HR&PG&sitory If
therearemore than 50maging or file transfeoperations, then HP
recommends using a more powerful system that has free available disk spac

Database storage

The disk space usage of the database grows with the total device and task amounts. Calculate the required disk space with the

following pattern:

° The initial disk space is less than 50 MB.

° Add an additional 100 MB for every 1,000 devices.

° Add an additional 1 MB for every 100 tasks.

Repository capacity

The disk space usage of the repositories grows with the size of payload contents; especially with images of a dewjce operatin

system. Make sure that the disk space is enough to hold all payloads and tools.

Table 30. Recommended size reserved for repository
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Device Operating System Minimum Recommended Size

Windows 10 loT Enterpris&@SC 8GB
HP ThinPro 8.1 2GB
HP ThinPr8 2GB
HP ThinPro 7.2 2GB

Network infrastructure

There are many network factors that might influence the deployment of HPDM, such as the network bandwidth or whether HPDM
components are deployed on one or more subnets. Some companies might have different network strategies, such as devices
that are requiredo be in a NAT environment, or devited are requiredo be deployed in different regions,tbat HPDM

components cannot connect to diredtythe internetYou can deplofiPDMyased on youspecifications

To manage largscale deployments, HP recommenmaistallingthe HPDM Server and the HPDM Gateway servitessame
subnet as the database. A sertgpe operating system is needed because of the tyadin connection limit on client operating
systems.

HP recommends deploying the HPDM Server as close to the database server as possible, because the network latency between
these two components has a significant impact on Device Manger perforidetaamk latency between the HPDM Server and
databasethat ismorethan 30 millisecondsauses obvious delays for HPDM Console users. In addition, HP recommends

deploying a Child Repository as close to its related devices as possible.

Note

If latency is unavoidable, goébServer \ conf \ wrapper.conf , and increase the valuewfapper.startup.timeouin
wrapper.conf  on the HPDM Server side. The default value is 300 sewandamakes the HPDM Server more tolerant to
database latency.

| wrapper.conf - Notepad

‘EIlE Edit Format View Help

# Humber of secends to allow between the time that the Wrapper launches
# the JVI process and the time that the JVN side of the Wrapper responds
# that the application has started. 0 means never time out. Defaults to
# 30 seconds.

# Currently we use 300 seconds because of loading cache.

v ay artup. tine 200}

4 [

Network address translation (NAT)

The physical networkhereHPDM is deployed might be complex. When allocating components between two networks, such as a
public network and private netwoslqu can separatdifferent NAT cases ahownin the following model. There is a single

HPDM component within the public, or outer, network, and other HPDM components within the a single private, or inner, network
Within this model, it is assumed that without additional configuration, applicatitims mrivate network can connect to the

public netwok and that applications on the public network cannot connect to the prataterk.
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Figure 4.Topographical model of NAT environment

Public Network

e.g.: 10.0.0.x

Port mapping
192.1681.2:40002TCP
192.1681.3.40005TCP

10.0.0.3

HPDM Component
10.0.0.2

Table31. Evaluated NAT scenarios

km
»

1921681.1

Private Network

e.g..1921681.x

NAT

HPDM Component

HPDM Component

1921681.2: 40002

192.168.1.3: 40005

With outer router ports Without outer router ports
mapped to inner ports mapped to inner ports
HPDM Gatewa| 40000 |UDF Passed NA
HDPM Gatewa] 40003 | TCRH Passed
HPDM Master
Server )
Repository | 40012 | TCH Passed N/A
Controller
1099 |TCH .
c;'-cl;Engfle HPDM Server—, o> ——CF Failed NA
HPDM Agent| 40004 |TCH Failed
HPDM Agent| 40001 | TCH Passed N/AS
HPDM | HPDM Server| 40005 |TCH Passed N/
Gatewa
Y lpcolp zero Clid 50000 | TCP Failed N/A O”'ytgsi‘s”ge“'amd
HPDM Gatewa| 40000 |UDF Passed NA*
HPDM Gatewal 40003 | TCPR Passed N/A
HPDM Consolg
HPDM (Reverse | 40004 |TCPH Failed N/A Only ?aes"kesrf;fhad‘
Agent Shadow) .
HPDM Server . Only Resource
(Resource | 40009 |TCH Failed N/A Monitor tasksail
Monitor) )

status correctly.

Stop the HPDM Server.

wrapper.java.additional.2=

4. 0n 5.0 and 5.0 SP1, nBervetbimHPDMServer.exe to add the following parameter to JVM Options to the HPDM Server sery
- Djava.rmi.server.hostname=<IPAddress>

Open the following file for editingServer \ conf \ wrapper.conf

Add the following parameter to the file, where <IPAddress> is the outer IP address of the private network router:
- Djava.rmi.server.hostname=<IPAddress>

1 passes if the HPDM Console can connect to the HPDM Server successfully, perform operations, send tasks to devicetevdod

2To connect the HPDM Console to the HPDM Server succgssfigiyathe followingstepson the HPDM Server side:
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‘g. HP Device Manager Server Service Properties >

General LogOn Logging Ja&¥a  Startup  Shutdown

[] use default
Java Virtual Machine:

| . vMibintserver jvm.dll |

Java Classpath:
| Nibantr-2, 7. 7.3ar; Nib\bopkix-idk 150n-180.jar; . ib \ocprov-jdk 150n-1 |

Java Options:

Dijava.library.path=..bin
Lijava.rmi.server.hostname=<IPAddress >

Since 5.0 SP2, riiBervekbin\service_update.bat to update the HPDM Server service

5. Restart the HPDM Server.

3 HPDM supports a poll mode in which ports 40001 and 40005 can be replaced40@port

4 Port 40000 is for HPDM poll mode only, and can be replaced by ports 40001 and 40005.

5 In this setup, the router maps the inner (private network) IP address and port to the outer (public network) IP addresBased pn
these results, you can connect from a private network IP address and port from a public network.

DMZ considerations

If youwant to use HPDM to manage devices located in both the corporate (intranet) networkirtedntse you must place an
HPDM Gatewagn HPDM repositognd an HPDM Consolen t he cor por ate network-s DMZ envirc
outside thecorporate network.

Figure 5.Typical HPDM topology in a DMZ environment
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File transfer

Corp. intranet N - ports
. TCP: 1433 >
. TCP: 40012
-
u pa
X 1
= File transfer TCP: 40005 —
ports .
Master Repository Controller (MRC! HPDM Server  TCP: 40003 TCP-40009
& Master Repository Database (SQL Server)
TCP: 109940002

TCP: 40003 ———»—— @
Q i’ —— TCP: 40001 —»g
’ HPDM Gateway Thin Clients (HPDM Agent)

HPDM Console TCP40004 +

' Firewall A
Inbound port TCP: 40005 TCP: 1099, 40002

Outbound port
File transfer ports TCP- 40004 TCP-40003
(Shadow)

Firewall B
Qutbound port TCP: 40005 TCP: 1099, 40002

Inbound port
File transfer ports CP: 40004 TCP:40003

‘ ‘ HPDM Console &

HPDM Console Web Bridge
Child Repository HPDM Gateway

. Firewall C

Inbound port TCP: 40001 (Rew

40004 HTTP:
Shadow) TCP 8443

Outbound port

TCP: 40003

File transfer ports

File transfer ports

TCP: 40004
TCP. 40009 (Reverse Shadow)
(Resource
Monitor)

Internet L

Thin Clients (HPDM Agent)

Web browser Web browser Web browser

Note:
If you use the window system firewalPconfiguresit by default.
For detailed information about HPDM ports,Pext usagen thePort Referencehapter of thiguide.

Figure Hrovidesan example of how to deploy HPDM within a DMZ environment. In this example, each component is installed on
a singlecomputer You can install more than one component, such as HPDM Gateway A and HPDM Servemmutenéou
must install HPDM Console Web Bridge and HPDM Console on one computer.

Installingall HPDM Serveside components in the DMZ environment usually makes the topology simpler; however, most
companies havastrict security policy against this configuration.
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Selecting a file transfer protocol

° If you are using FTP protocol, use ports 20 (in PORT mode) and 21. If you want to use PASV mode, set a port range for PASV
mode in the FTP server abe surethat your firewall does not block the selected ports.

° If you are using FTPS protocol, use ports 989 (in PORT mode) and 990. If you want to use PASV mode, set a port range for PASV
mode in the FTP server abe surethat your firewall does not block the selected ports.

° If you are using SFTP protocol, use port 22.

° If you are using Shared Folder protocol, use ports TCP 139 and 445 and UDP 137 and 138.

° If you are using HTTPS protocol, use port 443.

Resolving child repository addresses

Both the Master Repository Controller located in the corporate intranet and the devices located withiméh@eed access

the child repository. However, you can only set one address for a repository location from the HPDM Console. If you set an

intranet address, devices in tilernet cannot access the repository. If you set an outisitier(et) address, the Master
Repository Controller might not be able to access the repository.

There are two possible solutions, as follows:
° Configure the network to make sure that the Master Repository Controller can access the outside address.

° On the Master Repository Controller, modify the Wint\ST dlle (in%systemroot% \ system32 \ drivers \etc \)to
map the outside address (hostname or FQDN) to the internal IP address of the child repository.

For example, the child repository address is hyainz.hp.comand corp. network cannot access it. Add the line
192.168.10.20 hpdm - dmz.hp.com to theHOST$le of the Master Repository Controller. The Master Repository

Controller can then go to 192.168.10.20 to access the child repository.
You can set the outside address as the child repository address in HPDM Console

Using PASV mode with FTP or FTPS

When an FTP or FTPS server receives a PASV command, it replies with an IP address and a port using an xx,xx,gax,yy,yy strin
the FTP or FTPS client. xx,xx,xx,xx is the IP address and yy,yy is the port. Then, the client connects to xx.xxo#x.theyyyy. B
Master Repository Controller and outside devices need access to the FTP or FTPS server. This is similar to therghild reposito
address issue; however, the FTP or FTPS server only can be set to IP address in PASV mode.

The HPDM file client library can resolve this issue. The HPDM file client does not use xx.xx.xx.xx in reptpnonaaRd But
does use the original address for the control socket.

For example, if an HPDM file client connedtption- dmz.hp.com:21  and send$PASV, it receives the reply
192,168,10,20,10,01 . Then, its data socket connecthfmm- dmz.hp.com:2561 (10*256 + 01 = 2561)
Limitations

The three red lines iFigure 5 represent connections that cannot¢aslyresolved. See the following list for details:
° Protocols for file transfer between the HPDM Agents and the Master Repository Controller

A Capture File task always capture files to the Master Repository. If the Master Repoghergasgarate intranet, outside
devices cannot connect to the Master Repository.

° Using Reverse Shadow on port TCP 40004 between the HPDM Agents and HPDM Console

If the HPDM Console is in the corporate intranet, outside devices cannot connect to the HPDM Console.
° Using Resource Monitor on port TCP 40009 between the HPDM Agents and HPDM Console
° If the HPDM Console is in the corporate intranet, outside devices cannot connect to the HPDM Console.

Movingall HPDM Servaide components to the DMAvironmentcan resolveéhese issuesYour security policy determines
whether you canse this configuration.

Ports between networks

Table32. Ports between networks

Network Peer Direction Type Port

20, 989, 109940002,

Inbound TCP 40005

Corporate intranet DMz
21, 22, 139, 443, 445,

Outbound TCP 40003
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UDP 137, 138
21, 22,139, 443, 445
TCP , 22, ) ) )
Inbound 40003
Corporate intranet UDP 137, 138
20, 989, 1099, 40002
Outbound TCP J ' ' !
DMZ 40005
21, 22,139, 443, 445
TCP , 22, ) ) )
Inbound 8443, 40003
Internet UDP 137,138
Qutbound TCP 40001, 40004
Inbound TCP 40001, 40004
21, 22,1309, 443, 445
Internet DMz TCP o : ! !
Outbound 8443, 40003
UDP 137, 138

Note
There is no requiremett allow all file transfer ports in your firewall. For details on required portSedeeting a file transfer
protocol

Failover redundancy

This section provides higavel guidance for implementing failover redundancy of HP D&heldPDM management solution

provides an easyo-use interface and workflows that are streamlined for the management of HP thin clients. HPDM is a highly
scalable management solution for thin clients. HPDM can scale from managing theasaadsthanl00,000devices, all on a

single management servedowever, salability is not enough to cover all unforeseen failures. Diligent planning afid built
redundancy cahelp ensure that HPDM remains available and resilient despite infrastructure failures or other catastrophic events.

Redundancy scenario

One approach to high availability that covers a wide range of issues is the creation of redundant data centers. Yeu can creat
mirrors of the resources within your network to make these resources instantly availabt@igitheervice goes offline. This

approach is consistent with the current architecture of HPDM, because HPDM is designed to have a single point ottoperation wi
gateways and repositories feeding from the sirggever service layer in a haind spoke patéern.

The following diagram provides a hilglvel depiction of an example environment with redundant data centers. The active
infrastructure i n t P owereo thedoncepts demanstriNtedtican@lsolapply to Siltefare defined
networking solutions.
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Figure 6. Example environment with redundant data centers

Resource Pool ‘ ‘ Resource Pool

Distributed SQL Services
HPDM roo - HPDM

Distributed Fle Services

Data Center ‘ Data CGenter

In this modelthe global traffic manager is used to mask and route traffic between data center implementations, keeping client
devices unaware of the redundancy model that has been put in place. In additional, local traffic managers monitorilibe availab

of and provideccess to resources within each data center. The local traffic manager does this by managing the resources
available, the HP Device Manager server itself, the HP Device Manager Master Repository Controller (hosted withindee same VM
our server), the SQL database service, and the distributed file system service used to store master repository content.

Implementing redundancy

Ideally, your redundant HPDM configuration looks identical to your regular configuration. If you can provide consisserg addre

for SQL database services and for master repository file system services, configure the same for the VM housing HRBM Server a
the Master Repository Controller agéfiu can also uséis VM to create local redundancy within each data center by sogport
multiple VM hosts behind Local Traffic Manager. In this example, that level of redundancy is unnecessary. Depending on your
data center configuration, Local Traffic Manager can manage both multiple VMs and multiple VM pools containing the HPDM
resources.

Some key things to consider when implementing redundancy of your HPDM Server environment:

° Choose a database solution that provides availability across data centers. HPDM interoperates with a wide selection of
databases thayou can configuréor high availability.

° Be sure that both data centers have access to the same user level; tyyxeatdgn configurthis access through Active
Directory replication. HPDM uses tiggel permissions to communicate with the file service layer. Additionally, HPDM uses
Active Directory users and groups to provide privilege access controls to various management tasks.

° Do not try to load balance HPDM traffic across multiple VMs. HPDM is not designed to operate in a coordinated effort with
multiple servers either servicing the same device or leveraging the same database tables. If you have reached the scalability
limits & HPDM within your installation environment, consider segmenting traffic by location and routing that traffic through
your available data centers.

Local traffic management

To monitor the availability of HPDM resources, add HPDM as a virtual server resource to manage within each of your data cente
Local Traffic Managers. Identically configure each Local Traffic Manager per data center.

Inbound traffic from HPDM Gateways to HPDM Server is on TCP port 40005. Outbound traffic to HPDM Gateways is on TCP port
40003.

Inbound connections to HPDM Server from management consoles use TCP ports 1099 and 40002.

Global traffic management

To the client network, there is one amdy one instance of HPDM. To implement redundancy, be sure that to the client network
still perceives one and only one instance of HPDM.
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This example Global Traffic Manager uses akmelvn DNS entry HPDM. This address is routed to the appropriate virtual HPDM
Server based on availability. Global Traffic Manager asks each Local Traffic Manager that manages virtual serverresources fo
avalability information.

In this example, one virtual resource pool (Local Traffic Manager) is designated as the primary HPDM resource. Ahy other Loca
Traffic Managers are used as failover sources, if the primary Local Traffic Manager becomes unavailable.

Summary

Thisscenario demonstraswhere additional fault tolerance and disaster recovery support for HPDM can be achieved through
data center redundancy usingrporateinfrastructure. While this example does oohsiderll environments or

implementations, it does demonstrate the basic requirements for implementing redundancy with HPDM.

Number of devices

As the total number of managed devices increasms shouldise more powerful, servdevel hardware configurations such as
RAIDThe recommended maximum number of devices in one HPDM deplagrii®@000 Lab testing shows that HPDM
performs most efficiently up to this number.

You carsuccessfully use HPDM to manage up to 100,000 devices with a single HPDM Server using the following considerations:
° Use of networks faster than 1000 Mbps

° Efficient placement of gateways and repositories to maximize the use -dfds&N communications

° Use of scheduled tasks to execute tasks duringpeak hours of operation

° Use of cached tasks and bandwidth throttling to minimize network impact of large payloads

Note
HPDM is a very flexible system and supports the use of any number of HPDM Servers, HPDM Gateways, and repositories to match
the customer-s existing network architecture.

Deployment options

There are many factosmwhiclcDe vi ce Manager-s i mpl ement at i,@nincludedyinthbe mi ght i nf
following list:

° HPDM does not support clustering or synchronization. Only one HPDM Server can manage a single device at any given time.
While you can deploy as many HPDM Servers within your environment as necessary according to your requirements, under a
single HPDM Senye/ou can deploy the following:

0 Multiple HPDM Consoles

o One database

0 Multiple HPDM Gateways

0 One Master Repository

o0 Multiple Child Repositories
° PXE imaging

0 To use PXE imaging, deploy an HPDM Gateway in the same subnet as the devices.

o If the subnet is a NAT subnet, configure port mapping on NAT to make sure that HPDM Server can talk to HPDM Gateway

directly.

Multiple HPDM Consoles
Currently, HPDM does not limit the numifddPDM Consoles connected to an HE®Wer.Based orthe results of extreme
performance testing (using 50,000/100,000 devices, one HPDM Gateway, and one HPDM Server), sending tasks from HPDM
Consoles to all devices at the same time, HP recommends sending a task from less than five HPDM Consolestiat¢he same
Multiple HPDM Gateways

HPDM does not limit the number of HPDM Gateways connected to an HPDM Server. One HPDM Gateway has verified good
performance from the performandesting (using 50,000/100,000 devices, one HPDM Gateway, and one HPDM Server), so HP
recommends not using too many HPDM Gateways in under one HPDM Server. For some core centers and regions, multiple HPDM
Gateways are preferred for the following reasons:

° Required for PXE imaging tasks
° Consolidated communication between branch offices and DMZ
° Accelerated task delivery speed when there is a NAT Gateway in branch offices
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Advantages of additional repositories

As the volume of transferred files increases, add more Child Repositories for the following reasons:
° Move software payloads closer to distribution points with target devices

° Reduced traffic between branch offices and DMZ

° Faster software updates and image deployment

Determining number of repositories

To determine the number of Child Repositories required, use the following formula:

Number of repositories = (ransferred data - bandwidth) < expected ime spent

For example, if you have 20,000 units to be reimaged each image is 1 GB, you have 20,000 GBB(26f data to transfer.
With a connection of 100 Mbps from one repository to a device, it takes 444.4 hours to transfer all data.

20,000 GB 8 (100 Mbps 6 8 bits per byte 6 1000 x 3600 seconds per

To reduce the data transfer time to 48 hours, you need 10 repositories (444.4 + 48). Keep in mind that there is som®overhead
synchronize from the Master Repository to the Child Repositories.

Replacing certificatéor HPDM Console Web Bridge
If you need to use differenertificates follow these instructions to replace certificates:

For example, if you have the server.key and serveigried by end_entity.crt, and you have a certificate chain
root.crt-> intermediate.crt> end_entity.crt

GenerateConsoleWebBridgeKeystgks andConsoleWebBrid@eusstore.jks

a. Perform the following command to generate a pfx format file:
openssl pkcslzxport-clcerts-in server.crinkey server.keyput server.pfx
Once prompted, enter the required passwords.

b. Perform the following command to gener&ensoleWebBridgeKeystgks

keytool-importkeystoredestkeystore "ConsoleWebBridgeKeystorsrjgdystore server.pfsrcstoretype
PKCS12

Once prompted, enter the required passwords.
Note: keytool can be found in the <installation folti€onsolé JVMbin

c¢. Perform the following commands to gener@ensoleWebBridgeusstore.jks:

keytool-import-trustcacertsalias end_entityfile end_entity.crkeystoreConsoleWebBridgeTruststore.jks
keytool-import-trustcacertsalias intermediatefile intermediate.crkeystore ConsoleWebBridgeTruststore.jks
keytool-import-trustcacertsalias root-file root.crtkeystore ConsoleWebBridgeTruststore.jks

DeployConsoleWebBridgeKeystgks andConsoleWebBriddeuststore.jks:

a.Put two file into the folder <installation foldé€onsoleWebBridye@ebswingssl. If the folder already has two
files, overwrite them.

b. Perform the following command fuut passwords:
"<insallation folder¥*ConsoleWebBridgigin\booter.cmd™“pass

Once prompted, enter the required passwords.
Deployment scenarios
The followingexamples providéypical scenarios.

Note

The followingable introduces the minimum requirements of some typical scenarios, but you must deploy your environment
according to your network situation and company strategies, such as whether devices are in a NAT environment orrdistributed i
different places.
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Table 33. Minimum requirements for various deployment sizes

Number ofdevices HPDM Servers HPDM Gateways Database implementation
1+5,000 1 1 PostgreSQL

5,000+ 20,000 1 1 PostgreSQL or MS SQL
20,000+ 100,000 1 1+ MS SQL

100,000+ 1+ per 100,00@levices 3+ M1S SQL

Smallscale deployment
Device number: 5,000

Deployment: 1 HPDM Server, 1 HPDM Gateway, PostgreSQL (or MS SQL Server), 1 Master Repository
This is a smakbcale deployment, so the minimum requirement is that you can deploy all HPDM componentsoompoiter

Typical deployment
Device number: 25,000
Deployment: 1 HPDM Server, MS SQL Server, 3 HPDM Gateways, 1 Master Repository, 2 Child Repositories.

HP recommends that you deploy each HPDM component on its respectiuger In thecase that the Master Repository

overloads, there are two Child Repositories to divide the file transmission pressure. There are three HPDM Gatewass to separa
all devices into three groups. Note that one device group is behind a NAT environment. RB&thelHunction to manage

those devices.

Note
SeeDeployment factorgor hardware and other requirements.

Large scale deployments
Device number: $00,000

Deployment: Because one HPDM Server supports up to 100,000 devices with verified performance, deployments of greater than
100,000 devices may require multiple instances of HPDM. You might view as nuultigllescale deployments to deploy.

Cloud deployments

Deploying to Amazon EC2

HP Device Manager (HPDa) workin many different complicated environments. You can configure your firewall to enable
deployment of HPDM in a cloud, and then use HPDM in the cloud to manage HP devices. This section covers deploying HPDM in
Amazon Elastic Compute Cloud (EC2).

Note
Make sure that your Amazon account has the necessary privileges, and that you have created your Amazon EC2 instance before
deploying HPDM. For more information on creating an Amazon account, see Amazon documentation.

To deploy HPDM in Amazon EC2 and manage HP devices:

° Create an Amazon EC2 instance. See Amazon documentati@re8img an Amazon EC2 instance
° Install HPDM.

° Configure the security groups. S&eor! Reference source not found.

° Launch the Amazon EC2 instance.

Creating an Amazon EC2 instance

To create an Amazon EC2 instance:

1. Go tohttp://aws.amazon.comand log on to your Amazon account.
2.0n the AWS Management Console, select Launch a virtual machine
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http://aws.amazon.com/

AWS Management Console

AWS services

Find Services
You can enter names, keywords or acronyms.

Q

¥ Recently visited services

&} ec2

P Allservices

Build a solution

Get started with simple wizards and automated workflows.

Launch a virtual machine Build a web app

With EC2 With Elastic Beanstalk

6 minutes

Register a domain
With Route 53

&

Start a development project
With CodeStar

5 minutes 3 minutes

3.In the EC2 Dashboard, seleatinch Instance

Build using virtual servers
With Lightsail

1-2 minutes

Deploy a serverless microservice
With Lambda, AP| Gateway

2 minutes

Connect an loT device
With AWS loT

5 minutes

Create a backend for your mobile
app
‘With Mobile Hub

5 minutes

Tokyo v Support

You are using the following Amazon EC2 resources in the Asia Pacific (Tokyo) region:

EC2 Dashboard Resources
Events 4
Tags
Reports 0 Running Instances
Limits 0 Dedicated Hosts
0 Volumes
=] INSTAR )
1 Key Pairs
Instances
0

Placement Groups
Spot Requests P

o

Elastic IPs
Snapshots

Load Balancers

Noo o

Security Groups

™ Account Attributes

Supported Platforms
VPC

Default VPC
vpe-5f40d23a

Resource |D length management

Additional Information

Reserved Instances

Dedicated Hosts Build and run distributed, fault-tolerant applications in the cloud with Amazon Simple E3 Getting Started Guide
Workflow Service
Documentation
All EC2 Resources
Bundle Tasks Create Instance Forums
= To start using Amazon EC2 you will want te launch a virtual server, known as an Amazon EC2 Pricing
TIC instance Contact Us
Volumes
Snapshots AWS Marketplace
= Note: Your instances will launch in the Asia Pacific (Tokye) region Find free software trial products in
- Service Health ¢ scheduled Events ¢ ‘QS;{;?:::’&?;;‘:T"”““Q

Security Groups

Service Status:

Elastic IPs
Placement Groups @ Asia Pacific (Tokyo):
Key Pairs

Network Interfaces Availability Zone Status

s & ap-northeast-1a:
Load Balancers

e et # ap-northeast-le:

This service is operating nermally

Availability zone is operating normally

Asia Pacific (Tokyo):

No events

Or try these popular AMIs:
Tableau Server (10 users)
Provided by Tableau

Rating *##&s#d

Pay by the hour for Tableau
software and AWS usage
View all Business Intelligence

@ Feedback (@ English Privacy P Terms of U

4. Choose an available Amazon Machine Image (AMI), aseldeBelect
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DEVELOPMENT Tokyo Support ¥

1.ChooscAMI  2.ChooseInstance Type 3. Configure Instance 4. Add Storage  5.Taglnstance 6. Configure Security Group  7.R

Step 1: Choose an Amazon Machine Image (AMI) Cancel and it

Root device type: ebs  Virtualization type: hvm

e Microsoft Windows Server 2012 Base - ami-7f79%e1e

Windows Microsoft Windows 2012 Standard edition with 64-bit architecture. [English]

Free tier eligible 64-bit

Root device type: ebs  Virtualization type: hvm

Microsoft Windows Server 2012 with SQL Server Express - ami-7d79%e1c

5

Microsoft Windows Server 2012 Standard edition, 64-bit architecture, Microsoft SQL Server 2012

64-bit
Windows Express. [English]

Root device type: ebs  Virtualization type: hvm

Microsoft Windows Server 2012 with SQL Server Web - ami-6c47a00d

¢

Micresoft Windows Server 2012 Standard edition, 64-bit architecture, Microsoft SQL Server 2012

64-bit
Windows Web edition. [English]

Root device type: ebs  Virtualization type: hvm

Microsoft Windows Server 2012 with SQL Server Standard - ami-eb7a%9d8a

&,

Micresoft Windows Server 2012 Standard edition, 64-bit architecture, Microsoft SQL Server 2012

64-bit
Windows Standard edition. [English]

Rot device fype: ebs  Virtualization type: hvm

e Microsoft Windows Server 2008 R2 Base - ami-857e99¢e4

Windows Microsoft Windows 2008 R2 SP1 Datacenter edition and 64-bit architecture. [English]

@ Feedback (@ English Privacy Policy =~ Terms of Use]

5. Choose an instance type, and then sdRmtiew and Launch

Note
Before completing step 6, configure the security groupsEffee! Reference source not found.

HPDM_DEVELOPMENT Tokyo~  Support ~

1.Choose AMI 2 Chooselnstance Type 3 Configure Instance 4. Add Storage 5. Tag Instance 6. Configure Security Group 7. Review

Step 2: Choose an Instance Type

Amazon EC2 provides a wide selection of instance types optimized to fit different use cases. Instances are virtual servers that can run applications. They have varying
combinations of CPU, memory, storage, and networking capacity, and give you the flexibility to choose the appropriate mix of resources for your applications. Learn more
about instance types and how they can meet your computing needs

Filterby: = All instance types ~ Current generation v Show/Hide Columns

Currently selected: t2.micro (Variable ECUs, 1 vCPUs, 2.5 GHz, Intel Xeon Family, 1 GiB memory, EBS only)

y ~ ; Instance Storage (GB) EBS-Optimized Metwork Performance
Family - Type - vCPUs (i) ~ Memory (GiB) - ey - i = - -
- i) Available (i
General purpose t2.nano 1 0.5 EBS only - Low to Moderate
t2.micro
[ ] 1 1 EBS only - Low to Moderate
1 2 EBS only - Low to Moderate
2. medium 2 4 EBS only - Low to Moderate
12.large 2 8 EBS only - Low to Moderate
md.large 2 8 EBS only Yes Moderate
md.xlarge 4 16 EBS only Yes High
m4.2xlarge 8 32 EBS only Yes High

Cancel = Previous Next: Configure Instance Detail:

@ Feedback (@ English Privacy Policy ~ Terms of Usq



6. After you configure the security groups, seleainch

HPDM_DEVELOPMENT

Tokyo ~

Support v

1.Choose AMI  2.Choose Instance Type 3. Configure Instance 4. Add Sterage 5. TaglInstance 6. Configure Security Group

Step 7: Review Instance Launch

7. Review

Please review your instance launch details. You can go back to edit changes for each section. Click Launch to assign a key pair to your instance and complete the launch

process

A Improve your instances' security. Your security group, launch-wizard-2, is open to the world.

Your instances may be accessible from any IP address. We recommend that you update your security group rules to allow access from known IP addresses

only

You can also open additional ports in your security group to facilitate access to the application or service you're running, e.g., HTTP (80) for web servers. Edit

security groups

~ AMI Details
e Microsoft Windows Server 2012 Base - ami-7f79%e1e

Microsoft Windows 2012 Standard edition with 64-bit architecture. [English]

eligible

Root Device Type: ebs  Virtualization type: hvm

~ Instance Type

Instance Type ECUs vCPUs Memory (GiB) Instance Storage (GB) EBS-Optimized Available

12.micro Variable 1 1 EBS only -

~ Security Groups

launch-wizard-2
launch-wizard-2 created 2016-05-26T08:26:16.756+08:00

Security group name
Description

@ Feedback (@ Eng

After the instance is created, you can launch it with your Amazon account. Then you can install HPDM in it.

Installing HP Device Manager 5.0
1. In the EC2 Dashboard)eset Running Instances

Edit AMI

Edit instance type
Network Performance

Low to Moderate

Edit security groups

Cancel | Previous

Terms of Use

HPDM_DEVELOPMENT

EC2 Dashboard Resources ¢
Events 4
. You are using the following Amazon EC2 resources in the Asia Pacific (Tokyo) region
ags

Reports 0 Elastic IPs
Limits 0 Dedicated Hosts 0 Snapshots

1 Volumes 0 Load Balancers

=) INSTANCES

1 Key Pairs 3 Security Groups
Instances

0 Placement Groups

Reserved Instances

Dedicated Hosts ‘ Build and run distributed, fault-tolerant applications in the cloud with Amazon Simple Workflow Service

=) IMAC

AMIs Create Instance
Bundle Tasks To start using Amazon EC2 you will want to launch a virtual server, known as an Amazon EC2 instance.
,
Volumes Note: Your instances will launch in the Asia Pacific (Tokyo) region
Snapshots
= Service Health * Scheduled Events S
ETWORK & Service Status: Asia Pacific (Tokyo):
Security Groups
v . @ Msia Pacific (Tokyo) No events
Elastic IPs

This service is operating normally
Placement Groups

Availability Zone Status:
Key Pairs

@ apmortheast-1a:
Availability zone is operating normally

Network Interfaces

@ Feedback @ Eng

T

2. SelectConnect

Account Attributes (&

Supported Platforms
VPC

Default VPC
vpc-5f40d23a

Resource ID length management

Additional Information

Getting Started Guide
Documentation

All ECZ Resources
Forums

Pricing

Contact Us

AWS Marketplace

Find free software trial products in the
AWS Marketplace from the EC2 Launch
Wizard.

Or try these pepular AMls:

Tableau Server (10 users)

Provided by Tableau

Rating # s #

Pay by the hour for Tableau software
and AWS usage

Privacy Policy  Terms of Use
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HPDM_DEVELOPMENT @ 0108.. v Tokyo~  Support v

EC2 Dashboard _ -
Launch Instance Connect Actions ¥
Events 1 - @ o # e

Tags Q [~] Tto1of1

Reports

Limits @ Name ~ | Instance ID « |Instance Type - Availability Zone ~ Instance State ~ Status Checks ~ Alarm Status |
= INSTANCES [ i-97960e08 t2.micro ap-northeast-1a @ mnning & 2/2 checks.. None ®

Instances

Spot Requests
Reserved Instances
Dedicated Hosts

AMIs Instance: | 97960e08  Public DNS: ec2-52-196-128-142.ap-northeast-1. .com _ Nl ]
Bundle Tasks

= Description Status Checks Monitoring Tags

. Instance I -97960e08 Public DNS  ec2-52-196-128-142.ap-northeast-
Velumes 1.compute.amazonaws.com
Snapshots Instance state  running Public /P 52.196.128 142
= Instance type  12.micro Elastic IP

- R — Private DNS  ip-172-31-17-94.ap-northeast- Availability zone  ap-nertheast-la
- o 1.compute.internal

Security Groups P

Private IPs ~ 172.31.17.94 Security groups  launch-wizard-2. view rules
Elastic IPs
Secondary private IPs Scheduled events  No scheduled events
Placement Groups o .
VPCID  vpc-5f40d23a AMIID  Windows_Server-2012-RTM-English-
Key Pairs 64Bit-Base-2016.05.11 (ami-
Network Interfaces 7f799e1¢)
Subnet ID  subnet-ed10619a Platform  windows

SR [P

@ Feedback (@ English Privacy Policy ~ Terms of Use

3. SelectDownload Remote Desktop Filed save it to your local system.

4. SelectGet Password

Connect To Your Instance X

You can connect to your Windows instance using a remote desktop client of your choice, and by
downloading and running the RDP shortcut file below:

Download Remote Desktop File

When prompted, connect to your instance using the following details:
Public DNS  ¢c2-52-196-128-142.ap-northeast-1.compute. amazonaws.com
Username Administrator
Password Get Password

If you've joined your instance to a directory, you can use your directory credentials to connect to your
instance.
If you need any assistance connecting to your instance, please see our connection documentation.

-

5. Use this password and file to connect to your instance.
6. Upload the HPDM package to the instance, and then ingtal iihstructions on installing HPDM, refer tarkallation
section of the guide.

Configuring the security groups

By default, an Amazon EC2 instance opens only the RDP connection through port 3389. You must map the ports corresponding to
HPDM to manage your device over the Internet.

To add a port to your firewall:
1. Select the instance where HPDM was installed, and then selSetdiety Groupscolumn value.
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HPDM

DEVELOPMENT

EC2 Dashboard

4

Events

Tags Q

Reports

Limits Public DNS ~  Public IP -~ Key Name
=) ec2-52-196-128-142 ap- 52196128 142 jasons

Instances

Spot Requests
Reserved Instances
Dedicated Hosts

AMIs
Bundle Tasks

Instance: | i-97960e08

= Description | Status Checks
1o By Instance ID
Volumes
Snapshots Instance state
= Instance type
1 RIT Private DNS
Security Groups
Private IPs
Elastic IPs

Secondary private IPs

Placement Groups
VPCID

Key Pairs
Network Interfaces
Subnet ID

@ Feedback (@ English

Public DNS: ec2-52-196-128-142.ap

Monitoring

[ disabled

Q@ o 0
o Ttol1of1
~ Launch Time ~| Security Groups -

May 26, 2016 at 9:12:39 AM UTC+8

launch-wizard-2

Monitoring | Tags

i-97960e08

running

t2.micro

ip-172-31-17-94 ap-northeast-
1.compute.internal
172311794

vpe-5f40d23a

subnet-ed10619a

bty

2. SekctActionsto configure this security group as necessary.

EC2 Dashboard

4

Events
Tags Q search : sg-eBec7a Delete Security Group
Reports Add/Edit Tags
Limits @ Name ~ Copy to new - Group Name
Edit inbound rules
=] INSTANC [ Edit outhound rules I launch-wizard-2
Instances

Spot Requests
Reserved Instances
Dedicated Hosts

AMIs
Bundle Tasks

Security Group: sg-e8ec738¢c

Volumes Description Inbound Outbound Tags
Snapshots

Groupname  launch-wizard-2
NETWORK & I GroupID  sg-e8ec738c
Security Groups
Elastic IPs

Placement Groups
Key Pairs

Network Interfaces

@ Feedback (@ English

Scheduled events

Availability zone

Seeurity groups

| VPCID

vpe-5f40d23a

Public DNS  ec2-52-196-128-142.ap-northeast-
1.compute.amazonaws.com
Public P 52.196.128.142
Elastic P -

ap-northeast-1a

launch-wizard-2 . view rules

No scheduled events

AMIID  Windows_Server-2012-RTM-English-
64Bit-Base-2016.05.11 (ami-
7f79%ele)

Platform  windows

Terms of Use

Privacy Pol

Tokyo v

o # 0

(2] Ttolofl
~ | Description

launch-wizard-2 created 2016-05-26T09:03:22

Group description  launch-wizard-2 created 2016-05-
26T09:03:22.315+08:00
VPCID vpc-5f40d23a

Privacy Pol Terms of Use

° Edit inbound ruleg Specifis which ports of the Amazon EC2 instance can be accessed and lyowipicters

Edit inbound rules

Type (i) Protocol (i
RDP v TCP
Add Rule

Port Range (i)

3389

Source (j)

Anywhere

v

0.0.0.0/0

<]

Cancel E
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° Edit outbound ruke Specifies which ports on the selectetinputerscan be accessed by the Amazon EC2 instance. By
default,All trafficis selected.

Edit outbound rules X
Type (i Protocol (i Port Range (i Destination (i
All traffic v All 0- 65535 Anywhere v ||0.0.0.0/0 [x]

Add Rule Cancel ﬂ

Repeat this procedure for every port used by HPDM in your production environment. For more information about which ports
HPDM uses, see the Port reference section iAdh@nistrator Guider HP Device Manager 5.0.

Sample scenario
Production environments are complex, diversified, and flexible. Use the following example to better understand port
configuration in the cloud. This is a typical model with detailed configurations for reference.

Note
There might be firewalls between timernet orintranet and Amazon EC2. Make sure that you have completed the procedure in

Configuring the security grougsallow communication between your devices and the cloud.

Figure 6. Typical topography

Corp. intranet Internet
~
TCP: 40001 » 3 -
< TCP: 4000 . — % < File transfer ports
TC_F: 40005 Thin Clients DM
fe IChild Repository
HPDM Gateway B TCP: 40004 TCP: 40004
{Shadow)
TCP: 0009
/ Resource Munltor—-_._\_‘_‘_‘_‘_‘_
TCP: 40004
_TEE,]PDS / [Reverse Shadow)
File Transfer Fratacol TCP: 0003
AWS Space TCP: 1039, 40002 g File transfer parts:
P / / FTP: TCP 20, 21
e FTPS: TCF 950,583
TCP: 40001 SFTP: TCP 22
Shared Folder: TCP
TCP: 40003 ol 138, 445
uoP
/ 137,138
TCP: 40005~ HTTPS: TCP 443
File Transfer Frotocol .
HPDM Gateway A
HPDM Server
8 ;
.
Database (SQL Server) I~ . File Transfer Frotocol
o
TCP: 40012 g
Master Repository Controller (MRC)
& Master Repository
All ports in red ipreviousillustrationmust be added to the endpoint firewall.
Table27. Endpoints rule in Amazon EC2
Name Protocol Public port Private port
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HPDM Gateway B to HPDM Server TCP 40005 40005

HPDM Console to HPDM Server TCP 1099 1099

HPDM Console to HPDM Server TCP 40002 40002

HPDM Agent to Master Repository Controller TCP/UDP File Transfer Port File Transfer Port
HPDM Console to Master Repository Controller ~ TCP/UDP File Transfer Port File Transfer Port
HPDM Agent to HPDM Gateway A TCP 40003 40003

Deploying toMicrosoft Azure

HP Device Manager (HPDM) is a device management tool capable of working in many different complicated environments. If you
configure your firewall, you can deploy HPDM in a cloud and use it to manage HP devices. This section covers deptoying HPDM i
Micro®ft® Azure.

Note:
Make sure your Azure account has the necessary privileges, and that you have created your Azure workspace before deploying
HPDM. For more information of creating an Azure account, contact Microsoft.

Todeploy HPDM in Azure and manage HP devices:
+ Create virtual machines in your Azure workspace.
+ Install HPDM.

+ Configure the firewall.

Creating virtual machines in your Azure workspace

1. Go tohttps://manage.windowsazure.coand log on using your Azure account.
2.In the VIRTUAL MACHINES tab, seldct

Microsoft Azure R Search resources, services, and docs I

Home > Virtual machines

Create a resource Virtual machines

& Home
© Reservations  EE Edit columns ) Refresh ¢
B Dashboard
" Subscriptions: All 2 selected — Don't see a subscription? Open Directory + Subscription settings
All services
All subscriptions v | | Al resource groups v | | Alltypes v | | Alllocati
% FAVORITES
e 0 items
&2 All resources
NAME TYPE STATUS RESOURCE GROUP

%/ Resource groups
‘ App Services

% Function Apps

R SQL databases
& Azure Cosmos DB
Virtual machines
@ Load balancers
B storage accounts

Virtual networks

‘ Azure Active Directory

G Monitor

@ Advisor

W security Center

O Cost Management + Billing

2 Help + support

3. Provide necessary info aedlectthe Review + creatlutton to create the virtual machine
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https://manage.windowsazure.com/

Create a virtual machine

Basics  Disks  Networking Management  Advanced Tags  Review + create

Create a virtual machine that runs Linux or Windows. Select an image from Azure marketplace or use your own customized
image.

Complete the Basics tab then Review + create to provision a virtual machine with default parameters or review each tab for full
customization.

Looking for classic VMs? Create VM from Azure Marketplace

PROJECT DETAILS

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and manage all
YOur resources.

* Subscription @ | Core Services PRO hd |
\— * Resource group @ | Select existing... ™ |
Create new

INSTAMCE DETAILS

* Virtual machine name @ | |
* Region @ | Eastus v |
Availability options @ | Nao infrastructure redundancy required hd |
* Image @ | Ubuntu Server 18,04 LTS ~ |

Browse all images

* Size @ Standard D2s v3
2 vcpus, 8 GB memory
Change size
ADMINISTRATOR ACCOUNT
Authentication type @ O Password @ S5H public key

* Username @ |

* SSH public key @

Login with Azure Active Directory (Preview) O On @ Off
[i]

When the virtual machine statasanges from Starting (Provisioning) to Running, you can install HPDM.

ok 2dd O Reservations  =E Edit columns  {) Refresh | L I gs P Start Q) B Stop @ Delete = Ser
Subscriptions: Visual Studio Enterprise — Don't see a subscription? Open Directory + Subscription settings
Filter by name... | | All resource groups Y | | All types '
1items
|:| NAME TYFE STATUS
@ RemoteAccess Virtual machine Running
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Installing HP Device Manager 5.0
1. Select the virtual machine you create@ieating an fand then sele€€ONNECT

RemoteAccess
S Virtual machine
| trl | « | =* Connect | Q' Restart B Siop G’a Capture @ Delete C) Refresh
Resource group (change) : MyShadowSocks Computer name
A Overview group (changs) : My
Status : Running Operating system

=1 Activity log

P EastUs 2 Size

- o \
&M Access control (1AM) Subscription (change) 1 Visual Studio Enterprise Public IP address
4 Tags Subscription ID : 8fafd282-74ba-4920-b001-10de88530606 Private IP address

X Diagnose and solve problems Wirtual network/subnet :

DNS name

Settings
Tags {change) : Click here to add tags
A Networking -
& Disks
Show data for last: 6 hours ‘ 12 hours 1 day | 7 days 30 days |
Size u -
1 <aruritu

2. Save the RDP file your local system, and then use it to connect.
3. Upload the HPDM package to the virtual machine, and then inB@lliitstructions on installing HPDM, see the

Installationsection of this guide.

Configuring the firewall rules

By default, a virtual machine created in Azure is protected by the endpoint firewall. You must map the ports corresponding to
HPDM to manage your device overlttiernet.

To add a port to your firewall:

1. Select a virtual machine with HPDM installed to open the virtual machine properties page.
2. Navigate tdNetworkingpage, selecinbound port rulesab and selecAdd inbound port rule

# RemoteAccess - Networking

E—— « > Attach network interface  ¥A® Detach network interface
i Overview I Network Interface: remoteaccess804 Effective security rules Topology
. Virtual k . Public | Private 1P: 10.0.0.4 Accelerated networking: Disabled
E Activity log

M Access control (1AM)

Inbound port rules | Outbound pertrules  Application security groups  Load balancing

€ Tags i
- | @ Network security group RemoteAccess-nsg (attached to network interface: remoteaccess304) Add inbound port rule

X Diagnose and solve problems Impacts 0 subnets, 1 network interfaces

PRIORITY NAME PORT FROTOCOL SOURCE DESTINATION ACTION
Settings

| 300 HTTP 80 i Any Any  Allow

In the page thais displayedinput thenameof your HPDM component, enter Destination port ranges uses, selecTCPas
Protoco| andthenselectAddto add the firewall rule
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@ Add inbound security rule X

RemoteAccess-nag

f Basic

* Source @
| Any hd |

* Source port ranges @

E |
* Destination @

| Any ~ |

* Destination port ranges @
[ 40000 v|

* Protocol

* Priority @
| 380 |

* Name
[ HPDOM_Gateway v]

Description

3. Navigate tdNetworkingoage, selecOutbound port rulesab and selecAdd outbound port rulg=ollow ste2 to add outbound
port rule.
Access - Networking

> Attach network interface ¥ Detach netwark interface

B overiew B Network Interface: remoteaccess804  Effective security rules  Topology

B Activiy log Virtual Public Private IP: 10004 Accelerated netwarking: Disabled

.
&M Access control (1AM) Inbound port rules | Outbound port rules | Application security groups  Load balancing

& Tags
@ Network security group RemoteAccess-nsg (attached to network interface: remoteaccess04) [P —
K Diagnose and solve problems Impacts 0 subnets, 1 network interfaces
Settings FRIORITY NAME PORT FROTOCOL SOURCE DESTINATION ACTION
£ Networking 65000 AllowVnetOutBound Any Any VirtualNetwork VirtualNetwork @ Allow

Repeat step 2 and step 3 for every port that HPDM uses in your production environment. For more information about which
ports HPDM uses, see the HP Device Manager 5.0 Admin Guide
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Sample scenario

Production environments are complex, diversified, and flexible. Use the following example to better understand port

configuration in the cloud. This is a typical model with detailed configurations for reference.

Note

There might be firewalls betweérternet/intranet and Azure. Make sure that you have completed the proce@onfiguring

the firewall rulego allow communication between your devices and the cloud.

Figure 7. Typical topography

Corp. intranet

| -TCP: 40003

Internet

92 1

S|
HPDM G3

TCP: 20001

TCP: 40009

TCP: 40004

§ <

Thin Clien

Child Repository

TCP: 40004

ile transfer port

PDM Console

TCP: 0009

Resourc Monimr\

TCP: 40004

(Shadow)

(Reverse Shado

File Transfer Protocol

(0]

Azure Spat

HPDM Yerver

7
TCP: 1099, 40002

"

HPDM Gateway

Database (SQL Server)

TCP- 40003

2>

TCP: 40001

uoP

File Transfer Protocol

CP: 4001

a7

Master Repository Controller (MRC)
& Master Repository

File transfer ports:
FTP:TCP 20, 21
FTPS: TCP990,989
SFTP: TCP 22
Shared Folder: TCP
135,445

137,138
HTTPS: TCP443

All ports in red ithe previous illustratiomust be added to the endpoint firewall.

HPDM HTTPS Repository

This section covers the installation and configuration of the HPDM HTTPS Repository, a component of the HP Device Manager
(HPDM) solution. It also includes useful tips tettine the performance of HPDM HTTPS Repository, such as how to implement
bandwidh throttling.

Installation

Hardware environment

The following table provides the supported operating systems and both the minimustantnended hardware requirements
of HPDM HTTPS Repository.

Table 28. Supported operating systems

Operating system

Minimum hardware

Recommended hardware

Windows Server 2016
Windows Server 2019

Intel Coré 2 or AMD Athlon 64
processor 2 GHz

Intel Core i5 quadore processor 2.5 GHz or
higher
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Windows Server 2022 + 4GB RAM +8GB RAM
+ 2 GB free disk space + 20 GB free disk space
+ 100 Mbps NIC +1000 Mbps NIC

Network environment

Many network factors might influence the deploymenthefHPDM HTTPS Repository, such as network bandwidth or whether
related devices are deployed on a subH€&DM HTTPS Repository must be deployed on the same system as either the HPDM
Master Repository or a HPDM Child Repoditeryecommends deploying a HPDM Child Repository that has HTTPS support as
close to its target devices as possible.

Installing HPDM HTTPS Repository

There are two ways to install HPDM HTTPS Repository, HP Device Manager installer and HPDM HTTPS Repository component
installer. For detailed stepsge thelnstallationsection. For the configuration about user, port and root paithe section
Configuration Center HPDM HTTPS Repository.

Certificate configuration

HPDM HTTPS Repository and all HPDM components support only Privacy Enhanced Mail (PEM) format certificates and keys. For
other certificate formats, such as .pfx and .der, you can use the openssl tool to convert the certificate to PEM format.

To use the openssl tool, go to <HPDM install petR>Device ManadefT TPSRepositdipache24bin.

CA Certificate Trust List

In HPDM, the CA Certificate Trust List (CTL) is a file containing multiple certificates in PEM format. This fikrify psed to v
certificates. The following is an example of a CTL file.

File Edit Format View Help

BEGIN CERTIFICATE
MIICODCCA]2gAWIBAgIBAZANBgkghkiGOWOBAQUFADCBg]ELMAKGALUEBhMCQDAx
ETAPBgNVBAgMCFNOYW5SNSGFpMOswCQYDVQQHDAITSDELMAKGALUECQWCSFAXEZAR
BgNVBASMC TRoaw5DbG11bnOXDTALBgNVBAMMBEhQREOXT jAgBokghk GOWOBCQEW
E3hpYW9sds56aGFuZ0BocC5jb2 0wHhcNMTUwWNZE OMDgyNJQOWhcNMTYwNZE zMDgy
NQOW]BIMQswCQYDVOOQGEWIDT jERMASGATUECAWIU2hhbmdI YWk xCzAJBgNVBAOM
AkhOMRMWEQYDVQQLDApUAG TuQ2xpZW5kMRUWEWYDVOOQDDAXIUERNQ2xp ZW5 0QOE X
IjAgBgkghkiGIWOBCOEWE 3hpYW9sdS56aGFuZ0BocC5jb20wgZ8wDQYIKoZIhveN
AQFBBQADGYOAMIG]A0GBAKX97 3ggkXqqclwBtZrd4TT/zWwWSTeXTtFUL TQ2KZbEbaBk
hEOOOxyNhOtxV7 5x86grNoXvrUPKT gxXwyb ThgTeCyi 1556aJuLMI19U6RE+hRLW1
x0ArLwOC9TGBoZ6k0eCmH3NDDokpv3vlieojd2UeMDWIbAXLF 5 YHMQCp7PKAUB9T
AGMBAAG] T B BMAWGATUdEWQF MAMBAT BWLAYIYIZIAYbAQQENBEBWHUIWZWS TUOWg
R2VuZXIhdGVKIENTcnRpZm1j¥YXRIMBOGALUIDgOWBBSNI9XAIVyUT+ms IOBBWONY
5gL oF TAfBgNVHSMEGDAWgBQXCyV7 zaAbuTuw9p04947 xTQYUyTANBgkghk i GOwOB
AQUF AAOBQQCRWB rxPdaL GkgCRwbUmHcKhawk JvkBridvyIbj3ttov/GO+XzNQbDT
bRDS7XWn10myAlL22mx2Uf IverxbkQlLGf IpdpLMyoRd/0czvMfz 3vs Swadk TBmCU
bT1LXIAR/b8iwzwxICHtPP7HFIWLfJo/mMvSsdmehl9iE4bL8gOhDvA==

END CERTIFICATE

MIIDgzCCAMUgAWIBAQIOKXTS,/xNTLalDz4DSTMbtRJANBgkghk1GIwOBAQSFADBU
MRMwEQYKCZIm1ZPyLGQBGRYDYZQtMngFgYKCZIm1ZPyLGQBGRYISFBETVNDRVAx
TzAhBgNVBAMTGKhQRE1TQOVQLUhQREITQOVQUOVSYKVSLUNBMBAXDTE1MDYYNDA3
MDYOMVOXDTIwMDYyYNDAIMTYZOVOowWVDE TMBEGCgmSJomT81 xk ARKWAZNVD TEYMBYG|
gmSJomT 81 xkARKWCEhQRE1TQOVOMSMwWIQYDVQQDE xp ITUERNUONFUCITIUERNUONF|
UFNFU1ZFU11DQTCCASTWDQYJKoZThvcNAQEBBQADggEPADCCAQOCggEBAKNZwM/ s
ACJICVUIGGB053+XeTSall 7A9uF89skk4j8T2utHXk5nU3XXEKFYW]0,/T4H04MZL
DKcHODWNMLdRwZ jkbBr581D2 r9TGESmRS NmbXABKHty Y rxCFGOCT gu1IDx+Kqi90
05cKCmS4vzZFZszjHOauPskROYokukqqDukzIc+cUx2 /wvEWLUOZF 2n+pLk 4wWxXx|
HT1X1UkcLB6969XEgnvBYIWICE+NTzDy3uauEe2xc/wlfndRxMO T TZEISBzL yApxT|
B+7116poQRssd+,/GC+TDu 17qeKyIDzKR3L tdHb9UCWQahIC5Gaoxs jnlcgA/moIs
032 T4swaPc410sCAWEAAANRME 8wCwYDVROPBAQDAJGGMASGALUdEWER /wQF MAMB
Af BwHQYDVROOBBYEFGkbge03B4481CcakRLY1Z866GD1IMBAGCSSs GAQORg] CVAQQD)
AQEAMAOGCSqGSTIh3DQEBCWUAAATBAQAMUKHNONUhP29zegf171Rh2rtktQF xKPop
6urDgDBCpBDL /QspjefuCtx3B7 GvdTOTEWIOmWC 7 x4TP+9ECn+4k 3qCocds L xODA|
ppLHoSeDhnk 3T deN0Qnx1590XuWnBOyqR j ThOokSWYIZuGKHy 1 r8Qq9ynCtITzPNh
MMPyLFixPuD010nTNXLk5yAS3BsTFOThbNYow32pKNFqY+rTs0uqy+9BhABK4XGO/|
D1 IXdT9VIN304mik5I9VMw1IxxQowY5PMEBSLSL JIPS5Gwm 1EbBNnI6OMKXL /jX3eR]
RTGR1UAY 5011591 ]joDyORK7 DAETL mXjGEr+0nGyu06 luumNvsgZ|
END CERTIFICATE

To verify a certificate, the CTL file must contain its CA certificates.
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To create a CTL file:

1. If the certificate is a seffigned certificate, copy its PEMmat certificate content to the CTL file.

2. If the certificate is available in a CA chain, copy all CA certificates on the CA chain to the CTL file.

3. If you want to verify several certificates with one CTL file, repeat steps 1 and 2 to copy all CA certificates t@one CTL fil

Deploying the CA CTL to HPDM

To verify the server certificate when HPDM components connect to HPDM HTTPS Repository, you must create a CTL file for your
server certificate first, and then deploy this CTL file to HPDM components. Otherwise, HPDM does not authenticate the server
certificate and accepts the connection automatically. In HPDM, the name of this GLpgémand cannot be changed.

1. For HPDM Console, HPDM Gateway, and HPDM Master Repository Controller, manuatit). pepmyfithéo
%HPDMInstallPath@ertificatesrepos_certshttps\.
2. If the components are installed on separate machines, you need to copy it several to each system.

3.From HPDM Agent, sen&et CA Certificatésmplate to each thin client. Sel@eploy with local fileand then select the file
ctl.pem

Task Editor x

Cached Updates Transfers Target Device List
Content Schedule & Batch Control Valid Time, Timeout & WOL
This template is te clear or deploy the CA certificates of HTTPS Repository on a device.

HTTPS Repository CA Certificates

(O Clear Ca Certificates

© Deploy with local file

ctl.pem

Server certificate management
For server certificate management, refeConfiguration Center HPDM HTTPS Repository
Client certificate management

There is no client certificate or key on the client side, by default. That means the client connects the HPDM HTT¥S Repositor
directly.
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Configuring client authentication on the HPDM HTTPS Repository side
If yourdeployment requires to the server to verify the client certificate, use the following procedure:

1. Create a CTL file for the client certificate and copy it to <HPDM instalipafrevice
ManageyHTTPSRepositdipache24conAHPDM. The CTL file name must be nactiggem

| [/ "] = | HPDM - O X
Home Share View (7]

« O <« HP Device Manager » HTTPSRepository > Apache24 : conf » HPDM v & Search HPDM y:l
N
Name Date modified Type Size
# Quick access .
htdigest HTDIGEST Fil 1KB
[ Deskiop L] hidiges i
_| ApachePath.conf CONF File TKB
* Downloads [ ctl.pem PEM File DKB
|5/ Documents ) httpd-ssl.conf CONF File 14 KB
&= Pictures Col server.crt Security Certificate 2KB
20180917 [ server.crtbak BAK File 2KB
7 server.k KEY File 2KB
[ This PC u < " .
[ ] server.key.bak BAK File 2KB
¥ Network j sslPort.conf CONF File 1KB

9 items =]
2. To configure the certificate authentication of HTTPS client, modify the SSL configuration on HPDM HTTPS Repository.

a. Locate the file httpessl.conf. By default, this file is saved in the following location:
<HPDM install pathelP Device Manad&fTTPSRepositdipache2¥confHPDM

['[4 || = | HPDM m] x
Home Share View (2]
&« v <« HP Device Manager » HTTPSRepository » Apache2d » conf » HPDM v O Search HPDM »
~
Name Date modified Type Size
# Quick access )
1 Desktop 9 ‘htdigest 4/8/2024 312 PM HTDIGEST File 1 K:E
_ | ApachePath.conf CONF File 1KB
* Downloads [ ctl.pem PEM File 0KB
=] Documents "] httpd-ssl.conf CONF File 14KB
& Pictures 5 servercrt Security Certificate 2KB
20180917 [ server.crtbak BAK File 2kB
7 serverk KEV File 2KB
[ This PC IJ = L .
| | serverkey.bak BAK File 2KB
= Network ] sslPort.conf CONFFile 1KB
Sitems  1item selected 13.9KB =

b. Edit the configuration file. By default, the line SSLCACertificateFile is a cavtodiyisdt isnota comment, and then save
the file.
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Certificate Authority (CRA):
Set the CA certificate werification path where to find CA
certificates for client authentication or alternatively one
huge file containing all of them (file must be PEM encoded
Note: Inside SS5LCACertificatePath you need hash symlinks
to point to the certificate files. Use the provided
Makefile to update the hash symlinks after changes.
i Fq ne 1 "

G G T T T T

S5LCACerctificateFile "§{SRVRCOT}/conf/HPDM/ctl.pem™

1 # Certificate Revocation Lists (CRL):
B2 # Set the CA revocation path where to find CA CRLs for client
3 # authentication or alternatively one huge file containing all

N <= | HPDM -
“ Home Share View
« v « HP Device Manager » HTTPSRepository » Apached4 > conf > HPDM v O
Name Date modified Type Size
s Quick access

| .htdigest 4/8/2024 3:12PM HTDIGEST File 1 KB

I Desktop 9 i . N
ApachePath.conf 4/8/20 CONF File 1KB
# Downloads ] ctlpem 471172 PEM File OKB
= Documents ) httpd-ssl.conf 41 CONF File 14 KB
=] Pictures 5l server.crt Security Certificate 2KB

3. Restart the HPDM HTTPS Repos#eryice.

Deploying a client certificate to HPDMomponents
1. Verify that the client certificate name is client.pem and the private key name is client.key.

Note
Currently, HPDM supports only PEM format certificates and keys. Faedifieate formats, such as .pfx and .der, you can use
the openssl tool to transfer them to PEM format.

2. To deploy the files to HPDM Console, HPDM Gateway and HPDM Master Repository Controller:
a. Copy client.pem and client.key to the folder %HPDMInstallzh¥ficatesrepos_certshttps\.

b. To deploy the password for the client key, open a command prompt, change the current path to
%HPDMInstallPath@ertificate§, and then run the commainenc <passwordsh where <password> is the password of
the private key.

For example, if the password is HPDM, run the comdraedc HPDMh.
3. To deploy the files to HPDM Agents running a Windows operating system:
a. Copy client.pem and client.key to the foldexiocdowdxpeagentrepos_certshttps\.
b. To deploy the password for the private key, send the following script task to the devices via HPDM:
c: \ windows \ xpeagent \ dmenc <password> -h
4. To deploy the files to HPDM Agents running HP ThinPro:
a. Copy client.pem and client.key to the fol@¢c/hpdmagent/repos_certs/https/.
b. To deploy the password for the private key, send the following script task to the devices via HPDM:
/usr/sbin/dmenc <password> -h

Performance

Many factors impact performance, such as disk, CPU, RAM size, and so on. The suggested minimum hardware only ensures HPDM
HTTPS Repository can run ond¢benputer butminimum hardware might cause pquarformance. HP recommends that you

deploy HPDM HTTPS Repository conaputerwith the recommended hardware requirement or higher. The following sections

describe the performance with the recommended hardware and how to tune the configuration or hardware to achieve maximum
performance.

Recommended performance data

The following performance data was obtained from a systeming the recommended hardware configuration: 4 GB RAM,
quad-core CPU, 1000 Mbps NIC, and 7200 RPM disk. The operating system used during testing was WindotaFs&rver 20
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Maximum number of connections

By default, the maximum number of connections is 64. This is an ideal value. The performance of HPDM HTTPS Repository
degrades, if this number is raised too high for the supporting hardware configuration. For most configurations, HP recommends
setting thenumber of concurrent connections to no more than 50.

Capturing large files and images

Due to the I/O speed of the storage device (hard disk), performance can be compromised when capturing large files or images
from multiple thin clients at the same time. The following are the recommended usage parameters when capturing large files or
images

° The total upload speed must not exceed 10 MBps.

o

The recommended maximum concurrent connections are 5, and the upload bandwidth for each connection must not exceed 2
MBps.

For example, if you want to captuneages from 10 devices, you can send the capturing image task to 5 devices at first with
the upload bandwidth set to 2 MBps. After those 5 tasks are finished, send the task to other 5 devices with the upload
bandwidth set to 2 MBps.

For informatiorabouthow to configure the bandwidth, sBandwidth throttling

Deploying large files and images

The followindist providegshe recommended usage parameters for deploying large files and images.

If you are deploying the same file, folder, or image file to multiple devices, do the following:

° If the number of target devices does not exceed 50, deploy the same file, folder, or image file to all devices at the.same ti

° If the number of target devices exceed 50, divide the target devices into batches, with the number of devices in each batch

fewer than 50. Then, send the task to the devices batch by batch. Do not send the task to next batch until all tasks in the
previaus batch are finished.

If you are deploying different files, folders, or image files to different devices, do the following:

° Divide the target devices into different scenarios that would be used for targeting a single device. Execute eachebgnario on
one following the previous steps.
Managing the maximum number of connections

By default, the maximum number of connections is 64. If you installed HPDM HTTPS Repository on a more powerful machine,
such as a workstation or server with greater disk 1/0 performance, you can modify this number to achieve the maximum
performance of théardware.

1. Locate the file httpd.conf. By default, it is saved in the following location:

<HPDM install pathBlP Device ManadefT TPSRepositdpache2¥conf
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[ = le

Home

onf

Share View

« v 4 | |« HP » HP Device Manager + HTTPSRepository » Apache2d > conf » v @ | Searchconf y-]
-
Mame Date modified Type Size
7 Quick access
B Deske . extra 4/19/2024 12:48 AM  File folder
esktof
) HPDM ; File folder
& Downloads L4 y
v original File folder
[E] Documents  # [ charset.conv CONV File 2KB
&1 Pictures # " nttpd.conf CONF File 21KB
20120917 ] magic File 14KB
| mime.types AM  TYPES File 62 KB
[ This PC \T‘I e N . .
— | ] openssl.enf 41248 AM CNF File 13KB
¥ Network
Sitems 1 item selected 20.0 KB

2. Edit theconfiguration file.

a. Locate the comment line #Include conf/extra/htghm.conf.

b. Remove the # so that the line is Include conf/extra/ktigom.conf.

Supplemental conriguration

The configuration files in the conf/extra/ directo:
included to add extra features or to modify the ded
the server, or you may simply copy their contents !

c. Savethefile.
451 #
482 #
48 #
#
#
# necessary.

#

Server-pool management (MPM specific)
Include conf/extra/httpd-mpm.conf

L S T = = = St oy -t =
0w www o w oo oo oo oo oo o
b O (R o S T e T e s R i RS B R RS < S S

3. Locate the file httpenpm.conf. By defaulthis fileis saved in the following location:

<HPDM install pathBlP Device ManadefT TPSRepositdipache2dconfiextra

# Multi-language error messages
#Include conf/extra/httpd-multilang-errordoc.conf

# Fancy directory listings
Include conf/extra/httpd-autoindex.conf
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[ = | extra X
Home Share View [7]
« « 4 || « HP Device Manager » HTTPSRepository » Apache?4 » conf » edra v | | Searchextrs »
MName - Date modified Type Size
7 Quick access -
I Destop ‘g httpd—ahssl..(nnf CONF FTIE 8 )\.B
_| httpd-autoindex.conf CONF File 3KB
¥ Downlosds "7 httpd-dav.conf CONF File 2K8
[ Documents " httpd-default.conf CONF File IKE
&= Pictures | httpd-deflate.conf CONF File 1KB
20180817 7 httpd-info.conf CONF File 2KB
C e g httpd-languages.conf CONF F!Is :)\B
_| httpd-manual.conf CONF File 2KB
£ Network Nj httpd-mpm.conf COMNF File 5KB
" httpd-multilang-errardoc.conf CONF File IK8
j httpd-proxy-html.conf CONF File 3KE
Nj‘ httpd-ssl.conf CONF File 14KB
" httpd-userdir.conf CONF File 1K8
j httpd-vhosts.conf CONF File 2KB
Nj‘ proxy-html.conf CONF File 4KB
15items  1item selected 4.45 KB =

4. Edit the configuration file.

a. Find the section WinNT MPM, and then go to the ThreadsPerChild command. By default, the value of ThreadsPerChild is 150.
Thereasonable value scope is HHDO. Enter a reasonable value for your hardware configuration

b. Save the file.

102 # WinNT MPM

# ThreadsPerChild: constant number of worker threads in the server process

# MaxConnectionsPerChild: maximum number of connections a server process sServes
105 <IfModule mpm winnt module>

106 |_ThreadsPerchild 250 |

107 MaxConnecticonsPerCchild 0

</IfModule>

5. Restart the HPDM HTTPS Repository service.

Hardware performance

The performance of the disk I/O is the key factor that impactermance of the HPDM HTTPS Repository service. If the disk is a
mechanical hard disk, the performance degrades when multiple clients are connected to the server and uploading and/or
downloading large files simultaneously. In that scenario, the CPUgessgrally shows high use and the file transfer speed
decreases. To improve the performance, HP recommends using SDD or RAID disk storage.

Bandwidth throttling

Administrators can configure bandwidth throttling for the HTTPS file transfer protocol. When logged in as the adnyioistrator,
can enable or disable the throttling feature, and you can set upload and/or download limits.

By default, the throttling function is disabled. After you enable the throttling function, the default value for thengload a
download limits is 100 KiB/s each. You can set the upload and download limits to any value between 1 and 999999999 KiB/s.
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Configuration Management

[ZJ 0 configuration Manzgement HTTPS Repository Speed Limits
] Extension Property Name
[ Task Parameters

[ Enable speed limits
=[] valid Time and Timeout

#[]  Write Filter, WOL and Task Deferment Upload Limit KiB/s
2] Cached Updates
] Transfers Download Limit KiB/s

] LDAP Settings
=[] Proxy Setting

Restore Defaults

0K Cancel Apply

For every task within HPDM related to payload transferring you can customize the bandwidth throttling parameters based on the
global configuration.
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Task Editor X

Content Schedule & Batch Control

Valid Time, Timeout & WOL Cached Updates Transfers Target Device List

HTTPS Repository Speed Limits

[ Enable speed limits

Upload Limit: KiB/s

Download Limit: KiB/s

Configuring the bandwidth throttling parameters
If you need to configure the bandwidth throttling parameters for all tasks, use the following procedure

1. To open the Configuration Management dialog box, swidrtinistratiorpage, and theselectConfigure System

2. SelecfTask Parametersand then selecEransfers

3. Configure the bandwidth throttling parameters for global settings.

To configure bandwidth throttling for a single task related to payload transferring:

1. Rightclick the template, and then sel&gnd Task

2. 0On theTransfergab in the Task Editor dialog box, configure the bandwidth throttling parameters for a single task.

Automated update ApachePHR and OpenSSL
Please refer t&ecurity Updates

FTP Repositories

Overview
This document contains the following parts:

° Configuration of an IS FTP server
° Configuration of FTP over SSL

° Configuration of &ileZilla FTP server
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IIS FTP server configuration

Installing FTP for IS

If the FTP service is not already installed on the server, follow these steps to add the service. Qéelréating an FTP site
with basic authentication

SelectStart > Windows Administrative Tools > Server Manager
In the Server ManageelectManage and therselectAdd Roles and Featuresopen the Add Roles Wizard.

f Server Manager - m} x

Manage Tools View Help

Server Manager * Dashboard @1 F

Add Roles and Features

Remove Roles and Features
= i WELCOME TO SERVER MANAGER
= Add Servers
B Local Server Create Server Group
ii All Servers . . g
_ _ Configure this local server Sl
BE File and Storage Services b -

o s QUICK START
2 Add roles and features

3 Add other servers to manage
WHAT'S NEW o )

4 Create a server group

5 Connect this server to cloud services

Hide

LEARN MORE

ROLES AND SERVER GROUPS

Roles:2 | Servergroups:1 | Servers total: 1
=m File and Storage -
[ ] 1 s 1
B Services ©
@ Manageability @ Manageability @ Manageability
Events Events Events

3. SelecServer RolesselecWeb Server (11I$)nd therselectNext

4. SelectNext

5. On the Select Role Services page, exparfltReServerption. Then, sele®TP Service
6. SelectNext

7. On the Confirm Installation Selections pagkectinstall

8. On the Results pageelectClose

Creating an FTP site with basithentication

This section details how to create a new FTP site to which the HP Device Management (HPDM) Server, as well as the HPDM Agents
can connect for read and write access using basic authentication. Before creating this site, ensure that you creatsuat user ac
from which the FTP service can authenticate. This example uses a local user account with the username hpdmadm.

To create the FTP site:

1. SelectStart > Windows Administrative Tools > Internet Information Services (IIS) Manager
2. In the Connections pane of the 1IS Manager, expand the root server node, and then Sitisridte.

3. In the Actions panselectAdd FTP Sitér, rightclick theSitesnode in the Connections pane and sefeld FTP Siteom the
pop-up menu. The Add FTP Site wizard opens.

4. On the Site Information page, enter a name for the FTP site, and select a path on the local system to use as tite content (
root) directory. This example uses the site name HRBpbsitory and the root path\i@etpub ftproot.
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Add FTP Site ? hd

0 Site Information

FTP site name:
|HPDM-Repn5itnr}r

Content Directory
Physical path:
|C:\inetpub\f'tprou:-t | | |

MNext Cancel

Note
Ensure that the user account used for HPDM FTP transactions has sufficient rights to allow reading, writing, and directory

listing on the folder selected for the content (or root) directory.

5. SelectNext
6. On theBinding and SSL Settings page, enter or modify the details for your configuration. This example uses the default values
for IP Address and Port, All Unassigned and 21 respectively.
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Add FTP Site
w Binding and SSL Settings

Binding

IP Address: Port:

|All Unassigned v| |2 |

[] Enable Virtual Host Mames:

Start FTP site automatically

551
® Mo 551

() Allow 55L
() Require 551

SSL Certificate:
Mot Selected

Note
For information about configuring a Secure Sockets Layer (SSL) FHiRprédReference source not found.

7.SelectNext
8. On theAuthentication and Authorization Information page, seledBésic authenticatiooaption. Under Allow access to, select
Specified userand enter the username of the account that you created for HPDM FTP transactions. Under Permissions, select

both ReadandWrite
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Add FTP Site ? *

0 Authentication and Authorization Infermation

Authentication

[ Anonymous
Basic

Authorization

Allow access to:

Specified users ~

|hpdmadmin

Permissions

Read
Write

Previous Cancel

9. SelectFinish.

Configuring the passive port range for the FTP service

This section details how to configure the seiteeel port range for passive connections for the data channel from devices.

Although the FTP client used by the HPDM Agent on the devices supports both active and passive modes for the data channel, th
passve mode enables the device to initiate both control and data connections to the server, preventing a firewall from filtering

the incoming data port connection to the device from the server. However, to support a firewall on the server, a passive port

rane needs to be specified, and the server-s firewall must be

To configure the passive port range:

1. SelectStart >Administrative Tools > Internet Information Services (11S) Manager
2. In the Connections pane, select the seleel node, and theselectthe FTP Firewall Suppadon.
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§5 Internet Infarmation Services (IIS) Manager

- O X
& | €, WIN-DIHMGILEKD » &« @ -
File View Help
‘Connections Actions
— G@l WIN-D2IHMG1LEKD Home .
LA 8 b Open Feature
" Start Page =
Filter: ° Go - \ggShow All | Group by: A © Manage Server
v 83 WIN-D2HMG1LEKD (WIN-D2 © e Aree 2 Rt
[} Application Pools e ) a TS s
-[8] Sites n viy ) e = A b
[EIFTR) LT G e LLIFTR) FF B Stop
FTP FTP FTP Directory | FTP Firewall FTPIP FTP Logging FTP Logon FTP v licatinniPEnts
Authentic.. Authorizat.. Browsing | Support : Addressa.. Attemnpt R...  Messages

= 0 2
S G

FTP Request ~ FTP SSL FTP User

nge NET Framework
on

Filtering Settings Isolation L ‘.'ZEH‘IE g3z
Compoenents
Iis - @ Hep
B d e & 8
Authentic... Compression  Default Directory  ErrorPages  Handler HTTP Logging
Document  Browsing Mappings Respon...
- [ o
A I 3 =
ﬂn ﬁ*ﬂ ;‘5‘3& = A 6{%
MIME Types  Modules Output Request Server Worker
Caching Filtering Certificates  Processes
Management ~
El

Configurat... Feature Shared
Editor  Delegation Configurat...

< 5| ] Features View |2 Content View

Ready

eEi.:i

3. Enter a range of valuestheData Channel Port Ranigex. Thevalid range for ports is 1024 through 65535. Ports from 1
through 1023 are reserved for use by system services. This example uses the port range £#638352
§5 Intemet Information Services (II5) Manager

83 WIN-DIHMGILEKD »

- O X

@@

File View Help

' [+ I —
FTP Firewall Support
@ iz 8 | PP 2 To aceept passve
-5 stert Page The setti this et i FTP t t ctions fi external firewall, Eenarcin s ghenyouen
v eﬁ WIN-D2IHMG1LEKD M|N-DZ € settings on Is page You configure your server to accept passive connections from an ernal firewall. using FTP UYE’ SSL (FI'PS] or
Y . when your firewall does not
-2 Application Poals Data Channel Port Range: filter packets, configure the
@/ Sites

49152-6553) external [Pv4 address of your

firewall.
Example: 5000-6000

External IP Address of Firewall:

Example: 10.0.0.1

< 5| |2 Features View |2 Content View

Configuration: 'applicationHost.config'

eﬂ.:i
4. In the Actions panselectApply

5. A warning message indicating that the ports need to be added to the server firewall might appear. For informatian on how t
add the ports, seError! Reference source not fourfsklectOK
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Configuring the external IPv4 address for the FTP site

You must specify the external address of the firewall (in most cases, this is just the IP address of the serveeitc&l) dit¢h

configuration to accept passive connections when the Windows Firewall is enabled.

To configure the external IPv4 address for the FTP site:

1. SelectStart > Windows Administrative Tools > Internet Information Services (IIS) Manager

2. In the Connections pane, expandSitesnode, select the FTP site you created earlier, andselentthe FTP Firewall
Supporticon.

3. Enter an IP address in tBeternal IP Address of Firewadk. In this example, the IP address is the address of the server itself.
€5 Internet Information Services (II5) Manager - [} x
o @ » WIN-DAHMGILEKD » Sites » HPDM-Repository * W o Ty @

File View Help

~~—Tr ) FTP Firewall Support Hlerts
Irewa uppo
- Lol u PP 1 To accept passive
. i;‘fl Start Page . . . . X connections when you are
85 WIN-D2IHMGLEKD (WIN-D2 The settings on this page let you configure your FTP server to accept passive connections frem an external firewall, using FTP over SSL (FTPS) or
|, _— when your firewall does not
#-[z} Application Pools Data Channel Port Range: filter packets, configure the

~ -] Sites o+ e external IPv4 address of your
D Default Web Site Slaernaees firewall.
& FileServer Example: 5000-6000

&) HPDM-Repository External IP Address of Firewall: fdms
192.162.77.134] = Lo
(5 Cance
Example: 10.0.0.1 6 Helo
< > .iCUntentView
Configuration: 'applicationHost.config 94

4. In the Actions pansglectApply

Windows Firewall settings for FTP

InWindows Server 2016, the btiift firewall service helps secure your server from network threats and is enabled by default. If

you use the buidtn Windows Firewall, you need to configure your settings so that the HPDM and FTP traffic can pass through the
firewall. Note that you need to be logged on as Administrator or as a user that has administrator privileges to configure the
firewall.

You must configure an exception for both the control channel (port 21) and the port range for the passive data chaanel. This
be done in the GUI for the Windows Firewall, but it is easier to add these rules from the command line.

To configure the Windows Firewall setting for FTP using the command line:

1. SelectStart > All Programs > Accessories > Command Préinmptt logged on as Administrator, be sure to adick

Command Prompind selecRun as Administratof his is required because User Account Control (UAC) in the Windows Server
2016 operating system prevents ndxdministrator account access to the firewall settings.

2. To add an inbound rule for the command channel and to allow connections to port 21, enter the following command and then
pressEnter

netsh advfirewall firewall add rule name="FTP (non - SSL)" action=allow protocol=TCP
dir=in localport=21
3. To disable stateful FTP filtering so that Windows Firewall does not block FTP traffic to the passive port range, enter the
following command and thegressEnter
netsh advfirewall set global StatefulFtp disable
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Configuring HPDM to use FTPS

Configuring Microsoft IIS & FTP

1. OpenllS Managesn Windows Server 2016 (1IS 10).

2. In the Server Manager, select your server, andstHentServer Certificates

"-Ta Internet Information Services (IIS) Manager

=

File View Help

€ » WIN-DAHMGILEKD »

Connections

e-id &

-'qﬁ Start Page
v _Gﬂ WIN-D2IHMGTLEKD (WIN-D2
5 Application Pools
» -[@] Sites

qé! WIN-D2IHMG1LEKD Home

Filter: - v Go -k Show All | Group by: Area
FTP
) = 2% B

G : GG GG

FTP FTi FTP Directory FTP Firewall FTPIP FTP Logging
Authentic... Authorizat..  Browsing Support  Address a...

o LES o= N =7

L&[FTP) FTP) (73 {Fre [EIFP)
FTP Logon FTP FTP Request  FTPS5L FTP User
Attempt R..  Messages Filtering Settings Isolation

2 9

Authentic... Compression  Default
Document

g =
Legging  MIME Types
Ry

i Server Worker

 Certificates | Processes

Management

Directory
Browsing

e |

Modules

Error Pages

F g
Qutput
Caching

2

Handler
Mappings

o=

Request
Filtering

L4 >

Ready

(=] Features View |z Content View

3. SeleciCreate SeifSigned Certificate

Actions

Import...

Create Certificate Request...
Complete Certificate Request...

Create Domain Certificate...

Create Self-Signed Certificate...

Enable Automatic Rebind of
Renewed Certificate

@ Help

4., Enter the common name for the certificatelselectOK

E

Open Feature

Manage Server

Restart
Start
Stop

[ IR Y

View Application Pools

View Sites

Change .MET Framework

Version

o Get New Web Platform
Components

@ Help

Q.
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Create Self-Signed Certificate ?

il Specify Friendly Name

g

Specify a file name for the certificate request. This information can be sent to a certificate authority for
signing:

Specify a friendly name for the certificate:

‘hpdmf‘tps.milestone.cnm

Select a certificate store for the new certificate:

Personal S

5. Enter theFTP site namend select th&hysical pathSelectNext
6. SelecRequire SSand then select th8SL Certificatgou created. Enter 990 in tRartbox.SelectNext
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Add FTP Site

Binding and SSL Settings

Binding
IP Address:
‘AII Unassigned

Port:
vl

[ ] Enable Virtual Host Marmes:

Start FTP site automatically

55L
(0 No SsL

() Allow S5L
(®) Require 55L
S5L Certificate:

v| Select... View...

7. SelectBasic Under Allow access to, selSpecified userand enter the name of the FTP user group. Under Permissions, select
both ReadandWrite SelectFinish

hpdmftps.milestone.com:
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Add FTP Site

@ Authentication and Authorization Information

Authentication

[ Anonymous
Basic

Authorization

Allow access to:

Specified users ~

|hpdmadmin

Permissions

Read
Write

Configuring HPDM FTPS

1. Log on to the HPDM Console.

2. SelecGateways &epositorie$’age and navigate Repositoriepanel

3. Add new repository selectexisting repository to open tiRepository Configuration Wizard
4. In theProtocol Settingpage, checkETP/FTP8ption

Cancel
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Repository Configuration Wizard

Initialization Steps Protocol Settings

Basic Information
Please select at least one protocol below for the current repository:

rotocol Settings HTTPS
LTTPS FTP/FTPS
| sFTP
FTR/FTPS (JsMav2
summary Mote: SMB v2 is required for capturing images from or deploying images to Windows device

that do not have enough available space to hold the image file.

< Back Cancel

5. SelectEnable FTP over TLS supg®ffPSh theFTP/TPS Protocol Settipgge andselectNext

Repositery Configuration Wizard

Initialization Steps FTP/FTPS Protocol Settings
Basic Information
During installation of the Master Repository a "Repository” folder is created. You should see a

Protocol Settings "Repository” directory in the URL below if the Master Repository is configured correctly.

Enable FTP over TLS support (FTPS)

HTTRS
FTP/FTPS Port: 930
Summary Username: | test

Password: FEEE

URL: ftps://192.168.77.132/

Cancel

6. SelectTest Repositonin theSummarypage to verify that it connects over FTPS.
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Repository Configuration Wizard x

Initialization Steps Summary

Basic Infermation
Use the Test Repository button below to validate the protocol settings for this Repesitory. Test

Protocol Settings results will be reflected on this page.
HTTPS
Protocol Port URL Username
FTP/FTPS ] i I NS

FTPS 950 fips://192.168.77.1: test

Test Result

Test Repository

< Back Cancel

7. Send arUpdate Agentask toensure that FTPS is working properly.

FileZilla FTP server configuration

FileZilla is free, opesource, crosplatform FTP software, consisting of FileZilla Client and FileZilla Server. You only need to
download, install, and configure FileZilla Server.

1. Go tchttp:/ffilezilla-project.orgl SelectDownload FileZilla Server

QW /L\ &l LN [&] http://fiezila-project.org/

i” & Fiezila - The fre... [ |

IZAFileZilla.........

Home Overview
Filezilla Welcome to the homepage of FileZilla, the free FTP solution. Both a client and a server are available. FileZilla is open source software distril
;i?;‘!;esiom Support is available through our forums, the wiki and the bug and feature request trackers.
Download
ngjnmentan‘on In addition, you will find documentation on how to compile FileZilla and nightly builds for multiple platforms in the development section.
Fil[)eoz‘:rl‘zasderver © Quick download links
General
Contact Download
Forum FileZilla Client
Project page Al platforms
Wiki
Development

Pick the client if you want to transfer files. Get the server if you want to make files available for others.
© News [
© 2010-11-21 - FileZilla Client 3.3.5.1 released

Bugfixes and minor changes:

2. Select your Windows platform.
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dloRAalE profect.
| #|| &) Fiezita - server ... B3

IFAFileZilla.........

Home Server Download
FileZilla The latest stable version of FileZilla Server is 0.9.37
Features

Please select the file appropriate for your platform below.

Screenshots
Download =
Documentation Windows 47
FileZilla Server T
Dowiioad FileZila_Server-0_9_37.exe
General 2000, XP and Vista are supported.
Contact Source code inside installer.
Forum
Project page @ Chcdeuim
Wiki
Development ~ Filezilla_Server-0_9_37.exe.sha512
Source code
Nightly builds

Translations
Version history
Changelog
Issue tracker

Poyel
|GetFirefox.

. Download this file to the specified location of the server system, andeleetthis file to install it.

| size | Type | Date Modified

File and Folder Tasks X 1,647KB  Application 12/16/2010 3:11PM

®fi Rename this file

[y Move this file

D) Copy this fie

&) Publish this file to the Web
) E-mail this fie

X Delete this file

Other Places 2
{2) My Documents

i My Computer
& My Network Places
Details E
FileZilla_Server-0_9_37.exe
Application

Date Modified: Today, December
16, 2010, 3:11PM

Size: 1.60 MB

4. Select Agree
5. SelectNext
6. Select thdestination Folderand therselectNext
[ FileZilla Server beta 0.9.37 Setup 1 =10 x|

Choose Install Location
Choose the folder in which to install FileZilla Server beta 0.9.37.

Setup will install FileZila Server beta 0.9.37 in the following folder. To install in a different
folder, click Browse and select another folder. Click Next to continue.

Destination Folder

I C:\Program Files\FileZilla Server Browse... |

Space required: 4.1IMB
Space available: 163.2GB

Idullsoft Install System vz 46-Wnicode

< Back (Dext)l Cancel

7.SelectNext
8. Selectnstall
9. After the installation is completzlectClose
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10. Open the FileZilla Server dialog.
~loix|

File Server Edit 2

D’ [Account [ 1P | Transfer [
< | |
Ready [0bytesreceived [0B/s  [0bytessent

11. Selectedit > Usert open the Users dialog. Select Generapage, and theselectthe Addbuttonto add a user.
] x|

Page; ~Account settings ~Users
I | Enable account

- Shared folders I~ assword; I

i Speed Limits

i IP Filter Group membership: I vl

& Bypass userlimit of server.
Maximum connection count:

Connection limit per IP: I
Remove I
I | Eorce 551 For user login
Rename I Copy. I

r~Description

e -
You can enter some comments about the user
Cancel |

12. Enter a username, and theglectOK

Add user account x|

Please enterthe name of the user account that should
be added:

User should be member of the following group:

I <none:> ;‘

oK Cancel |

13. Select th&asswordption, and then enter a password.



users x|

Page: —Account settings ~Users
[ Genera | M Enable account
- Shared folders @
- Speed Limits
- IP Filter Group membership: | <none> ad

I~ Bypass userlimit of server

Maximum connection count: I 0

Connection limit per IP: | 0
Add | Remove
™ Force SSL for user login A | R l

D

4
You can enter some comments about the user
[ e |

14. Selecthe Shared folderpage, and theselectthe Addbutton to add a shared folder.

Page: r~ Shared folders ~Users
e (Drsciones [ | [ 7,
428 Shared folders 34 Hg.cd
-Speed Limits I iite
- IP Filter " Delete
Aeel=]
™ Append
B e ctones
I™ Create
I~ Delete
I List
<| | L‘ ™+ Subdirs Add I Remove I
m Remoye I Rename | Set as home divl Rename | Copy |

A directory alias will also appear at the specified location. Aliases must contain the full local
path. Separate multiple aliases for one directory with the pipe character (1)

If using aliases, please avoid cyclic directory structures, it will only confuse FTP clients.

=
Cancel |

15. Select the Shared Foldand thenselectOK
21x]

Please select a folder that should be added to the folders list
of the selected user account.

Ci\test\HPDM_folder

[ PC COE (C:) 5|
& Bk
{3 Pub_inc
-5 swsetup

i B E
HPDM _folder
o src

) test2
5 DVD-RAM Drive (D:)
& DVD Drive (E:)
2] \g My Network Places Ll

o D s |

16. In the User dialogelect theReadWrite Delete andAppendoptions in Files panel, select {Beeate Delete List, and+
Subdirsoptions in Directories panel, and trsatectOK



Page: ~ Shared folders —Users
General Directories Aliases
: IV Rebd
i Shared folders T =
= cpesd tinits H C:\test\HPDM_folder v W
TP Filter IV Delete
IV Appénd

Add | Remove '

Add I Remove I Rename | Setasnomedirl Rename I Copy.

|

A directory alias will also appear at the specified location. Aliases must contain the full local
path. Separate muttiple aliases for one directory with the pipe character (1)

If using aliases, please avoid cyclic directory structures, it will only confuse FTP clients.

17. The FTP server is now created. Verify this FTP service by eeteites.msc

Ron 20|

7 Type the name of a program, folder, document, or
3 Internet resource, and Windows will open it for you.

Open: services.mscl 3

The FileZilla Server FTP server is started.

*4 Services . e
l¢» mEER[@E > » 0=

@ Services (Local) Services (Local)
FileZilla Server FTP server ame / iption | Status | StartupType [logonas | |
Error Reporting Service .. Started Automatic Local System

Stop the service “EventLog Started  Automatic Local System

Restart the service #4Extensble Authentication Pr Manual Local System
4 Marua o
SR FLEXnet Licensing & - anua
E YForefront Identity Manager P... ForefrontL... Started Automatic Network S...
&yHealth Key and Certificate Ma... Managesh... Manual Local System
4 $Help and Support Enables He... Started Automatic Local System
SHID Input Service Enablesge... Started  Automatic Local System
4 %HP Device Management Gate... HP Device ... Automatic Local System
43P Device Management PXES... HP Device ... Manual Local System
4 %HP Device Management Serve... HP Device ... Automatic Local System
S4HPCA MSI Redirector HPClientA... Started  Automatic Local System
4 W HPCA Notify Daemon HP ClientA... Started Automatic Local System
S@4yHPCA Scheduler Daemon HP ClientA... Started  Automatic Local System
4 %HPDM PostgreSQL 8.3 Started Automatic Local System
HTTP SSL This servic... Started  Manual Local System
8 IMAPI CD-Burning COM Service  Manages C... Manual Local System
@y Indexing Service Indexes co... Manual Local System
E W IPSEC Services ManagesI... Started Automatic Local System
% Java Quick Starter Prefetches... Started  Automatic Local System
E YLightScribeService Direct Disc ... Usedby th... Started Automatic Local System
ShLogical Disk Manager Detectsan... Started  Automatic Local System =l

Extended £ Standard

[ [

For more information

To read more about installing and configuring FTP on lIShtp:tiwww.iis.net/learn/install/installingoublishing

technologies/installingand-configuringftp-7-on-iis-7.

in the WindowRundialog.

For more information about using FTP Over SSL,lgtptdwww.iis.net/learn/publish/usinghe-ftp-service/usingftp-overssk

in-iis-7.
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Mutual authentication between console and server

Before HPDM 5.0.4, communication between console and samet require client authentication. Since HPDM 5.0.4, mutual
authentication between console and server has been introduced to enhance the security for the RMI communication over SSL. The
mutual authentication requires console to geiclient.jksgenerated on server side for client authentication. Otherwise,

connection between console and server cannot be established. HPDM Server generates rmiserver.jks and rmiclient.jks on first
start.

Connecting to a remote server
Beforeyoulogin, copymiclientjkf r om t he remote server (unde\Seretbenf dpl dert ®eHPD
console-s folder @®&HMHBM b nstallation folder>

Notel I f ther e al instakdatby foldéerkCossol&ib\r@iHPIDIME Nt . j ks it should be ove
because the existing one does not work.

Note2 If the local server is installed, please either defaielient.jksrmiserver.jkggenerated the local server or overwrite them
with those from the remote server.

Note3 Restarting the console is required to make the copied file take effect.

Connecting to the local server
Console will automatically fetemiclientjkf r om t he server-s folder on | ogin.

Notel Use ®run as administr at or rmiclientjksunder itcfodersimdase that consoledpesi n f or
not have enough write privilege under reximin accounts.

Note2 Please make sure console and server are in the same installation location. If they are installed separately, caitsole will f
to automatically fetchmiclientjksl n t hi s case, manually copying the file from t

Reset rmiclient.jks and rmiserver.jks

For any security concern, these two files can be reset easil
folder*Servekb i n~ . Af t er r ensiclieatjkeandrmisenserjkswil bergeneratedwPlease refer@onnecting to a
remote serveto refreshrmiclient.jkson console side.

Use the same pair of rmiclient.jks and rmiserver.jks for multiple servers

If multiple servers are used, please generailient.jks andrmiserverjksby one server and copy them t
installation folder¥Servekbi n~ of the rest servers. Ther ef ormicliejkslandser ver s |
rmiserver.jks for mutual authentication.

Use oneway authentication

HPDM 5.0.4 is still compatible with the old authentication method before HPDNB&@rd HPDM 5.0.4, authentication was not
required.Therefore, console does not need to geiclientjksgeneratedon server side. To disable client authentication and use
one-way authentication, please follow the below steps:

1. Modi fy ®<HPDM I\Sereetcanfsleartvieorn. cfoonlfde.r >At t he |l ast | ine of the
@pdm.rmi.needClientAuth=false Then restart the HPDM Server service.

2. Use console to log in to server as before.
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Operation

Management Console

The Device Manager Console acts as the focal point for device management orchestration within your environment. Multiple
administrators can beonnected simultaneously to a single HPDM Server through local console interfaces, each observing a
customizable and tailored view of the device management framework.

Logging into the Console

To launch the HPDM Console:

Selectthe shortcut foHPDM Consolen the Windows desktop.

tort

SelectStart, selectAll ProgramsselecHP, selecHP Device Managemd then selediP Device Manager Console

The different installation options create different fitishe login experiences:
° For Completénstallation

Thefirst log in to the Console requsra passwordAter the Console initializgthe system promptyouto change the
password.

Note
The first Console initia¢iionmight require extra time.

° For Custom Installation:
Typethe hostname or IP addresgpethe user name and password for HPDM Server, andsgientOK

Note
If HPDM Console is installed on the same system as HPDM Server, enter localhost.

The homepage

HP Device Manager 5.0 Server: localhost ~ Login: root

Gt Manage Devices Templates & Rules Tasks & Reports Gateways & Repositories Users & Groups Administration ‘E' [7; 2
— D
—
O =
Manage Devices Templates & Rules Tasks & Reports

E—
DISCOVER DEVICES HP UPDATE CENTER MANAGE DEVICE TASKS

mport Template

emplate Privilege

Device Filter Add Rule

1 Connected | 0 Offline | O broken 31 Templates | 1 Rules 0 Device Tasks | 0 Gateway Tasks | O Reports

(]2 o]¢; -
=] fan =)
Gateways & Repositaries Users & Groups Administration

DISCOVER HPDM GATEWAY ADD USER CONFIGURE SYSTEM

1 Gateways | 0 Repositories 1 Users | 3 Groups

1.Homepagé Summary view of athanagement pages within the HPDM Console.
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2.Tile Each tile maps to a management page and contains an icon, name, shortcuts within each management page, and
contextual live summary information.

—
—[]

Pagelcon

[Manage Devices Page Name
DISCOVER DEVICES

s _ Shortcut

0 Connected | 0 Offline | 3 broken
Live Summary

Page Icon and Page NamAfterselect ng a t indme,ths consol®locatend maximizethe specified page.
Shortcutd Gommonlyusedfeatures within the Page tile. The tile contains one main shortcut and several sesbodanys.

After the shortut isseleced, the consle transitiors to therelatedmanagement pagenavigatst o t he management pag
Detail Viewand therperforms the action defined by the shortcut
Live Summa# Provides a reattime summary of the main content of each page.
Console layout
General diagrams ¢ifie main activity window layoiriclude the following
° Manage Devices
° Templates & Rules
° Tasks & Reports
° Gateways & Repositories
° Users & Groups
° Administration
€% HP Device Manager 5.0.10 Server: localhost  Login: roct — [m] X
P IMuv\ugs Devices Templates & Rules Tasks & Reports Gateways & Repositories Users & Groups Administration I
1P ThinPr0 7.2 v = ) = T =
Import Templates Importimages Template Privilege | | HP Update Center AddaRule ImportRule
femplates
Rules + + tomplat Cat £ b £ £
L = Allterrplates 32) Type Template Description Base template Category Status | Modified | Modified by
=& Private folders _Apply Settings Apply settings to de.. _Apply Settings Settings 2023-03..
] _Favorite (0)
22 Shared folders _Capture Image Capture theimage f.. _Capture Image Imaging 2023-03...
— _CaptureProfile  Captureaprofilefr.. _CaptureProfile  Settings 2023-03
_Capture Snapsho...  Capture the snapsh.. _Capture Smapshot... Settings 2023-03
_Clear Cached Tasks Trigger the HPDM A _Clear Cached Tasks  Operations 2023-03
_Clone Settings Clone settings from.. _Clone Settings Settings 2023-03  —
_Configure Agent  Configure HPDM Ag.. _Configure Agent  Agent 2023-03
_Configure Task D... Configure Task Def. _Configure Task D. Agent 2023-03
_Deploy License This template is use... _Deploy License Settings 2023-03
_Deploy Profile This template is use... _Deploy Profile Settings 2023-03
_Enable and Conne...  This template is use... _Enable and Conne... Operations 2023-03
_Enroll Certificate ... Enrolla certificatet.. _Enroll Certificate... Settings 2023-03..
| |
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1.Pageé Summary of features and navigators.
2.Globakhortcutg IncludesReset layouttHelp, Docking and Profile.

3. 0S family selectdr Used tachange the operating system, which changesctiients of the Manage Devices page
4. Navigation vietv Sortsfeatures.
5.Toolba? An enumeration of common operations.

6. Detail view Correspondto the content under the navigator.
7.Lastactivity? Displays the last operation associated with the current user.

Manage Devices

&} Manage Devices

HP Device Manager 5.0 Server: localhost ~ Login: root

Templates & Rules

Tasks & Reports

Gateways & Repositories

Users & Groups

Administration

Templates

— Alltemplates (31)

Template
_Apply Settings
_Auto Logon Confi
_Capture EasyShe.
_Capture Image
_Capture write Fil
_Clear Cached Tas
_Clone Settings
_Configure Agent
_Configure Task D
_Deploy Write Filt
_Execute Cached
_File and Registry
_Get Asset Inform.
_Get Registry
_Hostname and IP

_Manage Dynamic.

Description
ARPLY settings to devi..
Configure automatic L
Capture EasyShell set
Capture the image fr
Capture the write filt.
Trigger the HPDM Ag
Clone settings from a
Configure HPDM Age...
Configure Task Defer.
Deploy the write filte
Trigger the HPDM Ag
Perform customized f.
Get asset informatio.
Get Registry Setting ©.
Change hostname an..

Add or remove dyna

Q, E + @ o o] =
Discover Devices ‘ Adda Device ‘ ‘ Impart Devices ‘ Find Device ‘ ‘ Device Filter | ‘ Device Groups ‘ Dynamic Properties
Devices © 3 comnected (@ obroken

Group by %
Active Hostname Device ID

_default scheme (group by HPDM Gateway D) (system)

sy

I |

+}-C]  host-00001 (00:00:01:00:00:00)

IP Address Agent Versic °

1.Toolba? An enumeration of commarperations.

@]

Discover Devices

Add a Device ‘

=

Import Devices

‘ ‘ Find

=
)
)

Device

Device Filter

Ca
Device Groups

Dynamic Properties

o

Discover DevicesHPDM Gateway automatically discovers most devices and adds them to the HPDM database by listening

o
©

for a network broadcast message made by a device when it starts up, but this method requiregtiandneis running
before the device starts up.

Add Device Manually register a device.

Import Devices Manually register multiple devices.

Find Device Find registered devices by conditidhe default option islosthame.

Device Filtér Device Filter management

DeviceGroupd Device group management

Dynamic Properti@s Management of custom extended properties of device.

.Navigation Vietv Brief information of template.
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Templates

2.1 Template folder SelectorSwitch between different

= autempates(31) Template — ~ template folders.
Folder Selector . . .
ey Description 2.2 Lite Template ViéwDisplay the template under the

current template folder.
_Apply Settings Apply settings to dewi...

_AutoLogon Config... Configure automatic L.
_Capture EasyShell ... Capture EasyShell set.
_Capture Image Capture the image fro.
_Capture Write Filt... Capture the write filte
_Clear Cached Tasks Trigger the HPDM Age
_Clone Settings Clone settings froma.
_Configure Agent Configure HPDM Agen.
_Configure Task De... Configure Task Defer...
_Deploy Write Filte... Deploy the write filter.

_Execute Cached T... Trigger the HPDM Age

Lite template view

3. Device Grouping SelectoHPDM enables you to create one or more grouping schemes. Each grouping scheme creates a tree
structure based on the criteria selected.

Group by

_default scheme (group by HPDM Gateway ID) (system)

Manual Group b
Dynamic Group "
Edit scheme...

4. Device Filter SelectorFiltering enables you to work with a subset of your deviasbine with User Privileges to divide the
management of your devices between different administrators.

Filter By

[NOME]
Filter01
Filtero2
5. Device Tree Display the device tree under the device scheme.

6. Device Tabfe Display the devices under the device tree nitlee device filter is not empty, the selected filsarsed to filter
the device.
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1 host-00001 (00:00:01:00:00:00)
Active Hnsfnams Pending Tasks Current Task
Attive
!

Hostname
Pending Tasks
Current Task
[ Agent version
C] Device ID

D Device Type

[ 1P Address

[ os configuration

Restore Default

More....

] hest-00001 (D0:00:01:00:00:00)

Actiy= Hoctommon Pt Tmm e

Q [ sort Ascending (4-2)
[ sort Descending (Z-A)

Q, | search
Select Al
broken

Cancel

87

Device columris Show or hide the column of
the device.

Table quick searehHPDM enables you to
search quickly among listeigvices. You can
select any column header in the device table
add a search criteria or sort. All criteria are
automatically cleared after switching to
another folder.

88



Templates & Rules

@) HP Device Manager 50.14  Server: localhost ~ Login: root - o x
Manage Devices Templates &Rules Tasks & Reports Gateways &Repositories Users & Groups Administration
¥ | ¥ A [ ¥ + [
HP ThinPro 8 v > ‘ = N = >
Import Templ... | | Importimages Template Privi. HP Update Ce... HPCEM Add aRule Import Rule
Tempites
Rules = Alltempiates33) Type Template Description Base template Category Status | Modified | Modified by
-} & Private folders Apply Settin... Apply settings Apply Settings  Settings 2024-0.
7] _Favorite (0)
.99 Shared folders CaptureIma... Capturetheim... _Capturelmage  Imaging 2024-0.
_Capture Pro... Capture aprofi.. _Capture Profile  Settings 2024-0.
_Capture Sna... Capturethesn.. _Capture Snaps... Settings 2024-0.
Clear Cache... Trigger the HP... _Clear CachedT.. Operations 2024-0.
Clone Settin... Clone settings... _Clone Settings  Settings 2024-0.
ConfigureA... Configure HPD... _Configure Agent Agent 2024-0.
—
ConfigureT... Configure Task... _Configure Task... Agent 2024-0.
Deploy Lice.. Thistemplatei.. _DeployLicense ~Settings 2024-0.
_Deploy Prof... Thistemplatei.. _Deploy Profile  Settings 2024-0.
_Enableand... Thistemplatei.. _EnableandCon.. Operations 2024-0.
_Enroll Certif... Enrollacertific.. _Enroll Certifica.. Settings 2024-0.
Execute Cac... Trigger theHP.. _Execute Cache... Operations 2024-0.
Factory Res... Factory reset. Factory Reset Operations 2024-0.
1.Toolba? An enumeration cdommon operations.
+ + R ) + } +
Import Templates Import Images Template Privilege HP Update Center HPCEM Add aRule Import Rule

Import Templatg Import templates from a file (xml, zip).

Import Image3 Generate a template with selected image file to deploy the image.

Template Privilege Control each template using additional templaterivilege, including viewing, modifying, and
executing operations.

HP Update CenterLeverage software components from the HP FTP server for use as payload.

° HPCERM Generate templatewith selected HPCEiltallation packaget® deploy HPCEM.

° Add Rulg Create a newule.
° Import Rulé Import rule from a rule file.
2. Template Folder ViewView &collection of template folders.
3. Template View List all the templates under the corresponding template folder.
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(] startup Rules(0/1)
[ Scheduled Rules(0/0)

it Manage Devices Templates & Rules Users 8 Groups Tasks & Reports. Gateways & Repositories Administration (@]
HP ThinPro 7 v X A @ t *
Import Template Template Privilege HP Update Center AddRule Import Rule
Templates Rules
Rules
] First Contact Rules(0/0) Enabled Priority Name Creator Created Updated Device Co. Status

1.Rule Typé.is2 Assort for rules.

2.Rule View List all the rules for the corresponding rule type.

Tasks & Reports

m Manage Devices Templates & Rules Users & Groups Tasks & Reports Gateways & Repositories Administration "z rq)
All K3 C £ G C ]
—
Manage Device Tasks | |Refresh Device Tasks Audit Logs Manage Gateway Tasks | |Refresh Gateway Tasks Add Report
Device Tasks MNumber of tasks to view:| 50 v
Gateway Tasks

L Task ID Task Name Progress and Stat Target Device Nu. Create Time Sender 05Tab

R 00000003 _Get Asset Informat... DA - 2019-04-0817-16... test WESTE

00000002 _Get Asset Informat... AN : 2019-04-08 15:01... root WESTE
—

I Waiting @ Paused @ Sending @ Processing @ Cached () Finished @ Failed h



https://hp.sharepoint.com/sites/ECSThinClientStrategyTeam/Shared%20Documents/General/RG%20HP%20EMEA%20Workstation%20%20Thin%20Client%20Specialists%20Summit%202018%20slides.pptx?web=1

[Al Manage Devices Templates & Rules Tasks & Reports Users & Groups. Gateways & Repositories Administration ':DD;I‘:%'

Al G &3 B G C €]
Manage Device Tasks | | Refresh Device Tasks Audit Logs Manage Gateway Tasks | |Refresh Gateway Tasks Add Report
Device Tasks Gateway Tasks
Task ID Task Name Task Status Start Time End Time Sender Hostname
Reports 00000004 [ Discover Device  Expired 2019-04-08 17:18.. 2019-04-09 17:19... test host-00001
—
Last activity: Waiting @ Paused @ Sending @ Processing @ Cached () Finished @ Failed

m Manage Devices Templates & Rules Tasks & Reports Users & Groups Gateways & Repositories Administration ':E) U \ é\'
All G c 5| G [« ©
Manage Device Tasks | |Refresh Device Tasks Audit Logs Manage Gateway Tasks | | Refresh Gateway Tasks Add Report
Device Tasks Reports
Gateway Tasks oDE\/\[E OTask
_ e
1 Summary
—
Add
Last activity: Waiting @ Paused @ Sending @ Processing @ Cached () Finished @@ Failed
1.Toolba? An enumeration of common operations
£} C 5| G & G
Manage Device Tasks | |Refresh Device Tasks Audit Logs Manage Gateway Tasks | |Refresh Gateway Tasks Add Report
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° Manage Device Tadks50 to the device task view

° Refresh Device TagkdRefresh altevice task status.

° Audit logé Open audit log view.

° Manage Gateway Tadk$50 to thegateway task view.

° Refresh Gateway TagkRRefresh alpateway task status.

° Add Repo#t Create a new report.

2.Device Tasks ViéwDisplay 8 device tasks visible to the current user.

Note
Thedevice filtershowsthe devices in the tashumber of tasks to viesets the maximum number of tasks visible to the user.

3. Task status legend
The followindist describes the icons used in the Device Task View window

Waiting
The taskis scheduled or queue send at a latetime andhas notyetbeen seh

Paused
The taskis paused.

Sending
The task is beingentfrom HPDM Server through HPDM Gateway to the device and is waiting for a reply.

Processing
Thedevice accepted and is processingtesk.

. Cached
The task and its payloade cached on the devide be processed later.

Finished
The task was executed successfully by the device.

. Failed

The task has failed or timed out.

4. Gateway Tasks ViéwLists all gateway tasks.
5.Report View Displays eport management
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Users & Groups

HP Device Manager 50 Server. localhost Logi

@t Manage Devices Templates & Rules Tasks & Reports. Users & Groups Gateways & Repositories Administration \ Z) E’/I =)

All T X = T
Add User Change Password Impart from LDAP Add group
veere
Groups Username Description Type DN
root Local
test Local
Last activity

@} Manage Devices Templates & Rules Tasks & Reports Users & Groups. Gateways & Repositories Administration \ Z) [N

Al + LY L ;
Add User Change Password Import from LDAP Add group
Users Groups

Administrators Local
Power Users Local
Users Local

Last activity:

1.Toolba? An enumeration of common operations.
1 W 4 1
Add a User Change Password Import from LDAP Add a Group

° AddUse? Qeate a new user

° Change PasswatdChange current user passworthe password should be between 12 and 36 characters in length and must
include uppercase letters, lowercase letters, numbers, and special characters.
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° Import from LDAP Import users from LDAP server
° Add group Create a new group

2.User View View d user information.
3.Group Vietv View #l Group information.

Gateways & Repositories
@

£} Manage Devices Templates &Rules Tasks &Reports Gateways &Repositories Users & Groups

Administration

All Q [S] : v [9) @ T
—
Discover HPD... | | Find HPDM Ga... AddaReposit... | |ImportReposi... | |Sync Repository | | MappingPolicy | | Master Reposi...
; ¢
| o .
| ERoSIEatCS Active Statu Hostname HPDM Gateway ID IP Address HPDM Gateway Version | Last Update Subnet Mask Subnet Address
on WIN-C89PBOQGMVE 00:0C:29:0E:D4:00 192.168.23.144  5.0.3630.40158 Apr 3,2023 255.255.255.0 192.168.23.0
—
|
|
|
L m added HPDM Gate N-CB9PBOQGH
£} Manage Devices Templates & Rules Tasks &Reports Gateways & Repositories Users & Groups Administration
i
Al Q [ + ¥ 9 g T
Discover HPD Find HPDM Ga... Add a Reposit... Import Reposi... | |SyncRepository | | Mapping Policy Master Reposi.
i Gateways Repositories
|
Master Repository ~ 192.168.23.144 Enabled Master

1.Toolba? An enumeration of common operations.
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) ‘ ©

Discaver HPDM Gateway

S
Mapping Palicy

N

Find HPDM Gateway Add a Repository Import Repasitories Master Repository Content

‘ Sync Repository

° Discover HPDM GateWwaRiscoverm gateway by IP range to register
° Find HPDM Gatewayrind a registeredateway by conditian

° Add Repositofy Create a new repositary

° Import Repositoy Import repositories from a file

° Sync Repositoty Synchronize content from the master repository to child repositories. Synchronizatiorpesfobaed
immediately or scheduled.

Note
When a task that requires repository content starts, the content is automatically synced from the HPDM Master Repository to
each appropriate HPDM Child Repository.

° Mapping PoliégyViewma ppi ng devices to repositories according to each
° Master Repository ConténtManage content in Master Repository

2.Gateway Vietv View 38 gateway information.

3. Repository Vietv View 8 repositoy information.

Administration

1.Toolba? An enumeration of common operations.

° Configure Systefn Manage systemanfiguratian.

° Manage Keys Update, importor export the keys that the agent uses to verify the server. The key is passed to the devices
during the key update process. The devices check the key passed by HPDM Server before executing tasks.

° Status Snapshét View satus snapshot schedule.
° Gateway AuthenticatidnSet access control to th¢PDM Gateway.

° VNC Certificatelmport or generate certificate and private kayVNC connections
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