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Glossary

Word Definition

Action Any act that a user wants to accomplish. This can range from logging in to performing a
transaction to accessing sensitive information.

Authentication The process by which an authentication manager verifies that the current user has the
right to perform a requested action. The authentication manager queries the relevant
factors (sometimes without the user's active participation) and compares them to the
enrollment data it has stored.

Enrollment The process by which a user enters identification data into an authentication manager.
This data is stored and used as reference when the user is asked to later provide the
same data during authentication.

Factor An individual piece of information that can be used to identify a user. Passwords,
fingerprints, usernames, and the presence of a physical object in proximity to a sensor
are all examples of factors.

Policy A set of conditions that must be defined by the end-user’s IT department. These
instructions determine which actions are available to users, andwhich sets of
identification factors are needed to authenticate each one.
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1 Introduction

This guide describes how to install and test Intel® Authenticate on supported platforms.

1.1 What is Intel® Authenticate?

Intel Authenticate is a true multi factor authentication solution that supports the three different categories of
authentication factors:

• Something the user knows, like a Personal Identification Number (PIN)

• Something the user has, like a smartphone

• Something the user is, like their fingerprint

The frequency of attacks on Enterprise environments is growing at an alarming rate. The starting point for
many security breaches is a compromised login credential. These attacks are successful because most
authentication systems store and process authentication data in the software layer. The process of comparing
user-submitted data to the stored originals can be vulnerable to attack, modification, or monitoring when done
within the environment of the operating system.

Intel Authenticate improves security for Enterprise applications and services by strengthening authentication
factors and flows. Intel Authenticate supports authentication factors with different levels of security, where
factors with the highest level are “hardened” and protected in the hardware of the Intel platform. This makes it
difficult for malware and attackers to access or tamper with sensitive authentication data.

For each supported action (see Actions below), the IT Admin can define a combination of authentication factors
(see Authentication Factors on the next page) that their end users can use.

1.2 Actions

This table gives a brief description of the actions currently supported by Intel Authenticate.

Action Description

OS Login When enabled, users are allowed to log in toWindows* using the authentication factors
managed by Intel Authenticate.

VPN Login When enabled, users are allowed to log in to their organization’s Virtual Private Network
(VPN) using the authentication factors managed by Intel Authenticate.

Walk-Away Lock When this feature is enabled, the workstation is automatically lockedwhen the paired
Bluetooth device is not in proximity (the user has “walked away” with their device). When
the user returns to their workstation, they will need to log in again using
Intel Authenticate.

1 Introduction
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1.3 Authentication Factors

This table gives a brief description of the authentication factors currently supported by Intel Authenticate.

Factor Description

Protected PIN This factor enables the user to create a Personal Identification Number (PIN) to use
as an authentication factor. The PIN is created using a protected keypad displayed
using Intel® Identity Protection Technology with Protected Transaction Display
(Intel IPT® with PTD).

Bluetooth® Proximity This factor enables the user to enroll their personal / business smartphone as an
authentication factor. The entire authentication process using the Bluetooth
Proximity factor is automatic and does not require the user to do anything. All they
need to do is have their enrolled phone with them when performing the action. The
security level of this factor depends on the combination of the user’s phone and
computer operating system.

Intel® AMT Location This factor utilizes the Environment Detection feature of Intel® Active Management
Technology (Intel® AMT). The Environment Detection feature is used to discover in
which type of network the platform is operating. The feature is enabled by
configuring DNS suffix names of “home domains” in Intel AMT. These home domains
are networks that are considered to be a trusted part of the organization’s network.
The Intel AMT Location authentication factor utilizes Environment Detection to
enable you to define different authentication policies based on the location of the
platform.

Fingerprint This factor enables the user to enroll their fingerprints and use them as an
authentication factor.
Intel Authenticate supports two types of fingerprint readers:

• Protected Fingerprint Readers – This type of fingerprint reader is designed to be
fully self-contained using technology known as “Match on Chip”. The Biometric
data (the user's fingerprint) is protected and processed on the chip of the
fingerprint reader. This makes it difficult for attackers to access or steal the user’s
fingerprint data.

• Soft Fingerprint Readers – This type of fingerprint reader is less secure because
the user’s Biometric data is usually only protected in the software. The level of
protection depends on the security mechanism supplied by the vendor of the
fingerprint reader. This type of fingerprint reader cannot provide the same level
of protection as a protected fingerprint reader.

Face Recognition This factor enables the user to enroll their face and use it as an authentication
factor.

1 Introduction
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2 Client Platform Prerequisites

This section describes the prerequisites for Intel Authenticate on the client platforms.

2.1 Prerequisites for Installation

Note:

• If an existing version of Intel Authenticate or Intel IPT with PKI are installed, you must uninstall them
before installing this version.

• Every time you uninstall Intel Authenticate, you must restart the computer before installing again.

• You must check that all prerequisites are available before starting the Intel Authenticate installation.
You can use the Check Tool supplied in this package to determine this (see Checking Installation
Prerequisites on page 9).

This table describes the minimum requirements for installing Intel Authenticate on client platforms.

Prerequisite Details

Processor The platform must have a 6th generation (or higher) processor belonging to one of
these families of processors:

• Intel® Core™

• Intel® Core™ M

• Intel® Core™ vPro™

• Intel® Core™ M vPro™

• Intel® Xeon® E3 (v5 or higher)

Intel ME Firmware Intel Management Engine Firmware Corporate SKU version 11.8.50.3399 or
higher.

Note: The Consumer SKU is NOT supported.

2 Client Platform Prerequisites
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Prerequisite Details

Intel ME Software Intel Management Engine Software version 11.6.0.1019 or higher.

The Intel ME software installer automatically installs several components. These
are the main components required and used by Intel Authenticate:

• Intel Management Engine Interface (Intel MEI) driver

• Intel Dynamic Application Loader (Intel DAL)

• The Java Host Interface (JHI) service

Note:

• Use only the SetupME.exe installer (located in the ME_SW_MSI folder). The
MEISetup.exe installer does not install all required components.

• The -meidalonly flag is NOT supported. This flag disables TLS (which is a
prerequisite).

Operating System • Windows* 10 version 1703 (64-bit)

• Minimum version: 10.0.15063.540

• Windows 10 version 1607 (64-bit):

• Minimum version: 10.0.14393.222

• Windows 7 (32-bit and 64-bit)

Note: On Windows 7 only, these hotfixes are also required:

• KB2921916 - If not installed, silent installation will fail.

• KB3033929 - If not installed, the Smartcard option will not work.

• KB2863706 - If not installed, Soft Fingerprint authentication will fail.

Integrated Graphics Version 21.20.16.4481 or higher of the Intel HD Graphics driver must be
installed.
Note: Some Intel Authenticate features rely on capabilities provided by Intel IPT
with Protected Transaction Display. These capabilities require an Intel CPU with
integrated graphics. On some platforms that also have discrete graphics, a
switchable graphics feature might be enabled. Intel Authenticate only supports
the switchable graphics feature if the discrete graphics driver can automatically
transfer ownership to the integrated graphics when Intel IPT with PTD is required.

Transport Layer Security Transport Layer Security (TLS)must be enabled.

.NET Framework The Sample Application requires the presence of the .NET Framework version 4.0
or higher to run.

* Other names and brandsmay be claimed as the property of others.

2 Client Platform Prerequisites

https://support.microsoft.com/en-us/kb/2921916
https://docs.microsoft.com/en-us/security-updates/SecurityAdvisories/2015/3033929
https://support.microsoft.com/en-us/kb/2863706
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2.2 Prerequisites for Bluetooth® Proximity

The Bluetooth Proximity factor requires an Intel wireless card with integrated Bluetooth on the platform, and a
smartphone. The smartphone can be the user’s personal or business phone and can be an Android phone or an
iPhone.

This table describes the minimum requirements for Bluetooth Proximity (andWalk-Away Lock).

Prerequisite Details

Wireless Card • Intel Dual BandWireless-AC 8265

• Intel Tri-BandWireless-AC 18265

• Intel Dual BandWireless-AC 3168

• Intel Dual BandWireless-AC 8260

• Intel Tri-BandWireless-AC 18260

• Intel Dual BandWireless-AC 7265

• Intel Dual BandWireless-AC 3165

Note: These wireless cards are only supported by Intel Authenticate
when they are installed on a platform and operating system that are
fully supported by the wireless card.

Drivers Both the network adapter driver and the Intel® Wireless Bluetooth®

driver of the cardmust be installed on the platform.
Note: Only version 19.00.1626.3453 or higher of the
Intel® Wireless Bluetooth® driver is supported.

Operating System on Phone • On Android Phones: Android 4.2.2 or higher

• On iPhones: iOS version 10.1 or higher

App on the Phone • On Android Phones: IntelAuthenticate.apk

• On iPhones (but only when usingWindows 7):
IntelAuthenticate.ipa

Note: Bluetooth Proximity (andWalk-Away Lock) using iPhones:

• Is only supported when using iPhone* 5S or higher (iPhone 5 and iPhone 5C are not supported).

• Is only supported on Windows 7 if the platform has an Intel Dual BandWireless-AC 8260 card.

2 Client Platform Prerequisites
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2.3 Prerequisites for Fingerprint

The specific prerequisites for the fingerprint factor depend on the type of fingerprint reader.

During installation, Intel Authenticate detects if a fingerprint reader is installed on the platform. The type of
fingerprint reader that is detected determines which type of fingerprint reader is integrated (a platform can only
include one type of fingerprint reader). The fingerprint reader driver for the specific fingerprint reader must be
installed before you install Intel Authenticate. If you install the driver after installing Intel Authenticate, the
end user will not be able to enroll their fingerprints with Intel Authenticate. This is because necessary DLLs and
registry keys will not exist.

Protected Fingerprint Readers
• Fingerprint reader with “Match on Chip” technology

• Fingerprint reader driver installed

• Fingerprint Management Application (FMA) installed. This can be either a proprietary FMA, or the
Windows FMA included as part of the Windows Biometric Framework (WBF) in Windows 10.

In this release, the Protected Fingerprint factor is only supported on platforms with these prerequisites:

• Fingerprint Reader Hardware: A Synaptics Natural ID* Fingerprint Sensor from the VFS7500 family

• Fingerprint Reader Software: A Synaptics WBDI driver that supports integration with Intel Authenticate
(ask your platform supplier for details)

Soft Fingerprint Readers
• Fingerprint reader

• Fingerprint reader driver installed

• Fingerprint Management Application (FMA) is installed. This can be either a proprietary FMA, or the
Windows FMA included as part of the Windows Biometric Framework (WBF) in Windows 10.

• On Windows 7 this hotfix is a prerequisite for the Soft Fingerprint factor
https://support.microsoft.com/en-us/kb/2863706

2.4 Prerequisites for Face Recognition

The Face Recognition factor has these specific prerequisites:

• Windows 10.0.14933.222 or higher

• A camera that is supported by Windows Hello. Supported cameras are usually three-dimensional,
infra-red cameras that can use the Windows Biometric Framework (WBF). For more information, refer to
the Microsoft documentation.

2 Client Platform Prerequisites

https://support.microsoft.com/en-us/kb/2863706
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2.5 Prerequisites for Intel AMT Location

The Intel AMT Location factor has these specific prerequisites:

• Platform: Intel® vPro™ system with Intel AMT enabled

• Intel ME Firmware: Version 11.0.15.1003 and higher

• Configuration status: Intel AMTmust be configuredwith home domains (if Intel AMT is configured, but
no home domains are configured, enrollment and use of this factor will fail)

• IP address: Dynamic IP address (Static IP addresses are NOT supported)

Home domain configuration is done by the IT administrator when you deploy and use this feature. If you want
to test the Intel AMT Location feature, you first need to configure the Intel AMT home domain using
Intel® Setup and Configuration Software (Intel® SCS).

Using Intel SCS and configuring Intel AMT is beyond the scope of this guide. The information presented here is
to help you understand the location of the home domains setting in the profile. For information about
configuring Intel AMT, refer to the documentation in the Intel SCS download package.

When defining the configuration profile (using the Configuration Profile Wizard of Intel SCS), define the home
domains in the Home Domains window. You can define between one and five home domains. After home
domains are configured you can use the Intel AMT Location authentication factor.

Note:

Make sure that the list of home domains contains valid home domains for all platforms that will be
configured with the profile. Configuring a platform with incorrect home domains might cause remote access
to Intel AMT to be permanently blocked. If this occurs, it will also not be possible to remotely reconfigure
Intel AMT on these platforms.

2 Client Platform Prerequisites
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3 Preparing the Client Platform

You must complete the following before installing Intel Authenticate:

• Enable the Intel® Manageability Engine Corporate SKU (Intel® ME / Intel® CSME) in the system
firmware.

• Pre-load the Intel MEI driver included in the general Intel ME installer.

Note:

Intel Authenticate requires the Intel® Dynamic Application Loader (Intel® DAL).  Intel DAL is
included as part of the Intel ME software installer.

• Enable Protected Audio and Video Path (PAVP) in the firmware image. PAVP is used to display the
Protected PIN keypad and the CAPTCHA screen displayed during enrollment of the Bluetooth Proximity
factor.

For each factor that you want to test make sure that the following prerequisites are met:

• Protected PIN – The platform has passed all Intel IPT compliance tests, andMEInfo must register that
PAVP is PRESENT/ENABLED.

• Bluetooth Proximity – See Prerequisites for Bluetooth® Proximity on page 5. In addition, the operating
system must be able to discover and pair Bluetooth devices.

• Intel AMT Location – See Prerequisites for Intel AMT Location on the previous page.

• Fingerprint – See Prerequisites for Fingerprint on page 6.

• Face Recognition – See Prerequisites for Face Recognition on page 6.

Note:

Additional compliance tests are available in Intel® Platform Enable Test Suite (Intel® PETS). Refer to the
Intel Management Engine Firmware Compliance Guide for more details.

3 Preparing the Client Platform
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3.1 Checking Installation Prerequisites

Intel Authenticate is only supported on platforms that meet the installation prerequisites. If the platform does
not meet these minimum requirements, some functionality of Intel Authenticate might not work as expected.

To check the installation prerequisites:

In the Tools > CheckTool folder, open a command prompt with administrator privileges and run the Check
Tool (Authenticate_Check.exe). The /Precheck flag provides information about the status of these
prerequisites, and determines if the platform is supported.

Authenticate_Check.exe /P

Or

Authenticate_Check.exe /Precheck

When all tests pass, the result summary is highlighted in green.

3 Preparing the Client Platform
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If one of the tests fail, the result summary is highlighted in red. For each failed test, details are shown.

This table describes the tests run by the /PreCheck flag.

Test Details

1 Checks that the processor belongs to one of the supported families of processors.
Note: Test #1 shows a warning on engineering sample, pre-quality sample, and quality sample
platforms. This is because on these types of platforms the CPU returns an unrecognized value.
Ignore this failure.

2 Checks the registry to verify that the installed version of Intel ME Software is supported. In
addition, this test also checks that the Intel MEI driver is installed. The driver is usually located in
the “System devices” section of the Device Manager window. If the driver is not installed, some of
the remaining tests will fail (because they depend on communications via the driver).

3 Checks that the Intel ME Firmware version is supported

4 Checks that the Intel ME Firmware is the Corporate SKU (the Consumer SKU is not supported)

5 Checks that the operating system is supported

6 Checks that Transport Layer Security is enabled

7 Checks that the Intel DAL service is installed and running (the name shown in the Services window
is “Intel Dynamic Host Application Loader Host Interface Service”)

8 Checks communications with Intel DAL by trying to get the version number of Intel DAL via an API
of Intel DAL

9 Checks that the Intel Graphics Driver is installed and that the version is supported

3 Preparing the Client Platform
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3.2 Checking Factors

Each of the authentication factors supported by Intel Authenticate have different dependencies that must be
present on the platform before they can be used. The /Factors flag of the Check Tool provides information for
each factor and determines if the factor is supported.

To check the status of factors:

Authenticate_Check.exe /F

Or

Authenticate_Check.exe /Factors

Note:

For more detailed information about each factor, add the /v flag.

3 Preparing the Client Platform
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This table describes the output reported by the /Factors flag.

Section Details

Factor The name of the factor

Status These are the possible statuses for each factor:

• Not Supported – The factor is not supported by the current configuration of the platform. This
can include missing software or unsupported versions of hardware or software. The details are
shown in the “Reason” section. You can run the tool again after you have fixed the problems
that can be fixed (for example, by upgrading software).

• Supported – The factor is supported but not ready for use by Intel Authenticate. This status is
returned for factors that require additional configuration before the factor can be used. For
example, the Intel AMT Location factor can only be used for authentication after the IT Admin
has configured home domains in Intel AMT. Before Intel Authenticate is installed, this status is
also expected for the Face Recognition and (Soft) Fingerprint factors (because additional DLLs
are installed by Intel Authenticate)..

• Ready For Use – All prerequisites for the factor exist on the platform and the factor is ready
for use by Intel Authenticate.

Reason This section is shown when the status of a factor is “Not Supported”. Information is shown for each
problem that is preventing Intel Authenticate from using a factor.

Info This section is shown when you supply the /Verbose flag and provides additional information
about the dependencies for each factor.

3 Preparing the Client Platform
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3.3 Installing the Intel Authenticate Engine

The installers are located in the EngineInstaller folder in the root of this package. There are different
installers for 32-bit and 64-bit systems, but the installation procedure is the same for both installers. You can
install the Intel Authenticate Engine using the installer wizard or a CLI command.

To install the engine using the wizard:

1. Make sure that the system meets the prerequisites described in Prerequisites for Installation on page 3.

2. Double-click the correct installer for your system:

• 64-bit system: Setup_x64.exe

• 32-bit system: Setup_86.exe

3. ClickNext. The End User License Agreement window opens.

4. Select I accept the terms in the License Agreement and clickNext. The installation starts. After a
successful installation, the Intel Authenticate Engine appears in the list of installed programs under
Programs and Features.

To silently install the engine:

1. Make sure that the system meets the prerequisites described in Prerequisites for Installation on page 3.

2. Open an administrative command prompt and enter this command:

[installer_filename] /v”qn”

Note:

If the installation fails, you can troubleshoot the cause by running the installer with logging enabled:

[installer_filename]/v”/log “logfile.log””

3 Preparing the Client Platform
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4 Testing Functionality

This section describes how to test Intel Authenticate on an OEM platform using tools provided in this package.

Test phases:

1. Run the Sample Application and set the Intel Authenticate credentials and policy.

2. Enroll factors that you want to test (and are supported by the platform):

• Protected PIN

• Bluetooth Proximity

• Intel AMT Location

• Fingerprint

• Face Recognition

3. Authenticate the factors that you enrolled.

4. Run the Intel IPT with PKI validation tool to test Intel IPT with PKI functionality.

4.1 Using the Sample Application

Intel Authenticate is designed to be deployed and used in managed network environments and includes several
components not included in this installation package. To test functionality on your platforms, you do not need
these components or a network environment. Instead, you can use the Sample Application
(MFASampleConsole.exe) supplied in the Samples > SampleHost folder.

Note:

• The Sample Application requires .NET Framework version 4.0 or higher to be installed on the test
platform.

• The Sample Application has different versions for 32-bit systems (in the x86 folder) and 64-bit systems
(in the x64 folder). Make sure that you always use the correct version for your test platform.

• Always run the Sample Application (MFASampleConsole.exe) with administrator credentials.

• The Sample Application includes a lot of options that are not necessary for your tests. This document
describes the options that you require for your tests.

• If you close the Sample Application at any point during testing, any set data (for example the credentials
and the policy) will persist. But you will need to click Initialize again before you can continue testing.

• Factor enrollment can only be done using the active logged in user account. Remote factor enrollment or
authentication is not supported.

4 Testing Functionality
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4.2 Setting Credentials and Policy

The policy and credentials are definedwhen the IT Admin creates the Intel Authenticate policy at the server
back-end. The policy is then pushed to the end-user’s platform and the policy and credentials are set. This
installation package includes sample policy and credentials files that you can use for testing. Using the Sample
Application, you must first set the sample policy and credentials on the platform before you can start testing.

This table describes the files for setting the credentials and policy.

File Description

Sample Certificate.p7b The system’s trusted credential is set using this sample certificate

SamplePolicyAllActions.spol This is the sample policy that will be set in Intel Authenticate. You
cannot edit or make changes to this sample policy.

SamplePolicyAllActions.xml This is an example of the policy in XML format. This file is included in
the installation package for informational purposes only.

Note: The files are located in the same folder as the Sample Application.

4 Testing Functionality
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To set the credentials and the policy:

1. Make sure that the date and time in the test platform’s operating system are accurate.

Note:

If the date and time are not accurate, step 4 will fail because the sample certificate will be regarded as
“expired” and the credentials will not be set.

2. Right-clickMFASampleConsole.exe and select Run as administrator. The Sample Application opens.

3. In the Initialization section of the Setup tab, click Initialize. If successful, the text in the Result field will
show “Succeeded – Returned True”.

4. In the Administration > Credentials section:

a. Click Browse. The Select Certificate File window opens.

b. Make sure that the Sample Certificate.p7b file is selected and clickOpen.

c. Click Set Cert. If successful, the text in the Result field will show “Succeeded - Returned True”.

5. In the Administration > Policy section:

a. Click Browse. The Select Policy File window opens.

b. Make sure that the SamplePolicyAllActions.spol file is selected and clickOpen.

c. Click Set Policy. If successful, the text in the Result field will show “Succeeded - Returned True”.

Note:

• You are now ready to start testing Intel Authenticate factor enrollment and authentication.

• If you close the Sample Application, the credentials and policy will persist. But you will need to click
Initialize again before you can continue testing.

Certificate Credentials Error Messages

This table describes the certificate credentials error messages returned by the Sample Application.

Message Reason

System Error Returns in instances of hardware or software errors

Cannot open certificate file Returns if the file selected could not be read, or if no file was
selected

Cannot open valid p7b certificate Returns if the selected file is not a valid certificate file

4 Testing Functionality
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Message Reason

Invalid Parameter Error Returns if any of these are true:

• The Sample Application is running without administrative
credentials

• The submitted certificate file is empty

• The date and time in the test platform’s operating system is
not accurate

Policy Error Messages

This table describes the policy error messages returned by the Sample Application.

Message Reason

System Error Returns in instances of hardware or software errors

Cannot open policy file Returns if the file selected could not be read, or if no file was
selected

Policy Error Returns if the submitted policy is invalid

Invalid Parameter Error Returns if the submitted certificate file is empty

Data Signature Verification Error Returns if the policy is not signed properly with the correct
certificate

Admin Credential not set Error Returns if the user forgot to set a certificate before setting a
policy

4 Testing Functionality
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4.3 Enrolling Factors

Once the credentials and policy are set, you can test factor enrollment using the Sample Application:

To test the enrollment flow:

1. Make sure that the credentials and the policy are set (see Setting Credentials and Policy on page 15).

2. In the Sample Application, select the Setup tab.

3. In the Factor Enrollment section, from the Factor drop-down list, select one of the factors (enrollment of
each factor is explained in the next sections).

4. Click Enroll. If successful, the text in the Result field will show “Succeeded - Returned True”.

4.3.1 Factor Enrollment Errors

This table describes the enrollment error codes.

Message Reason

Succeeded – Returned False Returns if you have not previously enrolled in the selected factor

Succeeded – Enrollment Expired Returns if you have enrolled in the selected factor but the
enrollment has expired. This functionality is not yet
implemented.

System Error Returns in instances of hardware or software errors

Policy not set Error Returns if the policy was not set before trying to enroll

Invalid parameter Error Returns if the policy does not include the Protected PIN factor, or
if there was a problem with verifying the signature of
PTDFactor.dll

4 Testing Functionality
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Message Reason

Already Enrolled Error Returns if you attempt to re-enroll a factor that you had
previously enrolled

Factor Not Supported Returns if any of these occur:

• The factor is not supported on the platform. For example, if
you try to enroll Intel AMT Location on a non vPro platform.
or if you try to enroll Protected Fingerprint on a platform that
has a Soft Fingerprint reader.

• There is a problem accessing the registry

• A DLL used by the factor is not signed

Enrollment Error Returns if there is an error during the enrollment process

Factor Not Pre Enrolled Returns if a pre-enrollment action required by the specified
factor has not been completed before trying to enroll that factor.
For example:

• The Fingerprint factor requires at least one fingerprint to be
registered with Windows before you can enroll the
Fingerprint factor with Intel Authenticate.

• The Face Recognition factor requires face recognition to be
setup in Windows Hello before you can enroll the Face
Recognition factor with Intel Authenticate.
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4.3.2 Enrolling Protected PIN

You enroll the Protected PIN factor using a randomized numeric keypad display. You can enter the PIN numbers
using the mouse or touching the display (if the platform has a touch screen). You cannot use the keyboard to
enter the PIN numbers. The PIN that you enter must conform with the PIN entry requirements set in the policy
and displayed on the entry screen.

To enroll the Protected PIN factor:

1. In the Sample Application, select the Setup tab.

2. In the Factor Enrollment section, from the Factor drop-down list, select PtdFactor_Decl.

3. Click Enroll. The Protected Transaction Display window opens.

Note:

• If the keypad does not display correctly, try adjusting the screen resolution to a different resolution.

• In this screenshot, the keypad is blacked-out because the keypad is protected from screen capture
applications.

4. Enter your chosen PIN using the keypad (by touch or by using your mouse to click the number buttons).

Note:

Write this PIN down. You will need it later when authenticating this factor.

5. Re-enter your chosen PIN to verify the PIN.

6. ClickOK. If successful, the text in the Result field will show “Succeeded – Returned True”.

7. Click Check to reconfirm the factor enrollment. If successful, the text in the Result field will show
“Succeeded – Returned True”. If the test fails, see Factor Enrollment Errors on page 18.
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4.3.3 Enrolling Bluetooth Proximity

The security level of this factor, and how it works, depends on which type of phone the user wants to use.

Type of Phone Security Level App required on phone Uses this factor (internal name)

Android Protected Yes SecureBT

iPhone Not Protected No SoftBT

This is how the different security levels work:

• Protected – The phone is enrolled to the user’s platform using a secret code that only the phone and
the platform share. The shared code is processed and protected by the hardware on the Intel platform.
When the user performs an action for which Bluetooth Proximity is defined as an authentication factor,
Intel Authenticate sends an authentication challenge to the phone. If the phone is in close proximity,
then the challenge will succeed and the Bluetooth Proximity factor will be accepted. This security level
requires the user to install a small app on their phone (see ).

• Not Protected – The phone is enrolled using only Windows Bluetooth pairing. As long as the operating
system reports that the phone is “Connected”, the Bluetooth Proximity factor will be accepted. This
security level does not use any app on the phone.

It is recommended to test both types of phone.

The instructions for enrolling each type of phone are different:

• Enrolling an Android Phone on the next page

• Enrolling an iPhone on page 24

Note:

You can only test one phone at a time on a platform. If you want to enroll and test an additional phone you
must first unenroll any phone that is currently enrolled.
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4.3.3.1 Enrolling an Android Phone

This procedure describes how to enroll an Android phone with the platform.

To enroll an Android phone:

1. Make sure that your phone is charged and close by. Low power can cause communication problems
between your phone and your computer.

2. Go to Google Play and install the Intel Authenticate app on your phone (or click here: Intel Authenticate
App for Android).

3. Make sure that Bluetooth is enabled on the phone and the platform.

Note:

On the phone, open the Intel Authenticate app and click “Make Discoverable” to make the phone
discoverable.

4. Pair the phone with the computer:

a. On the platform, select the Bluetooth icon, right click and select Add a Bluetooth Device.

b. Select the phone, right click and select Pair. A pairing code is displayed on the platform screen and a
pairing code is also shown on the phone.

c. Approve the passcode on both the platform and the phone. If successful, the platform and phone are
now paired and you can continue to the next step to enroll the phone.

5. In the Sample Application, select the Setup tab.

6. In the Factor Enrollment section, from the Factor drop-down list, select SecureBT.

7. Click Enroll. The “Enroll Bluetooth Device (SecureBT)” dialog box opens.

8. ClickGet Devices to scan for available Bluetooth devices.
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9. Select the phone and click Enroll. An alphanumeric PIN is shown.

10. On the phone an enrollment message opens.

11. Enter the alphanumeric PIN into the field and clickOK. If the connection is successful the message “Trust
is established” is displayed on the phone

12. ClickOK on the platform as well. The “Result” should return “Succeeded - Returned True”.

13. In the Enroll Bluetooth Device window, click Close.

14. Click Check to confirm the factor enrollment. If successful, the text in the Result field will show
“Succeeded – Returned True”. The phone is now enrolled and you can continue with authentication. To
authenticate an Android phone, make sure that you select BluetoothProximity (see Authenticating
Factors on page 28).

Note:

To change the enrolled phone, first unenroll the factor on the platform and then cancel enrollment on the
phone.

4 Testing Functionality



Intel® Authenticate – OEM Bring UpGuide 24

4.3.3.2 Enrolling an iPhone

This procedure describes how to enroll an iPhone with the platform.

To enroll an iPhone:

1. Make sure that your phone is charged and close by. Low power can cause communication problems
between your phone and your computer.

2. On the phone, open Settings > Bluetooth.

3. Pair the phone with the computer:

a. On the platform, select the Bluetooth icon, right click and select Add a Bluetooth Device.

b. Select the phone, right click and select Pair. A pairing code is displayed on the platform screen and a
pairing code is also shown on the phone.

c. Approve the passcode on both the platform and the phone. If successful, the platform and phone are
now paired and you can continue to the next step to enroll the phone.

4. In the Sample Application, select the Setup tab.

5. In the Factor Enrollment section, from the Factor drop-down list, select SoftBT.

6. Click Enroll. The “Enroll Bluetooth Device (SoftBT)” dialog box opens.
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7. ClickGet Devices to scan for available Bluetooth devices.

8. Select the phone and click Enroll. The “Result” should return “Succeeded - Returned True”.

9. In the Enroll Bluetooth Device window, click Close.

10. Click Check to confirm the factor enrollment. If successful, the text in the Result field will show
“Succeeded – Returned True”. The phone is now enrolled and you can continue with authentication (see
Authenticating Factors on page 28).
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4.3.4 Enrolling Intel AMT

If your test platform meets the Intel AMT Location prerequisites and you have configured a home domain, you
can enroll the Intel AMT Location factor (see Prerequisites for Intel AMT Location on page 7).

To enroll Intel AMT: 

1. In the Sample Application, select the Setup tab.

2. In the Factor Enrollment section, from the Factor drop-down list, select AMTLocation.

3. Click Enroll. If successful, the text in the Result field will show “Succeeded – Returned True”. If the test
fails, see Factor Enrollment Errors on page 18.

Note:

If Intel AMT is in a configured state, but no home domains are configured, Intel Authenticate will always
consider that the platform is located in a valid home domain.

4.3.5 Enrolling Fingerprint

Enrolling the Fingerprint factor is a two step process:

1. Enroll at least one of your fingerprints in Windows Hello.

2. After enrolling your fingerprints in Windows, you are then ready to enroll them with Intel Authenticate
(see the procedure below).

To enroll Fingerprint with Intel Authenticate:

1. In the Sample Application, select the Setup tab.

2. In the Factor Enrollment section, from the Factor drop-down select the appropriate factor:

• SecureFP if you are using Protected Fingerprint or

• SoftFP if you are using Soft Fingerprint

3. Click Enroll. If successful, the text in the Result field will show “Succeeded – Returned True”. If the test
fails, see Factor Enrollment Errors on page 18.

4.3.6 Enrolling Face Recognition

Enrolling the Face Recognition factor is a two step process:

1. Set up face recognition in Windows Hello.

2. After setting up face recognition in Windows, you are then ready to enroll the Face Recognition factor in
Intel Authenticate (see the procedure below).

To enroll the Face Recognition factor:

1. In the Sample Application, select the Setup tab.

2. In the Factor Enrollment section, from the Factor drop-down select Face.

3. Click Enroll. If successful, the text in the Result field will show “Succeeded – Returned True”. If the test
fails, see Factor Enrollment Errors on page 18.
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4.3.7 Unenrolling a Factor

After enrolling a factor, you can also “unenroll” that factor using the Sample Application. Unenrollment allows
you to reenroll the factor and supply different authentication credentials. For example, if you want to change
the PIN you supplied for the Protected PIN factor, you will unenroll and enroll again with a different PIN.

You can test unenrollment of factors in the Setup tab of the Sample Application.

To unenroll a factor:

1. In the Sample Application, select the Setup tab.

2. In the Factor Enrollment section, from the Factor drop-down list, select the factor you want to unenroll.

3. ClickUn-Enroll. If successful, the text in the Result field will show “Succeeded – Returned True”.

This table describes the unenrollment error codes.

Message Reason

System Error Returns if any of these occur:

• There are no active instances of Intel Authenticate

• The enrollment data could not be read or is not as expected

• Any portion of the data removal fails

• Instances of hardware or software errors

Invalid Parameter Error Returns if the factor name is empty or does not exist

Currently Busy Error Returns if Intel Authenticate is currently handling another
request

Authentication Error Returns if the authentication of the user fails

Note:

Unenrolling these factors from the Sample Application will NOT unenroll them from Windows Hello:

• Fingerprint (Protected and Soft)

• Face Recognition

The fingerprint / face data will persist and be available for other, non Intel Authenticate, applications.
Unenrolling fingerprints from the FMA will unenroll the Fingerprint factor from the Sample Application.
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4.4 Authenticating Factors

In managed network environments, an Action is permitted when the factors configured in the policy for the
Action are successfully authenticated. For testing purposes, a sample policy
(SamplePolicyAllActions.spol) is supplied with this installation package. These actions defined in the
sample policy, and tested by the Sample Application, are NOT real actions. For example, the "OSLogin" action
does not test login to the operating system (as implied by the name). They are simply a method for you to test
combinations of factors.

This table describes which combination of factors are required for each "Action".

Selecting this “Action” in the Sample
Application...

Requires these factor(s) to be authenticated...

OSLogin Bluetooth Proximity AND Protected PIN

VPNLogin Protected PIN OR Bluetooth Proximity

WalkAwayLock Bluetooth Proximity only (factor SecureBT)

BluetoothProximity Bluetooth Proximity only (factor SecureBT)

SoftBluetooth Bluetooth Proximity only (factor SoftBT)

ProtectedFingerprint Fingerprint only (factor SecureFP)

SoftFingerprint Fingerprint only (factor SoftFP)

Face Face Recognition

ProtectedPIN Protected PIN only

AMTLocation Intel AMT Location only

OneFactorRequired Bluetooth Proximity OR Protected Fingerprint OR Soft
Fingerprint OR Intel AMT Location OR Protected PIN OR Face
Recognition
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To test authentication of factors:

1. Make sure that the credentials and the policy are set (see Setting Credentials and Policy on page 15).

2. Make sure that the factors you want to use in the test are already enrolled (see Enrolling Factors on
page 18).

3. In the Sample Application, select theUsage tab.

4. In the Authentication section, from the Action drop-down list, select the relevant action for your enrolled
factors. Make sure that all required factors are enrolled for the action that you select (as defined in the table
above).

5. Click Authenticate. Intel Authenticate will now try and authenticate the factors defined in the policy for
the selected Action. The windows that appear depend on the factors that need to be authenticated. For
example:

• OSLogin requires Bluetooth Proximity AND Protected PIN. If your phone is in proximity to the platform,
then you will be prompted for the Protected PIN. If you insert the correct PIN then the text in the Result
field will show “Succeeded – Returned True”. If, however, your phone is not in proximity then the text
in the Result field will show “Succeeded - Returned False”. (Meaning that the authentication process
has completed successfully but the authentication result is False.)

• VPNLogin requires Protected PIN OR Bluetooth Proximity. First you are prompted for the Protected PIN.
If you enter the correct PIN, the Result field will show “Succeeded – Returned True” (Bluetooth
Proximity is not checked). If you enter an incorrect PIN, but your enrolled phone is in proximity then
the Result field will show “Succeeded – Returned True”. If, however, your phone is not in proximity
then the text in the Result field will show “Succeeded - Returned False”. (Meaning that the
authentication process has completed successfully but the authentication result is False.)
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4.5 Testing Intel IPT with PKI

The installer included in this package also installs Intel® Identity Protection Technology with Public Key
Infrastructure (Intel® IPT with PKI). Intel IPT with PKI provides hardware enhanced protection of RSA
cryptographic keys. Intel Authenticate uses IPT with PKI for several features. This means that you must test
that Intel IPT with PKI is fully functional on the platform.

To test Intel IPT with PKI, use the Intel IPT with PKI validation tool supplied in the Tools\Validation_Tool
folder.
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4.5.1 Using the Intel IPT with PKI Validation Tool

This procedure describes how to use the Intel IPT with PKI validation tool.

To run the tests:

1. Make sure that you have enrolled the Protected PIN factor (see Enrolling Protected PIN on page 20). It will
be used in the “integration” test.

2. Add this Policy ID registry key:

• Name: HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Intel\Intel IPT with

PKI\MfaPolicyId

• Value: ProtectedPIN

3. Double-click the correct version of the validation tool for your system:

• 64-bit systems: IptPkiValidationTool_x64.exe

• 32-bit systems: IptPkiValidationTool_x86.exe

4. Click Test key generation functionality. This test generates a new RSA key, creates a SHA1 hash, and
then uses the RSA key to sign the hash. After the test is complete, the test results are displayed (see Test
Result Examples on page 33).

5. Click Test attestation functionality. This test generates EPID Key Attestation Extension formatted data.
Subsequently, the data gets parsed to verify that it is in the valid format. After the test is complete, the
test results are displayed (see Test Result Examples on page 33).
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6. Click Test Protected PIN functionality. This test generates a new RSA key and prompts you to enter a
PIN for the key. Next, a SHA1 hash is created. Finally you will be prompted for the PIN of the key so the key
can be used to sign the hash. A window with a keypad is shown each time that you need to supply the PIN:

Note:

• This test is run twice for each provider that is installed. This means that the keypadwindow will be
shown twice for each installed provider. The first time you must enter a PIN, according to the PIN
requirements shown on the screen. And the second time you must enter the identical PIN that you
entered the first time for that test.

• In this screenshot, the keypad is blacked-out because the keypad is protected from screen capture
applications.

After the test is complete, the test results are displayed (see Test Result Examples on the next page).

7. Click Test integration with Intel® Authenticate. This test repeats the Protected PIN functionality test
described in the previous step. But this time Intel Authenticate is used. So, instead of asking you to define
a PIN during the test, you will be asked to supply the PIN that you used to enroll the Protected PIN factor
(see Enrolling Protected PIN on page 20). After the test is complete, the test results are displayed (see Test
Result Examples on the next page).

8. Close the validation tool.
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4.5.2 Test Result Examples

This is an example of the message that is shown when a test completes successfully:

This is an example of the message that is shown when a test fails:
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4.6 Resetting the System

Resetting a system erases all information created by Intel Authenticate, including but not limited to stored
passwords, the policy, and the signing certificate. The system is returned to its original, out-of-the-box state.

For testing, you can reset the system in the Sample Application > Setup tab> System section.

To Reset the System:

1. Click Reset System. If successful, the text in the Result field will show “Succeeded – Returned True”.

Note:

If system reset fails, Intel Authenticate might be left in an unusable state. If this occurs, it is recommended
to restart the system and try reset again. If reset still does not complete successfully, you will need to
uninstall and Install the Intel Authenticate engine (if you want to continue testing).

This table describes the system reset error codes.

Message Reason

Invalid Parameter Error The Sample Application is running without administrative
credentials

System Error • Returns if any portion of the data removal fails

• Returns in instances of hardware or software errors
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4.7 Uninstalling the Intel Authenticate Engine

When you have finished testing, you can uninstall Intel Authenticate via the:

• Programs and Features screen

• Command line

Note:

Before uninstalling Intel Authenticate, the Sample Application and any other components of the package
must be closed and not running. Failure to close and stop all Intel Authenticate processes before
uninstallation will result in problems when trying to install an Intel Authenticate package later.

To uninstall Intel Authenticate:

1. Open an administrative command prompt.

2. Enter this command:

[installer_filename] /v”/uninstall /qn”

5 Using the Support Tool

The Support tool is a CLI-based tool, located in the Tools > SupportTool folder. The Support Tool is also
installed on the client platforms in this folder: C:\ProgramData\Intel\Intel
Authenticate\SupportTool.

You can use the Support tool to:

• Start or stop debug logging sessions

• Collect and package logs into a zip file

• Restart all services and processes of Intel Authenticate (this can sometimes “fix” problems)

The CLI syntax is not case-sensitive. Only one flag can be used per call. This is the syntax:

Authenticate_Support.exe [ /StartDebug | /StopDebug

/CollectLogs | /Restart | /? ]

Flag Details

/StartDebug Creates a debug logging session and begins collecting logs into an ETL file

/StopDebug Stops any active debug logging session

/CollectLogs Collects existing Intel Authenticate logs and places them in a zip file

/Restart Restarts all associated Intel Authenticate services and processes

/? Help
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5.1 Collecting Logs

The Support tool collects logs from:

• Intel Authenticate: Engine

• System

The tool packages the logs into a zip file in the folder from which it was run, ready to be sent to your customer or
field support engineer for debugging. The zip file is automatically named using this format:
AuthenticateLogs_HostName_YYYY-MM-DD-HH-MM-SS.zip.

To collect logs:

1. Open a command prompt as an administrator.

2. Start a debug logging session:
Authenticate_Support.exe /StartDebug

3. Perform the problematic action. Note the platform system time when the action was initiated. This will help
the support engineer pinpoint the relevant area in the log files.

4. Collect the logs:
Authenticate_Support.exe /CollectLogs

5. Stop the debug logging session:
Authenticate_Support.exe /StopDebug

6. Send the collected logs zip file to the support engineer handling your support ticket.

5.2 Restarting Services and Processes

The Support tool restarts:

• jhi_service.exe (service)

• IAEngineService.exe (service)

The tool also uninstalls and reinstalls Intel Authenticate applets. If the Intel Authenticate engine is not
installed, the restart will not succeed and an error will be thrown. A restart must be run in elevatedmode.

Restarting Intel Authenticate processes retains the end-user's provisioned policy and stored enrollment data.
This is less disruptive to the end-user than a system or factor reset which deletes policy and enrollment data.
See Resetting the System on page 34 for more details on system and factor reset.

To restart associated services and processes:

Authenticate_Support.exe /Restart

5 Using the Support Tool
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