Release Notes:
Version K.12.14 Software
Jor the ProCurve Series 3500yl, 6200yl, and 5400zl Switches

These release notes include information on the following:

m  Downloading switch software and documentation from the Web (page 1)

m  Support Notes, Known Issues, and Clarifications for certain software features (page 10)
m  Alisting of software enhancements in recent releases (page 12)

m A listing of software fixes included in releases K.11.11 through K.12.14 (page 47)

Support Notices:

Security: Downloading and booting software release K.12.01 or greater for the first time automatically enables
SNMP access to the hpSwitchAuth MIB objects. If this is not desirable for your network, ProCurve
recommends that you disable it after downloading and rebooting with the latest switch software.
See”Support Notes” on page 10 for details.

ACL numbering restrictions: This release enforces ACL numbering restrictions. See the Note under Version
K.12.01 Software Fixes on page 62 (PR_1000389442) for details.

OSPF virtual link: 0SPF virtual links configurations will be lost with the update to K.12.01. See the Note under
Version K.12.01 Software Fixes on page 63 (PR_1000374003) for details.

MSTP auto-edge-port support and default settings: With version K.12.04, automatic detection of edge portsis
supported, along with revised command options and default settings. See Release K.12.04 Enhancements
on page 19 (PR_1000369492) for details.

Related Publications

See “To Download Product Documentation:” on page 2 to get the latest version of these documents.
Management and Configuration Guide

Advanced Traffic Management Guide

Access Security Guide

Multicast and Routing Guide

Command Line Interface Reference Guide

Log Message Reference Guide
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Software Management

Premium Edge Switch Software Features

The ProCurve 3500yl and 5400z1 switches ship with the ProCurve Intelligent Edge software feature
set. The additional Premium Edge switch software features for the 3500yl and 5400zl switches can
be acquired by purchasing the optional Premium Edge license and installing it on the Intelligent Edge
version of these switches. As of February, 2007, the Premium Edge features include the following:

e OSPF
e PIM Dense mode
e PIM Sparse mode
e VRRP

Part numbers for the Premium Edge licenses are:
e 3500yl switches: J8993A
e 5400zl switches: J8994A

The ProCurve 6200yl switch is available only as a Premium Edge switch.

To purchase a Premium Edge license, go to the following web page and click on How To Buy.

www.hp.com/rnd/accessories/J8994A/accessory.htm

To view or download a listing of Intelligent Edge and Premium Edge features, refer to the "Software
Features Index" available for download on the product documentation page for your switch model:

¢ ProCurve Switch 3500yl and 6200yl series

e  ProCurve Switch 5400zl series

Note:
Switch software Version K.11.33 software or newer is required for proper functioning of Intelligent
Edge features on ProCurve Switch 3500yl series, and ProCurve Switch 5400zl series

Software Updates

Check the ProCurve Networking Web site frequently for free software updates for the various
ProCurve switches you may have in your network.



http://www.hp.com/rnd/support/manuals/5400zl.htm
http://www.hp.com/rnd/support/manuals/3500yl_6200yl.htm
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Downloading Switch Documentation and Software from the Web

You can download software updates and the corresponding product documentation from the
ProCurve Networking Web site as described below.

To Download a Software Version:

1. Go to the ProCurve Networking Web site at:

WWW.procurve.com.

2. Click on Software updates (in the sidebar).

3. Under Latest software, click on Switches.

To Download Product Documentation: You will need the Adobe® Acrobat® Reader to view,
print, and/or copy the product documentation.

1. Go to the ProCurve Networking Web site at www.procurve.com.

Click on Technical support, then Product manuals.

2

3. Click on the name of the product for which you want documentation.
4. On the resulting web page, double-click on a document you want.

5

When the document file opens, click on the disk icon [ inthe Acrobat® toolbar and save a
copy of the file.

The latest version of the publications for the switches covered in these Release Notes includes:.
Management and Configuration Guide

Advanced Traffic Management Guide

Access Security Guide

Multicast and Routing Guide

Command Line Interface Reference Guide

Log Message Reference Guide



http://www.procurve.com
http://www.procurve.com
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Downloading Software to the Switch

ProCurve Networking periodically provides switch software updates through the ProCurve
Networking Web site (www.procurve.com). After you acquire the new software file, you can use one
of the following methods for downloading it to the switch:

m  For a TFTP transfer from a server, do either of the following:

¢ Select Download 0S in the Main Menu of the switch’s menu interface and use the (default)
TFTP option.

e  Use the copy tftp command in the switch’s CLI (see below).

m  For an Xmodem transfer from a PC or Unix workstation, do either of the following:

e Select Download 0S in the Main Menu of the switch’s menu interface and select the
Xmodem option.

e Use the copy xmodem command in the switch’s CLI (page 4).
Use the USB port to download a software file from a USB flash drive (page 6).
Use the download utility in ProCurve Manager Plus.

Note

Downloading new software does not change the current switch configuration. The switch configu-
ration is contained in a separate file that can also be transferred, for example, for archive purposes
or to be used in another switch of the same model.

This section describes how to use the CLI to download software to the switch. You can also use the
menu interface for software downloads. For more information, refer to the Management and
Configuration Guide for your switch.



http://www.procurve.com
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TFTP Download from a Server

Syntax:copy tftp flash <ip-address> <remote-os-file> [ < primary | secondary > |
Note that if you do not specify the flash destination, the TFTP download defaults to the primary flash.

For example, to download a software file named K_11_1x.swi from a TFTP server with the IP address
of 10.28.227.103:

1. Execute the copy command as shown below:

ProCurve # copy tftp flash 10.28.227.103 K_11_1x.swi
The primary OS image will be deleted. continue [y/nl? Y
03125K

2.  When the switch finishes downloading the software file from the server, it displays the progress
message

Validating and Writing System Software to FLASH...

3.  When the CLI prompt re-appears, the switch is ready to reboot to activate the downloaded
software:

a. Use the show flash command to verify that the new software version is in the expected flash
area (primary or secondary)

b. Reboot the switch from the flash area that holds the new software (primary or secondary),
using the following command:

Syntax: boot system flash [ < primary | secondary > ]

After the switch reboots, it displays the CLI or Main Menu, depending on the Logon Default setting
last configured in the menu’s Switch Setup screen.

4. Verify the software version by displaying the system information for the switch (for example,
through the show system-information command), and viewing the Software revision field.

Xmodem Download From a PC or Unix Workstation

This procedure assumes that:

m  The switch is connected via the Console RS-232 port to a PC operating as a terminal. (Refer
to the Installation and Getting Started Guide you received with the switch for information
on connecting a PC as a terminal and running the switch console interface.)

m The switch software is stored on a disk drive in the PC.

m  The terminal emulator you are using includes the Xmodem binary transfer feature. (For
example, in the HyperTerminal application included with Windows NT, you would use the
Send File option in the Transfer dropdown menu.)

Using Xmodem and a terminal emulator, you can download a switch software file to either primary
or secondary flash using the CLL
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Syntax: copy xmodem flash [< primary | secondary >]

To reduce the download time, you may want to increase the baud rate in your terminal emulator
and in the switch to a value such as 115200 bits per second. (The baud rate must be the same
in both devices.) For example, to change the baud rate in the switch to 115200, execute this
command:

ProCurve (config)# console baud-rate 115200
(If you use this option, be sure to set your terminal emulator to the same baud rate.)

Changing the console baud-rate requires saving to the Startup Config with the "write memory"
command. Alternatively, you can logout of the switch and change your terminal emulator speed
and allow the switch to AutoDetect your new higher baud rate (i.e. 115200 bps)

Execute the following command in the CLI:

ProCurve # copy xmodem flash primary
The primary OS image will be deleted. continue [y/n]? Y
Press ‘Enter’ and start XMODEM on your host...

Execute the terminal emulator commands to begin the Xmodem transfer. For example, using
HyperTerminal:

a. Click on Transfer, then Send File.

b. Type the file path and name in the Filename field.
c. Inthe Protocol field, select Xmodem.

d. Click on the Send button.

The download can take several minutes, depending on the baud rate used in the transfer.

If you increased the baud rate on the switch (step 1), use the same command to return it to its
previous setting. (ProCurve recommends a baud rate of 9600 bits per second for most applica-
tions.) Remember to return your terminal emulator to the same baud rate as the switch.)

Use the show flash command to verify that the new software version is in the expected flash
area (primary or secondary)

Reboot the switch from the flash area that holds the new software (primary or secondary).

After the switch reboots, it displays the CLI or Main Menu, depending on the Logon Default setting
last configured in the menu’s Switch Setup screen.
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Using USB to Download Switch Software

To use the USB port on the switch to download a software version from a USB flash drive:

m The software version must be stored on the USB flash drive, and you must know the file
name (such as K_12_10.swi).

m The USB flash drive must be properly installed in the USB port on the switch.

Note

Some USB flash drives may not be supported on your switch. For information on USB device
compatibility, refer to the HP ProCurve support website: http://www.hp.com/rnd/support/faqs/
index.htm.

Syntax: copy usb flash <filename> [ < primary | secondary > |
For example, to download a software file named K_12_10.swi from a USB flash drive:
1. Execute the copy command as shown below:

ProCurve # copy usb flash K 12_10.swi secondary
The Ssecondary 0OS image will be deleted. continue [y/n]? Y
03125K

2. When the switch finishes downloading the software file from the server, it displays the progress

message

Validating and Writing System Software to FLASH...

3.  When the CLI prompt re-appears, the switch is ready to reboot to activate the downloaded

software:

a. Use the show flash command to verify that the new software version is in the expected flash

area (primary or secondary)

b. Reboot the switch from the flash area that holds the new software (primary or secondary),

using the following command:

Syntax: boot system flash [ < primary | secondary > ]

After the switch reboots, it displays the CLI or Main Menu, depending on the Logon Default setting

last configured in the menu’s Switch Setup screen.

4. Verify the software version by displaying the system information for the switch (for example,
through the show system-information command), and viewing the Software revision field.



http://www.hp.com/rnd/support/faqs/index.htm
http://www.hp.com/rnd/support/faqs/index.htm
http://www.hp.com/rnd/support/faqs/index.htm
http://www.hp.com/rnd/support/faqs/index.htm
http://www.hp.com/rnd/support/faqs/index.htm
http://www.hp.com/rnd/support/faqs/index.htm
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Saving Configurations While Using the CLI

The switch operates with two configuration files:

m  Running-Config File: Exists in volatile memory and controls switch operation. Rebooting
the switch erases the current running-config file and replaces it with an exact copy of the
current startup-config file. To save a configuration change, you must save the running
configuration to the startup-config file.

m  Startup-Config File: Exists in flash (non-volatile) memory and preserves the most recently-
saved configuration as the “permanent” configuration. When the switch reboots for any
reason, an exact copy of the current startup-config file becomes the new running-config file
in volatile memory.

When you use the CLI to make a configuration change, the switch places the change in the running-
config file. If you want to preserve the change across reboots, you must save the change to the startup-
config file. Otherwise, the next time the switch reboots, the change will be lost. There are two ways
to save configuration changes while using the CLI:

m Execute write memory from the Manager, Global, or Context configuration level.

m  When exiting from the CLI to the Main Menu, press [Y] (for Yes) when you see the “save
configuration” prompt:

Do you want to save current configuration [y/n] ?
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ProCurve Switch, Routing Switch, and Router Software Keys

Software ProCurve Networking Products
Letter

C 1600M, 2400M, 2424M, 4000M, and 8000M

cY Switch 8100fl Series (8108fl and 8116fl)

E Switch 5300x! Series (5304xI, 5308xI, 5348xI, and 5372xI)

F Switch 2500 Series (2512 and 2524), Switch 2312, and Switch 2324

G Switch 4100g! Series (4104gl, 4108gl, and 4148g|)

H Switch 2600 Series, Switch 2600-PWR Series: H.07.81 and earlier, or H.08.55 and greater,
Switch 2600-8-PWR requires H.08.80 or greater.

Switch 6108: H.07.xx and earlier

| Switch 2800 Series (2824 and 2848)

J Secure Router 7000dI Series (7102dl and 7203dI)

K Switch 3500yl Series (3500y1-24G-PWR and 3500y1-48G-PWR), Switch 6200yl-24G, and
5400zI Series (5406zl, 5406z1-48G, 5412z, and 5412z1-96G)

L Switch 4200v! Series (4204vl, 4208vl, 4202vI-72, and 4202vI-48G)

M Switch 3400c! Series (3400-24G and 3400-48G): M.08.51 though M.08.97, or M.10.01 and greater;
Series 6400c! (6400cl-6XG CX4, and 6410cl-6XG X2 ): M.08.51 though M.08.95, or M.08.99 to
M.08.100 and greater.

N Switch 2810 Series (2810-24G and 2810-48G)

P Switch 1800 Series (Switch 1800-8G — PA.xx; Switch 1800-24G — PB.xx)

(1] Switch 2510 Series (2510-24)

T Switch 2900 Series (2900-24, and 2900-48G)

WA ProCurve Access Point 530
WS ProCurve Wireless Edge Services xI Module and the ProCurve Redundant Wireless Services
x| Module
numeric Switch 9408sl, Switch 9300 Series (9304M, 9308M, and 9315M), Switch 6208M-SX and Switch

6308M-SX (Uses software version number only; no alphabetic prefix. For example 07.6.04.)
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0OS/Web/Java Compatibility Table

The switch web agent supports the following combinations of OS browsers and Java Virtual

Machines:

Operating System Internet Explorer Java

Windows NT 4.0 SP6a 5.00, 5.01
5.01, SP1 Sun Java 2 Runtime Environment:
6.0, SP1 — Version 1.3.1.12

Windows 2000 Pro SP4 | 5.05, SP2 ~ Version14.2.05
6.0, SP1

Windows XP Pro SP2 6.0, SP1 Sun Java 2 Runtime Environment:

Windows Server SE 2003 |6.0, SP1 — Version 1.5.0.02

SP1

Minimum Software Versions

For ProCurve Series 3500yl, 6200yl, and 5400z1 Switches and Hardware Features

ProCurve Device

Minimum Supported
Software Version

100-FX SFP-LC Transceiver (J9054B)

Intelligent Edge Features on Series

3500yl and 5400zI Switches

Switch 5400zl 24p Mini-GBIC Module

(J8706A)

Switch 5400zl 4p 10-GbE CX4 Module

(J8708A)

Switch 6200yl-24G-mGBIC (J8992A)
Switch 3500yl 2p 10GbE X2 + 2p CX4

Module (J8694A).

K.12.01
K.11.33

K.11.33

K.11.33

K.11.33
K.11.17
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Support Notes

Using SNMP To View and Configure Switch Authentication Features

Beginning with software release K.12.01, manager read/write access is available for a subset of the
SNMP MIB objects for switch authentication (hpSwitchAuth) features. That is, in the default state,
adevice with management access to the switch can view the configuration for several authentication
features, and using SNMP sets, can change elements of the authentication configuration.

Security Note

In the default configuration for SNMP MIB object access, SNMP sets can be used to reconfigure
password and key MIB objects. This means that a device operating as a management station with
access to the switch can be used to change the SNMP MIB settings. This can pose a security risk if
the feature is used to incorrectly configure authentication features or to reconfigure authentication
features to unauthorized settings.

If you want to block the SNMP MIB object access described above, use the following command to
disable the feature:

ProCurve (config)# snmp-server mib hpswitchauthmib excluded

For more information on the above topic, refer to "Using SNMP To View and Configure Switch
Authentication Features" in the "RADIUS Authentication and Accounting" chapter of the Access
Security Guide for your switch. For an overview of the security features available on the switch,
refer to chapter 1, "Security Overview", in the Access Security Guide for your switch.

Known Issues
The following are Known Issues in release K.12.01 or newer, and are not yet resolved.

m  Resources (PR_1000388697) — When the switch is writing large files to flash (for
example, a transfer of a very large configuration or a software update), switch resources
may be impacted during the write operation, causing some potential loss of hello packets.
This may impact VRRP, OSPF or spanning tree protocol. In order to mitigate potentially
undesirable affects, updates to the switch software should be made during a scheduled
downtime. Increasing the hello interval of time sensitive protocols may also assist with
mitigation of this issue.

10
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Clarifications

The following clarification or updates apply to documentation for the ProCurve 3500yl Series, 6200yl
Series, and 5400zl Series switches as of February 2007.

Enabling Jumbo Frames and Flow Control:

The 3500yl1, 5400z, and 6200yl switches support simultaneous use of Jumbo Frames and Flow
Control. (The earlier version of the Management and Configuration Guide incorrectly
stated that these features could not be enabled at the same time.)

Clarification for the Number of IP addresses and maximum VLANSs that can be
configured on the switch:

You can configure a maximum of 512 routed VLANs per switch. A VLAN can be configured with
up to 32 IP addresses. However, the maximum number of IP addresses configurable on the switch
is 2048, so it is not possible to configure up to the maximum number of routed VLANs (512) with
32 IP addresses each. For example, if you wanted to use all available IP addresses for the switch
and utilize all 512 possible routed VLANS with as many assigned IP addresses as possible, the
configuration is calculated as follows:

512 routed VLANs x 4 IP addresses per VLAN = 2048 total IP addresses.
(refer to the Advanced Traffic Management Guide for additional details)

TACACS+ Encryption Key Exclusion from TFTP Copies

When using the copy command to transfer a configuration to a TFTP server, any server-
specific or global encryption keys in the TACACS+ configuration will not be included in the
transferred file. Otherwise, a security breach could occur, allowing access to the TACACS+
username/password information.

RIP and OSPF Redistribution:

RIP operation supports static, connected, and OSPF route redistribution. OSPF operation
supports static, connected, and RIP route redistribution. (The earlier version of the Advanced
Traffic Management Guide omitted RIP and OSPF route redistribution.)

Maximum UDP Broadcast Forwarding Entries:

The number of UDP broadcast entries and IP helper addresses combined can be up to 16 per
VLAN, with an overall maximum of 2048 on the switch. The Multicast and Routing Guide
(page 5-142) incorrectly states that the overall maximum is 256.

11
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Enhancements

Unless otherwise noted, each new release includes the enhancements added in all previous releases.

Enhancments are listed in chronological order, oldest to newest software release. To review a
summary of enhancements included since the last general release that was published, begin with
“Release K.12.06 Enhancements” on page 29.

Descriptions and detailed instructions for enhancements included in Release K.12.xx or earlier are

included in the latest release of manuals for the ProCurve 3500yl, 6200yl, and 5400zl Series switches

(February 2007), available on the web at www.hp.com/rnd/support/manuals.

Release K.11.11 was the first production software release for the ProCurve 3500yl, 6200yl, and 5400z1

Series switches. Release K.11.69 is the last release of the K.11.xx software. The 3500yl, 6200yl, and
5400z1 switch software code was rolled to the K.12.0x code branch with no intervening releases.
Release K.11.12 Enhancements

Release K.11.12 includes the following enhancement:

m  MSTP Enhancement Implementation of legacy path cost MIB and CLI option for MSTP.

Release K.11.13 through K.11.32 Enhancements

No enhancements, software fixes only.

Release K.11.33 Enhancements

m  With the K.11.33 software release, support for the following ProCurve products was added:
e J8698A /J8700A(bundle) for the ProCurve switch 5412zl
e J8706A - ProCurve Switch 5400zl 24p Mini-GBIC Module
e J8708A - ProCurve Switch 5400zl 4p 10-GbE CX4 Module
e J8992A - ProCurve Switch 6200yl-24G-mGBIC

Release K.11.34 Enhancements

Release K.11.34 includes the following enhancements:

m Increased number of telnet/SSH sessions: The maximum number of simultaneous telnet/
SSH sessions has been increased from three to five. The CLI commands show telnet and show
ip ssh now report on five sessions rather than just three.

m CLI-configured sFlow with multiple instances: In earlier software releases, the only
method for configuring sFlow on the switch was via SNMP using only a single sFlow instance.
Beginning with software release K.11.34, sFlow can also be configured via the CLI for up to
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three distinct sFlow instances. For more information, refer to the section on “CLI-Configured
sFlow with Multiple Instances” in the chapter titled “Configuring for Network Management
Applications” in the Management and Configuration Guide for your switch.

m  Eventlog display options: Two new options have been added to provide greater flexibility
in viewing event log entries via the CLI. The show logging command now includes an option
to reverse the standard display, and a clear logging command has been added to remove all
event log entries from the show logging display output. For more information, refer to the
section on “Using the Event Log To Identify Problem Sources” in the Appendix titled
“Troubleshooting” in the Management and Configuration Guide for your switch.

m  Scheduled reload: Additional parameters have been added to the reload command to allow
for a scheduled reboot of the switch via the CLI. For more information, refer to the section
on “Rebooting your Switch” in the Chapter titled “Switch Memory and Configuration” in the
Management and Configuration Guide for your switch.

m Real-time rate display: The show interface port-utilization command provides a real-time
rate display for all ports on the switch.

Release K.11.35 Enhancements
Release K.11.35 includes the following enhancement:
m  Added support for STP Per-Port BPDU Filtering and SNMP Traps.

m  Added an option to configure the switch to use the management VLAN IP address in the
Option 82 field for all DHCP requests received from various VLANSs.

Release K.11.36 through K.11.39 Enhancements

No new enhancements, software fixes only.

Release K.11.40 Enhancements
Release K.11.40 includes the following enhancement:

m  RSTP/MSTP BPDU Protection: When this feature is enabled on a port, the switch will
disable (drop the link) of a port that receives a spanning tree BPDU, log a message, and
optionally, send an SNMP trap.

Release K.11.41 Enhancements
Release K.11.43 includes the following enhancement:

m  Added support for Unidirectional Fiber Break Detection (UDLD).
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Release K.11.42 Enhancements

No enhancements, software fixes only.

Release K.11.43 Enhancements

Release K.11.43 includes the following enhancement:

m  802.1X Controlled Directions enhancement. With this change, Administrators can use “Wake-
on-LAN” with computers that are connected to ports configured for 802.1X authentication.

Release K.11.44 Enhancements

Release K.11.44 includes the following enhancement:

m  Loop Protection enhancement allows STP to detect and block network topology loops on a
single port.

Release K.11.45 Through K.11.47 Enhancements

No enhancements, software fixes only.

Release K.11.48 Enhancements

Release K.11.48 includes the following enhancement:

m  The show tech transceiver CLI command output now contains the HP part number and
revision information for all transceivers (mGBICs) on the switch.

Release K.11.49 Enhancements

Release K.11.49 includes the following enhancement:

m  DHCP Protection (Snooping) enhancement.

14



Enhancements
Release K.11.60 through K.11.63 Enhancements

Release K.11.60 through K.11.63 Enhancements

No enhancements, software fixes only.
m  Versions K.11.50 through K.11.59 were never built.

m Version K.11.60 was never released.

Release K.11.64 Enhancements
Release K.11.64 includes the following enhancement:

m  Loop Protection feature additions, including packet authentication, loop detected trap, and
receiver port configuration.

m Historical information about MAC addresses that have been moved has been added to the
"show tech" command output.

Release K.11.68 Enhancements
Release K.11.68 includes the following enhancement:

m  Improved SFlow function to accommodate bursty traffic.

Release K.11.69 Enhancements
No new enhancements, software fixes only.

Release K.11.69 is the last release of the K.11.xx software. The 3500yl, 6200yl, and 5400zl switch
series software code was rolled to the K.12.0x code branch with no intervening releases.
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Release K.12.01 Enhancements

Release K.12.01 is a major software update containing many new features and enhancements to
existing features. The following updates have been documented in the latest revisions to the manuals
(February 2007). Refer to the manuals for additional details.

Sofware Manual/
Enhancements

Description

Management and Configuration Guide

Bi-directional Rate Limiting:

In earlier releases, all traffic rate-limiting applied to inbound traffic only,
and was specified as a percentage of total bandwidth. This enhancement
allows you to configure outbound rate-limiting for all traffic on a port, and
specify bandwidth usage in terms of bits per second (bps).

Loopback Interface:

Avirtual interface that is always up and reachable as long as at least one
of the IP interfaces on the switch is operational. By default, each switch
has an internal loopback interface (lo0). You can configure up to seven
other loopback interfaces on the switch.

USB Support

Provides an option for using a USB device as a source or destination for
file transfers. Refer to "Using USB To Download Switch Software" in the
"File Transfers" appendix of the Management and Configuration Guide for
your switch (February 2007 or newer). For information on USB device
compatibility on the 3500y, 5400zl, and 6200y! switches, refer to the HP
ProCurve support website: http://www.hp.com/rnd/support/faqs/
index.htm.

Intelligent Mirroring

Enables copying of network traffic from a network interface to a local or
remote exit port where a host such as a traffic analyzer or intrusion
detection system (IDS) is connected.

DNS Resolver

Used in local network domains to enable the use of a hostname or fully-
qualified domain name to perform ping and traceroute operations from the
switch.

SNMP-Server Source IP
Commands:

Provides added security by allowing you to send SNMP replies from the
same IP address as the one on which the corresponding SNMP request
was received.

SNMPv3 AES Support:

Authentication and privacy for SNMPv3 users has been enhanced to
support AES 128-bit encryption as a privacy protocolin SNMPv3 messages
in compliance with RFC 3826.

Multicast and Routing Guide

OSPF NSAA:

Support for Not-So-Stubby-Areas (NSAA).

DHCP Relay:

Enhancements to the DHCP Relay feature allow you to disable the hop
count in DHCP requests, and enable support for up to 2048 IP helper
addresses of DHCP servers.
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Sofware Manual/
Enhancements

Description

Advanced Traffic Management Guide

Qos Queue Config:

Number of Defaut VLANSs:

Migrating Layer 3 VLANs Using
VLAN MAC Configuration:

Allows you to reduce the number of outbound queues that all switch ports
will use to buffer packets for 802.1p user priorities.

In the factory default state, support has been increased from 8 VLANSs to
256 VLANSs. (You can reconfigure the switch to support up to 2048 (vids up
to 4094) VLANS.)

Allows you to upgrade to ProCurve routing switches without stopping the
operation of attached hosts that use existing routers as their default
gateway to route traffic between VLANSs.

Access Security Guide

RADIUS AAA:

Provides client-level security that allows LAN access to individual 802.1X
clients (up to 32 per port), where each client gains access to the LAN by
entering valid user credentials. This operation improves security by
opening a given port only to individually authenticated clients, while simul-
taneously blocking access to the same port for clients that cannot be
authenticated.

SNMP Access to Switch
Authentication features:

Enables manager read/write access for a subset of the SNMP MIB objects
for switch authentication features.

Security Note: Downloading and booting software release K.12.01 or
greater for the first time automatically enables SNMP access to the
hpSwitchAuth MIB objects. For more information, or to disable this feature
see”Support Notes” on page 10 for details.

Password Set via SNMP:

Allows configuration of username and password via SNMP.

Client-based Access Control:

In earlier releases, all traffic rate-limiting applied to inbound traffic only,
and was specified as a percentage of total bandwidth. This enhancement
allows you to configure outbound rate-limiting for all traffic on a port, and
specify bandwidth usage in terms of bits per second (bps).

Virus Throttling
on Bridged Traffic:

This enhancement allows connection-rate filtering on all IP traffic (not just
routed traffic as in earlier releases).

ACLs on Port Traffic and Bridged
Traffic:

Allows configuration of ACLs to filter traffic entering the switch on a VLAN
or port.

Dynamic ARP Protection:

Protectsyournetworkfrom ARP cache poisoning by dropping packets, with
aninvalid IP-to-MAC address binding, that are received on untrusted ports.

Instrumentation Monitor:

Protects your network from a variety of common attacks by generating
alerts for detected anomalies on the switch.
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Sofware Manual/ Description
Enhancements

Controlled Directions Allows you to use the aaa port-access controlled-directions command to
Web/MAC Auth: configure how a port transmits traffic before it successfully authenticates
aclientand enters the authenticated state. This feature is available for both

802.1X and Web/MAC authorization.

Note on Manual Updates: In addition to the above updates to the manuals, the chapter on ACLs has been
moved from the Advanced Traffic Management Guide to the Access Security Guide. The Access Security
Guide also provides a new introductory “Security Overview” chapter, plus a new chapter on “Advanced
Threat Protection” covering topics such as DHCP Snooping and Dynamic Arp Protection.

In addition to the updates listed above, K.12.01 also provides the following enhancements:

m  Enhancement (PR_1000298920) — A ping request issued to a VLAN which is down will
now return a more specific message; instead of "request timed out," the message "The
destination address is unreachable" will be displayed.

m  Enhancement (PR_1000373226) — Support was added for the ProCurve 100-FX SFP-LC
Transceiver (J9054B).

m  Enhancement (PR_1000376626) — Enhance CLI qos dscp-map help help and
show dscp-map text to warn the user that inbound classification based on DSCP codepoints
only occurs if qos type-of-service diff-services is also configured.

Release K.12.02 Enhancements

No enhancements, software fixes only.

Release K.12.03 Enhancements

Release K.12.03 includes the following enhancements:

m  Enhancement (PR_1000379804) — Historical information about MAC addresses that
have been moved has been added to the show tech command output.

m  Enhancement (PR_1000398393) — For the interface <port-list> speed-duplex command,
added the auto-10-100 configuration option to constrain a link to 10/100 Mbps speed and
allow a more rapid linkup process when 1000 Mbps operation is not possible.

m  Enhancement (PR_1000404544) — Provides TCP/UDP portrange prioritization in the qos
command; the range option assigns an 802.1p priority to (IPv4) TCP or UDP packets
associated with a range of TCP/UDP ports.

qos <udp-port | tcp-port> < tcp/udp port number| range <tcp/udp port number > <tcp/udp port
number > > priority <0 - 7>
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For more information, refer to “QoS TCP/UDP Priority” in the Advanced Traffic Management
Guide.

Release K.12.04 Enhancements

Release K.12.04 includes the following enhancement:

m  Enhancement MSTP (PR_1000369492) — Update of MSTP implementation to the latest
IEEE P802.1Q-REV/D5.0 specification to stay in compliance with the protocol evolution. For
more information on selected configuration options and updated MSTP port parameters, see
“Configuring MSTP Port Connectivity Parameters” below.

Configuring MSTP Port Connectivity Parameters

With release K.12.04, all ports are configured as auto-edge-ports by default, and the spanning tree
edge-port option has been removed. This section describes selected spanning-tree <port-list> com-
mand parameters for enhanced operation.

Basic port connectivity parameters affect spanning-tree links at the global level. Therefore, in most
cases, ProCurve recommends that you use the revised default settings for these parameters and apply
changes on a per-port basis only where a non-default setting is clearly indicated by the circumstances
of individual links (for example, see the root-guard option below).

To display the spanning-tree settings for each port, use the show spanning-tree config command.

Syntax: [no] spanning-tree < port-list > < auto-edge-port | admin-edge-port | mcheck | root-guard |
tcn-guard >

[auto-edge-port ]

Enables auto-edge-portoperation for MSTP, and supports the automaltic detection
of edge ports. (Default: Yes, enabled)

The port will look for BPDUs for 3 seconds; if there are none it begins forwarding
packets. If admin-edge-port is enabled for a port, the setting for auto-edge-port is
ignored whether set to yes or no. If admin-edge-port is disabled, and auto-edge-
port has not been disabled, then the auto-edge-port setting controls the behavior
of the port.

The no spanning-tree < port-list > auto-edge-port command disables aute-edge-port
operation on the specified ports.
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[ admin-edge-port ]

Enables admin-edge-port for RSTP/MSTP. If a bridge or swilch is detected on the
segment, the port automatically operates as non-edge, not enabled. (Default: No
- disabled)

If admin-edge-port is disabled on a port and auto-edge-port has not been disabled,
the aute-edge-port setting controls the behavior of the port.

The no spanning-tree < port-list> admin-edge-port command disables admin-edge-
port operation on the specified ports.

[mcheck ]

Forces a port to send RSTP/MSTP BPDUs for 3 seconds. This allows for another
switch connected to the port and running RSTP to establish its connection
quickly and for identifying switches running 802.1D STP. If the whole-switch
force-version parameter is set to stp-compatible, the switch ignores the mcheck
setting and sends 802.1D STP BPDUs out all ports.

[root-guard]

MSTP only. When a port is enabled as root-guard, it cannot be selected as the root
port even if it receives superior STP BPDUs. The port is assigned an “alternate”
port role and enters a blocking state if it receives superior STP BPDUs. The
BPDUs received on a root-guard port are ignored. All other BPDUs are accepted
and the external devices may belong to the spanning tree as long as they do not
claim to be the Root device. (Default: No - disabled)

Note: In standard Spanning Tree Protocol operation, the calculation of active
network topologies may be an issue when switches outside the core region of a
network are under shared or limited administrative control. Such a switch may
become a Root Bridge for the entire network and create non-optimal forwarding
paths. By enabling the root-guard feature on ports that face outside the core
network, external boundaries for the core network are created to ensure the Root
Bridge is located within the core network.

[tcn-guard]

When ten-guard is enabled for a port, it causes the port to stop propagating
received topology change notifications and topology changes to other ports.
(Default: No - disabled)
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Syntax: spanning-tree < port-list> < hello-time | path-cost | point-to-point-mac | priority >
[ hello-time < global 1 1-10 >

When the switch is the CIST root, this parameteyr specifies the interval (in
seconds) between periodic BPDU transmissions by the designated ports. This
interval also applies to all ports in all switches downstream from each port in
the < port-list>. A setting of global indicates that the ports in < port-list> on the
CIST root are using the value set by the global spanning-tree hello-time value.
When a given switch “X” is not the CIST root, the per-port hello-time for all active
ports on switch “X” is propagated from the CIST root, and is the same as the
hello-time in use on the CIST root port in the currently active path from switch
“X” to the CIST root. (That is, when switch “X” is not the CIST root, then the
upstream CIST root’s port hello-time setting overrides the hello-time setting
configured on switch “X”. (Default Per-Port setting: Use Global. Default Global
Hello-Time: 2.)

[ path-cost < auto | 1..200000000 > |

Assigns an individual port cost that the switch uses to determine which ports
are forwarding ports in a given spanning tree. In the default configuration
(auto) the switch determines a port’s path cost by the port’s type:

— 10 Mbps: 2000000

— 100 Mbps: 200000

— 1 Gbps: 20000

point-to-point-mac <true | false | auto >

This parameter informs the switch of the type of device to which a specific port
connects.

True (default): Indicates a point-to-point link to a device such as a switch,
bridge, or end-node.

False: Indicates a connection to a hub (which is a shared LAN segment).
Auto: Causes the switch to set False on the port if it is not running at full duplex.
(Connections to hubs are half-duplex.)
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priority < 0..15 >

MSTP uses this parameter to determine the port(s) to use for forwarding. The
port with the lowest assigned value has the highest priority. While the actual
priority range is 0 to 240, this command specifies the priority as a multiplier
(0-15) of 16. That is, when you specify a priority multiplier of 0-15, the actual
priority assigned to the switch is:

(priority-multiplier) x 16 = priority

The default priority-multiplier value is 8.
For example, if you configure ‘2” as the priority multiplier for a given port,
then the actual priority is 32. Thus, after you specify the port priority
multiplier, the switch displays the actual port priority (and not the multiplier)
in the show spanning-tree config display. You can view the actual multiplier
setting for ports by executing show running and looking for an entry in this form:

spanning-tree <port-list> priority <priority-multiplier>
For example, configuring port 2 with a priority multiplier of “3” results in this
line in the show running-config output:

spanning-tree B2 priority 3

Release K.12.05 Enhancements

Release K.12.05 includes the following enhancement:

m  Enhancement (PR_1000408960) — RADIUS-Assigned GVRP VLANs enhancement. For
more information, see “How RADIUS-Based Authentication Affects VLAN Operation” below.

How RADIUS-Based Authentication Affects VLAN Operation

Using a RADIUS server to authenticate clients, you can provide port-level security protection from
unauthorized network access for the following authentication methods:

m  802.1X: Port-based or client-based access control to open a port for client access after
authenticating valid user credentials.

m  MAC address: Authenticates a device’s MAC address to grant access to the network.

m  Web-browser interface: Authenticates clients for network access using a web page for user

login.
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Note

You can use 802.1X (port-based or client-based) authentication and either Web or MAC authentication
at the same time on a port, with a maximum of 32 clients allowed on the port. (The default is one
client.) Web authentication and MAC authentication are mutually exclusive on the same port. Also,
you must disable LACP on ports configured for any of these authentication methods. For more
information, refer to the “Configuring Port-Based and User-Based Access Control (802.1X)” and “Web
and MAC Authentication” chapters of the Access Security Guide.

VLAN Assignment on a ProCurve Port

Following client authentication, VLAN configurations on a ProCurve port are managed as follows
when you use 802.1X, MAC, or Web authentication:

m  The port resumes membership in any tagged VLANSs for which it is already assigned in the
switch configuration. Tagged VLAN membership allows a port to be a member of multiple
VLANSs simultaneously.

m  The port is temporarily assigned as a member of an untagged (static or dynamic) VLAN for
use during the client session according to the following order of options.

a. The port joins the VLAN to which it has been assigned by a RADIUS server during client
authentication.

b. If RADIUS authentication does not include assigning the port to a VLAN, then the switch
assigns the port to the authorized-client VLAN configured for the authentication method.

c. Ifthe port does not have an authorized-client VLAN configured, but is configured for
membership in an untagged VLAN, the switch assigns the port to this untagged VLAN.

Operating Notes

m  During client authentication, a port assigned to a VLAN by a RADIUS server or an authorized-
client VLAN configuration is an untagged member of the VLAN for the duration of the
authenticated session. This applies even if the port is also configured in the switch as atagged
member of the same VLAN. The following restrictions apply:

e Ifthe port is assigned as a member of an untagged static VLAN, the VLAN must already
be configured on the switch. If the static VLAN configuration does not exist, the
authentication fails.

e Ifthe port is assigned as a member of an untagged dynamic VLAN that was learned
through GVRP, the dynamic VLAN configuration must exist on the switch at the time of
authentication and GVRP-learned dynamic VLANs for port-access authentication must
be enabled
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If the dynamic VLAN does not exist or if you have not enabled the use of a dynamic VLAN
for authentication sessions on the switch, the authentication fails.

To enable the use of a GVRP-learned (dynamic) VLAN as the untagged VLAN used in an
authentication session, enter the aaa port-access gvrp-vlans command, as described in
“Enabling the Use of GVRP-Learned Dynamic VLANs in Authentication Sessions” on page 28.

Enabling the use of dynamic VLANs in an authentication session offers the following benefits:
* You avoid the need of having static VLANs pre-configured on the switch.

®  You can centralize the administration of user accounts (including user VLAN IDs) on a
RADIUS server.

For information on how to enable the switch to dynamically create 802.1Q-compliant VLANS on
links to other devices using the GARP VLAN Registration Protocol (GVRP), refer to the “GVRP”
chapter in the Advanced Traffic Management Guide.

For an authentication session to proceed, a ProCurve port must be an untagged member of
the (static or dynamic) VLAN assigned by the RADIUS server (or an authorized-client VLAN
configuration). The port temporarily drops any current untagged VLAN membership.

If the port is not already a member of the RADIUS-assigned (static or dynamic) untagged VLAN,
the switch temporarily reassigns the port as an untagged member of the required VLAN (for the
duration of the session). At the same time, if the ProCurve port is already configured as an
untagged member of a different VLAN, the port loses access to the other VLAN for the duration
of the session. (A port can be an untagged member of only one VLAN at a time.)

When the authentication session ends, the switch removes the temporary untagged VLAN
assignment and re-activates the temporarily disabled, untagged VLAN assignment.

If GVRP is already enabled on the switch, the temporary untagged (static or dynamic) VLAN
created on the port for the authentication session is advertised as an existing VLAN.

If this temporary VLAN assignment causes the switch to disable a different untagged static or
dynamic VLAN configured on the port (as described in the preceding bullet and in “Example of
Untagged VLAN Assignment in a RADIUS-Based Authentication Session” on page 25), the
disabled VLAN assignment is not advertised. When the authentication session ends, the switch:

e Removes the temporary untagged VLAN assignment and stops advertising it.

¢ Re-activates and resumes advertising the temporarily disabled, untagged VLAN assign-
ment.

If you modify a VLAN ID configuration on a port during an 802.1X, MAC, or Web
authentication session, the changes do not take effect until the session ends.

When a switch port is configured with RADIUS-based authentication to accept multiple
802.1X and/or MAC or Web authentication client sessions, all authenticated clients must use
the same port-based, untagged VLAN membership assigned for the earliest, currently active
client session.

24



Enhancements
Release K.12.05 Enhancements

Therefore, on a port where one or more authenticated client sessions are already running, all
such clients are on the same untagged VLAN. If a RADIUS server subsequently authenticates a
new client, but attempts to re-assign the port to a different, untagged VLAN than the one already
in use for the previously existing, authenticated client sessions, the connection for the new client
will fail. For more on this topic, refer to “802.1X Open VLAN Mode” in the “Configuring Port-
Based and Client-Based Access Control (802.1X)” chapter in the Access Security Guide.

Example of Untagged VLAN Assignment in a RADIUS-Based Authentication Session

The following example shows how an untagged static VLAN is temporarily assigned to a port for use
during an 802.1X authentication session. In the example, an 802.1X-aware client on port A2 has been
authenticated by a RADIUS server for access to VLAN 22. However, port A2 is not configured as a
member of VLAN 22 but as a member of untagged VLAN 33 as shown in Figure 1.

==========================— LN OLE - MINIFEE MIDE —-============================
Gwitch Configuration - VLAN - VLAN Port Assighnment

Port default vlan vlan 22 vlan 33 vlan 44

—_ + ________________________________________________

Al | Untagged Tagoged No i [u]

22 | Mo Ha

Az | Untagged N Forbid Forbid Scenario: An authorized
Ad | Untagged Tagged Tagged \ Taqged 802.1X client requires

access to VLAN 22 from
port A2. However,
access to VLAN 22 is
Edit Save Help blocked (not untagged

or tagged) on port A2
Cancel changes and return to previous 3creen. and VLAN 33is untagged
Use arrow kevs to change action selection and <Enter> to execut ONPOTtA2

Figure 1. Example of an Active VLAN Configuration in the Menu Interface View

In Figure 1, if RADIUS authorizes an 802.1X client on port A2 with the requirement that the client
use VLAN 22, then:

m  VLAN 22 becomes available as Untagged on port A2 for the duration of the session.

m  VLAN 33 becomes unavailable to port A2 for the duration of the session (because there can
be only one untagged VLAN on any port).

To view the temporary VLAN assignment as a change in the active configuration, use the show vlan
<vlan-id> command as shown in Figure 2, where <vlan-id> is the (static or dynamic) VLAN used in the
authenticated client session.
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ProCurve (config) # show vlan 22

Ftatus and Counters - VLAN Information - Ports - VLA 22
S0Z.10 VLAN ID : Z2

HName iowlan 22

Jtatus i 3tatic

Port Information Mode Unknown VLAN Status

Al Tagged Learn Ip

A2 (0213 N JLearn UP  Inthe show command output, port A2 is temporarily

hd Tagged configured as untagged on VLAN 22 for an 802.1X session.

This temporary configuration change is necessary to
accommodate an 802.1X client’s access, authenticated by
a RADIUS server, in which the server included an
Oyerridden Port VLAN configurats instruction to assign the client session to VLAN 22.

+ - +

+ * *

Note: In the current VLAN configuration ( Figure 1), port
A2 is only listed as a member of VLAN 22 in show vlan 22
output when an 802.1X session with an authenticated
<2 - client is active. Otherwise, port A2 is not listed.

Figure 2. Active Configuration for VLAN 22 Temporarily Changes for the 802.1X Session

However, as shown in Figure 1, because VLAN 33 is configured as untagged on port A2 and because
a port can be untagged on only one VLAN, port A2 loses access to VLAN 33 for the duration of the
802.1X session on VLAN 22.

You can verify the temporary loss of access to VLAN 33 by entering the show vlan 33 command as
shown in Figure 3.

Although port A2 is ProCurveg show vlan 33
configured as Untagged on ]
VLAN 33 (Figure Figure 1), Status and Counters - VLAN Information — Ports — VLAHN 33
port A2is notlisted in show
vlan 33 output during the 80z.10 VLAN ID. : 33
802.1X session that uses gimf : g%“tl—q 3
VLAN 22in Untagged mode. ~ atws Cooee
How_ever, when the 802.1X ¢ Port Information Mode Mnkhown YLAH Status N
session on VLAN 22 ends, ’ \
the active configuration v nd Tagged Learn Up )
restores port A2 as an N e D o P
untagged member of
VLAN 33. Overridden Port VLAN configuration

Port Hode

A2 Tntagged

Figure 3. Active Configuration for VLAN 33 Temporarily Drops Port 22 for the 802.1X Session
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When the 802.1X client session on port A2 ends, the port removes the temporary untagged VLAN
membership. The static VLAN (VLAN 33) that is “permanently” configured as untagged on the
port becomes available again. Therefore, when the RADIUS-authenticated 802.1X session on
port A2 ends, VLAN 22 access on port A2 also ends, and the untagged VLAN 33 access on port
A2 is restored as shown in Figure 4.

_______ N
________ /7

Statu=s angd Counters — VLAN Information — Port=s — VLAN 33

VLAN ID : 33
ane o WLAN_33
Status= : Static

Whenthe 802.1X session
on VLAN 22 ends, the
active configuration

restores VLAN 33 on Port Information Hode Unknown VLAN Status
port A2. ===
‘a3 Untagged Learn Down
! Tagged Learn Down

Figure 4. The Active Configuration for VLAN 33 Restores Port A2 After the 802.1X Session Ends
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Enabling the Use of GVRP-Learned Dynamic VLANSs in Authentication Sessions

Syntax:  aaa port-access gvrp-vlans

Enables the use of dynamic VLANs (learned through GVRP) in the temporary
untagged VLAN assigned by a RADIUS server on an authenticated port in an
802.1X, MAC, or Web authentication session.

Enter the no form of this command to disable the use of GVRP-learned VLANs in
an authentication session.

For information on how to enable a switch to dynamically create 802.1Q-
compliant VLANSs, refer to the “GVRP” chapter in the Access Security Guide.

Notes:

1. If a port is assigned as a member of an untagged dynamic VLAN, the dynamic
VLAN configuration must exist at the time of authentication and GVRP for port-
access authentication must be enabled on the switch.

If'the dynamic VLAN does not exist or if you have not enabled the use of a dynamic
VLAN for authentication sessions on the switch, the authentication fails.

2. After you enable dynamic VLAN assignment in an authentication session, it

is recommended that you use the interface unknown-vlans command on a per-port

basis to prevent denial-of-service attacks. The interface unknown-vlans command

allows you to:

e Disable the port from sending advertisements of existing GVRP-created VLANs
on the switch.

e Drop all GVRP advertisements recetved on the port.

For more information, refer to the “GVRP” chapter in the Advanced Traffic
Management Guide.

3. If you disable the use of dynamic VLANs in an authentication session using
the no aaa port-access gvrp-vlans command, client sessions that were authenticated
with a dynamic VLAN continue and are not deauthenticated.

(This behavior differs form how static VLAN assignment is handled in an
authentication session. If you remove the configuration of the static VLAN used
to create a temporary client session, the 802.1X, MAC, or Web authenticated client
1S deauthenticated.)

However, if a RADIUS-configured dynamic VLAN used for an authentication
session is deleted from the switch through normal GVRP operation (for example,
if no GVRP advertisements for the VLAN are received on any switch port),
authenticated clients using this VLAN are deauthenticated.

For information on how static and dynamic VLANs are assigned in a RADIUS-
based 802.1X, MAC, or Web authentication session, refer to the “How RADIUS-
Based Authentication Affects VLAN Operation” section in the “RADIUS Authenti-
cation and Accounting” chapter of the Access Security Guide.
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Release K.12.06 Enhancements

Release K.12.06 includes the following enhancement:

m  Enhancement (PR_1000308332) — Passwords (hashed) can be saved to the configuration
file.

Saving Security Credentials in a Configuration File

In software release K.12.06 and greater, you can store and view the following security settings in the
running-config file associated with the current software image by entering the include-credentials
command. Earlier software releases store these security configuration settings only in internal flash
memory and do not allow you to include and view them in the running-config file.

m Local manager and operator passwords and (optional) user names that control access to a
management session on the switch through the CLI, menu interface, or web browser
interface

m  SNMP security credentials used by network management stations to access a switch,
including authentication and privacy passwords

m Port-access passwords and usernames used as 802.1X authentication credentials for access
to the switch

m  TACACS+ encryption keys used to encrypt packets and secure authentication sessions with
TACACS+ servers

m  RADIUS shared secret (encryption) keys used to encrypt packets and secure authentication
sessions with RADIUS servers

m  Secure Shell (SSH) public keys used to authenticate SSH clients that try to connect to the
switch.

Benefits of Saving Security Credentials

The benefits of including and saving security credentials in a configuration file are as follows:

m  After making changes to security parameters in the running configuration, you can
experiment with the new configuration and, if necessary, view the new security settings
during the session. After verifying the configuration, you can then save it permanently by
writing the settings to the startup-config file.

m By permanently saving a switch’s security credentials in a configuration file, you can upload
the file to a TFTP server or Xmodem host, and later download the file to the ProCurve
switches on which you want to use the same security settings without having to manually
configure the settings (except for SNMPv3 user parameters) on each switch.
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m By storing different security settings in different files, you can test different security
configurations when you first download a new software version that supports multiple
configuration files by changing the configuration file used when you reboot the switch.

For more information about how to experiment with, upload, download, and use configuration files
with different software versions, refer to the following chapters:

m  “Switch Memory and Configuration” and “File Transfers” in the Management and
Configuration Guide

m  “Configuring Username and Password Security” in the Access Security Guide

Security Settings that Can Be Saved

This section describes the security settings that can be saved to a configuration file in software release
K.12.06 and greater:

m Local manager and operator passwords and user names

m  SNMP security credentials, including SNMPv1 community names and SNMPv3 usernames,
authentication, and privacy settings

m  802.1X port-access passwords and usernames
m  TACACS+ encryption keys
m  RADIUS shared secret (encryption) keys

m  Public keys of SSH-enabled management stations that are used by the switch to authenticate
SSH clients that try to connect to the switch

Local Manager and Operator Passwords

In software releases earlier than K.12.06, the manager and operator passwords and user names used
to start a management session on the switch are treated as follows:

m  You set the passwords and (optional) user names using the CLI or menu interface as
described in “Configuring Local Password Security” in the Access Security Guide.

m  Only the following information is saved to the running configuration:
password manager [user-name <name>]

password operator [user-name <name>]
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In software release K.12.06 and greater, you cannot view the configured local password settings in
plain text. However, by entering the include-credentials command described later, you can view a
hash of the local password settings in the running-config file, in the format:

password manager [user-name <name>] <hash-type> <pass-hash>

password operator [user-name <name>] <hash-type> <pass-hash>

Where:

<name> is an alphanumeric string for the user name assigned to the manager or operator.
<hash-type> indicates the type of hash algorithm used: SHA-1.

<pass-hash> is the SHA-1 authentication protocol’s hash of the password.

For example, a manager username and password may be stored in a running-config file as follows:

password manager user-name Spock SHAL
2fddelc67a2d28fcedB849eelbb76e7391b93ebl2

If you permanently save password configurations in the startup-config file by entering the write
memory command, the passwords take effect when a switch boots with the software version
associated with the configuration file.

Caution

If a startup configuration file does not contain a manager or operator password, the switch will not
have password protection and can be accessed through Telnet, the serial port, or web interface with
full manager privileges.

Password Command

In software release K.12.06 and greater, the password command in the CLI is enhanced to support the
following syntax:

Syntax:  [no] password <manager | operator | port-access> [user-name <name>] <hash-type> <password>
Where:

m manager configures access to the switch with manager-level privileges.

m operator configures access to the switch with operator-level privileges.

m port-access configures access to the switch through 802.1X authentication with operator-
level privileges.

m user-name <name> is the (optional) text string of the user name associated with the password.
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m  The <hash-type> parameter specifies the type of algorithm (if any) used to hash the password.
Valid values are plaintext or sha-1.

m  The <password> parameter is the clear ASCII text string or SHA-1 hash of the password.

You can enter a manager/operator password in clear ASCII text or hashed format, while the port-
access password must be clear ASCII text only. Manager and operator passwords are displayed
and saved in a configuration file only in hashed format; port-access passwords are displayed and
saved only as plain ASCII text.

After you enter the complete command syntax that includes the password, the password is set and
you are not prompted to enter the password a second time.

This command enhancement allows you to configure manager, operator, and 802.1X port-access
passwords using the CLI in only one step (instead of entering the password command and then being
prompted twice to enter the actual password, as in software releases earlier than K.12.06).

m  For more information about configuring local manager and operator passwords, refer to the
“Configuring Username and Password Security” chapter in the Access Security Guide.

m  For more information about configuring a port-access password for 802.1X client
authentication, see “802.1X Port-Access Credentials” on page 33.

SNMP Security Credentials

In software releases earlier than K.12.06, SNMP security credentials are saved in a configuration file
as follows:

m  SNMPvl community names and write-access settings are saved as shown in the following
example:

snmp-server community "vulcan" Unrestricted

m  SNMPv3 authorization and privacy protocols and passwords used with each SNMPv3 user
are not saved. However, SNMPv3 user names are saved; for example:

snmpv3 user "initial"

In software release K.12.06 and greater, SNMPv1 community names and write-access settings, and
SNMPv3 usernames are still saved in the running configuration when you enter the include-credentials
command.

In addition, the following SNMPv3 security parameters are also saved:

snmpv3 user “<name>" [auth <md5lsha> “<auth-pass>"] [priv “<priv-pass>"]

Where:
<name> is the name of an SNMPv3 management station.
auth <md5 | sha> is the (optional) authentication method used for the management station.
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<auth-pass> is the hashed authentication password used with the configured authentication method.
priv “<priv-pass>" is the (optional) hashed privacy password used by a privacy protocol to encrypt
SNMPv3 messages between the switch and the station.

The following example shows the additional security credentials for SNMPv3 users that can be saved
in a running-config file:

snnpv3 user boris \

auth nd5 “9edcfef 901f 21cf 9d21079debeca453” \
priv “82ca4dc99e782dblale914f 5d8f 16824”

snnpv3 user alan \
aut h sha “8db06202b8f 293e9bc0c00ac98cf 91099708ecdf” \
priv “5bc4313e9f d7c2953aaea9406764f e8bb629a538”

Figure 5. Security Credentials for SNMPv3

Although you can enter an SNMPv3 authentication or privacy password in either clear ASCII text or
the SHA-1 hash of the password, the password is displayed and saved in a configuration file only in
hashed format, as shown in the preceding example.

For more information about the configuration of SNMP security parameters, refer to the “Configuring
for Network Management Applications” chapter in the Management and Configuration Guide.

802.1X Port-Access Credentials

In software release K.12.06 and greater, 802.1X authenticator (port-access) credentials can be stored
in a configuration file.

802.1X authenticator credentials are used by a port to authenticate supplicants requesting a point-
to-point connection to the switch. 802.1X supplicant credentials are used by the switch to establish
a point-to-point connection to a port on another 802.1X-aware switch. Only 802.1X authenticator
credentials are stored in a configuration file. For information about how to use 802.1X on the switch
both as an authenticator and a supplicant, refer to the “Configuring Port-Based and Client-Based
Access Control (802.1X)” chapter in the Access Security Guide.

In software release K.12.06 and greater, the local password configured with the password command
isno longer accepted as an 802.1X authenticator credential. A new configuration command (password
port-access) is introduced to configure the local operator username and password used as 802.1X
authentication credentials for access to the switch.

The password port-access values are now configured separately from the manager and operator
passwords configured with the password manager and password operator commands and used for
management access to the switch. For information on the new password command syntax, see
“Password Command” on page 31.
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After you enter the complete password port-access command syntax, the password is set. You are not
prompted to enter the password a second time.

TACACS+ Encryption Key Authentication

You can use TACACS+ servers to authenticate users who request access to a switch through Telnet
(remote) or console (local) sessions. TACACS+ uses an authentication hierarchy consisting of:

m  Remote passwords assigned in a TACACS+ server
m Local manager and operator passwords configured on the switch.

When you configure TACACS+, the switch first tries to contact a designated TACACS+ server for
authentication services. If the switch fails to connect to any TACACS+ server, it defaults to its own
locally assigned passwords for authentication control if it has been configured to do so.

For improved security, you can configure a global or server-specific encryption key that encrypts
data in TACACS+ packets transmitted between a switch and a RADIUS server during authentication
sessions. The key configured on the switch must match the encryption key configured in each
TACACS+ server application. (The encryption key is sometimes referred to as “shared secret” or
“secret” key.) For more information, refer to the “TACACS+ Authentication” chapter in the Access
Security Guide.

In software releases earlier than K.12.06, the global and server-specific TACACS+ encryption keys
cannot be saved in a configuration file that can be copied from the switch. These keys are stored only
in flash memory and can be viewed by using the show tacacs command.

In software release K.12.06 and greater, TACACS+ shared secret (encryption) keys can be saved in
a configuration file with the following syntax:

tacacs-server key <keystring>

Where:
<kepstring> is the encryption key (in clear text) used for secure communication with all or a specific
TACACS+ server.

RADIUS Shared-Secret Key Authentication

You can use RADIUS servers as the primary authentication method for users who request access to
a switch through Telnet, SSH, Web interface, console, or port-access (802.1X). The shared secret key
is a text string used to encrypt data in RADIUS packets transmitted between a switch and a RADIUS
server during authentication sessions. Both the switch and the server have a copy of the key; the key
is never transmitted across the network. For more information, refer to the “RADIUS Authentication
and Accounting” chapter in the Access Security Guide.

In software releases earlier than K.12.06, the global and server-specific RADIUS encryption keys
cannot be saved in a configuration file that can be copied from the switch. These keys are stored only
in flash memory and can be viewed by using the show radius command.
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In software release K.12.06 and greater, RADIUS shared secret (encryption) keys can be saved in a
configuration file with the following syntax:

radius-server key <keystring>

Where:
<keystring> is the encryption key (in clear text) used for secure communication with all or a specific
RADIUS server.

SSH Client Public-Key Authentication

Secure Shell version 2 (SSHv2) is used by ProCurve switches to provide remote access to SSH-
enabled management stations. Although SSH provides Telnet-like functions, unlike Telnet, SSH
provides encrypted, two-way authenticated transactions. SSH client public-key authentication is one
of the types of authentication used.

Client public-key authentication uses one or more public keys (from clients) that must be stored on
the switch. Only a client with a private key that matches a public key stored on the switch can gain
access at the manager or operator level. For more information about how to configure and use SSH
public keys to authenticate SSH clients that try to connect to the switch, refer to the “Configuring
Secure Shell” chapter in the Access Security Guide.

In software releases earlier than K.12.06, client public-keys that are used to authenticate SSH clients
are only stored in flash memory, not in the running-config file. You can view the SSH public keys
stored on a switch by entering the show crypto client-public-key command. The only SSH security
credential that is stored in the running configuration are the following commands:

aaa authentication ssh login public-key

aaa authentication ssh enable public-key

m The aaa authentication ssh login public-key command allows operator access using SSH public-
key authentication.

m The aaa authentication ssh enable public-key command allows manager access using SSH
public-key authentication.

In software release K.12.06 and greater, the SSH security credential that is stored in the running
configuration is the syntax of the ip ssh public-key command used to authenticate SSH clients for
manager or operator access, along with the hashed content of each SSH client public-key. The syntax
of the ip ssh public-key command is as follows:

ip ssh public-key <managerloperator> <keystring>

Where:

manager allows manager-level access using SSH public-key authentication.

operator allows operator-level access using SSH public-key authentication.

<keystring> is a legal SSHv2 (RSA or DSA) public key. The text string for the public key must be a
single quoted token.
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Ifthe keystring contains double-quotes, it can be quoted with single quotes ('keystring). The following
restrictions for a keystring apply:

m A keystring cannot contain both single and double quotes.

m A keystring cannot have extra characters, such as a blank space or a new line. However, to
improve readability, you can add a backlash at the end of each line.

Note

In software release K.12.01 and earlier, you can add up to ten SSH client public-keys to the switch
only by using the copy command; for example:

$ copy tftp public-key ip-addr filename <managerloperator> [append]

If you enter the optional append keyword, the transmitted public-keys are added to existing SSH
public-key configurations. If you omit the append keyword, the transmitted keys overwrite existing
SSH public-key configurations.

In software release K.12.06 and greater, the ip ssh public-key command allows you to configure only
one SSH client public-key at a time. (This command behavior differs from the copy command, which
in earlier software releases allows you to load up to ten SSH client public-key configurations at once
if they are stored in a single file on a TFTP server.) Therefore, the ip ssh public-key command behavior
includes an implicit append that never overwrites existing public-key configurations on a running
switch.

In all software releases, if you download a software configuration file that contains SSH client public-
key configurations, the downloaded public-keys overwrite any existing keys, as happens with any
other configured values.

To display the SSH public-key configurations (72 characters per line) stored in a configuration file,
enter the show config or shew running-config command. The following example shows the SSH public
keys configured for manager access, along with the hashed content of each SSH client public-key,
that are stored in a configuration file:
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i ncl ude-credential s

ip ssh public-key manager “ssh-dss \

AAAAB3Nz aClkc 3MAAACBAPWIHSIMTRt pZ9BUNC+Zr sxhMuZEXGhaDVELve/ \
EvYNTKxQ31bWr / bT7Ws8NX/ YJ1ZKTV2GZ2QIC cUUZVW NFJCsa0v03XS4 \
BhkXj t Hhz6gD701ot gi zUOOG/ Xzf 4/ J9XkIHKCCnbHI gt B1sbRYBTXj 3NzA \
Klynmvl aU09X5TDAAAAFQCPWKX nbwHf TPas Xnxf vDuL SxaC7wAAAI ASBwx UP \
pv2scqPPXQhgaTkdPwG& dFW +K4xRskAnl axu@qgLbnekohi +NDATkKzd \
Eei dgDh7qHus BhOFXMRg73RpE2r NgQnSf / QVO5kdNWW bxuusBAzvf alptd \
gcabcYRAxS4ATuBcakKi or Yj 60kk144E1f kDW eQx8z ABQAAAI EAU7/ 1kVQdS \
GQOVEOeJD23TLXvu94pl XhRKCUAVYV2UyK+pi G+Qlel 1wdzsMaxPA1XJzSY/ \
i MEp4p6VWKEM:| Ol pXMRnkhnuMVpaPMaQUT8NI TNu6hqf / LdQkqzj Uul yV9 \
LW Lg5ybS1kFLeQ 0002Jbpy+U2e4j h2Bb77sX3G5C0= spock@fc. gov” \
ip ssh public-key manager ‘ssh-rsa \

AAAAB3Nz aCly c 2EAAAADAQABAAAAG QDY CORDD52J ZP8k 2F2YZXubgwRANOR \
JRs1Eov6y1RK3XknmgVat z| +mspi EnPSAWNK7bX/ | oXNdG GkoE8t Pkx| ZOZ \
0qGCf 5Zs50P1nkx XvAi dFs55AWICOF 4Mvhf Cgvt QCelnt 6LFh4ZM g+YewgQG \
MoH1geCSLUbXXSCi pdPHysakw== "Tecti ad i ent Key [1024-bit rsa, \
nobody @ est machi ne, Mon Aug 15 2005 14:47:34]™’

ip ssh public-key manager “ssh-rsa \

AAAAB3Nz aCly c 2EAAABI WAAAI EA1KK9sVQOLJIOR6XQ hCVPxbi MNOK8C/ ay \
+SQLOqGMKIMBW3TICS j hOud9hi vgbFT4F99AgnkvnReVsgoTt LRnf F7uw \
NnpzqOgpHj DIYzI t UgSK1uPuFPwWXMCHKUGKa+GA6 A+EWK DAl y pwVI Z697QrM \
gPFj 1zdl 4sl o5bDet t 2d0= j oe@p. conf

Figure 6. Example of Hashed Content of an SSH Client Public Key

If a switch configuration contains multiple SSH client public keys, each public key is saved as a
separate entry in the configuration file. You can configure up to ten SSH client public-keys on a switch.
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Enabling the Storage and Display of Security Credentials

To enable the security settings described in “Security Settings that Can Be Saved” on page 30 to be
included and viewed in the running configuration on the switch, enter the include-credentials
command.

Syntax: [no] include-credentials

FEnables the inclusion and display of the currently configured manager and operator

usernames and passwords, RADIUS shared secret keys, SNMP and 802. 1X authenticator

(port-access) security credentials, and SSH client public-keys in the running

configuration. (Earlier software releases store these security configuration settings only

i internal flash memory and do not allow you to include and view them in the running-

config file.)

To view the currently configured security settings in the running configuration, enter

one of the following commands:

¢ show running-config: Displays the configuration settings in the current running-config
file.

e write terminal: Displays the configuration settings in the current running-config file.

For more information, refer to the “Switch Memory and Configuration” chapter in the

Management and Configuration Guide.

To copy the contents of the running-config file from the switch to a USB flash memory

device, enter the copy running-config ush command. For more information, refer to the

“File Transfers” appendix in the Management and Configuration Guide.

The “no” form of the command disables only the display and copying of these security

parameters from the running configuration, while the security settings remain active

n the running configuration.

Default: The security credentials described in “Security Settings that Can Be Saved” on

page 30 are not stored in the running configuration.
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Operating Notes

Caution

When you first enter the include-credentials command to save the additional security
credentials to the running configuration, these settings are moved from internal storage on
the switch to the running-config file.

You are prompted by a warning message to perform a write memory operation to save the security
credentials to the startup configuration. The message reminds you that if you do not save the
current values of these security settings from the running configuration, they will be lost the next
time you boot the switch and will revert to the values stored in the startup configuration.

When you boot a switch with a startup configuration file that contains the include-credentials
command, any security credentials that are stored in internal flash memory are ignored and
erased. The switch will load only the security settings in the startup configuration file, if any.

In software releases earlier than K.12.06, configuration changes to some security credentials
(described in “Security Settings that Can Be Saved” on page 30) are applied immediately and
saved in internal storage (flash memory) on the switch. They do not require you to enter the
write memory command to permanently save them in the startup configuration.

However, in software release K.12.06 and greater, this switch behavior changes. Security settings
are no longer automatically saved internally in flash memory and loaded with the startup
configuration when a switch boots up. The configuration of all security credentials requires that
you use the write memory command to save them in the startup configuration in order for them
to not be lost when you log off or reboot the switch. A warning message reminds you to
permanently save a security setting, which was formerly automatically saved in internal flash,
after you configure it.

After you enter the include-credentials command, the currently configured manager and
operator usernames and passwords, RADIUS shared secret keys, SNMP and 802.1X
authenticator (port-access) security credentials, and SSH client public-keys are saved in the
running configuration.

Use the no include-credentials command to disable the display and copying of these security
parameters from the running configuration (using the show running-config and copy running-config
commands), without disabling the configured security settings on the switch.

After you enter the include-credentials command, you can toggle between the non-display and
display of security credentials in show and copy command output by alternately entering the no
include-credentials and include-credentials commands.
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After you permanently save security configurations to the current startup-config file using
the write memory command, you can view and manage security settings with the following
commands:

¢ show config: Displays the configuration settings in the current startup-config file.

e copy config <source-filename> config <target-filename>: Makes a local copy of an existing
startup-config file by copying the contents of the startup-config file in one memory slot
to a new startup-config file in another, empty memory slot.

e copy config tftp: Uploads a configuration file from the switch to a TFTP server.

e copy tftp config: Downloads a configuration file from a TFTP server to the switch.

e copy config xmodem: Uploads a configuration file from the switch to an Xmodem host.
e copy xmodem config: Downloads a configuration file from an Xmodem host to the switch.

For more information, refer to the “Switch Memory and Configuration” chapter in the Manage-
ment and Configuration Guide.

The switch supports the storage of up to three configuration files. Each configuration file
contains its own security credentials and these security configurations may differ. It is the
responsibility of the system administrator to ensure that the appropriate security credentials
are contained in the configuration file that is loaded with each software image.

e  Whenyouload a configuration file associated with a software release earlier than K.12.06
on a switch running software release K.12.06 or greater, all security credentials in the
configuration file are supported.

e  When you load a configuration file associated with a software release K.12.06 or greater
on aswitch running a software release earlier than K.12.06, all security credentials saved
with the include-credentials command are rejected as invalid configurations by the earlier
software.

If you have already enabled the storage of security credentials (including local manager and
operator passwords) by entering the include-credentials command, the Reset-on-clear option
is disabled. When you press the Clear button on the front panel, the manager and operator
usernames and passwords are deleted from the running configuration. However, the switch
does not reboot after the local passwords are erased. (The reset-on-clear option normally
reboots the switch when you press the Clear button.)

For more information about the Reset-on-clear option and other front-panel security features,
refer to the “Configuring Username and Password Security” chapter in the Access Security
Guide.
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If you upgrade ProCurve software on a switch from an earlier software release to software
release K.12.06 or greater and then enter the include-credentials command, security
passwords are managed as follows:

The manager password (if any) in the earlier software version is copied into the running
configuration. The other two configuration files, if configured, will not have a manager
password configured.

The operator password (if any) in the earlier software version is copied into the running
configuration. The other two configuration files, if configured, will not have an operator
password configured.

No port-access password for 802.1X authentication is configured. The operator pass-
word in the earlier software version is not automatically copied as the new port-access
password. To configure password access to the switch through 802.1X authentication,
use the password port-access command as described in “Password Command” on page
31. (It is not recommended that you use the same password for operator console access
and for 802.1X port-access authentication.)

The SSH client public-keys for manager and operator access are copied from flash
memory into the running configuration.

The RADIUS shared secret and TACACS+ encryption keys for access to authentication
servers are already included in the running configuration.

SNMPv3 user credentials are already included in the running configuration.

If you downgrade ProCurve software on a switch and use a software release earlier than
K.12.06, security passwords are managed as follows:

Because SNMPv3 user credentials, RADIUS shared secret keys, and TACACS+ encryp-
tion keys are already included in the startup configuration, these security credentials
are not lost. They continue to be used in the earlier software version.

The local manager and operator passwords are not recognized by an earlier software
version and are not saved in the running configuration. However, passwords in inactive
configuration files remain stored there. Although they are not displayed in show config
command output, they are not automatically erased.

Although the hashed SSH client public-keys (for manager and operator access) are not
recognized by an earlier software version, they remain stored so that they are immedi-
ately reloaded if you upgrade back to software release K.12.06 or greater.

As in a software upgrade, no port-access (operator) password for 802.1X authentication
is saved from software release K.12.06 or greater.
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Restrictions

The following restrictions apply when you enable security credentials to be stored in the running
configuration with the include-credentials command:

The private keys of an SSH host cannot be stored in the running configuration. Only the
public keys used to authenticate SSH clients can be stored. An SSH host’s private key is only
stored internally; for example, on the switch or on an SSH client device.

SNMPv3 security credentials saved to a configuration file on a switch cannot be used after
downloading the file on a different switch. The SNMPv3 security parameters in the file are
only supported when loaded on the same switch for which they were configured.

The reason is that when SNMPv3 security credentials are saved to a configuration file, they are
saved with the engine ID of the switch as shown here:

snmpv3 engine-id 00:00:00:0b:00:00:08:00:09:01:10:01

If you download a configuration file with saved SNMPv3 security credentials on a switch, when
the switch loads the file with the current software version, the SNMPv3 engine ID value in the
downloaded file must match the engine ID of the switch in order for the SNMPv3 users to be
configured with the authentication and privacy passwords in the file. (To display the engine ID
of a switch, enter the show snmpv3 engine-id command. To configure authentication and privacy
passwords for SNMPv3 users, enter the snmpv3 user command.)

If the engine ID in the saved SNMPv3 security settings in a downloaded configuration file does
not match the engine ID of the switch:

e The SNMPv3 users are configured, but without the authentication and privacy pass-
words. You must manually configure these passwords on the switch before the users
can have SNMPv3 access with the privileges you want.

¢  Onlythe snmpv3user<user_name> credentials from the SNMPv3 settings in adownloaded
configuration file are loaded on the switch; for example:

snmpv3 user boris
snmpv3 user alan

In software release K.12.06 and greater, you can store 802.1X authenticator (port-access)
credentials in a configuration file. However, 802.1X supplicant credentials cannot be stored.

In software release K.12.06 and greater, the local operator password configured with the
password command is no longer accepted as an 802.1X authenticator credential. A new
configuration command (password port-access) is introduced to configure the username and
password used as 802.1X authentication credentials for access to the switch. You can store
the password port-access values in the running configuration by using the include-credentials
command.
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Note that the password port-access values are configured separately from local operator user-
name and passwords that are configured with the password operator command and used for
management access to the switch. For more information about how to use the password port-
access command to configure operator passwords and usernames for 802.1X authentication,
refer to the “Configuring Port-Based and Client-Based Access Control (802.1X)” chapter in the
Access Security Guide.

Release K.12.07 Enhancements

No enhancements, software fixes only.

Release K.12.08 Enhancements

Release K.12.08 includes the following enhancement:

m  Enhancement (PR_1000413764) — Increase the size of the sysLocation and sysContact
entries from 48 to 255 characters.

Configuring a System Contact and Location for the Switch

Both the system-contact and the system-location fields allow up to 255 characters when configured
through the CLI or the Web browser interface.

CLI Command

Syntax: snmp-server [contact <system-contact>] [location <system-location>]

where < system-contact > and <system-location > are ASCII strings up to 255 characters each.

Web Browser Interface

Using the Web browser interface for the switch, click the Configuration tab, and select System Info to
access the System Location and System Contact fields. In each field, you can enter ASCII strings up to
255 characters each. You can view all the characters by using the cursor to scroll through the field.

Menu Interface

Unlike the CLI command and the Web browser interface, the Menu interface will only allow
configuration of System Contact and System Location strings of up to 48 characters. However, if a
System Contact or System Location string length configured through the CLI command or Web
browser interface exceeds 48 characters, the Menu fields will display “+” followed by the last 47
characters of the string. Use the CLI show running, show config, or show system-information commands
to see the complete text string.
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Release K.12.09 Enhancements

No enhancements, software fixes only.

Release K.12.10 Enhancements

Release K.12.10 includes the following enhancement:

m  Enhancement (PR_1000419653) — The show vlan ports command was enhanced to
display each port in the VLAN separately, display the friendly port name (if configured), and
display the VLAN mode (tagged/untagged) for each port. See “show vlan ports CLI Command
Enhancement” below.

show vlan ports CLI Command Enhancement

The show vlan ports command has been enhanced with an option (detail) to display VLAN member-
ships on a per-port basis when arange of ports is specified in the command. In addition, user-specified
port names will be displayed (if assigned), along with tagged or untagged membership modes.

Displaying the VLAN Membership of One or More Ports

This command shows VLAN memberships associated with a port or a group of ports.

Syntax show vlan ports < port-list > [detail]
Displays VLAN information for an individual port or a group of ports, either
cumulatively or on a detailed per-port basis.

port-list Specify a single port number, a range of ports (for example, al-a16), or all.

detail: Displays detailed VLAN membership information on a per-port basis.

Descriptions of items displayed by the command are provided below.
Port name: The user-specified port name, if one has been assigned.
VLAN ID: The VLAN identification number, or VID.

Name: The default or specified name assigned to the VLAN. For a static VLAN, the
default name consists of VLAN-x where “x” maitches the VID assigned to that VLAN.
For a dynamic VLAN, the name consists of GVRP_x where “x” matches the
applicable VID.

Status:
Port-Based: Port-Based, static VLAN
Protocol: Protocol-Based, static VLAN
Dynamic: Port-Based, temporary VLAN learned through GVRP.

44



Enhancements
Release K.12.10 Enhancements
Voice: Indicates whether a (port-based) VLAN is configured as a voice VLAN.

Jumbo: Indicates whether a VLAN is configured for Jumbo packets. For more on
Jumbos, refer to the chapter titled “Port Traffic Controls” in the Management and
Configuration Guide for your switch.

Mode: Indicates whether a VLAN is tagged or untagged.

The following examples illustrate the displayed output depending on whether the detail option is
used.

ProCurve# show vlan ports al-a33

Status and Counters - VLAN Information - for ports Al-A33

VLAN ID Name | Status Voice Jumbo

________________________ b el _____

1 DEFAULT_VLAN | Port-based No No

10 VLAN_10 | Port-based Yes No

20 VLAN_20 | Protocol No No

33 GVRP_33 | Dynamic No No
ProCurve#

Figure 7. Example of “Show VLAN Ports” Cumulative Listing

ProCurve# show vlan ports al-a4 detail
Status and Counters - VLAN Information - for ports Al

Port name: Voice_Port

VLAN ID Name | Status Voice Jumbo Mode
________________________ b e e

1 DEFAULT_VLAN | Port-based No No Untagged
10 VLAN_10 | Port-based Yes No Tagged

Status and Counters - VLAN Information - for ports A2

Port name: Uplink_Port

VLAN ID Name | Status Voice Jumbo Mode
________________________ b el

1 DEFAULT_VLAN | Port-based No No Untagged
20 VLAN_20 | Protocol No No Tagged
33 GVRP_33 | Dynamic No No Tagged

Status and Counters - VLAN Information - for ports A3

VLAN ID Name | Status Voice Jumbo Mode

Figure 8. Example of “Show VLAN Ports” Detail Listing
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Release K.12.11 Enhancements

No enhancements, software never released.

Release K.12.12 Enhancements

No enhancements, software fixes only.

Release K.12.13 Enhancements

No enhancements, software never released.

Release K.12.14 Enhancements

No enhancements, software fixes only.
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Software Fixes in Release K.11.12 - K.12.14

Software fixes are listed in chronological order, oldest to newest. To review the list of fixes included
since the last general release that was published, go to “Version K.12.06” on page 66.

Unless otherwise noted, each new release includes the software fixes added in all previous releases.

Release K.11.11 was the first production software release for the ProCurve 3500yl, 6200yl, and 5400z1
Series switches. Release K.11.69 is the last release of the K.11.xx software. The 3500yl, 6200yl, and
5400zl switch series software code was rolled to the K.12.00 code branch with no intervening releases.

Release K.11.12

The following problems were resolved in release K.11.12 (never released)

ACL/QoS (PR_1000317233) — Under some circumstances, the Switch may apply an ACL
or QoS configuration setting incorrectly.

Configuration/Security (PR_1000316441) — Operator level can save Manager privilege
level changes to the configuration.

Crash Log (PR_1000309533) — Incorrect crash message displayed in the log, "Too many
HSL interrupts".

Crash (PR_1000317489) — Changing the QoS/ACL portion of the running configuration
may cause a switch module to crash with a message similar to:

CL Int status=0x10000000

Gig-T SFP Modules (PR_1000316433) — The switch accepts a Gig-T SFP dual personality
module when it should not accept these modules.w

Help file enhancement (PR_1000300491) — Added support for Help files. Switch can
provide a navigation pane on the left side of the screen containing 'Contents' and 'Search'
capability.

10 Gig Transceiver (PR_1000317965) — Switch reports incorrect Link status when a
defective fiber cable is connected to the Switch.

LED (PR_1000316434) — If a mini-GBIC is installed during switch bootup, that port's link
LED will not turn on.

MSTP Enhancement (PR_1000310463) — Implementation of legacy path cost MIB and
CLI option for MSTP.
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RSTP (PR_1000307278) — Replacing an 802.1D bridge device with an end node (non-STP
device) on the same Switch port, can result in the RSTP Switch sending TCNs.

Web UI (PR_1000303371) — In the Web User Interface, the QOS Device Priority window
scroll bar does not allow sufficient scrolling to view all entries.

Web UI (PR_1000311917) — When the last port on the last card is configured in a trunk
or mesh, and a user browses to a specific location in the Web user interface, the HTTP web
server degrades the switch, causing the Web user interface to hang.

Release K.11.13

The following problems were resolved in release K.11.13 (never released)

Routing (PR_1000306239) — In some cases, the command 'show ip route' may display
incorrect information.

Self-test (PR_1000315509) — The self-test LED does not turn off after bootup of an empty
chassis.

sFlow (PR_1000317785) — Using Inmon Traffic Server, traffic will be reported on ports
with no traffic present. Other ports may or may not have faulty counter reports.

Release K.11.14

The following problems were resolved in release K.11.14 (never released)

SNMP (PR_1000315054) — SNMP security violations are entering the switch syslog when
avalid SNMPv3 'get' operation is initiated.

Web (PR_1000302713) — When using the web interface and a large amount of stacking
interactions occur, portions of the information from the stack commander may no longer
appear.

Release K.11.15

The following problems were resolved in release K.11.15 (never released)

CLI (PR_1000298299) — After a reboot, the Switch does not provide warning that the
running configuration and startup configuration differ, and does not offer an option to save
the running configuration.

CLI (PR_1000315256) — Inconsistent error message, "Resource unavailable," when
configuring more than the maximum number of allowed static IP routes.
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m  Crash (PR_1000322009)— The Switch may crash with a message similar to:

Software exception in ISR at queues.c:123.

m Menu (PR_1000318531) — When using the Menu interface, the Switch hostname may be
displayed incorrectly.

Release K.11.16

The following problems were resolved in release K.11.16 (not a general release)

m 10 GbE module (PR_1000321201) — At a high temperature and with long cables, the
Switch 3500y1 X2/CX4 10-GbE module (J8694A) may not work properly.

Release K.11.17

The following problems were resolved in release K.11.17

m  Stacking (PR_1000298299) - The Stack Commander setting is not written to the
configuration file, so Web/Stacking does not work.

Release K.11.32

The following problems were resolved in release K.11.32

m  Authentication (PR_1000334731) — PEAP/TLS EAP types with IAS Radius Server fail to
authenticate.

m CLI (PR_1000298038) — The command "show arp" displays incomplete information.
m CLI (PR_1000308346) — The command "show tech" failed to execute.

m CLI (PR_1000308601) — The Stack Close Up device view does not display all stack
members.

m CLI (PR_1000329325) — Unrecognizable characters printed to console on User
Authentication timeout when logging in via TACAS server.

m CLI (PR_1000329977) — User is unable to edit any SNMPv3 target address entries.

m  Config (PR_1000326255) — The stacking interval setting does not appear in the startup
or running configuration files.

m Crash (PR_1000228633) — The Switch may crash with a message similar to:

Software exception at ldbal_cost.c:1577 -- in 'eDrvPoll', task ID =
0x1760650-> ASSERT: failed.
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Crash (PR_1000314305) — The switch may crash with a message similar to:
Software exception at ipamMApi.c:1592/1594 -- in 'eRouteCtrl'

Crash (PR_1000323759) — The Switch may crash with a message similar to:

TLB Miss: Virtual Addr=0x00000185 IP=0x8027ae04 Task='mLACPCtrl'
Task ID=0x81597410 fp:0x00000000 sp:0x815972d0 ra:0x8027aa90
sr:0x1000£c01.

Crash (PR_1000324041) — A module may crash due to ACL Parity Interrupt with a
message similar to

'"ACL Int stats=0x1000000 28=0x80000b2".

Crash (PR_1000325030) — The Switch may crash with a message similar to:

'Software exception at vls_dyn_reconfig.c:1939 -- in 'mLpmgrCtrl', task
ID = 0xal39a80'.

Crash (PR_1000325540) — The Switch may crash with a message similar to:
Software exception at sw_sem.c:712 -- in 'mSnmpCtrl.
Crash (PR_1000327132) — The Switch may crash with a message similar to:

Software exception in ISR at btmDmaApi.c:304.

Crash (PR_1000329818) — The Switch may crash with a message similar to:

assert in btmDmaApi.c:289 - out of msgs, need to throttle rmon & syslog
msgs.

Crash (PR_1000330009) — The Switch may crash with a message similar to:

slave assert at bttfSlavelLearn.c:1426 - extended bcast loop condition.

Crash (PR_1000332703) — The Switch may crash with a message similar to:

slave assert at ngDmaRx.c:495 - ease sample outbound received a fragment.

Crash (PR_1000329485) — Broadcast loop creates additional packets causing throughput
traffic to decrease.

Crash/ACL (PR_1000332850) — When authenticating using Radius ACLS, configuring and
un-configuring multiple ACLs may cause the Switch to crash.

Crash (PR_1000334992) — The Switch may crash with a message similar to:

"Software exception in ISR at btmDmaApi.c:289 -> No resources avail-
able".

Crash (PR_1000335430) — The Switch may crash with a message similar to:

"Cam range reservation error" crash at agSlaveRanges.c:172.
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Event Log (PR_1000308669) — After a Switch reset, the event log does not display correct
information.

Event Log (PR_1000310958) — Unsupported modules do not produce an event log
message in the Switch.

Fault LED (PR_1000314005) — Upon a fan fault, the fault LED does not indicate an error.

Flash Memory (PR_1000320941) — An incorrect error message is displayed when the
Switch experiences a Flash memory failure.

Flow Control (PR_1000333879) — Flow Control not functioning properly.

Help Menu (PR_1000307772) — The Help menu text for command "router pim rp-
candidate hold-time" displayed incorrect values.

Help Menu (PR_1000326670) — Web User Interface Help file link URLs exceed maximum
length.

ICMP (PR_1000315805) — When the Switch receives a UDP packet on a closed port,
Switch fails to send an ICMP response message back to the sender.

ICMP/Rate Limiting (PR_1000319946) — Configuring ICMP Rate Limiting on interfaces
causes the Switch to create duplicate requests, which affects the total throughput of the
blade.

LED (PR_1000325259) — Test LED flashing wrong color when a defective Mini-GBIC is
installed.

LLDP (PR_1000319356) — LLDP does not discover CDPv2 devices.

MAC Authentication (PR_1000329738) — Switch may improperly flush the ARP cache
when adding or removing an authorized MAC address.

MAC Authentication (PR_1000335314) — While authenticating multiple ports via MAC
authentication, the Switch successfully authenticates the port but fails to learn the source
MAC address.

Meshing (PR_1000325260) — With meshing enabled, it is possible that packet buffers may
get corrupted resulting in a Switch reboot.

Module (PR_1000307404) — With no cable attached, the X2 CX4 transceiver link LED
remains on after a switch power up or hot swap of module.

Modules (PR_1000314454) — Blades fail to reboot (retry) after failing a selftest.

Module (PR_1000330312) — Booting up the Switch with an unsupported module installed
may cause all existing modules to fail.
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m  MSTP Enhancement (PR_1000331792) — Implementation of Spanning-tree BPDU Filter
and SNMP Traps.

m  Power Supply (PR_1000310159) — After power supply failovers, the Switch incorrectly
reports power being available on ports that are actually powered down.

m  QoS/Rate Limiting (PR_1000319946) — QoS/Rate limiting may stop working or impact
unwanted traffic streams.

m  QOS (PR_1000325028) — Switch may crash after configuring QOS device-priority.

m  SNMPv3 (PR_1000325021) — SNMPv3 lines may mistakenly be removed from the
configuration file.

m  STP (PR_1000333992) — In aredundant STP network with PIM running, PIM packets may
get assigned a higher queue priority than STP packets, which may cause network loops.

m  Switch (PR_1000327506) — Fixed issue where Switch incorrectly allowed jumbos frames
to be configured for 10/100 ports.

m  VLAN (PR_1000334107) — Userisunable to add aport to a VLAN and the Switch responds
with an invalid error message.

m  Web UI (PR_1000308213) — Removed Web Stacking Tab within the Web User Interface
for the 5400zl products.

m  Web UI (PR_1000308225) — When using the Web User Interface, the device view of the
Stack Close-up is missing.

m  Web UI (PR_1000311087) — Serial number for 5400zl products within the Web-UI exceeds
the provided rectangle.

m  Web UI (PR_1000322777) — When using the Web User Interface in the Configuration Tab,
a user is unable to modify a port name.

m  Web UI (PR_1000329279) — When using the web user interface Commander's Stack Close
Up view, some stack members are not displayed.

Release K.11.33

The following problems were resolved in release K.11.33

m  Buffer Leak (PR_1000336963) — The Switch may run out of packet buffers under certain
conditions.

m  Crash/ACL (PR_1000337717) — The Switch may crash with a message similar to:

"Software exception at alloc_free.c:422 -- in 'eDrvPoll'...-> No msg
buffer", when Switch is configured for ACL logging.
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Module J8705A (PR_1000336281) — The Switch 5400z1 20P 10/100/1000 + 4 mini GBIC
module (J8705A) may stop forwarding packets.

Release K.11.34

The following problems were resolved in release K.11.34 (not a general release)

CLI (PR_1000323423) — Entering an incorrect password three times for either the
operator or manager levels causes the CLI to display erroneous characters.

CLI (PR_1000322029) — The command "show vlans" does not display data correctly in the
status field.

IDM (PR_1000334365) — Using EAP/802.1x with IDM ACLs can result in memory leaks.
Management (PR_1000337447) — The switch is unmanageable using Telnet or SNMP.

OSPF (PR_1000339542) — When using the "show IP route" or "show ip route ospf"
commands after configuring an AS External LSA (type 5) with a configured metric, the "show
commands display an incorrect metric value.

Web UI (PR_1000331431) — The QoS Configuration Tab does not work correctly when
using the Web User Interface.

Release K.11.35

The following problems were resolved in release K.11.35 (never released)

Authentication (PR_1000343377) — When running the Windows XP 802.1x supplicant
and the switch sends a re-authentication, Windows XP prompts the user to re-enter their
username and password again.

Authentication (PR_1000344961) — A port with multiple 802.1x users on it will allow
traffic to pass for a user after that user's supplicant has been stopped.

DHCP (PR_1000323679) — Client cannot obtain an IP address when two DHCP servers
are connected on different local networks.

Enhancement (PR_1000336169) — Added support for STP Per-Port BPDU Filtering and
SNMP Traps.

Enhancement (PR_1000311957) — Added an option to configure the switch to use the
management VLAN IP address in the Option 82 field for all DHCP requests received from
various VLANS.

MIB (PR_1000307831) — The MIB value for ipAddrTable is not populated.
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RIP (PR_1000331536) — RIP does not send a route poison update in response to a failed
route.

Show tech (PR_1000294072) — Show Tech statistics displays incorrect port names for
fixed ports.

Release K.11.36

The following problems were resolved in release K.11.36 (never released)

10-GbE (PR_1000346107) — The guaranteed minimum bandwidth feature is not working
on 10-GbE ports.

Release K.11.37

The following problems were resolved in release K.11.37 (not a general release)

Login (PR_1000347300) — Login failures do not result in an "Invalid Password" response.

Release K.11.38

The following problems were resolved in release K.11.38 (never released)

10-GbE (PR_1000346107) — The Guaranteed minimum bandwidth feature does not work
on 10-GbE ports.

CLI (PR_1000305349) — The command, no ip router-id, does not work. Once a router-ID
is set, there is no way to remove it.

QoS (PR_1000346708) — IP-Precedence does not set the correct priority if all TOS bits
are set to 1.

Release K.11.39

The following problems were resolved in release K.11.39 (never released)

Crash (PR_1000344998) — The switch may crash with a message similar to

Software exception at sme.c:103 -- in 'mSessl', task ID = 0x8e05520
-> ASSERT: failed

Crash (PR_1000351693) — The switch may crash with a message similar to

Software Exception at rt_table.c.758 -- 1in 'eRouteCtrl', task ID =
Ox8a d6b30 -> Routing Task: Route Destinations exceeded
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Release K.11.40

The following problems were resolved in release K.11.40 (not a general release)

CLI (PR_1000353548) — Use of the command shew span incorrectly displays an error,

"STP version was changed. To activate the change you must save the
configuration to flash and reboot the device."

Crash (PR_1000352922) — The switch may crash with a message similar to

mstp_ptx_sm.c:118 -- in 'mMstpCtrl', task ID = 0x8899e70 -> ASSERT:
failed

Enhancement (PR_1000346164) — RSTP/MSTP BPDU Protection: When this feature is
enabled on a port, the switch will disable (drop the link) a port that receives a spanning tree
BPDU, log a message, and optionally, send an SNMP TRAP.

Release K.11.41

The following problems were resolved in release K.11.41

m  Enhancement (PR_1000344652) — Added support for Unidirectional Fiber Break
Detection.

m  Hang (PR_1000346328) — Switch hangs during initialization, switch may fail to boot.
RMON alarms/events configuration files corrupted.

s  MDI/MDI-X (PR_1000354050) — Forced MDI and MDIX modes were reversed on the
3500yl - forced MDI was transmitting out pins 3 and 6 instead of 1 and 2, and vice versa.

m  Port Monitoring (PR_1000354067) — The CLI does not allow users to mirror mesh ports,
resulting in "Error setting value monitor for port <n>".

m  SSH (PR_1000350999) — The SSH login prompts user to "press any key to continue" twice
before providing a prompt.

m  Web-UI (PR_1000354104) — The web-UlI limited the size of the "Common Name" field in
the SSL configuration tab to 16 characters

Release K.11.43

Version K.11.42 was never released.

The following problems were resolved in release K.11.43 (not a general release)
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m  Crash (PR_1000307842) — When deleting/removing CLI ACLs, IDM ACLs, management
VLAN, or virus throttle lockouts, switch crashes with error similar to:

"Delete virtual meter with nonzero rule RefCount” .

m Crash (PR_1000334982) — When web authentication is used with open VLANSs, a software
exception may occur, with the switch reporting something similar to this.

Software exception at wma_vlan_sm.c:289 -- in 'mWebAuth',
task ID = 0x81e408e0 -> ASSERT: failed

m  Enhancement (PR_1000358903) — 802.1X Controlled Directions enhancement. With this
change, Administrators can use “Wake-on-LAN” with computers that are connected to ports
configured for 802.1X authentication.

m  VRRP (PR_1000356388) — VRRP returns the physical MAC address instead of the virtual
MAC address when replying with proxy-ARP.

Release K.11.44

The following problems were resolved in release K.11.44 (not a general release)

m  Enhancement (PR_1000361504) — This enhancement allows STP to detect and block
network topology loops on a single port.

Release K.11.46

Version K.11.45 was never released.
The following problems were resolved in release K.11.46 (not a general release)

m  CLI (PR_1000345301) — The output from the "show config state" CLI command doesn't
always report changes made to the configuration.

m CLI (PR_1000305584) — The output from the "show power" commands on the ProCurve
3500yl switches references slot letters when it should display port numbers.

m Crash (PR_1000357083) — The switch management may run out of packet buffers and
crash with a message similar to:

Software exception at ngDmaTx.c:722 —— in *tDevPollTx’, task ID = 0x4305c504 —>
HW DMA DRIVER unable.

m  Hang (PR_1000359640) — The switch may hang on initialization and become
unresponsive.
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Release K.11.47

The following problems were resolved in release K.11.47 (not a general release)

m Management VLAN (PR_1000299387) — The management VLAN does not allow
connectivity from valid addresses.

m  SNMP (PR_1000358129) — The command line interface (CLI) becomes unresponsive
after running RMON traps code.

Release K.11.48

The following problems were resolved in release K.11.48 (not a general release)

m  CLI (PR_1000345301) — The output from the "show config state" CLI command doesn't
always report changes made to the configuration.

m  Crash (PR_1000334710) — When saving changes to the IGMP configuration, the switch
may crash with a message similar to this.

TLB Miss: Virtual Addr=0x00000000 IP=0x80591238 Task='mSessl'

m Crash (PR_1000351243) — The switch may crash at boot-up if more than 1000 VLANS are
configured.

m  Enhancement (PR_1000351445) — The "showtechtransceiver" CLI command output now
contains the HP part number and revision information for all transceivers on the switch.

m  OSPF (PR_1000363648) — The "restrict" CLI command in OSPF redistribution does not
filter the default route.

Release K.11.49

The following problems were resolved in release K.11.49 (not a general release)

m  802.1X (PR_1000358534) — For the Controlled Directions feature of 802.1X to operate
correctly, spanning tree must be enabled and authenticator ports must be set as edge ports.
This fix removes a limitation that requires these steps be done in a specific order.

m Crash (PR_1000346971) — When stacking is disabled, the switch may crash with a
message similar to:

PPC Data Storage (Bus Error) exception vector 0x300: Stack Frame=0x08895e48 HW
Addr=0x39200000 IP=0x007132f8 Task=" mSnmpCtrl’

m  Enhancement (PR_1000366744) — DHCP Protection enhancement. For more
information about this feature, please watch the ProCurve web site.
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Release K.11.61

sFlow (PR_1000361604) — Changed the maximum sFlow skipcount to 24 bits.

Release K.11.61

Versions K.11.50 through K.11.59 were never built.

Version K.11.60 was never released.

The following problems were resolved in release K.11.61 (not a general release)

802.1X (PR_1000367404) — Increased the maximum number of 802.1X users per port to
32.

Crash (PR_1000366583) — When a large config is saved using the "write memory" CLI
command, the switch may crash with a message similar to:

NMI event SW:1P=0x00897870 MSR:0x00029210 LR:0x00100c80 Task="mSess1’
Task ID=0x8d13fe0.

Release K.11.62

The following problems were resolved in release K.11.62 (not a general release)

ACL (PR_1000368901) — Outbound access control lists (ACLs) do not function after a
reboot.

Authorization (PR_1000365285) — IP Authorized Managers feature behaves incorrectly
with regard to telnet access.

CLI (PR_1000313916) — The CLI output for the "show ip" command is misaligned; the
proxy-arp column is shifted over to the left by one.

Crash (PR_1000356446) — When traffic monitoring is in use, the switch may crash with

a message similar to this.
Data Bus Error: Addr=0x704a6114 Data=0x00000011 flags=0x10000751,
IP=0x4012eaac Task='mEaseUpdt' TaskID=0x42fef338

Routing (PR_1000350144) — Adding a VLAN and assigning an IP address to that VLAN
through the menu interface takes routing information protocol (RIP) offline in all VLANS.

sFlow (PR_1000361604) — Changed the maximum sFlow skipcount to 24 bits.

VLAN (PR_1000356062) — When configuring from the menu interface, the 3500yl series
switches will not allow the following name format for a new VLAN:

"VLANX" (where "x" is a VLAN number).
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Release K.11.63

The following problems were resolved in release K.11.63

802.1p QoS (PR_1000368188) — 802.1p prioritization may not work once a trunk is
enabled on a module, unless the user issues the commands "qos type-of service ip-
precedence" or "qos type-of service diff-services".

Crash (PR_1000368540) — The switch may crash with a message similar to:

Software exception at parser.c:8012 -- in 'mSess2',
task ID = 0x90el0e0 -> ASSERT: failed.

MenwEvent Log (PR_1000319407) — Disabling of event log numbers, via the "no log-
numbers" CLI command, doesn't work properly when viewing the event log via the Menu.
Using the 'next' and 'prev' buttons causes the log numbers to reappear.

PCM Traffic Monitoring/Performance Degradation (PR_1000370061) — The switch
is affected by PCM traffic monitoring, causing throughput degradation.

RADIUS (PR_1000358525) — Attributes that were overridden by RADIUS (CoS, Rate, and
ACL) remain active if an authenticated user fails to send EAP-LOGOFF.

Release K.11.64

The following problems were resolved in release K.11.64 (not a general release)

Crash (PR_1000372604) — When multiple of instances of sFlow have been configured via
the CLI, the switch may crash with an error similar to:

Software exception at sflow.c:1170 -- in 'mEaseCtrl’',
task ID = 0x80e5fe0-> ASSERT: failed.

Enhancement (PR_1000376406) — Loop Protection feature additions, including packet
authentication, loop detected trap, and receiver port configuration.

Event Log (PR_1000373796) — Selecting "Save", within the IP Configuration screen of
the Menu causes unnecessary Event Log messages.

sFlow/Flow-Control (PR_1000375851) — To protect performance if Flow-Control is
enabled on any one or more ports, egress sFlow sampling will be disabled on all ports and
a CLI/Event Log message will be generated.

VLAN/CLI (PR_1000368900) — VLAN names over 12 characters in length cause the output
from the command "show ip route" to be displayed incorrectly.
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Version K.11.65

The following problems were resolved in release K.11.65 (not a general release)

Alarms/Log (PR_1000371908) — The ambient temperature measured by the 5406zl
chassis is 4 degrees C too high, causing the generation of false high temperature alarms.

CLI (PR_1000377318) — The output from the CLI command, 'show dhcp-relay'is truncated.

Enhancement (PR_1000379804) — Historical information about MAC addresses that
have been moved has been added to the "show tech" command output.

Menuw/Counters (PR_1000370619) — The Menu Interface does not reflect changes to
SNMP OIDs for "IP Mgmt - Tx/Rx" counters; the counter always reads "0."

Syslog (PR_1000379802) — Forwarding of event log message to a configured syslog server
is not disabled when a specific event log message has been disabled via the MIB.

VRRP (PR_1000380627) — VRRP packets are received on a non-VRRP VLAN causing
excessive event log/syslog messages.

Version K.11.66

The following problems were resolved in release K.11.66 (not a general release)

CLI (PR_1000379455) — The output from some CLI "show" commands produces
incorrectly formatted output on the screen.

CLI (PR_1000309983) — Using the "show tech" command immediately after boot and
before the modules have initialized causes the command to fail, and leaves the user in an
unsupported CLI state.

CLI (PR_1000364628) — The command output from "show ip rip peer" yields an
improperly formatted peer IP address.

Meshing (PR_1000386393) — A 5412z1 switch may crash with a bus error, when 4 Port
CX4 module (J8708A) in Slot L is configured for Meshing. The crash message is similar to
the following.

PPC Data Storage (Bus Error) exception vector 0x300:
Stack Frame=0x08af5298 HW Addr=0x4b5a697c IP=0x00372ed8
Task='mLdBalCtrl' Task 0 fp: 0x00000018

sFlow (PR_1000378885) — The sFlow samplePool for trunks is sometimes unchanged
between samples. This may cause inaccurate spikes in traffic monitoring applications that
measure the utilization on trunk ports.
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Version K.11.67

Web/RADIUS (PR_1000368520) — Web Authentication doesn't authenticate clients due
to a failure to send RADIUS requests to the configured server.

WebUI (PR_1000371598) — Unable to Access Stack Members through Commander
WebULI Use of the WebUI "stack access" drop-down list on the stacking commander returns
a "Page not found" error.

Version K.11.67

The following problems were resolved in release K.11.67 (not a general release)

MSTP (PR_1000385573) — MSTP instability when root switch priority is changed. This
causes other switches with better priority to assert themselves as root, thus causing a root
war to occur.

Version K.11.68

Software never released.

CLI/LLDP (PR_1000377191) — Output from the CLI command, "show lldp info remote-
device <port>" shows a blank field for the chassis ID.

Crash (PR_1000390591) — Software exception at sflow.c:3903 after re-starting sflow
sampling. Switch may crash with a message similar to:

Software exception at sflow.c:3903 -- in 'mSnmpEvt',
task ID = 0x8248e90-> ASSERT: failed

DHCP (PR_1000386886) — DHCP-relay uses an inconsistent address when the VLAN is
multinetted. This fix forces the lowest IP address to be used for DHCP.

Enhancement (PR_1000388709) — SFlow does not accommodate bursty traffic.

ROM update (PR_1000390486) — ROM update to version K.11.03, required to support
the upcoming K.12 software update.

Trunking (PR_1000238829) — Trunks numbered trk10 and greater cause the output from
the CLI command "show span" output to be misaligned.
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Version K.11.69

The following problems were resolved in release K.11.69

Routing (PR_1000392086) — The switch learns a bogus MAC address when the next hop
address is unknown, causing the switch to stop forwarding traffic.

Release K.11.69 is the last release of the K.11.xx software. The 3500yl, 6200yl, and 5400zl switch
series software code was rolled to the K.12.0x code branch with no intervening releases.

Version K.12.01

The following problems were resolved in release K.12.01

ACL (PR_1000393287) — When the same ACLis applied (in or out) to more than 2 VLANs
it does not get applied to the third VLAN or higher.

ACL (PR_1000389442) — Numbering restrictions are not enforced at the CLI; ACLs
numbered 200 or higher are considered valid. This fix enforces ACL numbering restrictions
and converts existing ACLs numbered 200 or higher into named ACLs. If an invalid name of
form XXX is found, it will be converted to "invalidXXX".

Note:

If you have ACLs configured with numbers greater than or equal to 200, you need to
reconfigure those ACLs with either a valid name or valid number prior to loading K.12.01
software, or it will be tagged as invalid. For example, if you have an ACL called 222 and, it is
applied to a vian, the K.12.01 script will convert the 222 ACL to "invalid222" and apply it to
the vlan.

CLI (PR_1000332352) — The output of a show int brief command should show the
negotiated flow control status rather than the flow control configuration setting.

Crash (PR_1000385237) — Applying an access control list with more than 105 entries to
a VLAN interface causes the switch to crash with a message similar to:

Software exception at enDecode.c:54 -- in 'mSessl',
task ID = 0x8e7da60 -> out of memory!

Crash (PR_1000392105) — Specific actions in the port status screen of the menu interface
may trigger a crash. Scrolling down to the ports on a module in slot L and pressing [enter]
may cause the switch to crash with a message similar to:

Software exception at exception.c:424 -- in 'mSessl',
task ID = 0x8ddlab0 -> Memory system error at 0x881a480 - memPartFree
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Version K.12.02

Enhancement (PR_1000298920) — A ping request issued to a VLAN which is down will
now return a more specific message; instead of "request timed out", the message "The
destination address is unreachable" will be displayed.

Enhancement (PR_1000373226) — Support was added for the ProCurve 100-FX SFP-LC
Transceiver (J9054B).

Enhancement (PR_1000376626) — Enhance CLI qos dscp-map help help and show dscp-
map text to warn the user that inbound classification based on DSCP codepoints only occurs
if qos type-of-service diff-services is also configured.

Event Log (PR_1000330310) — Failed attempts to communicate with an unknown
module type fill the event log message buffer.

Routing (PR_1000359162) — When the user configures a static route that overlaps with
alocal subnet configured on the switch, the router will not respond to packets destined for
its own IP address. The packets for its own IP address will be routed using the configured
static route.

OSPF (PR_1000374003) — The switch assigns itself a router-id of the neighbor router's in
avirtual link.

Note:

Existing OSPF virtual link configurations may be lost with the update to K.12.01. Either save
the K. 11 configuration and reload it once the switch is running K.12, or plan to reconfigure
any virtual links at the CLI after booting into the K.12.01 softwanre.

SNMP (PR_1000392847) — RMON alarms that monitor port-specific OIDs are lost if the
switch is rebooted.

Version K.12.02

The following problems were resolved in release K.12.02

Crash (PR_1000398746) — The switch may crash with the task "swinitTask". This could
result in repeated crashes until the switch configuration is cleared.

Crash/Traffic Monitoring (PR_1000396662) — When Traffic Monitoring is enabled on
the switch by a network management station (such as PCM) the switch may crash with a
message similar to:

Data Bus Error: Addr=0x704a6l13c Data=0xffffffff flags=0x10000750,
IP=0x4012fa80 Task='tSvcWorkQ' TaskID=0x44b42ad0 cpsr=0x80000013
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Crash (PR_1000392863) — Switch may crash when setmib tcpConnState is used, with a
message similar to:

NMI event SW:IP=0x0079f4a0 MSR:0x00029210 LR:0x006dcab0
Task='eTelnetd' Task ID=0x8a7cbb0 cr: 0x20000042 sp:0x08a7c870

Daylight savings (PR_1000364740) — Due to the passage of the Energy Policy Act of
2005, Pub. L. no. 109-58, 119 Stat 594 (2005), starting in March 2007 daylight time in the United
States will begin on the second Sunday in March and end on the first Sunday in November.

DHCP (PR_1000397753) — A unicast DHCP request that has already been relayed by
another router is sometimes dropped.

Hang (PR_1000397964) — The switch appears to hang where all routing stops, the switch
cannot ping anything, even addresses configured locally.

Proxy-ARP (PR_1000393571) — Proxy-ARP sends responses to gratuitous ARPs.

Remote Mirroring/Trunking (PR_1000397196) — Remote mirroring configured on a
trunk does not restart after the switch is rebooted. Workaround: after a switch reboot,
reconfigure the trunk remote as a mirroring source.

RIP (PR_1000393366) — The switch does not process RIP (v2) responses containing
subnets with a classful subnet mask, when the receiving RIP switch has a connected VLSM
network defined that would fall within that classful range.

Version K.12.03

The following problems were resolved in release K.12.03 (not a general release)

CLI (PR_1000373443) — The CLI update command help text and confirmation message is
misleading and confusing.

Crash (PR_1000399448) — Changes to traffic monitoring settings may trigger the switch
to crash with a message similar to:

Software exception at ease_ctrl.c:575 -- in 'mEaseCtrl’',
task ID = 0x8347161

Crash (PR_1000401664) — Use of the CLI command dir with a very large path name may
cause the switch to crash with a message similar to:

PC Data Storage (Bus Error) exception vector 0x300:
Stack Frame=0x08e54928 HW Addr=0x00b3eefc IP=0x0018a740
Task='mSess2' Task ID=00 fp: 0x00000000 sp:

Enhancement (PR_1000379804) — Historical information about MAC addresses that
have been moved has been added to the show tech command output.
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Version K.12.04

Enhancement (PR_1000398393) — For the interface <port-list> speed-duplex command,
added the auto-10-100 configuration option to constrain a link to 10/100 Mbps speed and allow
a more rapid linkup process when 1000 Mbps operation is not possible.

Enhancement (PR_1000404544) — Provides TCP/UDP portrange prioritization in the qos
command; the range option assigns an 802.1p priority to (IPv4) TCP or UDP packets
associated with a range of TCP/UDP ports..

Version K.12.04

Software never released.

ACL (PR_1000402901) — The ACL resequencing feature may discard some ACEs in a
random fashion.

CLI (PR_1000403104) — Executing the erase startup-configuration command and
rebooting does not clean up the RMON 'alarm' table.

Crash (PR_1000405465) — Use of dynamically assigned ACLs may cause the switch to
reboot with the following error:

Software exception at aclBttfMUtils.c:1208 -- in 'midmCtrl’',
task ID = 0x85f6a60 -> internal error

Enhancement MSTP (PR_1000369492) — Update of MSTP implementation to the latest
IEEE P802.1Q-REV/D5.0 specification to stay in compliance with the protocol evolution.

Note

The updated standard provides auto-edge-port operation for MSTP, and supports the automatic
detection of edge ports. The port will look for BPDUs for 3 seconds; if there are none, it begins
forwarding packets. For more information on selected configuration options and updated MSTP
port parameters, see “Release K.12.04 Enhancements” on page 19.

Remote Mirroring/SNMP (PR_1000395595) — Removing a VLAN via SNMP does not
remove the related ACL relationship to that VLAN.

sFlow (PR_1000408145) —sFlow samples for routed packets do not occur bidirectionally;
inbound packets are dropped and only outbound packets are sampled.

Traceroute (PR_1000379199) — The reported traceroute time is inaccurate; it is one
decimal place off.
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Version K.12.05

The following problems were resolved in release K.12.05.

BootROM (PR_1000402707) — BootROM doesnot update to latest version when updating
code to primary flash.

CLI (PR_1000309998) — Management module is incorrectly displayed as J8627A rather
than the correct J8726A product number in response to the show modules command.

Enhancement (PR_1000408960) — RADIUS-Assigned GVRP VLANs enhancement. For
more information, see “Release K.12.05 Enhancements” on page 22.

Menu (PR_1000392862) — The menu will allow invalid values (greater than 720 sec) to
be entered for the SNTP poll interval.

Version K.12.06

Software never released.

Enhancement (PR_1000308332) — Passwords (hashed) are saved to the configuration
file. For more information, see “Release K.12.06 Enhancements” on page 29.

Version K.12.07

The following problems were resolved in release K.12.07.

Config (PR_1000405639) — Various characters in configuration file names (including
dash, ampersand, plus, and spaces within quotes) result in truncated names after reboot.
This is not just a display issue; the command erase config <filename> does not remove a file
containing the problem characters.

Config (PR_1000410790) — Errors are returned when applying the interface <port-list-
speed-duplex auto-10-100 command to interfaces 45 through 48 on a 3500y1-48G-PWR switch.

Crash (PR_1000410758) — When the interface <port-list> speed-duplex auto-10-100
command is issued on a range of ports, the switch may crash with a message similar to:

NMI event HW:IP=0x0083£f224 MSR:0x00029210 LR:0x0033c3c4
Task="'tDevPollRx' Task ID=0x9137e50 cr: 0x20000022 sp:0x09137d78
xer:0x20000000

RIP (PR_1000377789) — RIP restrict filters are not working upon reboot.

RMON (PR_1000410885) — RMON alarms/thresholds set via SNMP are cleared after
reboot.
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Version K.12.08

Software never released.

m  Enhancement (PR_1000413764) — Increase the size of the sysLocation and sysContact
entries from 48 to 255 characters. For more information, see “Release K.12.08
Enhancements” on page 43.

Version K.12.09

The following problem was resolved in release K.12.09 (Not a general release).

m Crash (PR_1000385844) — With sFlow sampling enabled, the switch may crash with a
message similar to:

Software exception at ngDmaTx.c:729 -- in 'tDevPollTx',
task ID = 0x4305bba8 -> HW DMA DRIVER unable to transmit anymore

Version K.12.10

The following problems were resolved in release K.12.10.

m  ARP (PR_1000414347) — ARP table address learning is slow; once the switch has its ARP
table cleared, the clients will be unable to communicate for approximately 30 seconds.

m Config (PR_1000416508) — Cannot create alternate startup-config file. Although show
config files shows an available slot, the switch does not allow copying from an existing config
file to create a new config file in the vacant slot.

m Crash (PR_1000421322) — Following execution of config-related CLI commands (such
as show running-config or show tech) or when PCM attempts to retrieve the configuration file
using TFTP from a switch having a large configuration file, the switch may crash with a
message similar to:

Software exception at exception.c:373 -- in 'tTftpDmn',
task ID = 0xllcfaa8 -> Memory system error at 0x1175550 - memPartFree

The following related crash message may also be addressed with this fix:

PPC Bus Error exception vector 0x300: Stack-frame=0x016778b0
HW Addr=0x667c4c88 IP=0x004dbc88 Task='eChassMgr'
Task ID=0x1677dd8 fp: 0x667c4c88 sp:0x01677970 lrecpgyp

m  Enhancement (PR_1000419653) — The show vlan command was enhanced to display
each port in the VLAN separately, display the friendly port name (if configured), and display
the VLAN mode (tagged/untagged/forbidden) for each port. For more information, see
“Release K.12.10 Enhancements” on page 44.
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Version K.12.11

SNMP (PR_1000374893) — When retrieving the switch serial number via SNMP, the
management module serial number is returned instead of the chassis serial number.

SNMP (PR_1000422129) — HP Fault Finder doesn't send the interface index with the
SNMP trap, even though it is listed in the system log.

Version K.12.11

Software never released.

Version K.12.12

The following problems were resolved in release K.12.12 (Not a general release).

Crash (PR_1000420709) — Entering a backslash at the CLI may cause the switch to crash
with a message similar to:

PPC Data Storage (Bus Error) exception vector 0x300:
Stack Frame=0x08e66508 HW Addr=0x00b4f2ac IP=0x0018a864
Task='mSessl' Task ID=0x8e67170 fp: 0x3be00000 sp:

Link LED (PR_1000425143) — The Small Form-factor Pluggable (SFP) link LED does not
work when SFP is hot-swapped into the switch.

Version K.12.13

Software never released.

Version K.12.14

The following problems were resolved in release K.12.14.

Authentication (PR_1000422933) — Issue with local password authentication.

CLI/Clear button (PR_1000424194) — The command no password manager deletes the
password, but fails to delete the username. Similarly, pressing the clear button deletes the
password but not the username.

SNMP (PR_1000423362) — Setting username via SNMP (hpSwitchAuthMIB) deletes the
password.

68



Software Fixes in Release K.11.12 - K.12.14

Version K.12.14

Hotswap (PR_1000422714) — Hotswapping amodule may result in a false module self-test
failure. After hotswapping the module, the following messages may appear in the event log:
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33

54
00
47
48
49
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50
11
34

19
42
44
05
05

00076 ports: port B23
00564 ports: port B23

00068 chassis:
00068 chassis:
00068 chassis:
00067 chassis:

00374 chassis:
00374 chassis:
00374 chassis:
00374 chassis:
00374 chassis:

Slot B
Slot B
Slot B
Slot B
00077 ports: port B23

Slot
Slot
Slot
Slot
Slot

B
B
B
B

B

is now on-line
PD Invalid Signature indication
Inserted
Inserted
Inserted
Removed
is now off-line

Slave
Slave
Slave
Slave
Slave

ROM
ROM
ROM
ROM
ROM

Tombstone:
Tombstone:
Tombstone:
Tombstone:
Tombstone:

0x00000000
0x00000000
0x00000000
0x00000000
0x00000000

00179 mgr: SME CONSOLE Session - MANAGER Mode

00374 chassis:
00274 chassis:

Slot B Slave ROM Tombstone:
Slot B self test failure or unsupported

0x00000000

Multiple insertion messages may be included. The errors appear in the log as either a tombstone,
HSL failure, or a loss of communications.
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