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Release Notes:
Version J.03.01 Software
for the ProCurve Secure Routers 7000dl Series

Release J.03.01 supports these routers:
m  ProCurve Secure Router 7102dI (J8752A)
m ProCurve Secure Router 7203dl (J8753A)

These release notes include information on the following:

m Downloading switch software and documentation from the Web (page 1)
m Software features available in release J.03.01 (page 6)

m A listing of software fixes included in release J.03.01 (page 11)

Boot ROM Update Required for J.03.01

A successful update to J.03.01 from any previous J.0x.xx software version requires updating the
Secure Router 7000dI with the current Boot ROM version, J.03.01. If your router is currently running
apre-J.03.01 software version, you must update the Boot ROM before installing the J.03.01 software.
This Boot ROM update is required for J.03.01 software to support additional product capabilities.
The J03.01 BootROM image is installed in a separate operation, before loading the J.03.01 software.
See page 2 for more information.
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Software Management

Software Updates

Check the ProCurve Networking Web site frequently for free software updates for the various
ProCurve products you may have in your network.

Downloading Documentation and Software from the Web

You can download software updates and the corresponding product documentation from ProCurve
Networking’s Web site as described below.

To Download a Software Version:

1. Go to the ProCurve Networking Web site at:

http://www.procurve.com.

2. Click on Software updates (in the sidebar).

3. Under Latest software, click on Secure Router 7000dl Series.

To Download Product Documentation: You will need the Adobe® Acrobat® Reader to view,
print, and/or copy the product documentation.

1. Go to ProCurve Networking's Web site at http://wwwv.procurve.com.

2. Click on Technical support, then Product manuals.

3. Click on the name of the product for which you want documentation.
4. On the resulting Web page, double-click on a document you want.
5

When the document file opens, click on the disk icon [F] in the Acrobat® toolbar and save a
copy of the file.
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Downloading Software to the Router

Caution

The startup-config file generated by the latest software release is compatible with the same file
generated by earlier software releases. HP recommends that you backup your current configuration
to compact flash or a TFTP server before performing any software update. See “Saving the Current
or Start-Up Configuration to Compact Flash” or “Saving the Current or Start-Up Configuration to a
TFTP Server”.

ProCurve Networking periodically provides software updates through the ProCurve Networking Web
site http://www.procurve.com). After you acquire the new software file, use the ProCurve Secure Router
GUI, TFTP, XModem, FTP, or compact flash to update the router software. See the Upgrading SROS
Software Configuration Guide (5991-2123) for instructions and more information.

Notes

Downloading new software does not change the current router configuration. The router configura-
tion is contained in a separate file that can also be transferred, for example, for archive purposes or
to be used in another router of the same model.

Saving Configurations While Using the CLI
The router operates with two configuration files:

m  Running-Config File: Exists in volatile memory and controls router operation. Rebooting
the router erases the current running-config file and replaces it with an exact copy of the
current startup-config file. To save a configuration change, you must save the current
configuration in the running-config file to the startup-config file.

m Startup-Config File: Exists in flash (non-volatile) memory and preserves the most recently-
saved configuration as the “permanent” configuration. When the router reboots for any
reason, an exact copy of the current startup-config file becomes the new running-config file
in volatile memory.

You may use the write memory command to save changes made to the running-config file to the
startup-up config file. Also, the system prompts you to save any unsaved changes when you leave
the configuration level.
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Saving the Current Configuration as the Start-Up Configuration

When you use the CLI to make a configuration change, the router places the change in the
running-config file. If you want to preserve the change across reboots, you must save the change to
the startup-config file. Otherwise, the next time the router reboots, the change will be lost.

To save configuration changes while using the CLI:
1. From the Enable prompt enter:
#copy running-config startup-config

2. Verify that the Configuration built message displays, indicating that the download is complete.
The current configuration is now saved as the startup configuration file, and the router will
execute the file at each power-up.

The current configuration in the running-config file also may be saved to compact flash or a TFTP
server as a .txt file (to allow it to be opened in a text editor). You also may use the write memory
command in place of the above steps to save the running configuration after a change.

Saving the Current or Start-Up Configuration to Compact Flash
1. To save a configuration file to compact flash, from the Enable prompt enter:
#copy <config-file> cflash <filename>

where <config-file> is either running-config or startup-config and <filename> is a name that you
choose, ending in .txt.

2. Verify that the Percent Complete 100% message displays, indicating that the download is
complete. The current configuration is now saved in compact flash with the specified filename.

Saving the Current or Start-Up Configuration to a TFTP Server

1. Toinitiate adownload of a configuration file to an external TFTP server, from the Enable prompt
enter:

#copy <config-file> tftp
where <config-file> is either running-config or startup-config.
2. Enter the IP address of the TFTP server when prompted for the Address of remote host.

3. Enter afilename ending in .txt for the saved configuration when prompted for the Destination
filename.

All configuration files downloaded from the router should have a .txt extension. Use identifiable
names when saving the configuration, such as the name and date, for example,
startup-config-branch-A-042505.txt.
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ProCurve Switch, Routing Switch, and Router Software Keys

Software ProCurve Switch, Routing Switch, or Router

Letter

C

I ®» T m

N/A

1600M, 2400M, 2424M, 4000M, and 8000M

Switch 5300xI Series (5304xl, 5308xI, 5348xl, and 5372xl)

Switch 2500 Series (2512 and 2524), Switch 2312, and Switch 2324
Switch 4100GL Series (4104GL, 4108GL, and 4148GL)

Switch 2600 Series, Switch 2600-PWR Series
* H.07.50 and Earlier
» H.08.55 and Greater

Switch 6108: H.07.xx and Earlier

Switch 2800 Series (2824 and 2848)

Secure Router 7000dI Series (7102dl and 7203dl)

Switch 3400cl Series (3400-24G and 3400-48G) and Series 6400cl (CX4 6400cl-6XG and X2 6400cl-6XG)

Switch 9400 Series, Switch 9300 Series, Switch 6208M-SX and Switch 6308M-SX use software version
number only; no alphabetic prefix, for example 07.6.04.

Minimum Software Versions for Secure Router 7000dl Modules

ProCurve Secure Router Module Minimum Supported
Software Version
J8451A ProCurve Secure Router 1xT1 Interface Module J.01.02B
J8452A ProCurve Secure Router 1xT1 + DSX-1 Interface Module J.01.02B
J8453A ProCurve Secure Router 2xT1 Interface Module J.01.02B
J8454A ProCurve Secure Router 1xE1 Interface Module J.01.02B
J8455A ProCurve Secure Router 1xE1 + G.703 Interface Module J.01.02B
J8456A ProCurve Secure Router 2xE1 Interface Module J.01.02B
J8458A ProCurve Secure Router 1xSerial Interface Module J.01.02B
J8459A ProCurve Secure Router 1XADSL2+ Annex A Interface Module J.01.02B
J8759A ProCurve Secure Router 1XADSL2+ Annex B Interface Module J.02.01A
J8460A ProCurve Secure Router ISDN BRI U Backup Module J.01.02B
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ProCurve Secure Router Module (Continued) Minimum Supported
Software Version
J8461A ProCurve Secure Router ISDN BRI S/T Backup Module J.01.02B
J8462A ProCurve Secure Router Analog Modem Backup Module J.01.02B
J8463A ProCurve Secure Router 8xT1/E1 Wide Module J.01.02B
J8471A ProCurve Secure Router 7100/7200 IPSec Module J.01.02B




Enhancements
Release J.03.01 Enhancements

Enhancements

Unless otherwise noted, each new release includes the features added in all previous releases.

Release J.03.01 Enhancements

The overviews provided below include pointers to additional information where it is available. For
the latest version of ProCurve Secure Router documentation, refer to “Downloading Documentation
and Software from the Web” on page 1.

Table 1. Summary of J.03.01 Enhancements

Enhancement

Overview

1:1 NAT Port-translation

AutoSynch

Boot Code Update from
CLI

Class-based Weighted
Fair Queuing (CBWFQ)

ECMP (Static Routing
and BGP)

File Copy and Erase
Using a Wildcard Char-
acter

Multihoming BGP

Real-time Show
Commands

Provides translation between a single specific private IP address on the inside network and a
single specific public IP address on the outside network.

Enables fastand efficient deployment or replacement of routers by automatically synchronizing
a compact flash software file (SROS.BIZ) and a configuration file (startup-config) with internal
flash. For more information, see the Updating the Secure Router OS Software Configuration
Guide.

Enables Boot Code updates from the router CLI. Boot code updates may now be performed
from a remote location using a Telnet session. Note: during the Boot Code update process the
router ceases to function, that is, it doesn't route once the update has begun and doesn't begin
routing again until the Boot Code update is completed.

Allows a user to configure (classify) a specific type of traffic that is put into its own reserved
queue or class. Class-based traffic is serviced at a higher priority than plain WFQ traffic but
after priority queuing. The classes can be packet matches based on an ACL, an IP precedence
or Diffserv priority marking (DSCP), UDP port numbers, or bridged traffic. Up to four specific
queues (or classes) are allowed per interface with up to 16 total queues per router. Using the
bandwidth command, each queue provides a minimum amount of the interface bandwidth
needed to support that class of traffic. For more information on CBWFQ, refer to the match and
bandwidth command descriptions in “Quality of Service (QoS) Map Commands” in the SROS
Command Line Interface Reference Guide.

Allows proposing up to six BGP or static routes as candidates for multipath routing. Use the
ip load-sharing command to load share and distribute traffic based on the destination IP or
based on a round robin metric for all equal parallel routes (based on administrative distance
parameter). For more information, refer to the SROS Command Line Interface Reference Guide.

Awildcard character **’ may now be used in file names to allow groups of files to be copied or
erased. For example, from the enable level, the command, erase flash J02* removes all files
that begin with ‘J02’ from internal flash.

See “ECMP (Static Routing and BGP)” overview. Note: multihoming BGP is not supported when
using NAT.

Display full-screen output in real time for select show commands. Information is continuously
updated onthe console until you either freeze the data (by pressing the Fkey) or exit the realtime
mode (by pressing Ctrl+C). Refer to the show commands in the SROS Command Line Interface
Reference Guide to determine if real-time output is supported.
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Enhancement Overview (Continued)

Secure Copy Enables secure copy server functionality in the router, providing an encrypted and authenti-
cated method of transferring files, based on the Berkeley r-tools. SSH (Secure Shell) is used
for the secure channel. For more information, see the ip scp server command in the SROS
Command Line Interface Reference Guide.

Show Modules Displays a list of the modules currently installed in the router.
Command

Show Tech Command Creates a file,showtech.txt, located in flash memory, containing system information collected
from various show commands. As an option, the command output can be displayed on the
terminal, using the show showtech terminal command. In addition, the contents of this file may
be viewed using the show file flash showtech.txt command. For information on the show
commands processed to create the output, refer to the SROS Command Line Interface Refer-

ence Guide.
SNMP Bridge MIB Adds support for the Bridge MIB (in RFC 1493) with the following OID exceptions: BRIDGE-
(RFC 1493) MIB.dot1dTpPortMaxInfo, BRIDGE-MIB.dot1dTpPortinFrames, BRIDGE-

MIB.dot1dTpPortOutFrames, BRIDGE-MIB.dot1dTpPortInDiscards

Traffic Shaping and QoS Enables QoS to be applied to VLAN and Ethernet interfaces with traffic shaping applied to them.

for Ethernet Interfaces  The bandwidth used for outgoing traffic on an interface is limited, like the rate limiter on QoS
Map entries, except that it queues packets instead of deleting them. For more information, see
the bandwidth command in “Ethernet Interface Configuration Command Set” in the SROS
Command Line Interface Reference Guide.

Web GUI Revisions A new QoS wizard is available to allow easy setup of LLQ on a WAN interface. Also, existing
wizards have been enhanced. These tools are self-documented and available in the router’s
Web Graphical User Interface.

Release J.02.02A Enhancements

System-Level Enhancement: Default Boot Path Changed

Concurrent with the release of J.02.02A software, ProCurve has changed the default boot path in the
ProCurve Secure Router products it builds. Products with the following serial numbers, or later, use
compact flash as the primary (default) boot path for the router software and router configuration
files.

Table 2. ProCurve Secure Router Serial Numbers That Boot From Compact Flash

Product Serial Number
ProCurve Secure Router 7102dl (J8752A) US525TRAP4 or later.
ProCurve Secure Router 7203dI (J8753A) US522TS252 or later.

The secondary boot path is the router’s internal flash memory. Prior to this change, the 7102dl and
7203dl products booted by default from the files installed on internal flash at manufacturing time.
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What has changed?

At manufacturing time, two software files are loaded into internal flash: the most recent software
and an exact copy of that software, renamed to SROS.BIZ.

The default boot path for the software and configuration files is set as follows:

boot system cflash SROS.BIZ flash SROS.BIZ
boot config cflash startup-config flash startup-config

By default, the router tries to boot a file named SROS . BIz from compact flash. If this file or compact
flash is not present, the router boots SROS.BIZ from internal flash. In addition, by default, the router
tries to use a configuration file named startup-config from compact flash. If this file or compact
flash is not found, the router uses startup-config from internal flash.

Why make this change?

For ease of router deployment. A network administrator can now pre-configure a router using
compact flash, without ever physically touching the router. All that is required is a PC equipped with
acompactflash reader/writer. First, build avalid startup-configfile and copy it to compact flash.
Next, rename the current software file to SROS.BIZ and copy it to compact flash. With these two
files loaded on compact flash, a network administrator can drop-ship the compact flash and a router
to a remote site. At the remote site, someone inserts the compact flash into the router and attaches
the network cables. When finished, the power cord is attached and plugged into a suitable power
outlet, powering up the router. The router, by default, uses the software file (SROS.B1Z) and
configuration file (startup-config) on the supplied compact flash to boot the system.

Note

Only routers built with serial numbers in Table 2 on page 7 boot by default from compact flash.
Routers with earlier serial numbers can be updated to use compact flash by default. See ““Updating
Existing Routers to Boot From Compact Flash” on page 8 for the update instructions.

Updating Existing Routers to Boot From Compact Flash

ProCurve Secure Routers with serial numbers below those in Table 2 on page 7 can be manually
configured to use the new default boot path from compact flash. Follow the steps below.

1. Update the router Boot ROM to version J.02.02A. This same procedure also works withthe latest
software release, J.03.01.

2. Load and boot from software version J.02.02A.
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Make any necessary changes to the router’s configuration and save the running-config file. You
now have a current startup-config file in flash.

ProCurveSR7203dI>
ProCurveSR7203dI>enable
ProCurveSR7203dI#write memory

Rename the current software file to SROS.B1z. The file name must be in all capital letters.
ProCurveSR7203dl#copy flash J02_02A.biz flash SROS.BIZ

If you are using compact flash, copy the SROS.BIZ file and the startup-config file to compact
flash. If you are not using compact flash, go to step 6.

ProCurveSR7203dl#copy running-config cflash startup-config
ProCurveSR7203dl#copy flash J02_02A.biz cflash SROS.BIZ

Change the primary boot path to compact flash and the backup to internal flash.

ProCurveSR7203dl#conf term
ProCurveSR7203dl(config)# boot system cflash SROS.BIZ flash SROS.BIZ
ProCurveSR7203dI(config)# boot config cflash startup-config flash startup-config

Release J.02.01 Enhancements

The following enhancements are described in the guides referenced in each enhancement overview.

For

the latest version of any of these guides, refer to “Downloading Documentation and Software

from the Web” on page 1.

Table 3. Summary of J.02.01 EnhancementsSoftware Fixes

J.02.01 Enhancement Overview

Compact Flash Support ~ Added capabilityto copy boot image directly from compact flash to boot sector.

Added capability to format compact flash with SROS running.

Added capability to boot from a specific file from compact flash.

For more information, see boot config and boot system the section titled “Global Configura-
tion Mode Command Set” in the SROS Command Line Interface Reference Guide (April
2005 edition or later).

ADSL Annex B module  Added softwaresupport for ADSL Annex B module.
RFC1483 on ADSL/ATM  Added support for RFC1483 on ADSL/ATM link.

link

GRE (IP Only) The current implementation supports IP protocol only.

For more information on GRE commands, see the section titled “Tunnel Configuration Command
Set” in the SROS Command Line Interface Reference Guide (April 2005 edition or later).
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J.02.01 Enhancement

Overview (Continued)

HDLC (Cisco)

Multi-Link Frame-Relay
support

SNMP Views

802.1X supplicant mode

SIP-ALG

HDLC is a protocol developed by the International Organization for Standardization (1SO). Itis
used throughout the world and widely implemented because it supports both half duplex and
full duplex communication lines, point to point, and multi-point networks, on both switched or
non-switched links. HDLC is designed to permit synchronous, protocol transparent data trans-
mission. HDLC also has many off shoots. Some of these are Synchronous Data Link Control
(SDLC) and Link Access Procedure-Balanced (LAP-B), and PPP

For more information on HDLC commands, see the section titled “HDLC Command Set” in the
SROS Command Line Interface Reference Guide (April 2005 edition or later).

Multilink Frame Relay (MFR) for the User-to-Network Interface (UNI) and the Network-to-
Network Interface NNI) provides physical interface emulation for frame relay devices. The
emulated physical interface consists of one or more physical links, called “bundle links”,
aggregated together into a single “bundle” of bandwidth. This service provides a frame-based
inverse multiplexing function, sometimes referred to as an “IMUX”.

The bundle provides the same order-preserving service as a physical layer for frames sent on
a data link connection. In addition, the bundle provides support for all Frame Relay services
based on UNI and NNI standards.

For more information, see the 8xT1/E1 Wide Module) Quick Configuration Guide. Also, see
pages 581 and 582 in the section titled “Frame Relay Interface Config Command Set” in the
SROS Command Line Interface Reference Guide (April 2005 edition).

Added SNMP Views.For more information, see the snmp-server view command in the section
titled “Global Configuration Mode Command Set” in the SROS Command Line Interface
Reference Guide (April 2005 edition or later).

Added 802.1X supplcant mode. For more information, see the port-auth supplicant enable
command in the section titled “Ethernet Interface Configuration Command Set” in the SROS
Command Line Interface Reference Guide (April 2005 edition or later).

Improved the performance through the router.
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Software Fixes

Release J.01.02B was the first software release for the ProCurve Secure Router 7000dl Series.

Release J.03.01

Problems Resolved in Release J.03.01

29068 — Added support for secondary IP address on 802.1Q subinterfaces.
28464 — BOOTP relay agent doesn't forward DHCP NAK BOOTREPLY's.
28760 — debug system doesn't log any SSH login events (pass, fail or otherwise).
27391 — Deleting a PPPoE interface that is up will reboot the unit.
27624 — no debug ip ospf hello command not available.
25422 — no router bgp didn't exsist.
28951 — Reboot occurs when deleting tunnel interface when the tunnel is up.
27274 — Router will let user bind a physical layer interface to two layer 2 protocols.

27827 — show interface adsl 1/1 version and show interface adsl 1/1 information commands are
broken.

29733, 29751 — show interface BRI x/x shows interface as up although interface is down.
29370 — show modules does not currently report product numbers.

27511 — test-pattern insert and show test-pattern should not be allowed with 1's and 0's
pattern.

29496 — VPN and firewall security association tracking problems with bad physical layer
link. Added sequence numbers to SPI message exchange.

29645 — Web GUI: Physical T1 interfaces do not show correct setting for DSOs.

Release J.02.02A
Problems Resolved in Release J.02.02A

(none) — Added capability of configuring the Bundle ID for an MFR bundle.

28428 — Allow setting the path to the software image (operating system) to a file that does
not exist.
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28183 — Changed rate-limiting algorithm to prevent a huge burst of traffic after periods of
inactivity.

28429 — Changed wr mem to write to either primary or secondary configuration file,
depending on boot settings.

28567 — Changed FIN timeout in firewall.

26893 — Fixed issue where over 73K TCP firewall sessions were causing reboots.
27014 — Fixed issue where deleting a bridge could cause sluggish performance.
27088 — Fixed issue where the incorrect VPN Mode-Config address was displayed.

27124 — Fixed issue where the Media Type in SDP of the SIP Invite message was getting
modified with random numbers.

27281 — Fixed issue where DHCP relay was not working across VLANS.

27315 —Fixed issue where the unit would reboot when the command show run was entered
if the configuration contained DHCP server pool options.

27324 — Fixed issue where the bandwidth command for a GRE tunnel interface was not
being displayed in the show run output and was not getting saved to the startup script.

27352 — Fixed problem with incorrect NTP server in running config.

27372 — Fixed issue where a TDM group could not be assigned to a Dual E1 module.
27407 — Fixed issue on the 7203/7102 where runt ARP packets were being sent by the unit.
28957 — Fixed connection / binding problem with HDLC and Serial interface.

27964 — IPCP will not negotiate to Juniper router. The symptom would be non-interopera-
bility with Multilink PPP.

28373 — Protocol stack enhancements.

27573 — SNMP OID cleanup.

Release J.02.01

Problems Resolved in Release J.02.01

Fixed buffer overflow in https server that caused a reboot.
Fixed OSPF not observing path-type when doing route selection.

Fixed minor issues related to compact flash.
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Fixed a default configuration issue that occurred with ADSL / PPPoE overwriting the default
route.

Fixed E1+G.703 ts16, once configured, does not show in show config output.
Fixed terminal line length, once set to zero, cannot be set to anything else again.

WFQ in WEB changed to be enabled by default

Known Software Issues and Limitations

This section identifies issues you may encounter when using a ProCurve Secure Router 7000dI.

Release J.03.01

29525 — Activity LED on Ethernet ports is active although nothing is connected.

29641 — Upgrading Boot ROM from system code gives confusing message that process
failed, but in reality it succeeded.

Release J.02.02A

29068 — Cannot create secondary address on 802.1Q interfaces.

28759 — Web GUI - "Telnet/SSH/Console -> Use password." SSH does not use the specified
password.

27370 — Files that are eight characters or less combined with file extensions of three
characters or less cause the file to be displayed in all caps on the router. For example,
abcdefgh.biz would be displayed in all caps on the router.

27511 — The test-pattern insert and show test-pattern should not be allowed with 1's and 0's
pattern.

27626 — no debug ip ospf hello Command not available.

27827 — Show intadsl 1/1 ver and show int adsl 1/1 info commands do not display information
correctly.

26606 — Debug commands for HDLC do not work.

26620 — DHCP Client does not work on an HDLC interface. This feature was not imple-
mented for HDLC.
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