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viewing sessions ... B:8-67, A:3-80

demarc
carier line ... B:4-5
ISDN connections ... B:8-7, A:3-7
location for carrier lines ... B:5-5
demultiplexing channels ... B:4-13
Denial of Service attack ... A:4-16
designated router
See OSPF, DR
DHCP
client
See DHCP client
configuring through Web browser
interface ... B:14-126
excluded addresses ... B:13-7, B:13-18
network monitoring ... B:13-26
overview ... B:13-3
pool
See DHCP pool
relay ... B:13-6, B:13-32

request process ... B:13-3, B:13-4, B:13-

scopefor VLAN ... B:13-5, B:13-16
server
Sce DHCP server ... B:13-4
DHCP client
ATM subinterfaceas ... B:7-21
Ethernet interface as ... B:3-5
Frame Relay subinterface as ... B:6-29
interface as ... B:13-5
activating ... B:13-22, B:13-23
administrative distance ... B:13-27
attaching network monitoring track
clientID ... B:13-24
hostnamefor ... B:12-17

receiving optional configurations ...

B:13-25
releasing address ... B:13-29
renewing address ... B:13-29

20

... B:13-26

B:13-22,

troubleshooting ... B:13-28, B:13-30

valid interfaces ... B:13-6

viewing lease ... B:13-28
monitoring default route ... A:9-32
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DHCP pool
child ... B:13-13
creating ... B:13-7
default gateway ... B:13-9
example configuration ... B:13-14
leasetime ... B:13-10
multiple ... B:13-8
network address ... B:13-8
parent ... B:13-13
singlefixed address ... B:13-14, B:13-21
VLAN ... B:13-15
DHCP server
client namesin host table ... B:12-9
configuring router as ... B:13-5, B:13-6
functions ... B:13-3
ping settings ... B:13-17, B:13-18
troubleshooting ... B:13-19
viewing client bindings ... B:13-19, B:13-20
Diffie-Hellman key
automatic generation with IKE ... A:10-9, A:10-64
key lengths ... A:10-67
PFS group for ... A:10-46
specifying group for IKE SA ... A:10-24, A:10-29
DiffServ ... A:8-5, A:8-7, A:8-10
AF mapping ... A:8-9
CBWFQ classes ... A:8-10, A:8-21
DSCP marking ... A:8-10, A:8-45, A:8-50
See also packet marking
IP precedence mapping ... A:8-8, A:8-10, A:8-17
LLQvalues... A:8-10, A:8-38
WFQ mapping ... A:8-10, A:8-16, A:8-17
digital certificate
advantages ... A:10-55
CA certificate ... A:10-56
configuring with Web browser
interface ... A:16-123
CRL ... A:10-64
deleting ... A:10-63
keys used with ... A:10-10
loading CA certificate ... A:10-59
obtaining automaticaly ... A:10-57, A:10-59
obtaining manually
configuring profile ... A:10-58
importing self certificate ... A:10-61
loading CA certificate ... A:10-59
requesting self certificate ... A:10-60
overview ... A:10-54

peer ID for peer that uses ... A:10-34
standards ... A:10-29, A:10-55
viewing ... A:10-62
Seealso CA and CRL

digital signal zero ... B:4-13

Digital Subscriber Line
SeeDSL

Discard Eligible Bit ... B:6-36

DLCI ... B:6-22

assigning to Frame Relay subinterface ... B:6-28

DNS... B:12-8
client
enabling ... B:12-8
functions ... B:12-5
troubleshooting ... B:12-14
configuration tasks ... B:12-8
host table ... B:12-3
See host table
overview ... B:12-3
proxy
See DNS proxy
server
See DNS server
support on ProCurve Secure Router ... B:12-5
DNS proxy ... B:12-8
default domain namefor ... B:12-9
enabling ... B:12-10
external DNS server for ... B:12-10
troubleshooting ... B:12-11, B:12-12
DNSserver ... B:12-3
configuring through Web browser
interface ... B:14-121
external, specifying ... B:12-10, B:12-13
in DHCP poal ... B:13-11
in IKE mode config pool ... A:10-48

receiving from a DHCP server ... B:13-25, B:13-28

router as ... B:12-10
See also DNS proxy

do command ... B:1-67
domain name

default ... B:12-9

definition ... B:12-3

DHCP poal, in ... B:13-12
DR

See OSPF, DR

See PIM-SM, DR
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DSX-1 module
physical connection ... B:9-14
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activating ... B:9-20
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linecoding ... B:9-17
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T1interface
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troubleshooting
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alarms or errors that will not clear ... B:9-21
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standards supported ... B:9-4
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services
Custom DNS ... B:12-7, B:12-16, B:12-17,
B:12-18
Dynamic DNS ... B:12-6, B:12-16
Static DNS ... B:12-7, B:12-17

E
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See G.703 interface and drop-and-insert module
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Elinterface
activating ... B:4-21
binding
to Frame Relay interface ... B:6-37
toHDLC interface ... B:6-44
to PPPinterface ... B:6-11
channelsfor ... B:4-14
clock source ... B:4-18
configuration mode context for ... B:4-11
configuring through CL1 ... B:4-10
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interface ... B:14-54
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Frame Relay ... B:6-23
HDLC ... B:6-40
PPP ... B:6-6
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frameformat ... B:4-16
interface range command ... B:4-12
linecoding ... B:4-15
lineerrors ... B:4-23
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dot number ... B:4-11
speed for channel ... B:4-15
threshold commands ... B:4-23
troubleshooting ... B:4-31
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standards supported ... B:4-8
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El-carrier line
2.048 Mbps bandwidth ... B:4-3
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eBGP multihop ... B:15-78
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commands ... B:1-43
configuring password through Web browser
interface ... B:14-28
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show commands ... B:1-51
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specifying agorithmsfor ... A:10-40
with IPSec ... A:10-6
encryption algorithm
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for IKE SA ... A:10-29
for IPSec SA ... A:10-41
minimum key lengthsfor ... A:10-67
error message
AutoSynch™ ... B:1-71
bootup ... B:1-76, B:1-77, A:1-26
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SafeMode ... B:1-63, A:1-23
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ESF frame format ... B:4-17
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encrypting a packet ... A:10-6
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header ... A:10-5

manually defining key for ... A:10-67, A:10-68
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with NAT-T ... A:10-32

without encryption ... A:10-42

et-clock setting ... B:5-13
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setting maximum size of ... B:3-12
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accessing ... B:3-3
activating ... B:3-4
asDHCPclient ... B:3-5
configuring through CL1 ... B:3-3
configuring through Web browser
interface ... B:14-40
debug commands ... B:3-26
description for ... B:3-13
duplex settings ... B:3-12
IPaddress ... B:3-5
MTU ... B:3-12
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speed settings ... B:3-11
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for VLANs... B:3-19
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viewing configurations for ... B:3-22
viewing status of ... B:3-20
VLANID ... B:3-19
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VLAN support ... B:3-16
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auto MDIX ... B:3-2
connection speeds ... B:1-15
LED ... B:1-26

number of ... B:1-15, B:3-2
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events

displaying ... B:1-51
logging ... A:4-12, A:16-30
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Fraggle attack ... A:4-9

frame

exit command ... B:1-67
extended authentication
See Xauth

F
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See WFQ
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disabled ... B:11-23
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FDL channd ... B:4-20
FIFO ... A:8-10, A:8-11, A:8-17, A:8-32
packet threshold ... A:8-18
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application-level gateway ... A:4-7, A:4-9
attack checking ... A:4-6, A:4-9, A:4-14
blocking attacks ... A:4-9
circuit-level gateway ... A:4-8
asproxy server ... A:4-6
explained ... A:4-6
illustration of ... A:4-7

configuring with Web browser interface ... A:16-27

enabling ... A:4-14

packet-filtering ... A:4-8
definition of ... A:4-4
illustration of ... A:4-5

purpose of ... A:4-3

reflexive traffic check ... A:4-16

802 Slow Protocol ... A:14-3

Frame Relay ... A:8-53
fragmentation ... A:8-54, A:8-57, A:8-68,

A:8-72

header size ... A:8-35

GRE ... A:11-2

headers ... A:8-33, A:8-36

IP... A:11-2

IP header ... A:8-6, A:8-20, A:8-23, A:8-35
RTP compression ... A:8-35

LAPD ... B:8-10
LLDP... A:14-3
MLFR
flag ... A:8-35
header ... A:8-35, A:8-68
MLPPP
flag ... A:8-35
header ... A:8-35
PPPOE ... B:7-30
PADI ... B:7-31
PADO ... B:7-31
PADR ... B:7-31
PADS... B:7-32

QoS frames per second ... A:8-34
RTP header ... A:8-35

UDP header ... A:8-35

VolP ... A:8-54, A:8-61, A:8-64

frame format

CRC4 ... B:4-16

D4 ... B:4-17
El...B:4-16
Elinterface... B:4-16
ESF ... B:4-17
T1linterface ... B:4-17
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CIR ... B:6-19, A:8-55, A:8-56

DCE... B:6-21

DE ... A:8-56

DLCI ... B:6-22

DTE ... B:6-21

EIR ... A:8-56
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See also Frame Relay fragmentation

LMI ... B:6-23
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NNI ... B:6-21

PVC ... B:6-20, A:8-53

PVC endpoint ... B:6-22

rate limiting ... A:8-53, A:8-54

SLA ... B:6-19, B:6-35

UNI ... B:6-21

VolP QoS ... A:8-53

Frame Relay fragmentation ... A:8-12, A:8-35, A:8-53,
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configuring ... A:8-68
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Frame Relay interface

activating ... B:6-25

binding to physical interface ... B:6-36

configuring through CLI ... B:6-23

configuring through Web browser
interface ... B:14-68

counters ... B:6-26

debug commands ... B:6-67

example configuration ... B:6-48, B:6-50

LMI statistics ... B:6-67

show commands ... B:6-54, B:6-67

signalingrole ... B:6-25

signaling type ... B:6-26

subinterface
asaDHCPclient ... B:6-29
CIR ... B:6-35
creating ... B:6-28
DE bit ... B:6-36
description ... B:6-38
DLCI for ... B:6-28
EIR ... B:6-35
IPaddress ... B:6-29
MTU ... B:6-38
network monitoring ... B:6-32
secondary |P address ... B:6-37
unnumbered interface ... B:6-33
summary of main settings ... B:6-24
troubleshooting ... B:6-66, A:2-13
clearing counters ... B:6-70
LMI messages ... B:6-69
LMI stetistics ... B:6-67
PVC status ... B:6-68
FRF.12
See Frame Relay fragmentation
FTP
ACL to control access ... A:5-21
ALGfor ... A:4-19
configuring password through Web browser
interface ... B:14-27, B:14-34
controlling, access ... B:2-13
local user list ... B:2-11
traffic through afirewall ... A:4-5
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enabling through the Web browser
interface ... B:14-22, A:16-20
enabling, on router ... B:1-85
troubleshooting ... B:1-85
full-duplex
Ethernet interface settings ... B:3-12
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activating ... B:9-10

checking the status of ... B:9-10

configuring ... B:9-4
frameformat ... B:9-8
linecoding ... B:9-7
TS16 ... B:9-9

configuring through Web browser

interface ... B:14-105

E1 interface
assigning channels ... B:9-5
setting clock source ... B:9-7

show commands ... B:9-10

troubleshooting ... B:9-12
accruing errored seconds and clock

dips... B:9-13

aarmsor errors that will not clear ... B:9-12

yellow alarm ... B:9-13
TS16 ... B:9-9
G.703 module
physical connection ... B:9-4
standards supported ... B:9-4
G.lite... B:7-10
gateway
application-level ... A:4-7
circuit-level ... A:4-6
Generic Routing Encapsulation
See GRE
global configuration mode context ... B:1-37
commands ... B:1-61
interface configuration mode context ... B:1-37
line configuration mode context ... B:1-38
router configuration mode context ... B:1-38
GRE ... A:11-2
advantages and disadvantages of ... A:10-13
checksum verification ... A:11-12
encapsulation ... A:11-5
tunnel configuration ... A:11-4, A:11-5, A:11-7
See also tunnel
tunneling ... A:11-5
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multicasts ... A:11-9
routing updates ... A:11-8
VPN overlay ... A:10-13

H

H.323 ... A:8-36, A:8-62, A:8-66
ALGfor ... A:4-19
half-duplex
Ethernet interface settings ... B:3-12
hash algorithm
definition ... A:10-6
for IKESA ... A:10-29
for IPSec SA ... A:10-41
key length for ... A:10-67

HDLC
ABM ... B:6-40
ARM ... B:6-40
NRM ... B:6-40

HDLC interface
activating ... B:6-42
binding to physical interface ... B:6-44
configuring through CL1 ... B:6-40
configuring through Web browser
interface ... B:14-74
description ... B:6-46
example configuration ... B:6-50
IPaddress ... B:6-42
MTU ... B:6-45
secondary |P address ... B:6-45
show commands ... B:6-54
troubleshooting ... B:6-70
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help
? command ... B:1-65
toolsfor CLI ... B:1-65, A:1-13
helper address
for UDP forwarding ... B:13-32
high-priority queuing
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adding anentry ... B:12-9, B:12-13
atering an entry ... B:12-13
dynamic hosts, adding ... B:12-9
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hosthame
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definition ... B:12-3

interface ... B:12-17, B:13-25

LLDP message, in ... A:14-4

preventing LLDP advertisement of ... A:14-13

setting router hostname ... B:1-61

static hostname with dynamic address ... B:13-27
See also dynamic DNS
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wildcard ... B:12-16

HTTP request probe ... A:9-12, A:9-20
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ACL to control access ... A:5-22

enabling ... B:2-11

enabling through Web browser interface ... B:14-22,
A:16-20

local user list ... B:2-11

monitoring aremote server ... A:9-20
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enabling ... B:2-11
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A:16-20
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flood ... A:4-9
session timeout ... A:4-21

ICMP echo probe ... A:9-11, A:9-18
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IEEE

bridging support ... B:10-4, B:10-6
See also bridging

IEEE 802.1Q standard ... B:3-16
IEEE 802.1w

See RSTP
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See STP

IGMP ... A:12-7, A:12-8, A:12-9

downstream interface ... A:12-9, A:12-13, A:12-14,
A:12-23, A:12-24
enabling on interface ... A:13-29
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multicasting agent
configuring ... A:12-14
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proxy ... A:12-9, A:12-10, A:12-15, A:12-24
enabling on downstream interface ... A:12-15
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dtering interval ... A:12-19
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report ... A:12-7
show commands ... A:12-22
troubleshooting ... A:12-21
upstream interface ... A:12-13, A:12-16
version ... A:12-8, A:12-14, A:12-24

advantages ... A:10-64
authentication information, needed for ... A:10-19
authentication methods ... A:10-10
Diffie-Hellman key generation ... A:10-9
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phase?2 ... A:10-84
negotiating IPSec SA ... A:10-8
phase 1
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security proposals ... A:10-29
settings for ... A:10-12, A:10-15
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description of ... A:10-12
monitoring ... A:10-78
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viewing security parameters ... A:10-81
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See Xauth
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configuring ... A:10-28, A:10-29

16 — Index



IKE mode ... A:10-26

aggressive
definition ... A:10-11
specifying ... A:10-27
default ... A:10-26
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specifying ... A:10-27
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address ... B:13-29
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requesting ... A:10-59
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hierarchy ... B:1-34

managing with Web browser interface ... A:16-11

software ... B:1-30
version
viewing neighbors’ ... A:14-5

30 — Index



SSH

configuring password through Web browser
interface ... B:14-27, B:14-32
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TCP
attacks ... A:4-10
sessiontimeout ... A:4-21, A:4-22
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routing, traffic ... B:3-17
support for ... B:3-16
tagging ... B:3-16
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QoS ... A:8-4
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multiple sites ... A:10-45
peer

See VPN peer
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peer ID in IKE policy ... A:10-24
viewing remote ID list ... A:10-71
VPN tunnel ... A:10-4, A:10-7
See also |P Security (1PSec)
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eementsof ... B:4-3, B:5-3
view active ... B:5-17

Web browser interface ... B:1-5, B:1-10
AAA subsystem ... B:14-35
accessing ... B:1-11, A:1-10
ACLs... A:16-41
ACPs... A:16-44
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AutoSynch™ ... B:14-8, A:16-7
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bridging ... B:14-108
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Elinterface ... B:14-54
enable mode password ... B:14-28
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enabling IP services ... B:14-22, A:16-20

Ethernet interface ... B:14-40

file management ... B:14-9, A:16-8
firewall ... A:16-27

firewall wizard ... A:16-37
Frame Relay interface ... B:14-68
G.703 interface ... B:14-105
HDLC interface ... B:14-74
ISDN group ... B:14-93

ISDN modules ... B:14-88
LLDP... A:16-141
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managing Secure Router OS ... B:14-12

MLFR ... A:16-26

MLPPP ... A:16-24

network monitoring ... A:16-75
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OSPF ... A:16-148

passwords ... B:14-27

PPP authentication ... B:14-65
PPPinterface ... B:14-62
QoS ... A:16-58

QoSwizard ... A:16-62
RADIUS server ... B:14-36
resource pool ... B:14-100
RIP... A:16-146

Secure Router OS, managing ... A:16-11

serial module ... B:14-59
SNMP ... B:14-42
spanning tree protocol ... B:14-112
static route ... B:14-103, B:14-117
T1...B:14-54
TACACS+ server ... B:14-38
tunnels ... A:16-136
VPN wizard ... A:16-89

weighted fair queuing
See WFQ

WFQ ... A:8-11, A:8-14

conversation subqueue ... A:8-11, A:8-14, A:8-15

packet threshold ... A:8-18, A:8-70

enabling ... A:8-17
queuesize... A:8-18

shortcomings ... A:8-15, A:8-16, A:8-23, A:8-49,

A:8-71

weight ... A:8-15
wildcard bits

ACL for NAT ... A:6-10

inACL ... B:8-20, A:5-10
WinNuke

attack ... A:4-10, A:4-11

optional firewall check ... A:4-15
WINS server

DHCP poal, in ... B:13-11

in IKE mode config pool ... A:10-48
wizard

firewdl ... A:16-37

network monitoring ... A:16-75

QoS ... A:16-62

VPN ... A:16-89
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X.21 cable... B:5-10
Xauth
host
configuration tasks ... A:10-53
generic authentication ... A:10-53
OTP authentication ... A:10-54
RADIUS authentication ... A:10-53
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enabling ... A:10-52
local username database for ... A:10-50
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