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Secure Access Configuration Guide For Wireless
Clients

Introduction

This document is Part Two of a guide that details the configuration steps for building Secure
Access Solutions for Wireless Clients. Part Two of this guide creates solutions for clients using
wireless data privacy or monitored logons. Part One creates solutions for clients using a
browser-based logon.

The following ProCurve Networking by HP products are used:

ProCurve Access Control Server 740wl (J8154A)
ProCurve Access Point 420 (J8130A)

ProCurve Access Control xI Module (J8162A)
ProCurve Switch 5300xI (J4850A)

Configuration Scenarios
This table defines the configuration scenarios covered in Part Two of this guide.

Scenario | Secure Access Airwave IP address | Authentication Client OS

Method Security

1 Browser-based Static WEP NAT Built-in Windows XP
Logon Database

2 Browser-based WPA-PSK Real IP LDAP Windows XP
Logon

3 Browser-based Static WEP Real IP RADIUS Windows
Logon 2000

4 Wireless Data PPTP VPN NAT VPN Windows XP
Privacy Logon

5 Wireless Data L2TP/IPSec NAT/Real IP VPN Windows XP
Privacy Logon

6 Monitored Logon Dynamic Real IP Active Directory | Windows XP
(802.1x) WEP/802.1x /RADIUS

Required Network Services

The configuration scenarios in the guide require the network services noted below, however,
complete server installation and configuration are not shown here with the exception of specific
changes required by the configuration scenario. Refer to product documentation for more
information.

Microsoft 2003 Enterprise Server with the following running services:

Microsoft Internet Authentication Service (1AS)
Domain Controller

Certificate Authority

DHCP

DNS

Wins

RRAS
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Basic Setup and Topology
This basic setup and topology is used in this guide to configure the above scenarios.

Access Control Server 740w|

Enterprise Server

Trusted
Network

10.24.3.50

10.24.3.10

AP 420

M 10.24.3.62

Wireless Client

Figure A — Basic Topology
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Software Versions

The table below details the software versions used for the ProCurve network equipment in this
guide. For the latest software versions or more info, visit the ProCurve Networking by HP Web
site (http://www.procurve.com).

Device Version

Switch 5300xI E.09.21

Access Control xI Module 4.1.3.93
Access Control Server 740wl | 4.1.3.93
Access Point 420 2.0.38

Getting Started
Getting started with the configuration scenarios in this guide requires completion of steps 1
through 4 below to get the infrastructure prepared.

To get started, refer to the Basic Setup and Topology (Figure A) and complete the following
tasks:

Step 1: Configuring the Switch 5300xI

Step 2: Configuring the Access Control Server 740wl
Step 3: Configuring the Access Control xI Module
Step 4: Configuring the Access Point 420

After completing Steps 1-4, then proceed to the desired Configuration Scenario.

Step 1: Configuring the Switch 5300xI

In this example configuration, the Access Control xI Module (ACM) is inserted into slot D of
the Switch 5300xl. However, any open 5300x| switch slot may be used. For example, if the
ACM is inserted in slot A, the uplink port designation would be “aup”.

Power up the switch, insert the ACM, connect a serial console cable and configure the
following at the Switch 5300x| CLI:

Configure the default gateway on the switch.

Configure an uplink VLAN (vlan 3), IP address and subnet mask
Add a port (a1) to the uplink VLAN.

Add the ACM uplink port (dup) to the uplink VLAN (vlan 3).

Add a port (b1) to VLAN 2000.

ahrONE

Note: Upon insertion of the ACM into the Switch 5300xl, VLAN 2000 is automatically
created by default and the downlink port (ddp) is added to this VLAN as a tagged
member.

5300x1l> en

5300x1l# config term

5300x1 (config)# ip default-gateway 10.24.3.1
5300x1 (config)# vlan 3

5300x1 (vlan-3)# ip address 10.24.3.65/24
5300x1 (vlan-3)# untag al

5300x1 (vlan-3)# untag dup

5300x1(vlan-3)# vlan 2000

5300x1(v1lan-2000)# untag bl
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Step 2: Configuring the Access Control Server 740wl

This example uses an Access Control Server 740wl. The configuration steps are the same if
you are using an Integrated Access Manager 760wl.

Power up the ACS, connect a serial console cable and configure the following at the ACS CLI:

1. Configure an IP address, subnet mask and default gateway.
2. Configure the shared secret (secret).

HP 700wl Series@[42.0.0.1]: set ip 10.24.3.50 255.255.255.0
HP 700wl Series@[10.24.3.50]: set gateway 10.24.3.1
HP 700wl Series@[10.24.3.50]: set sharedsecret secret secret

Step 3: Configuring the Access Control xI Module
To configure the ACM, go to the Switch 5300xI CLI and configure the following:

1. Enter the Access Controller configuration context.

2. Set the IP address, subnet mask and default gateway of the ACM.

3. Set the IP address of the Access Control Server 740wl that will be used to manage
the ACM.

4. Set the shared secret (secret) to match the configuration on the ACS.

5300x1> en

5300x1# config term

5300x1 (config) # access-controller d

5300x1 (access-controller-D) # enable extended-commands

5300x1 (access-controller-D-ext)# set ip 10.24.3.66/24

5300x1 (access-controller-D-ext)# set gateway 10.24.3.1

5300x1 (access-controller-D-ext)# set accesscontrolserver 10.24.3.50

5300x1 (access-controller-D-ext)# set sharedsecret secret secret

Use the “show status” command to verify that the ACM is connected to the ACS.

5300x1 (access-controller-D-ext) # show status
Uptime: 1 hr, 7 mins.
Access Controller Function
Access Control Server: 10.24.3.50
Connected: 10 mins, 27 secs
Active Clients: 0

Total Sessions: O

Step 4: Configuring the Access Point 420

Initial configuration of the Access Point 420 for this guide requires two tasks be
completed.

1. Configuring the Access Point for general network and wireless
Connect a serial console cable to the AP 420 and configure the following at the AP
420 CLI:

e |P address, subnet mask and gateway.
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e Enable the Access Point radio
e Wireless SSID (x52800cb2) and channel (6).

HP ProCurve Access Point 420# configure

Enter configuration commands, one per line. End with CTRL/Z
HP ProCurve Access Point 420 (config)# int eth

Enter Ethernet configuration commands, one per line.

HP ProCurve Access Point 420 (if-ethernet)# no ip dhcp

HP ProCurve Access Point 420 (if-ethernet)# ip addr 10.24.3.62
255.255.255.0 10.24.3.1

HP ProCurve Access Point 420 (if-ethernet)# end

HP ProCurve Access Point 420 (config)# int wireless g

Enter Wireless configuration commands, one per line.

HP ProCurve Access Point 420(if-wireless g)# no shut

HP ProCurve Access Point 420(if-wireless g)# ssid x52800cb2
HP ProCurve Access Point 420 (if-wireless g)# channel 6

2. Configuring the ACS to recognize the AP 420 as “Network Equipment”
Connect the AP 420 to the network (see Figure A) and open the Web browser
management interface to the ACS. Enter the username and password (default
shown here) of the ACS:

Username: admin

Password: admin

a) Browse to Status -> Client Status and copy the MAC address of the AP
420.

LsaN\a9¢

STATUS RIGHTS HETWORK HELF LOGOLT

| Equipment Status Client Status Session Status License Information

H Client MAC Address IP Address  Access Controller Rights
C | Ie n t Sta tu S Full Marme Machine Name Expire
s Click & client name to view detailed Hot logged on 00: Ock:9cd: 16 55: 98 1024 362 ProCurye ACW x| 10.24 3 66 Tk 2odays {} P-4
status.
» Click & column name to sort.
& Select fiter options to view a subset of
ertries. |, Refresh User Rights Now | | Logout Users Now |

If you have made changes to your rights
configuration, click Refresh User Rights
How to force all users to obtain new
rights. Click the refresh button st the right
in & rowy to refresh rights for an individual
client.

See Help for more information.

Shaw;;
| All Access Contrallers |
| All Clients v

|25 rows per page |

;-_.Auto Refresh Off i V

[ Apply Flters |

Figure B — Client Status Page
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b) Browse to Rights -> Identity Profiles and Select Network Equipment. Click
on New Equipment, input a descriptive name (AP 420-1) and paste the MAC
address into the MAC Address field. Select the Access Point Identify
Profile and save changes.

STATUS FRIGHTE HETWORK

LoGouT

Rights Setup ' Identity Profiles . Connection Profiles Authentication Policies Access Policies Logon Customization Tools & Options

New Equipment Eawiementtame  [ap 4504

To add & network device to the

built-in database, erter & name for MAGAddrcss LUQDdefBEEQB
the device, its MAC address, and

zelect an ldertity Profile to which it
should be assigned.

Ildentity Profiles
vhen finished, click Save.

Azszign thiz equipment to one or more dentity Profiles from the list below . To edit an ldentity Profile, click its name or the pencil
button. To sdd an Identity Profile, click Hew ldentity Profile....

[

lentity Profile

ccess Points

Zers

[ New Identity Profile... |

[—5ave— [—cancel—

Figure C — New Equipment Page

c) Browse to Status -> Client Status and click Refresh User Rights Now. The AP
420 is now recognized by the ACS as “Network Equipment”.

STATUS RIGHTE HETWORK

Equipment Status _;T_IienlStalns-_ Session Status License Information

C | |e nt Sta tu S Client -MAC Address  IP Address Access Controller RIEINS

BollMeme 0 |MachiceNeme  Expire
» Click a client name to view detailed status. {Hetwork Equipment) 00:0d9d 165598 1024362  ProCurve ACK x 1024 566 1wk 2elays ;
® Click 5 column name to sort. AR 4201

» Select fiter options to wiew a subset of entries. _

| Refresh User Rights Mow | | Logout Users Now |
If you have made changes to your rights = B — )
configurstion, click Refresh User Rights How to
force all uzers to obtain new rights. Click the
refresh button at the right in s rowe to refresh rights
for an individual client.

See Help for more information.

5_25 rows perpage ¥

| Auto Refresh Off vl

| Apply Alters |

Figure C — Client Status - Refresh User Rights Now
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Configuring Scenario 4: Wireless Data Privacy Logon using VPN
Authentication (PPTP)

Scenario 4 consists of a wireless, Windows XP client authenticating via a VPN. The VPN used in
this example will be a PPTP VPN. Since VPN authentication requires a RADIUS backend, we will

configure the ACS to authenticate VPN users against Internet Authentication Service (1AS),

Microsoft’s RADIUS implementation. In contrast to Browser-based logon, Wireless Data Privacy

logon is automatic upon successful establishment of the VPN connection. The steps required
are:

e On the ACS, enable PPTP VPN support globally.

e On the ACS, enable PPTP VPN support in both the Unauthenticated and
Authenticated Access Policies.

e On the ACS, define a RADIUS Authentication Service, associate it to the System

Authentication Policy, and enable the RADIUS server to authenticate the user during

PPTP session negotiation.
e On the AP 420, configure open authentication wireless parameters.

e On the Windows XP client, connect the wireless client, configure PPTP client software

(Windows XP native) and verify authentication.

1) On the ACS, enable PPTP VPN support globally.

a. On the ACS, browse to VPN -> Wireless Data Privacy tab and click the
Enable PPTP checkbox. Save changes.

il

.

STATUS RIGHTS HETIWORE

Wireless Data Privacy

Wireless Data
Privacy

Settings onthis page affect the
wireless Data Privacy settings on
all connected Access Cortrollers.

wilreless Data Privacy
Configuration:

Check Encryption Protocols to
enakle use.

For IPSec, select the
Authentication methocd:

® Touse a cedificate, go to the
Certificates tab to obtain and load
a cetificate.

® Touse a shared secret, enter
and confirm the secret string.

Select one or more algorithms for
IKE Encryption, Integrity, and Diffie-
Hellman.

Select one or mare algorithms, or
Maone, for ESP Encryption and
Integrity.

vihen finizhed, click Save.,
Reset to Defaults resets all field

values to system IPSec defaults
(=zee Help for details).

il & G

Certificates

MAINT LOGE HELF LOGOUT

IP Address Assignment

Glebal Wireless Data Privacy Configuration

Encryption
Protocols:

[ Enable PSec

Enabile L2TPHPSES (requires [PSec)
Enakblz PPTP
[ Enable SSH

Configuration for IPSec

IKE Authentication (7 pypic Key Certificate

Method

@ IPSec Shared Secret: Confirm:
IKE Encryption pes [¥] 3-0es [ Blowfish [ cast
eI BTy sHa-1 [ s

IKE Diffie-Hellman Group 1 Group 2 O Group 5

pes [¥] 3-oes [¥] aEs [ Blowiish [ cast [ wu
sHe-1 [ mos T wan

ESP Encryption

ESP Integrity

Save Reset to Defaults Cancel

Figure 4.1 — Wireless Data Privacy
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b. On the ACS, browse to Rights -> Access Policies and select the
Unauthenticated Access Policy. Configure the following parameters and
save changes.

Network Address Translation: Always

IP Addressing: Require DHCP
Encryption: Allowed, but not required
Encryption Protocol: PPTP

MPPE: Stateless

Key Length: 128 bits

All other parameters in the default state.

Wl &8N0 2

STATUS L RiGHTS HETWORK UFH MAINT L0GE HELF LOGOUT

Rights Setup Identity Profiles Connection Profiles Authentication Policies  Access Policles | Logon Customization Tools & Options

Ed |t ACCQSS Hame Unauthenticated
Policy
“You can change an Access Settings Allowed Traffic Redirected Traffic HTTP Proxy Bandwidth Timeout

Palicy's name and its properties,
found under tabbed headings as
follows:
® LUnder Settings =et properties Configure NAT palicy, IP addressing, and encryption reguirements for this Access Policy in the fields helov . See Help for details.
related to IP addressing, 8021 .
e Hetwork Address Translation
VLA_N tag usage, encryption hodifying MAT settings may cause Always
requirements, and others. incomect behavior. See Help.
» Under Allowed Traffic select
the &lloveed Traffic Fiters for thiz

policy. These are processed after IP Addressin
Redirected Traffic Fiters. d Reguire DHCP v

» Under Redirected Traffic VLAH Identifier o
zelect the Redirected Traffic Fiters ® Remove any pre-existing tag
for this policy. These are O Uze client tag

processed before Sllovwed Traffic
Fiters. O apply this YLAN tag:l:l

# Lnder HTTP Proxy enable

autamatic HTTP prosy fitering and Encryption | Allowed, but nat required v |

select proxy fitters. =

» Under Bandwidth set Encypiionbnoiccol= Cipsec [Setting=]

upstream and dovwnstream |:| L2TR+PSEC

AL AL ) May force IF addresses to be NATed, See Help.

# LUnder Timeout specify the

Linger and reauthentication FRTP

timeouts. by force IP addresses to be NATed, See Help.
OssH

vhen finizhed, click Save.
Changes take effect automatically MPPE
at the next update of users' rights A Cotg)
assignments.

Key Length 28 hits
Save As Copy saves without (FRTP only)
replacing the ariginal.

Authentication for PPTP or L2TP

Authentication Method (3 Use Associsted Authertication Palicy
Buthentication Policy will be the

policy azsociated with the | k . |
Connection Profile. See Help for O e et eeui: ety
details.

[ sliowr PAP for L2TP

[ Save ] [ Save As Copy ] [ Cancel ]

Figure 4.2 — Unauthenticated Access Policy

c. Configure the Authenticated Access Policy EXACTLY the same as the
Unauthenticated Access Policy and save changes.

2) On the ACS, define a RADIUS Authentication Service, associate it to the
System Authentication Policy, and enable the RADIUS server to
authenticate the user during PPTP session negotiation.
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a. Follow the instructions using Configuring Scenario 3 to define a RADIUS
Authentication Service and associate it to the System Authentication Policy.
In addition, click the Supports Microsoft Attribute (RFC-2548) checkbox
to enable the RADIUS server to authenticate the user during PPTP session
negotiation.

& G N O 2

STATUS RIGHTS HETWORK LREH MAINT LoGE HELF LOGOUT

Rights Setup Identity Profiles Connection Profiles Authentication Policies Access Policies Logon Customization Tools & Options

New Hame IAS
Auth_enhcatlon B TEYEIT
Service - e

o 1812
RADIUS

Secret [TTTTT]
(=) 802.1x
(> Kerberos Confirm Secret [TTTT T
[>ILpAP

Group ldentity Field LDg in-LAT-G roup

[/ XML-RPC Reauthentication Field |- cion-Timeout

To configure RADILS as an Timeout g

authertication service, enter a { Seconds

natme for the authentication service

and provids the reguired Supports Microsoft Attributes (RFC-2543)

information in the fields to the right.
[[] Enable RADIUS Accounting (RFC-2566) on port | 1813

To uze the RADILS zervice for
accounting, click Enable RADIUS
Accounting... and provide & port
number .

Save Cancel

See Help for more information.

Figure 4.3 — RADIUS Authentication Service

b. On the ACS, browse to Status -> Client Status and click Refresh User
Rights Now.

3) On the AP 420, configure open authentication wireless parameters.

a. From the AP 420 CLI, configure security suite 1 (open authentication, no
encryption).

HP ProCurve Access Point 420# configure

HP ProCurve Access Point 420 (config)# int wireless g

Enter Wireless configuration commands, one per line.

HP ProCurve Access Point 420 (if-wireless g)# security-suite 1
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4) On the Windows XP client, connect the wireless client, configure PPTP
client software (Windows XP native) and verify authentication.

a. Connect the wireless Windows XP client to the AP 420 using open
authentication/no encryption.

b. On the Windows XP client, open the Network connections window and click
Create a new connection.

* Network Connections |L||E”E|
File Edit ‘iew Favoribes Tools  Advanced  Help r?;'"
.\ﬁ} Back \(.; |_'ﬁ p Search lL Faolders v

Address | & Network Connections vl 5

. LAN or High_—?gg:e_i;l Internet
Network Tasks e

: ; Wireless Mebwork Connection 3
Create a new conneckion Enabled
k T “f CRIMOCD 802, 11abg PCT Ada.. .

See Also

,_:1.) Metwaork Troubleshooter

Other Places

(@ Control Panel
\_15 My Mebwork Places
£} My Documents
o My Computer

Details

Metwork Connections
System Folder

Figure 4.4 — Network Connections

c. Click Next to start the New Connection Wizard.
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Mew Connection Wizard

Welcome to the New Connection
Wizard

Thiz wizard helps you:
* Caonnect bo the Internet,

* Connect to a private network, such as vour workplace
nietwiork.

To continue, chick Mest,

MHext » ’\I§[ Cancel
b

Figure 4.5 — New Connection Wizard

d. For the Network Connection type, select the Connect to the network at
my workplace radio button and click next.

MNew Connection Wizard

Metwork Connection Type
YW'hat do you want to do?

() Connect to the Intemnet
Connect to the Intemet zo vou can browse the \Web and read email.

{*) Connect to the network at my workplace

Connect to a buginess netwark, [Lzing dial-up ar YPMH] 20 you can wark from hame,
a field office, ar another location.

") Set up an advanced connection

Connect directly to anather computer using vour zenal, parallel, or infrared poart, or
get up this computer 2o that ather computers can connect to it

¢ Back ” NEH”’\Q[ Cancel
L4g

Figure 4.6 — New Connection Wizard
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e. Select the Virtual Private Network connection and click next.

Mew Connection Wizard

Metwork Connection
How do pou want bo connect to the nebwork, at your work place?

Create the following connechion:

(") Dial-up connection

Connect uging a modem and a regular phone line or an Integrated Services Digital
MHetwark [I1S0M] phone line.

{(*) Virtual Private Network connection

Connect to the network, using a wirtual private network. [YPH] connection aver the
Interniet.

< Back ][ Ne:-:t>%J[ Cancel

Figure 4.7 — New Connection Wizard

f. Configure a Connection Name (PPTP VPN) and click next.
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Mew Connection Wizard

Connection Hame
Specify a name for thiz connection ta vaur workplace.

Type a name for thiz connection in the fallowing box.

Compatiy Mame

FETRVPN

For example, you could type the name of your workplace or the name of a server pou
will connect to.

< Back ][ Meut » '\4[ Cancel
L

Figure 4.8 — New Connection Wizard

g. Enter 42.0.0.1 as the IP address of the VPN Server and click next.

Mew Connection Wizard

¥PH Server Selection
YWhat iz the name or address of the WVPM gerver?
Type the host name or Internet Pratocal [IF) address of the computer to which pou are
connecting.

Host name or [P address [for example, microgoft.com or 1575407 1

42001

< Back ][ NEH”R{’][ Cancel

Figure 4.9 — New Connection Wizard
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h. Chose a Connection Availability and click next.

Mew Connection Wizard

Connection Availability
Y'ou can make the new conhection available to any user ar only b yourself,

A connection that iz created far pour use anly iz 2aved in your uger account and iz not
available urlezs vou are logged on.

Create thiz connection far;

() Anpone's use
() My use anly

< Back ][ Ne:-:t>%J[ Cancel

Figure 4.10 — New Connection Wizard

i. Click Finish to complete the New Connection Wizard.
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Mew Connection Wizard

Completing the New Connection
Wizard

You have successfully completed the steps needed to
create the following connection:

PPTP VPN

The connection will be zaved in the Netwark
Connections folder.

[ ] Add a shortcut to this connection to my desktop

To create the connection and cloze this wizard, click Finish.

< Back ” Finizh ,\4 [ Cancel
by

Figure 4.11 — New Connection Wizard

j. At the VPN connection window, click the Properties button.

Connect PPTP ¥YPH

|lzer name:

Paszward:

[]Save thiz uzer name and pazzword for the following users:

Connect l[ Cancel ]l Prnperties%[ Help
L

Figure 4.12 — VPN Connection Dialog Box
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k. On the Security tab, select the Advanced (custom settings) security option
radio button and click the Settings button.

& PPTP ¥YPN Properties

General Dptiu:uns| Security |Netwu:urking Advanced

Securnty optionz
) Typical [recommended settings)]

®) Advanced [custom settings)

IJzing theze zettingz requirez a knowledge Settings..

aof security protocaolz.

[ |PSec Settings... ]

[ ] ] [ Cancel

Figure 4.13 — VPN Properties

I.  In the Advanced Security Settings window, configure the following and click
OK.

e Data encryption: Maximum strength encryption (disconnect if

server declines)
Allow these protocols: configure to use MS-CHAP v2 only; deselect

MS-CHAP if selected.
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Advanced Security Settings

[rata encryption:

|  awimum gtrength encryption [disconnect if server declines)

Logaomn zecurity
() Uze Extenzible Authentication Pratocal [EAP)

(%) &llow these protocols
[] Unenciypted password [PAP)
[ ] Shiva Pazzword Authentication Protocal [SPAP)
[ ] Challenge Handshake Authentication Pratocal [CHAP)
I%Micrusnft CHAP [M5-CHAF)

Microzoft CHAP Yerzion 2 [MS-CHAP w2]

[ ]Far M5-CHAP based protocals, automatically use my
YWindows logon name and pazsward [and domain if any]

[ Ok, ][ Cancel ]

Figure 4.14 — VPN Advanced Settings

m. On the Networking tab, select PPTP VPN in the drop-down menu as the
Type of VPN. Click OK to exit connection properties.
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& PPTP VPN Properties

| General || Optionz || Security | Mebworking .ﬁ.dvanced|

Type of WPH:

Autamatic

Automatic

L2TP IPSec WP

Thiz connection uzes the following items;
[TCRAR)

g File and Printer Sharing for Microzoft Networls
g Deterministic Metwork, Enbancer
JE Client for Microzaft Mebworkz

£

[ Install... I ninztall Froperties

Dezcriptian

Transmizzion Control Protocald/internet Protocal. The default
vide area network, protocol that provides communication
acrogz diverze interconnected netwarks.

[ OF. ] [ Cancel

Figure 4.15 — VPN Properties

n. Enter the username (juser) and password (password) at the connection
dialog box and click Connect to establish the PPTP VPN.

Connect PPTP VPN

Uzer name: | juzer |

Paszword: |""uu| |

[ ]5ave this user name and passward far the following users:

ke only

Arnpone who uses this comprter

Connect ,\U Caricel H Froperties ][ Help
-+
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Figure 4.16 — VPN Connection Dialog Box

0. Validate PPTP VPN connection in the Network Connections window.

* Network Connections |L||E||E|
File Edit ‘iew Faworites  Tools  Advanced  Help .rﬂ"
\J Back. \w; |_'@ ,,.;:] Search Uf__: Folders v

Address | & Network Connections Y| S

LAN or High—SpEf:_n;I Internet

=

Metwork Tasks
: ; wireless Metwark Connection 3
Create a new conneckion Enabled
il "r CRIMOCD 802, 11abg PCT Ada...

See Also

@ Mebwork Troubleshooker

other Places

E} Cortral Panel
i_'i My Metwork Places

[y [ k
'El ¥ HOCUMENEs PRETR PN [:-3
i My Computer Connected

T WAN Minipart (PPTR)

¥irtual Private Metwork

Details

Metwork Connections
System Folder

Figure 4.17 — Network Connections

p. Double-click the Virtual Private Network Connection and select the Details
tab to connection status details.
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& pPPTP VPN Status

General | Details |

Froperty Walue

D M ame Wit b iniport [PPTF]
Device Type YR

Server type PFP

Tranzsporks TCRAP
Authentization M5 CHAP W2
Encryption MPPE 128
Compression [Fione]

PPP multilink. framing O
Server |P address 10.24.3.66
Clent [P address 42 BR. 7B EY

Cloze

Figure 4.18 — VPN Status Details

q. Back on the ACS, browse to Status -> Client Status and click the Refresh
User Rights Now button to validate the client in now logged in
(authenticated).

W e >3N0

HETWORK LN MAINT LoGE HELF LoEauT

Equipment Status | Client Status | Session Status License

i D Rights
C | 1en t Sta tu = E::?:‘:me I::Ia?gi(::\iss IP Address  Access Controller Ex?)ire
» Click a client name to view detailed status {Hetwork Equipment) 00:0ct 9 16:55:98 1024 362 ProCurve ACN xI 1024 3 66 1wk 2days |'¢3| D_(|
» Click a column name to sart. AP 4201 | S s
= Zelect fiter options to wies 5 subset of entries. juser 00 20k dr e f Procurve ACM 1 10.24.3 56 Tk 2days |‘3| D_(|

If wou have made changes to your rights

configurstion, click Refresh User Rights How to

force all users to obtain nesw rights. Click the |- Refresh User Rights Now '| [
refresh button at the right in & row o refresh rights B
far an indivicusl clignt.

See Help for more information.

Logout Users Now ]

Show:
All sccess Controllers V|

Al Clients ~|
25 rows perpage ¥

‘ Auta Refresh Off h |

[ Apply Atters |

Figure 4.19 — Client Status Page
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r. Click on the client (juser) to get Client details. Click the View User Rights
button to validate that the user is authenticated correctly.

S G N &

ETATUZ RIGHT= HETWORE VFH MAINT LOGE
Equipment Status | Client Status Session Status
Client Detail User

Username

Showe detail status for the selected

cliert. MAC Address

See Help for more information. Machine Hame
IP Address
Address Status

Current Access Controller

Installed in
IP Security
Port or VLAH Hame (VIDY}
Uplink VLAH
Sessions
ldle Time

Rights Expiration

Done View User Rights View Log Refresh User Rights Now Logout User Now
Rights Row Identity Profile Connection Profile Access Policy
2 Authenticated Any Authenticated
Figure 4.20 — Client Details
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Configuring Scenario 5: Wireless Data Privacy Logon using VPN
Authentication (L2TP/I1PSec)

Scenario 5 consists of a wireless, Windows XP client authenticating via a VPN. The VPN used in
this example will be an L2TP/IPSec VPN. Since VPN authentication requires a RADIUS backend,
we will configure an ACS to authenticate VPN users against Internet Authentication Service
(IAS), Microsoft’s RADIUS implementation. The steps required are:

e On the ACS, enable L2TP and IPSec VPN support globally.
e On the ACS, configure Unauthenticated and Authenticated Access Policies for:
» L2TP/IPSec VPN support
» Real IP addresses inside the encrypted VPN tunnel
e On the ACS, define a RADIUS Authentication Service and associate it to the System
Authentication Policy.
e From the ACS, configure the ProCurve Access Control xI Module with the DHCP
Server IP Address to allow clients to use Real IP addresses for the inner VPN tunnel.
e On the AP 420, configure open authentication wireless parameters.
e On the wireless Windows XP client, configure the ProCurve VPN and Windows XP
VPN client software for L2TP/IPSec.
e Connect and verify authentication.

1) On the ACS, enable L2TP and IPSec support globally.

a. On the ACS, browse to VPN -> Wireless Data Privacy tab and click the
Enable IPSec and Enable L2TP+1PSec checkboxes. Select the radio
button to enable IPSec Shared Secret for IKE Authentication Method and
configure an IPSec shared secret. Leave all other configuration settings
default and save changes.

Jan 28 14:15:20 2005

N N

STATUS RIGHTS HETWORK UFH HELF LOGOUT

Wireless Data Privacy Certificates IP Address Assignment

W| re |e55 Da ta Global Wireless Data Privacy Configuration
Priva cy Encryption Enable IPSec

Protocols: Enable L2TP+PSec (requires (PSac)
Settingz on this page affect the
Wireless Data Privacy settings on [ enable peTR
all connected Access Controllers, [ Enatle ssH

vilrelsss Dot Rrivacy Configuration for IPSec

Configuration:
Check Encryption Protocals to Ay
enable Use. IKE Authentication () pupiic Key Certificate
Method
. | essesssses el TTTTITITT T
For PSec, select the @ IPSec Shared Secret: Confirm:
Avthertication method: 2
o Touse a certificate, go to the IKE Encryption pEs [ 3-0Es [ Blowfish [ cast
Certificates tab to obtain and load
a cedificate. IKE Integrity SHA 1 MDS
» Touse a shared secret, enter
and confirm the secret string. IKE Diffie-Hellman roup 1 Group 2 dl Group 5
Select one or more algorithms for A
IKE Encryption, Integrity, and Diffie-  Eor Encryption oes [ 3pEs [#] aEs [ Blowtish (] cast [ hun
Hellman.
Select one of mare algorithms, or ESP Integrity SHA 1 wos [] Mol
Mone, for ESP Encryption and
Integrity .
Save Reset to Defaults Cancel

When finished, click Save.

Reset to Defaults resets all field
values to syvstem IPSec defaults
(=ee Help for details).

Figure 5.1 — Wireless Data Privacy
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2) On the ACS, enable L2TP/I1PSec VPN support in both the Unauthenticated
and Authenticated Access Policies.

a. On the ACS, browse to Rights -> Access Policies and select the
Unauthenticated Access Policy. Configure the following and Save changes.

» Network Address Translation: When Necessary (this allows Real IP
addressing for inner tunnel).

» IP addressing: Require DHCP

» Encryption: Allowed, but not required

» Encryption Protocols: L2TP+1PSec

» Keep the default on all other settings
e a N &

Rights Setup __ Identity Profiles __ Connection Proflles __Authentication Policles | Access Policles |__ Logon Customizaion _ Tools & Options

Ed |t ACCESS Hame: Unauthenticated
Policy
You can change an Access Settings Allowed Traffic Redirected Traffic HTTP Proxy Bandwidth Timeout

Policy's name and its properties,
found under tabbed headings as

follos:
* LUnder Settings =&t properties Configure MAT policy, IP addressing, and encryption requiremerts for this Access Policy inthe fislds below. See Help for
related to IP addressing, 50219 details.
WLAM tag usage, encryption Net N
i i work Address Translation
reguirsmerts, and Dthers'_ hodifying MAT settings may cause When Necessary
& Under Allowed Traffic zelect incomect behawior, See Help.

the Alloswved Traffic Fiters for thiz

policy. These are proceszed after

Redirected Traffic Fiters. IP Addressin.
» Under Redirected Traffic g Requlre DHCP v
zelect the Redirected Traffic Fiters VLAMN ldentifier S
far this palicy. These are @ Remove any pre-existing tag
processed before Allowed Traffic O Use client tag

Fitters.
& Under HTTP Proxy enable O Apply this WYLAM tag:l:l

automatic HTTP proy fittering and

select proxy fiters. Encryption |AIIDwed, bt not required V|
» Lnder Bandwidth set oo e )
upstream and dovenstream Tyption Frotocols Cipsec [ssttings]
hanchadith limits. L2TP+PSEC
._ Under Timeout s_pec_:lfy the Mty force IP addresses to be NATed, See Help.
Linger and resuthentication
timeouts. Cleere
Mty force IP addresses to be NATed, See Help.
wWhen finished, click Save. |:| S5H
Changes take effect automatically
gt the next update of users' rights MPPE
assignments. P cades)
Save As Copy saves without Key Length 128 hits -

replacing the original. (PFTF anly)

Authentication for PPTP or L2TP

Authentication Method (%) Use Associsted Authertication Policy
Athertication Policy will be the

policy associated with the | k il |
Connection Profile. See Help for O s EheNEE SomEs: il
details.

Allow PAP for L2TP

| Save | | Save As Copy | | Cancel |

Figure 5.2 — Unauthenticated Access Policy

b. On the ACS, browse to Rights -> Access Policies and select the
Authenticated Access Policy. Configure the Authenticated Access Policy
EXACTLY the same as the Unauthenticated Access Policy and save
changes.
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c. On the ACS, browse to Status -> Client Status and click Refresh User
Rights Now.

3) On the ACS, define a RADIUS Authentication Service and associate it to the
System Authentication Policy.

Note: This assumes that the RADIUS server is configured and ready to
authenticate clients. See Scenario 3 for more details.

a. On the ACS, browse to Rights -> Authentication Policies and click the
New Service button. Chose the RADIUS button on the right window pane
and configure the new RADIUS service with the following information and
save changes.

Sec

VVVYYVY

Name: IAS
Server: 10.24.3.10

ret: secret

Group ldentity Field: Login-LAT-Group
Supports Microsoft Attributes (RFC-2548)

03:42:45 2005

3l & §

STATUS RIGHTS HETWORK WEH

Rights Setup Identity Profiles

New
Authentication
Service -
RADIUS

() 802.1%
(> Kerberos
(>LDAP

[ XML-RPC

To configure RADILS as an
authertication service, enter &
namme for the authentication service
and provide the reguired
information in the fields to the right.

To uze the RADILS zervice for
accounting, click Enable RADIUS
Accounting.. and provide & port
number .

See Help for more information.

N £

MAINT LOGS

Connection Profiles

Hame

Server

Port

Secret

Confirm Secret
Group ldentity Field
Reauthentication Field

Timeout

?

HELF LoGouT
Authentication Policies Access Policies Logon Customization Tools & Options
e

10.24.3.10

15812

L1111 ] )

L1111 ] )

Login-LAT-Group

Session-Timeout

I Seconds ) 5
Supports Microsoft Attributes (RFC-2548)
[[] Enable RADIUS Accounting (RFC-2566) on port | 1813
Save Cancel

Figure 5.3 — RADIUS Authentication Service

b. Browse to Rights -> Authentication Policies and click the System
Authentication Policy. Add the newly created RADIUS Authentication
Service (IAS) to the System Authentication Policy and save changes.
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STATUS FIGHTS METWORE LIFH MAINT HELF LOGOUT

Rights Setup Identity Profiles Connection Profiles | Authentication Policies Access Policies Logon Customization Tools & Options

E d |t Hame | System Authentication Policy

Au the n tlca tlo n Make this the preferred Authentication Policy for neww Connection Profiles
Policy

ou can change the policy's, and Authentication Services

adldd, remove or recrder the
Authentication Services used in
the palicy.
o Add or remove Authentication Services using the list belowy . Use the arrowy buttons to reorder services in the list.
® Tocreste a new Authertication
Service, click Hew Service....

® Toedi an Authentication D Authentication Service Service Type
EL?;\;ISTB, click it name or the pencil & NT Damein Logons P R
viken finished, click Save. 0 - S02.1x Logans B021x Legons /
Save As Copy saves without Buitt-i Bwilt-i
replacing the original. hd =i LE-Ir
O & Active Directary LDAP &
= &5 RADIUS Vi
New Service...
Save | [ Save AsCopy | | Cancel
v
i >

Figure 5.4 — System Authentication Policy

c. On the ACS, browse to Status -> Client Status and click Refresh User
Rights Now.

4) From the ACS, configure the ProCurve Access Control xI Module with the
DHCP Server IP Address to allow clients to use Real IP addresses for the
inner VPN tunnel.

Note: This assumes that the DHCP server is configured and ready to provide
IP addresses to clients.

a. On the ACS, browse to Network -> Network Setup and select the ACM
used for authenticating client. Configure the DHCP Server IP address and
save changes.

© Copyright 2005 Hewlett-Packard Company, LP. 26



STATUS RIGHT:

%8s

FHETWORK

St-slm Cmgun!nls

Network Setup
 @l0.243.50

E 4y Default

T 1024351

T @ProCurve AGM x 10.24.3.56

Select a component to configure itz
network settings.

e Under Basic Setup configure the
settings that allowy this component to
communicate with the netwark.

e Under Advanced Setup configure
haovwe clients and client traffic is handled.
Different fields are present for an
Access Control Server or an Access
Corntraller.

& Under HTTP Proxy (Access
Controller only) configure an HTTP procy
Server.

e Under S5L (Access Control Server
anly) request, load, and view an S50
Certificate.

Reset to Defaults rezets all field values
on the visible tab to system defaults.

Zee Help for further details.

NG @

MAINT LoGE HELF LOGOL
Interfaces SNMP Date & Time Admin Setup
Equipment %_Prol:urve ACHM xl10.24.3.66

1024 3 66

Basic Setup Advanced Setup HTTP Proxy

Configure network settings for the selected component.

® The component's [P address can he assigned Wsing DHCP or configured Manually as a
static IP address.

& A hostname iz optional; it provided, it must be fully gualified and be resolvable via DNS. See

Help for further explanstion.
| Manually b

Configure

Hostname
Fully qualified including domain,
and must be resolvable via DNE,

|acmoduled.samcaorp.com

s r .
Domain Hame -lsamcorp.com |

10.24.3 66 |

|255.266.256.0 (j24) v

DHCP Server IP
Leawe blank if DHCP requests are
handled on this system's subnet.

1024310

IP Address

Subnet Mask

S 102431 |

1024310

Secondary DHS B |

]

Secondary WINS [ |

Primary DHS

Primary WIHS

Save | | Reset to Defaults || Cancel

Figure 5.5 — Network Setup

b. On the ACS, browse to Status -> Client Status and click Refresh User
Rights Now.

5) On the AP 420, configure open authentication wireless parameters.

a. From the AP 420 CLI, configure security suite 1 (open
authentication, no encryption).

HP ProCurve Access Point 420# configure

HP ProCurve Access Point 420 (config)# int wireless g

Enter Wireless configuration commands, one per line.

HP ProCurve Access Point 420(if-wireless g)# security-suite 1

© Copyright 2005 Hewlett-Packard Company, LP. 27



6) On the wireless Windows XP client, configure the ProCurve VPN and
Windows XP VPN client software for L2TP/I1PSec.

Note: This assumes that the Access Point 420 is connected to the Access Control xI
Module as “Network Equipment” and the client is associated.

Using L2TP/IPSec in this scenario is a three step process.

= First, the ProCurve VPN client is installed and configured.
= Second the Windows XP (native) VPN client software is configured.
= Third, connect the L2TP/IPSec VPN using the Windows (native) VPN client.

This process automatically establishes the IPSec tunnel using the ProCurve VPN
Client and uses the Windows (native) VPN client to establish the L2TP tunnel.

Step 1: Configuring the ProCurve VPN Client
a. Install the ProCurve VPN client and reboot (required).

b. Right click on the ProCurve VPN tray icon and select the Security Policy
Editor.

c. One the Edit menu, select Add -> Connection to create a new connection.

=% Security Policy Editor - ProCurve VPN Client
File Basl® Options  Help

@M puecurss Nobvoddag
H= Cnpy i

_I'\ Delete
Renarne

Mowe Lp
Mowe Down

Figure 5.6 — Security Policy Editor

d. Click New Connection and configure the following:
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IP Address: 42.0.0.1
Protocol: UDP
Port: L2TP (1701)

YV VYV

=% Security Policy Editor - ProCurve VPN Client

Remote Party Identity ID Type: Any

EEX

File Edit Options Help
2m| o [x[=] +|4] == N

Metwork, Security Policy

=1-2 My Connections
+- 4B Mew Connection
% Otker Connections

Connection Security
f* Secure

" Mon-secure
" Block

Femaote Party Identity and Addressing

% [ Only Cannect tManually

D Type |ény | IPAddress
| 42,001
Frotocal [UDP »| FPott [L2TP =] [1701

[ Connect using |

| [
|

[~

Figure 5.7 — Security Policy Editor

e. Expand the New Connection and click My Identity. In the Select Certificate
drop-down window, select “None”. Configure the following:

» Click the Pre-shared Key button and configure the IPSec pre-
shared key to match the key used on the ACS.

» ID type: IP Address
» Port: L2TP

© Copyright 2005 Hewlett-Packard Company, LP.
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- Security Policy Editor - ProCurve VPN Client
File Edit Options Help

&l x|d| 4] = BI

Metwork. Security Policy

=1 My Conne g
: Pre-Shared Key bre-Shared Fey |
o8 54 5|
o \

Enter Pre-Shared Key [at least 8 characters] ;I I'I i

Thiz key iz uzed during Authentication Phase if the
..... Other Carl Authentication Method Proposal is "Pre-Shared key'.

] | Cancel |

A |

IP Addr I.ﬁ.n_l,l

Figure 5.8 — Pre-Shared Key

- Security Policy Editor - ProCurve YPN Client

File Edit ©Options Help

: ProCurve Netwarking
2lm x| ¢4 > N
Metwark. Security Policy
=- a My Connections — My Identity
=@ ;‘; Sy Select Certficate ProShared ey |
...... A [dentity
El Q Security Policy IN:::ne ;I
El @ Authentication [Phaze 1] ID Type Part
I D Proposal 1
- = |1701
El @ K.ey Exchange [Phaze 2] IIP L —I |L2TP —I I
----- D Propozal 1 I'l,_ﬁm_IrI

----- % Other Cannections

Wirtual Adapter IDiSaI:uled LI

— Internet Interface

M arne I,&.,n_.,. j

IP ddr IAn_I,I
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Figure 5.9 — Security Policy Editor

f. Click Security Policy and expand to select Authentication (Phasel) and
configure the following for Proposal 1:

Authentication Method: Pre-Shared Key
Encryp(tion) Alg(orithm): Triple DES
Hash Alg(orithm): SHA-1

SA Life: Unspecified

Key Group: Diffe-Hellman group 2

VVVVYYVY

- Security Policy Editor - ProCurve YPN Client
File Edit ©Options Help

. Prol Batworkl
2[m [ @] +]4| > N
Metwark. Security Policy
=-_1 My Connections Authentication Methad and Algarithms
=B Mew Connection
3 My Identity Authentication Method

- Q Securty Palicy
- @ Authentication [Phaze 1]

3 Propozal 1 %
- @ k.ey Exchange [Phase 2]

Pre-Shared Key ﬂ

Enciyption and D'ata Intearity Algorithms

[ Proposal 1
% Otker Connections Encrept Alg | Triple DES -
Hash Alg SHAA i
Seconds

Shlife  |Unspeciied v |

K.ey Group |Diffie-H ellman Group 2 j

Figure 5.10 — Security Policy Editor

g. Select Key Exchange (Phase 2) and configure the following for Proposal
1:

SA Life: Unspecified

Compression: None

Select the Encapsulation Protocol (ESP) checkbox
Encryp(tion) Alg(orithm): Triple DES

Hash Alg(orithm): SHA-1

Encapsulation: TRANSPORT

VVVVYYYVY
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% Security Policy Editor - ProCurve VPN Client

File Edit Options Help

25| [ x|d| #[4]

Metwork. Security Policy

-1-] My Connections
=By Mew Connection
3 by Identiy
- E Securty Policy
- [% Authentication [Phaze 1]
m Proposal 1
- @ K.ey Exchange [Phaze 2]

m Froposal 1
% Other Cannections

ProCurve Hatworking Bl

Seconds K.Bytes

IPSec Protocols

Sélile  |Unspeciied ~||

Compression | More

[v Encapsulation Pratocal [ESP)

Encrppt &g | Triple DES -
Hazh Alg SHA- -

Encapzulation |[EgEee

3

[ Authentication Pratocal [AH]

sHat ]
[Tumel -]

=

Figure 5.11 — Security Policy Editor

h. Exit and Save changes.

Step 2: Configuring the Windows XP (native) VPN client

a.

the Create New Connection icon to the left.
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',":» Network Connections

File Edit Wiew Faworites Tools  Advanced Help

\\a‘} Back: \‘H,) L‘-}-'; p Search l}_:, Folders v

Address ﬂ;, Metyork Connections

M LAMor Hig_h_—§|_:_|f__e_|5| Inl:__ernet
Network Tasks

Create a new
conneckion

Disable this network
device

Repair this connection
Rename this connection

Wigw status of this |
conneckion

Change settings of this
conngckion

Other Places

Details

Wireless Network
Connection 3

Enabled

1P Address: 42.6.98.58
Subnet Mask:

255,255,255,252

Assigned by DHCP

Access Poink

Mekwork: x52800cb2
Encryption: Disabled
Signal strength: Excellent

£

etwark Conneckion 3

02.11abg PCI Ada, ..

Figure 5.12 — Network Connections

b. Click next to start the New Connection Wizard.
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Mew Connection Wizard

Welcome to the New Connection
Wizard

Thiz wizard helps you:
* Connect o the Internet,

* Connect bo a private network, zuch ag your work place
network.

To continue, click Mext,

I Next>,\<J[ Cancel
et

Figure 5.13 — New Connection Wizard

c. Click the radio button to Connect to the network at my workplace and
click next.

MNew Connection Wizard

Metwork Connection Type
YW'hat do you want to do?

() Connect to the Intemnet
Connect to the Intemet zo vou can browse the \Web and read email.

{*) Connect to the network at my workplace

Connect to a buginess netwark, [Lzing dial-up ar YPMH] 20 you can wark from hame,
a field office, ar another location.

") Set up an advanced connection

Connect directly to anather computer using vour zenal, parallel, or infrared poart, or
get up this computer 2o that ather computers can connect to it

< Back ” NEHtM[ Cancel

Figure 5.14 — New Connection Wizard
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d. Click the radio button to create a Virtual Private Network connection and
click next.

MNew Connection Wizard

Metwork Connection
How do pou want bo connect to the network, at your work place?

Create the following connection:

(") Dial-up connection

Connect uzing a modem and a regular phone line ar an [ntegrated Services Digital
MHetwark, [I1SDM] phone line.

(¥ Wirtual Private Network connection

Connect ta the netwark, uzing a wirtual private network, [WPN] connection over the
Internet,

¢ Back ” Ne:-:t%?][ Cancel

Figure 5.15 — New Connection Wizard

e. Name the connection and click next.
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Mew Connection Wizard

Connection Hame
Specify a name for thiz connection ta vaur workplace.

Type a name for thiz connection in the fallowing box.

Compatiy Mame

L2TRAPS ec WFN

For example, you could type the name of your workplace or the name of a server pou
will connect to.

< Back ][ Ne:-:t>%][ Cancel

Figure 5.16 — New Connection Wizard

f. Configure the IP address of the VPN Server (42.0.0.1) and click next.

Mew Connection Wizard

YPH Server Selection
What i the name or address of the WPH zerver?
Type the host name or Internet Pratocal [IF) address of the computer to which pou are
connecting.

Host name or [P address [for example, microgoft.com or 1575407 1

42001

< Back ][ NEHHQ[ Cancel

Figure 5.17 — New Connection Wizard
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g. Select a Connection Availability and click next. Click Finish to complete the
New Connection Wizard.

MNew Connection Wizard

Completing the New Connection
Wizard

You have succeszsfully completed the steps needed to
create the follawing connection:

L2TP_IPSec VPN

The connection will be zaved in the Metwark,
Connections folder.

[]&dd a shortcut b this connection to my desktop

To create the connection and close this wizard, click Finigh.

¢ Back ][ FinishM[ Cancel

Figure 5.18 — New Connection Wizard

h. At the VPN connection dialog box, click the Properties button.

Connect L 2TP_IPSec VPN

Ilzer name: | |

Paszward: | |

[ ] 5ave this user name and password For the following users:

Connect H Caricel H Praperties’}H Help
L

Figure 5.19 — VPN Connection Dialog Box
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i. In the VPN connection properties, select the Security tab and click the radio
button to select Advanced (custom settings).

& | 2TP_IPSec VPN Properties

General | Options | Security |Netwu:urking Advanced

Secunity optionz
(3 Typical [recommended zettings)

(%) Advanced [custom settings)

|Jzing these settings requires a knowledge -
of security protocals. Settings...

IPSec Settings. ..

Ok ] l Cancel

Figure 5.20 — VPN Connection Properties

j. Click the Settings button and configure the following and click OK.

» Data Encryption: Require encryption (disconnect if server
declines)

» Protocols: MS-CHAP v2 only

» If MS-CHAP is selected, be sure to DESELECT it.
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Advanced Security Settings

Data encryption:

| Require encrption [disconnect if server declines] w |

Logon security
{1 Use Extensible Authentication Pratocol [EAP)

(3 Allow theze protocols
[]Unencrpted password [PAF)
[] 5hiva Pazsward Authentication Pratocal [SPAP)
[] Challenge Handzhake suthentication Protocol [CHAP)
[] Micrazsaft CHAR [M5-CHAPR)

Microzoft CHAP Werzion 2 [MS-CHAR w2)

[ For M5-CHAP based protosals, automatically use my
YWindows logon name and pazswaord [and domain if any)

’ ] 8 w[ Cancel l

Figure 5.21 — Advanced Security Settings

k. Click the IPSec Settings button, configure the preshared key and click OK.

IPSec Settings

|ze pre-shared key for authentication

ey presharedkey |

OF. ] [ Cancel ]

Figure 5.22 — IPSec Settings

I.  On the Networking tab, configure the Type of VPN to L2TP IPSec VPN and
click OK.
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& | 2TP_IPSec YPN Properties

| General | Options | Securityl MNetworking | Advanced|

Type of WFHN:

2TF IPS

N

Thiz connection uzes the following items:

= Internet Protocol [TCRAAIP)

@1 305 Packet 5cheduler

g File and Printer Sharing for Microsoft Metwark s
g Dreterministic Metwork, Enhancer

JE Client for Microzoft Metworks M
Install.. IJrinztal
Description

Transmizzion Control Protocol/Internet Protocol. The defaul
wide area network. protocol that provides communication
acrozs diverse interconnected networks.

[ ok, ] [ Cancel

Figure 5.23 — VPN Connection Properties

Step 3: Connect the L2TP/IPSec VPN using the Windows (native) VPN client

a. Back at the VPN connection dialog box, input the username and password
and click connect. Note: The username and password are configured on the
RADIUS sever for authentication.
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Connect L2TP_IPSec YPN

Ilzer name: | JLzEr |

Passward: |"'"ll--un| |

[]5ave thiz uzer name and pazzword for the following users:

ke anly

Arwone who uzes thiz computer

[ Ennnect’\J[ Cancel ][ Froperties ][ Help
|,

Figure 5.24 — VPN Connection Dialog Box

b. Validate a successful VPN connection is established in the Network
connections window.
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ﬁ Disconnect this connection — Y CRIMNOCC 802.11abg PCI Ada...

Iﬂ Rename this connection

& View status of this
conneckion

:;j Delete this connection

Change settings of this
conneckion

Other Places ¥irtual Private Network

Details

LZTP_IPSec ¥PN
‘Wirtual Private Nebwark,

Connected
AR Minipork (L2TP) %
42.0.0.1

IP Address; 10.24.3.107
Subnet Mask; 255,255,255,255
Assigned by Service Provider

Figure 5.25 — Network Connections

c. Validate a successful VPN connection is established in the ProCurve VPN

Connection Monitor.

Connection Monitor - ProCurve YPN Client

Global Statistics

Nor-Secured Packets |429?3 5 d Packet |2BUSU Close |
BCLIE ACRELE
[ropped Packets |24 Secured D ata [KBytez] |3333 Details |

Connection Mame I Local Address I Local Subnet IHemote Addressl Remote Modifierl G Address I Pratocal I Local Poltl Fem Port I

=My Connectin.. 424319354 255 255 255 255 42001 255,255,255, 255 42001 17 1701 1701
Figure 5.26 — ProCurve VPN Client
d. Validate a user login/authentication on the ACS.
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HETWORK LIFH HELF LOGOUT

Equipment Status | Client Status ' Session Status  License Information

H i Rights
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o Click & client name to view detailed status. {Hetwork 00:0ck: 9k 5:55.95 10.24 362 ProCurve ACH x| 1wk & 4
* Click a calumn name to sort. Equipment} 10.24.3 56 2ays
= Zelect fiter options to view a subset of entries. AF 4201
juser 00208640 80 f ProCurye ACH x| 1wk |{_t,| |)_(|

If you have made changes to your rights
configuration, click Refresh User Rights How to 10.24 3 66 2oays
force all uzers to obtain news rights. Click the
refresh button st the right in s rowe to refresh rights
for an individual client.

See Help for mare information.

| Refresh User Rights Now | | Logout Users How |

Show:
All Access Controllers V|

All Clients v
25 rows per page vl

Auto Refresh Off hd | B

[ Apply Filters |

| £

Figure 5.27 — Client Status
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Configuring Scenario 6: Monitored Logon 802.1x Authentication

Scenario 6 consists of a wireless, Dynamic WEP, Windows XP client authenticating via 802.1x
Monitored logon. In this example, the AP 420 is the authenticator for the client and the ACS
monitors the logon process. 802.1 x logon authentications require both a RADIUS server (with
authentication policy) and an LDAP database of users. In this example, we will be using
Microsoft’s IAS (RADIUS) and Active Directory to accomplish this.

Note: This scenario requires the installation and configuration of services that will not be shown
here, with the exception of specific changes required by the configuration scenario. Refer to
product documentation for more information.

The steps required for Scenario 6 are:

e On the Enterprise Server, create a user account in Active Directory and associate it
with a group.

e On the Enterprise Server, create a new RADIUS client (in this case, the AP 420).

e On the Enterprise Server, create a Remote Access Policy for authentication.

e On the ACS, define a RADIUS Authentication Service and associate it to the System
Authentication Policy

e On the ACS, create an 802.1x Authentication Service and associate it to the System
Authentication Policy.

e From the ACS, configure the ProCurve Access Control xI Module with the DHCP
Server IP Address to allow clients to use Real IP addresses.

e On the AP 420, configure Dynamic WEP/802.1x and add the RADIUS Server IP
address and RADIUS Key.

e On the wireless Windows XP client, configure the client for 802.1x authentication,
connect and verify authentication.

1) On the Enterprise Server, create a user account in Active Directory and
associate it with a group.
a. Refer to Scenario 2 in Part One of this guide for details on creating a User
and Group affiliation in Active Directory.

2) On the Enterprise Server, create a new RADIUS client (in this case, the
AP 420).
Note: The Enterprise Server is configured as a Domain Controller named
“samcorp.com”.

a. To create a new RADIUS client on the Enterprise Server, open IAS (Start
- Administrative Tools - Internet Authentication Service). Right click on
RADIUS Clients and select New RADIUS Client.
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"¢ Internet Authentication Service ) o [m]

Fil= | Action Miew Help

N
[ F E(Local) Friendly Mame | Address | Protocol
Refresh There are no ikems ko show in this view,
Expoart Lisk, ..
Help 55ing

1| | T
New Clienk |

Figure 6.1 — Internet Authentication Service

b. Configure a Friendly name (AP 420-1) and enter the IP address of the
Access Point (10.24.3.62). Click Next.

New RADIUS Client i x|

Mame and Address

Type a fiendly name and either an IP Addresz or DMS name far the client,

Eriendly narne: AP 4201

Client addresz [IP or DMS]:

10.24.3.62 Merify... |

¢ Back I Heut > [a Caticel
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Figure 6.2 — New RADIUS Client

c. Ensure RADIUS Standard is selected as the Client-Vendor and configure
a shared secret (secret). Click Finish.

New RADIUS Client i x|

Additional Information

|f oy are wzing remote access: policiez bazed an the client wendar attibute, specify the
vendor of the RADIUS client.

LCligntyendar:

RADIIS Standard j
Shared zecret: Ixxxxxx
Confirm shared secret; I

[T Eequest must contain the Message suthenticator attibute

¢ Back IJ\_.Finish I Caricel

T

Figure 6.3 — New RADIUS Client

3) On the Enterprise Server, create a Remote Access Policy for
authentication.

a. To create a Remote Access Policy on the Enterprise Server, open IAS
(Start > Administrative Tools - Internet Authentication Service). Right
click on Remote Access Policies and select New Remote Access Policy.
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File  Action Yiew Help

- B@E RDE| 2

%3 Internet Authentication Service (Local) Marne | Crder |
l:l RADIUS Clisnts Wireless MDS Authentication 1
& Remote Access Logging Wired MDS For MAC Authentication 2
T - Wired MDS Authentication 3
& Connection Reques Wireless EAP-TLS Authentication 4
he * B connections to Microsoft Rouking and Remote ... S
Wigw » i3'C|:unneclzi|:|ns ko other access servers &
Refresh
Expoart List. ..
Help

Nhew Remote Access Policy |

Figure 6.4 — Internet Authentication Service

b. In the Policy Wizard, select the radio button to Set up a custom policy,
configure a Policy name (Wireless EAP Policy) and click next.
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Mew Remote Access Policy VWizard i ﬂ

Policy Configuration Method rﬂt
The wizard can create a typical policy, or you can create a custam policy. WIJ}

How do wou want to set up thiz policy’?

" Usze the wizard to 2et up a twpical policy for a cummnﬁcenarin

¥ Set up a custom policy

Type a name that descrbes thiz policy.

Falicy name:  [vislass EAP Palicy

Example: Authenticate all YPH connections.

¢ Back I Hest > I Canicel

Figure 6.5 — New Remote Access Policy Wizard

c. Click Add to add policy conditions.

New Remote Access Policy Wizard i El
Policy Conditions ﬁ

Tobe authenticated, connection requests must match the conditions you specify, ﬁl

Specify the conditionz that connection requests must match to be granted or denied
ACCESE,

Palicy conditions:

Edit... Eemove |

< Back | Mest > Cancel

Figure 6.6 — New Remote Access Policy Wizard
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d. Select the Day-And-Time-Restrictions attribute and click add.

Bl Select Attribute ] d |

Select the type of attibute to add, and then click the Add button.
Attribute types:

I arne | D'ezcriptian :l
Called-Station-1d Specifies the phone number dialed by th
Calling-Station-1d Specifiez the phone number from which
Client-Friendly-H ame Specifiez the fiendly name far the RADII
Clignt-|P-Address Specifies the IP address of the BADILS
Clignt-endor Specifies the manufacturer of the RaDIL
N e e - pecifies the time periods and days of w
Framed-Pratocol Specifies the protocal that iz used.
k5-RAS5-endor % Description not yet defined

MaS-1dentifier Specifies the string that identifies the M,
MHasS-P-address Specifies the |P address of the HAS whe
MAS-Port-Type Specifiez the type of phyzical port that iz
Service-Type Specifies the type of zervice that the use
Tunnel-Type Specifies the tunneling protocalz used.
Windows-Groups Specifiez the “Windows groups that the L

4| | _'I_

Add.. Cancel |

Figure 6.7 — Select Attribute

e. Click the Permitted radio button to allow access anytime and click OK.

x
¢ ¥ ¢ o]

12-2-4-6-8-10-12-2-4-6-8-10-12

Al
el [T TTTTTTTTT T
el | ||| |]]]] 1

Tuesday

Sunday through Saturday from 12200 Abkd ko 1200 AR
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Figure 6.8 — Time of Day constraints

f. Click OK and Next to accept the Policy Conditions. Select the Grant

remote access permission radio button and click next.

Mew Remote Access Policy VWizard

Permissions

A remote access pnlicwan githier grant ar deny access bo ugers who match the
gpecified conditions.

D,

x|

It a connection request matches the specified conditions:

" Deny remote access permizsion

fe ﬁrant remote access permissior

¢ Back I Hest > I

Cancel

Figure 6.9 — New Remote Access Policy Wizard

g. Select the Edit Profile button.
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Mew Remote Access Policy VWizard A ﬂ
Profile rfj

Y'ou can make changes to the prafile for thiz policy. ﬁl

A profile iz a collection of zettings applied to connection requests that have been
authenticated. To reviews ar change the default prafile for this policy, click Edit Profile.

Edit Profile. .. |

¢ Back

Canicel |

Figure 6.10 — New Remote Access Policy Wizard

h. Select the Authentication tab in the Edit Dial-in Profile window and click
the EAP Methods button.
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Edit Dial-in Profile . i |

Diakin Constraints | I | Multilink
Authentication | Encryption I Advanced

Select the authentication methods yau want to allows far this connection.

¥ Microzoft Encrypted Authentication version 2 [M5-CHAP 2]
¥ Uszer can change password after it has expired

v Microzoft Encrepted Authentication [MS-CHAP]
¥ Uszer can change password after it has expired

[T Encrepted authentication [CHAR]

[T Urencrypted authentication [PaP, SPAF

IIhauthenticated access

u Allows clients ko connect without negotiating an authentication
methiod.

QK. Caricel Amply

Figure 6.11 — Edit Dial-in-Profile

i. Select the Add button and add the Smart Card of other certificate EAP
type and click OK.
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Authentication methods;

MDA-Challenge

k. [_: I Cancel

Figure 6.12 — Add EAP type

j. Click OK and Next to finish the New Remote Access Policy Wizard.

Mew Remote Access Policy Wizard " El

Completing the New Remote
Access Policy Wizard

Y'ou have successfully completed the New Femote Access
Policy Wizard. Y'ou created the following policy:

azdf

Conditionz:

Drav-And-Time-F estrictions matches "Sun 00:00-24:00;
kan 00:00-24:00; Tue 00:00-24:00; YW'ed 00:00-24:00; Thu
00:00-24:00; Fri 00:00-24:00; 5 at 00:00-24-00"

The policy was set up manually.

To cloge thiz wizard, click Firish.

< Back

Cancel |

Figure 6.13 — New Remote Access Policy Wizard
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4) On the ACS, define a RADIUS Authentication Service and associate it to
the System Authentication Policy.

a. Refer to Scenario 3 in Part One of this guide for details on defining a
RADIUS Authentication Service and Associating is to the System
Authentication Policy.

5) On the ACS, configure an 802.1x Authentication Service and associate it
to the System Authentication Policy.

a. On the ACS, browse to Rights -> Authentication Policies -> Authentication
Services and click the 802.1x Logons Service. Configure the 802.1x
Authentication Service with the following information and save changes.

> RADIUS Port: 1812
» RADIUS Secret: secret
» Group ldentity Field: Login-LAT-Group

Curve Networking

HP Innovation

FTATUZ RIHTS HETWOFE @ ﬁ LoGs %

Rights Setup Identity Profiles Connection Profiles Authentication Policies Access Policies Logon Customization
Edit RADIUS Port 1812

Authentication  rabws seoret

SErvice -

Confirm BADIUS Secret | gopane

802.1x

Group ldentity Field LDgin-I;AT-GrDup

[» Kerberos Save Cancel
(*/LDAP

(= RADIUS

(* XML-RPC

To configure 802.1x for use a5 an
authertication service, enter the
followving information sbout the
RADIUS server to be uszed:

& The port used to communicate
tathe RADILS server

e The zhared secret

& The field that contains identity
information to be returned upon
successiul authenticstion, for use
in matching to an ldentity Profile.

See Help for more informstion.

when finished, click Save.

Figure 6.14 — Authentication Service 802.1x

b. Browse to Rights -> Authentication Policies and click the System
Authentication Policy. Add the newly configured 802.1x Authentication
Service to the System Authentication Policy and save changes.
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STATUS RIGHTS METWORE WEH MAINT LOGS HELF LoGaUT

Rights Setup Identity Profiles Connection Profiles Authentication Policies Access Policles Logon Customization Tools & Options

Ed|t Hame System Authentication Policy

Au th e n tlca tIO n hake thiz the preferred Authentication Policy for nesy Connection Profiles
Policy

ol can change the policy's, and Authentication Services

add, remove of reorder the
Authentication Services uzed in
the policy.
o Add or remove Authertication Services using the list below. Use the arrove buttons to reorder services inthe list.
* Tocreste & new Suthentication
Service, click Hew Service....

# To edt an Authentication D Authentication Service Service Type
Service, click its name or the pencil R R
buttan. |:| MT Domain Logons MT Domain Logons
when finished, click Sawve. H021x Logens 021 Logens /
Save As Copy zaves without Buitt-in Built-in
replacing the origingl. &
= 185 RaDIUS Vd
[] e Active Directary LDap &
New Service...
Save Save As Copy Cancel

Figure 6.15 — System Authentication Policy

6) On the ACS, configure the Authenticated Access Policy to allow clients to
use Real IP addresses (via DHCP).

a. Refer to Configuring Scenario 2 in Part One of this guide to configure the
Authenticated Access Policy to allow clients to use Real IP addresses.

b. On the ACS, browse to Status -> Client Status and click Refresh User
Rights Now.
7) On the AP 420, configure Dynamic WEP/802.1x and add the RADIUS

Server IP address and RADIUS Key.

a. Configure Dynamic WEP/802.1x and add the RADIUS Server IP address
and RADIUS Key.

HP ProCurve Access Point 420# configure

HP ProCurve Access Point 420 (config)# int wireless g

Enter Wireless configuration commands, one per line.

HP ProCurve Access Point 420 (if-wireless g)# security-suite 5
HP ProCurve Access Point 420 (if-wireless g)#end

HP ProCurve Access Point 420 (config)# radius-server address
10.24.3.10

HP ProCurve Access Point 420 (config)# radius-server key secret
HP ProCurve Access Point 420 (config)# exit
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8) On the wireless Windows XP client, configure the client for 802.1x
authentication, connect and verify authentication.

Note: Connecting the client in Scenario 6 requires that the client have the
appropriate client certificates for EAP-TLS Authentication and be a member of the
Domain (in this case “samcorp.com”). See related documentation for more
information.

This example uses the Proxim Client Utility (version 3.1.2.19) for wireless
Dynamic WEP/802.1x connectivity.

a. Start the Proxim Client Utility, select the Profile Management tab and click
Modify.

Proxim Client Utility - Current Profile: default

Action  Opkions  Help

Curent Statuz | Profile Management | Diagnostics

~ [r—

Detailz
Metwork, Tope: [ Scan... ]
Security Mode;
Network Name 1 (S5ID1) | Ouder Profiles... |

Metwork, Mame 2 [S5102];
Metwork Mame 3 [SSID3):

Figure 6.16 — Proxim Client Utility

b. Configure a Profile name and an SSID. Click OK.
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Profile Management

General | Security | Advanced |

Frofile Settings
Profile Marne; |3523E|U'3b2 |

Clignt Marme: | |

Metvaark, Mames
55I01: |:-:528|:||:|l:|:|2| |

55ID2: | |

S5ID3: | |

k. l [ Cancel

Figure 6.17 — Profile Management

c. Select the Security Tab and click the radio button to select 802.1x and
set the 802.1x EAP Type to EAP-TLS. Click the Configure button.

Profile Management

General | Securty | Advanced |

Set Securnty Optionz

O Wk, WPA EAP Type:
) wWPh Pazsphrase
(® 802 1x B02.1% EAP Type: || Z5alSs

() Pre-Shared Key [Static WEP]
() Mone

Configure. .. [ [] &llows Azsociation to Mised Cells

(] l [ Cancel

Figure 6.18 — Profile Management

d. Select the appropriate Certificate parameters and click OK.
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Define Certificate

Select a Certificate

Server Properties

| Samcorp Autharity w |

Server/Dlomain Mame

| EAMCOrp.conm |

Login M ame

| juger |

[ Ok L\EJ[ Cancel ]

Figure 6.19 — Define Certificate

e. Verify wireless client authentication and IP addressing using the Proxim
Client Utility.

Proxim Client Utility - Current Profile: x52800cb?
Action  Options  Help

= | Frofile Management || Diagnnstics|

Prafile Mame:  #52800ck2
sl o
Link Status:  Authenticated

Wirglesz Mode: 2.4 GHz B4 Mbpz P Address: 10243700
Metwork, Type:  Infrastiucture Current Channel. B
Server Bazed Authentication:  EAP-TLS Dvata Encryption: WEP

Signal Stength. . [HNNENENENNNNENENNENEE  Excelent

Figure 6.20 — Proxim Client Utility

f. On the ACS Management interface, verify successful authentication by
browsing to Status -> Client Status.
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Figure 16.21 — Client Status
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Figure 6.22 — Client Detail
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