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Secure Access Configuration Guide For Wireless
Clients

Introduction

This document is Part One of a guide that details the configuration steps for building Secure
Access Solutions for Wireless Clients. Part One creates solutions for clients using a browser-
based logon. Part Two of this guide creates solutions for clients using wireless data privacy or
monitored logons.

tThe following ProCurve Networking by HP products are used:

ProCurve Access Control Server 740wl (J8154A)
ProCurve Access Point 420 (J8130A)

ProCurve Access Control xI Module (J8162A)
ProCurve Switch 5300xI (J4850A)

Configuration Scenarios
This table defines the configuration scenarios covered in Part One of this guide.

Scenario | Secure Access Airwave IP address | Authentication Client OS

Method Security

1 Browser-based Static WEP NAT Built-in Windows XP
Logon Database

2 Browser-based WPA-PSK Real IP LDAP Windows XP
Logon

3 Browser-based Static WEP Real IP RADIUS Windows
Logon 2000

4 Wireless Data PPTP VPN NAT VPN Windows XP
Privacy Logon

5 Wireless Data L2TP/IPSec NAT/Real IP VPN Windows XP
Privacy Logon

6 Monitored Logon Dynamic Real IP Active Directory | Windows XP
(802.1x) WEP/802.1x /RADIUS

Required Network Services

The configuration scenarios in the guide require the network services noted below, however,
complete server installation and configuration are not shown here with the exception of specific
changes required by the configuration scenario. Refer to product documentation for more
information.

Microsoft 2003 Enterprise Server with the following running services:

Microsoft Internet Authentication Service (1AS)
Domain Controller

Certificate Authority

DHCP

DNS

Wins

RRAS
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Basic Setup and Topology
This basic setup and topology is used in this guide to configure the above scenarios.

Access Control Server 740w|

Enterprise Server

Trusted
Network

10.24.3.50

10.24.3.10

AP 420

M 10.24.3.62

Wireless Client

Figure A — Basic Topology
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Software Versions

The table below details the software versions used for the ProCurve network equipment in this
guide. For the latest software versions or more info, visit the ProCurve Networking by HP Web
site (http://www.procurve.com).

Device Version

Switch 5300xI E.09.21

Access Control xI Module 4.1.3.93
Access Control Server 740wl | 4.1.3.93
Access Point 420 2.0.38

Getting Started
Getting started with the configuration scenarios in this guide requires completion of steps 1
through 4 below to get the infrastructure prepared.

To get started, refer to the Basic Setup and Topology (Figure A) and complete the following
tasks:

Step 1: Configuring the Switch 5300xI

Step 2: Configuring the Access Control Server 740wl
Step 3: Configuring the Access Control xI Module
Step 4: Configuring the Access Point 420

After completing Steps 1-4, then proceed to the desired Configuration Scenario.

Step 1: Configuring the Switch 5300xI

In this example configuration, the Access Control xI Module (ACM) is inserted into slot D of
the Switch 5300xl. However, any open 5300x| switch slot may be used. For example, if the
ACM is inserted in slot A, the uplink port designation would be “aup”.

Power up the switch, insert the ACM, connect a serial console cable and configure the
following at the Switch 5300x| CLI:

Configure the default gateway on the switch.

Configure an uplink VLAN (vlan 3), IP address and subnet mask
Add a port (a1) to the uplink VLAN.

Add the ACM uplink port (dup) to the uplink VLAN (vlan 3).

Add a port (b1) to VLAN 2000.

ahrONE

Note: Upon insertion of the ACM into the Switch 5300xl, VLAN 2000 is automatically
created by default and the downlink port (ddp) is added to this VLAN as a tagged
member.

5300x1> en

5300x1l# config term

5300x1 (config)# ip default-gateway 10.24.3.1
5300x1 (config)# vlan 3

5300x1 (vlan-3)# ip address 10.24.3.65/24
5300x1 (vlan-3)# untag al

5300x1 (vlan-3)# untag dup

5300x1(vlan-3)# vlan 2000

5300x1(v1lan-2000)# untag bl
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Step 2: Configuring the Access Control Server 740wl

This example uses an Access Control Server 740wl. The configuration steps are the same if
you are using an Integrated Access Manager 760wl.

Power up the ACS, connect a serial console cable and configure the following at the ACS CLI:

1. Configure an IP address, subnet mask and default gateway.
2. Configure the shared secret (secret).

HP 700wl Series@[42.0.0.1]: set ip 10.24.3.50 255.255.255.0
HP 700wl Series@[10.24.3.50]: set gateway 10.24.3.1
HP 700wl Series@[10.24.3.50]: set sharedsecret secret secret

Step 3: Configuring the Access Control xlI Module
To configure the ACM, go to the Switch 5300xI CLI and configure the following:

1. Enter the Access Controller configuration context.

2. Set the IP address, subnet mask and default gateway of the ACM.

3. Set the IP address of the Access Control Server 740wl that will be used to manage
the ACM.

4. Set the shared secret (secret) to match the configuration on the ACS.

5300x1> en

5300x1l# config term

5300x1 (config) # access-controller d

5300x1 (access-controller-D) # enable extended-commands

5300x1 (access-controller-D-ext)# set ip 10.24.3.66/24

5300x1 (access-controller-D-ext)# set gateway 10.24.3.1

5300x1 (access-controller-D-ext)# set accesscontrolserver 10.24.3.50

5300x1 (access-controller-D-ext)# set sharedsecret secret secret

Use the “show status” command to verify that the ACM is connected to the ACS.

5300x1 (access-controller-D-ext) # show status
Uptime: 1 hr, 7 mins.
Access Controller Function
Access Control Server: 10.24.3.50
Connected: 10 mins, 27 secs
Active Clients: 0

Total Sessions: O

Step 4: Configuring the Access Point 420

Initial configuration of the Access Point 420 for this guide requires two tasks be
completed.

1. Configuring the Access Point for general network and wireless
Connect a serial console cable to the AP 420 and configure the following at the AP
420 CLI:

e |P address, subnet mask and gateway.
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e Enable the Access Point radio
e Wireless SSID (x52800cb2) and channel (6).

HP ProCurve Access Point 420# configure

Enter configuration commands, one per line. End with CTRL/Z
HP ProCurve Access Point 420 (config)# int eth

Enter Ethernet configuration commands, one per line.

HP ProCurve Access Point 420 (if-ethernet)# no ip dhcp

HP ProCurve Access Point 420 (if-ethernet)# ip addr 10.24.3.62
255.255.255.0 10.24.3.1

HP ProCurve Access Point 420 (if-ethernet)# end

HP ProCurve Access Point 420 (config)# int wireless g

Enter Wireless configuration commands, one per line.

HP ProCurve Access Point 420(if-wireless g)# no shut

HP ProCurve Access Point 420(if-wireless g)# ssid x52800cb2
HP ProCurve Access Point 420 (if-wireless g)# channel 6

2. Configuring the ACS to recognize the AP 420 as “Network Equipment”
Connect the AP 420 to the network (see Figure A) and open the Web browser
management interface to the ACS. Enter the username and password (default
shown here) of the ACS:

Username: admin

Password: admin

a) Browse to Status -> Client Status and copy the MAC address of the AP
420.

LsaN\a9¢

STATUS RIGHTS HETWORK HELF LOGOLT

| Equipment Status Client Status Session Status License Information

H Client MAC Address IP Address  Access Controller Rights
C | Ie n t Sta tu S Full Marme Machine Name Expire
s Click & client name to view detailed Hot logged on 00: Ock:9cd: 16 55: 98 1024 362 ProCurye ACW x| 10.24 3 66 Tk 2odays {} P-4
status.
» Click & column name to sort.
& Select fiter options to view a subset of
ertries. |, Refresh User Rights Now | | Logout Users Now |

If you have made changes to your rights
configuration, click Refresh User Rights
How to force all users to obtain new
rights. Click the refresh button st the right
in & rowy to refresh rights for an individual
client.

See Help for more information.

Shaw;;
| All Access Contrallers |
| All Clients v

|25 rows per page |

;-_.Auto Refresh Off i V

[ Apply Flters |

Figure B — Client Status Page
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b) Browse to Rights -> Identity Profiles and Select Network Equipment. Click
on New Equipment, input a descriptive name (AP 420-1) and paste the MAC
address into the MAC Address field. Select the Access Point Identify
Profile and save changes.

WEH &4\ 2

STATUS FRIGHTE HETWORK LoGauT

__ Rights Setup ' Identity Profiles . Connection Profiles Authentication Policies Access Policies Logon Customization Tools & Options

N aw Eq u | p men t Equipment Hame EAP 420-1

To add & network device to the
buitt-in database, enter a name for
the device, its MAC address, and
zelect an ldertity Profile to which it
should be azsigned.

MAC Address

Identity Profiles
When finizhed, click Save.

Azzign this equipment to one or mare Identity Profiles from the list below . To edit an dertity Profile, click ts name or the pencil
button. To sdd an Identity Profile, click Hew ldentity Profile....

[ 1aentity Profile

Figure C — New Equipment Page

c) Browse to Status -> Client Status and click Refresh User Rights Now. The AP
420 is now recognized by the ACS as “Network Equipment”.
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STATUS RIGHTE HETWORK HELF LOGOUT

Equipment Status Client Status Session Status License Information

P Client MAC Address  IP Address Access Controller Rights
Client Status ERETETE Y chicehene  Bwire
& Click a cliert name to view detailed statuz. {Hetwork Equipment) 000494765598 1024362 ProCurve ACKW =« 1024 366 Tuwk 2Jebays |

» Click & column name to sort. el

» Zelect fiter options to view & subset of entries.
| Refresh User Rights Mow | | Logout Users Now |
If you have made changes to your rights —— = )
configuration, click Refresh User Rights How to
force all uzers to obtain new rights. Click the
refrezh hutton at the right in & rowe to refresh rights
for an individual client.
See Help for more information.

Show: I .
| All Access Caontrollers v
| Al Clients b

?_25 rows pEr page - |
[AvoRetreshoff ]

| Apply Filters |

Figure C — Client Status - Refresh User Rights Now

Configuring Scenario 1: Browser-based Logon using Built-in Database
Authentication

Scenario 1 consists of a wireless, Static WEP, Windows XP client authenticating to the built-in
database of the Access Control Server. The tasks required are:

e On the ACS, create a new User and ldentity Profile in the built-in database for
authentication.

e On the AP 420, configure Static WEP wireless parameters.

e Connect Windows XP Client, logon using browser-based logon and verify
authentication.

1) Create a New User and ldentity Profile in the Access Control Server
Database.
a. Using the ACS Web browser interface, browse to Rights -> Identity
Profiles and select Users. Click the New User button.
b. Add a new user (juser) and select a password (password) and save
changes. Do not add the new user to any identity profile yet.
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ETATUS L RisHTS HETWORK WFH HELF LOGOUT
llgn_u_s__e_!-__p_ __-' Identity Profiles |  Connection Profiles Authentication Policies Access Policies Logon Customization Tools & 0!@!3-5_
New User tame fjuser

Descriptive Name

T add & user to the buit-in Username / MAC Address

databaze, |JLISEr

& Enter a descriptive name (full

name, for example) for the user [0 mAC Address User

# Enter the uzer's logon name or

a MAC Address. One or the other

i reguired. Fassward |"“"“ |
& Fora MAC address, check the

MAC Address User box, Confirm Password |........ |

= For @ logon name, optionally
erter and confirm & password.

Select Identity Profiles for the user Identity Profiles
from the ldentity Profiles list
vhen finished, click Save.

Azzign this user to one or more [dentity Profiles from the list belowe. To edit an ldertity Profile, click s name or the pencil button. To add an
Idertity Profile, click Hew ldentity Profile....

I 1dentity Profile
I:‘ Guest  (MAL address users may not be members of this Identity Profile) |Z|

[] Access Points |Z|

- New Identity Profile... |

[ Save :| [ Cancel :|

Figure 1.1 —New User Page

c. To create a new ldentity Profile, browse to Rights -> Identity Profiles and
select the New ldentity Profile button. Select a name for the Identity
Profile (Users) and save changes.
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ername: admin

LE 8\ Q

STATUE RIGHTS HETWORK UFH HELF LOGOUT

Rights Setup _'Idemlly Profiles | Connection Profiles _ Authentication Policies  Access Policies  Logon Customization  Tools & Options

New Identity Hame [Uzerd
PI‘O ﬂ |e Maximum Concurrent I:I

Logons Per User

Provide & name for the ldertity

Prafie. D Show all users and network equipment in the built-in database
It the Idertity Profie should match M \aming : Unsaved changes will be lost if this is checked or unchecked.
uzers that get & identity or domain Dizplaying the built-in databaze may take 3 few minutes.

name from an external

authentication service, make sure
itz name iz identical to the identity . .
or domain name you swart to | Save a Cancel |
match it .

® Toadd users or network
ecuipment from the buitt-in
databaze fo the Identity Profile,
=elect from the lists under the
Users and Hetwork Equipment
tahz.

wwhen finished, click Save.

Figure 1.2 —New Identity Profile

d. Browse back to Rights -> Identity Profiles -> Users and select the new
user you created above (juser) and add this user to the new identity
profile (Users). Save changes.
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STATUS I RiGHTE HETWORK LIFH HELF LOGOUT

Rights Setup " Identity Profiles | Connection Profiles __Authentication Policles __ Access Policles __ Logon Customization __ Tools & Options

Ed't User o bt |juser

Descriptive Mame

Change any of the values in the
fields to the right. Add or remowe
Idertity Profiles for the user from
the Identity Profiles list.

Username /MAC Address |juser

D MAC Address User

when finished, click Save. Password |........ |

Confirm Password | BFTTITIT] |

Identity Profiles

As=sign this user to one or more |dentity Profiles from the list belowve. To edit an Identity Profile, click its name or the pencil button .
To add an ldentity Profile, click Hew ldentity Profile....

[ 1aentity Profile

D Guest (WAC address users may not be members of this Idertity Profile) |2|
[] Access Points |.2|
Users |2 ]

|- New Identity Profile... |

[ Save | | save As Copy | [ Cancel |

|

Figure 1.3 — Edit User Page

e. To create a new entry in the Rights Assignment table, browse to Rights
and click the New Rights Assignment button. From the drop-down
menus, choose the newly created ldentity Profile (Users), a Connection
Profile (any) and an Access Policy (Authenticated). Configure the New
rights Assignment as Row 1 and save changes.
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STATUS RIGHTS METWORE WPH MAINT LoGs HELF LOGaUT

Rights Setup Identity Profiles Connection Profiles Authentication Policies Access Policies Logon Customization Tools & Options

New R |g hts Identity Profile Users v
ASSlg nme nt Connection Profile | Ay B

To add a row 1o the Right= table,
select an ldertity Profile, &
Connection Profile, and an Access
Palicy fram the drop-down lists ot Row Position Before row 1: Guest » Any 4
rigght. - T

Access Policy Authenticated

To specify where the rove should
be inzerted into the table, select a
rowey piaEtion from the Rowe Position
drop-dowen list.

Save Cancel

When finished, click Save.

Figure 1.4 — New Rights Assignment

f. Browse to Status -> Client Status and click Refresh User Rights Now.

2) Configure Static WEP parameters on the AP 420.

a. From the AP 420 CLI, configure the Static WEP security suite, WEP key
and key length.

HP ProCurve Access Point 420# configure

HP ProCurve Access Point 420 (config)# int wireless g

Enter Wireless configuration commands, one per line.

HP ProCurve Access Point 420 (if-wireless g)# security-suite 2
HP ProCurve Access Point 420(if-wireless g)# wep-key 1 ascII
1111111111333

HP ProCurve Access Point 420(if-wireless g)# key-length-wep 128

3) Connect Windows XP Client, logon using browser-based logon and verify
authentication.

a. Connect the wireless Windows XP client to the AP 420 using the Static
WEP key.

b. Open a Web browser on the client. The 700wl logon page will appear.
(You may need to configure the browser to accept all cookies).

c. Enter the username (juser) and password (password) and click the
Logon User button.
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‘fou are not logged on.

Registered Users

Username: |jusen

Logon as a Guest

Figure 1.5 — Logon Page

d. Back on the ACS, browse to Status -> Client Status and click the Refresh
User Rights Now button to validate the client in now logged in and

authenticated.

[ staTus RIGHTS MAINT LGz

HETWORK UFH HELF

LOGOUT

Equipment Status | Client Status | Session Status  License Information

1 Client MAC Address IP Address Access Controller Rights

C | 1en t Sta tU S Full Name Machine Namne Expire
o Click & cliert name to view detaied status. {Hetwork Equipment)  00:0ck9chf5:55:95 1024362 ProCurve ACH xI 1024 3 66 Twek 2days (78 ()
& Click & column name to sort. AP 4201
® Select fiter options to view a subset of entries.  juser 00 20:86: 4211 ProcCurve ACM x 10.24.3 66 1wk 2days (£ )
If you have made changes to your rights eet
configuration, click Refresh User Rights How to ¢ 2 7 <
force all users to oktain nesw rights. Click the | Refresh User Rights Now | | Logout Users Now |
refresh button st the right in & row to refresh rights
for an individual client.
See Help for more information
Show:

All Access Controllers v‘

All Clients |

2h rows perpage ¥
|Aut0 Refresh Off V|

|- Apply Flters |

Figure 1.6 — Client Status Page
13
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e. Click on the Client (juser) to get Client details. Click the View User
Rights button to validate that the user is authenticated correctly.

B8N 8 ¢

STATUS RIGHTS HETWORK LIFH HELF LOGOUT

Equipment Status Client Status Session Status License Infarmation

Client Detail user o

Show detail status forthe selected DS ST TS

cliert. MAC Address 00:20:56: 4ec 1 f

See Help for mare information. Machine Hame
IP Address 42121175122
Address Status MAT mode: rights do not allowe use of non-NAT IP address

Current Access Controller ProCurve ACK xI 10.24 3 66
10.243 66

Installed in  HP ProCurve Switch 5304%L, Slot D (Mo switch Management [P defined)

Port or VLAN Hame (VID}  Port: B11 (2000)

Uplink VLAHN [Mot tagged]
Sessions =

Idle Time 1min 13secs
Rights Expiration 1wk 2days

Thu Jan 27 2001357 2005

Done View User Rights View Log Refresh User Rights Now Lagout User Now
Rights Row Identity Profile Connection Profile Access Policy
1 U=zers Ay Authenticated

Figure 1.7 —Client Details Page

Confiquring Scenario 2: Browser-based Logon using LDAP Authentication

Scenario 2 consists of a wireless, WPA-PSK, Windows XP client authenticating to an LDAP
database. In this example, we will configure the ACS to authenticate users against Windows
Active Directory (which is an LDAP database) and interpret group affiliation returned by the
server as the user’s Identity Profile. The steps required are:

e On the Enterprise Server, create a user account in Active Directory and associate it
with a group.

e On the ACS, define an LDAP Authentication Service and add it to the System
Authentication Policy.

e On the ACS, configure the Authenticated Access Policy to allow clients to use Real IP
addresses (via DHCP).

e On the AP 420, configure WPA-PSK wireless parameters.

e Connect Windows XP Client, logon using browser-based logon and verify
authentication.

1) On the Enterprise Server, create a user account in Active Directory and
associate it with a group.
Note: In this example, the Enterprise Server is configured as a Domain Controller
named “samcorp.com”.
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a. To create a user on the Enterprise Server, open Directory Users &
Computers (Start > Administrative Tools > Active Directory Users and
Computers).

¢ Right Click on samcorp.com > Users.
e Select New > User.

-f_} Active Directory Users and Computers ;Iglﬂ
@ File  Action Wiew ‘Window  Help |;[i|5|
¢=» a@E B XFRRE R b rE T

@ Active Directory Users and Computer: | Users 146 objects
% Saved Queries Marne | Tvpe | Description | -
= SaMmcorp. com
* 7zhcd L
- Builin ?zhEm u:::
R0 Computers — " -
i[5 Domain Controllers 0 hc ik
E:I ForeignaecurityPrincipals ?thlz tler
aw 2hel3 User
D.e_legate Contral,.. Sheld Lcer
Find... Zhcls ser
Compuker
all Tasks 4 Contack
GEroup
Wiew k
T InebCrgPerson
Mew Window From Here o .
M3MG Queue Alias
Refresh Printer
Export Lit... m
- Shared Faler
Properties g T uj=i
Help Zhcz4 ser

« [ BE e Hser =]

|Create a new object. .. |

Figure 2.1 - Active Directory Users and Computers

e In the First name field enter Joe.
In the Last name field enter User.
e In the User logon name field enter juser and select Next.
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New Object - User ] x|

g Create it samcorp.comdLlzers

First name: IJDE Imitials: I

Last name; |L| e

Full name: I-Jl:ue zer

Uzer logon name:

||user I (@zamcorp. com i I

Ilzer logon name [prewindows 2000]:
|SAMCORPY Iiuser

¢ Back

Cancel |

Figure 2.2 - New Object - User

Deselect User must change password at next logon.

In the password field enter “password”.

In the confirm password field enter “password” and select Next.
Select Finish at the User summary page.

Mew Object - User ] x|

g Create i zamcorp.comdUzers

Pazswaord: quuu

Canfirm pazszword: In TIIIL

[ User must change password at nest logon
™ User cannot change pazsword
[ Pazsword never expires

[T Account is dizabled

Cancel |

Figure 2.3 - New Object — User Password

< Back
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e Highlight the newly created user.
¢ Right Click and Select properties.

4% Active Directory Users and Computers

@ File  Action Wiew ‘Window Help

=101 x|

| =181

e Em B xEEE R

Rk v4®

Active Directory Users and Computer: | Users 146 abjects

| Descripkion |

|:| saved Queries T EERE
E‘" Em;j::i:nm IWAM_FEUS  User
i ﬂ Jirn User User

-2 Computers

_ Copy...
[ ForeignSecurityPrincipals :rel:.rll:. Add to a group...

Disable Account
£ Lokt :
ﬁOWE Reset Password., .,

m o Mawve. ..
@RAS Open Home Page

mRest Send Mail

€hsche Al Tasks r
sncl
ﬂ sncl i

€ o Delete
sricl Renare

soct
ﬂ sncl

Help a3
J ! 3|8 el

Built-in account For Inkern. ..

-2l Domain Contrillers 10—

Kev Distribution Center Se...
Microsoft SharePoink role ', ..
Microsoft SharePoink role ', ..

Servers in this group can ...

Designated administrators., ..

i

|Opens property sheet for the current seleckion,

Figure 2.4 - User Properties

e In the Account tab, enable the box next to “store passwords using
reversible encryption” in the Account options area.
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Joe User Properties

Member Of I Diial-in I E rvironment I

Remaote contral | T erminal Services Profile I

General I Address Accaunt I Prafile I Telephones I Organizatian

Uzer logon name:

2%

Sezsionz
COk+

|iuser I (Hzamcorp. car

Ilzer logon name [pre-tWindows 2000];

=

|S;‘-‘«MEEIFEF"'~ Iiuser

Logaon Hours. . LogOn Ta... |

[T | dceount iz locked out

Account options:

™ Uszer must change password at next logon
[ User cannot change password

[ Password never expires

IV Stare password using reversible encrpption

—Account expires
= MNever

" End of: Thursday . Man 27 2004

2

Cancel |

Apply |

Figure 2.5 - User Properties — Account

° In the Dial-in tab, select “Allow access”.
e Select OK.
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Joe User Properties i 2=

Remate contral I T erminal Services Profile I COk+
General I Addrezs | Account | Frofile I T elephones I Crganization
bember Of Diiak-in E rvironment I Sezsionz

— Remote Access Permizsion [Diakin or YPR]

" Deny access

£ Confrol access through Bemote &ecess Falicy

I enify Caller/D:
— Callback Optiohz

¥ Mo Calback
™ Set by Caller [Fouting and Remote Access Service only]
" Always Callback to; |

[T fssign a Static [P Address |
A Apply Static Boutes

Define routes to enable faor thiz Dial-in e |
connechan, =

k. I Cancel | Apply |

Figure 2.6 - User Properties — Dial-in

To create a group on the Enterprise Server for authenticated users, open

Directory Users & Computers (Start > Administrative Tools - Active
Directory Users and Computers).

¢ Right-click on Users and select New - Group.
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£# Active Directory Users and Computers

@ File  Ackion  Miew Window  Help

e BAE R IR 2 e TE Y

@ Active Direckary Users and Computer: | Users 146 objecks

|:| Saved Queries Marme | Tvpe | Description |
E'"@ AgmEergcom € 72hce User
e (3 Buikin € 72hees User

Cl Compukers
@ Domain Cantrollers g ?2:c26 bsel
':l ForeignsecurityPrincipals £aneZ7 Hser

o £ 72hezs User

Delegate Cantral... hcz29 User
Find. .. hc3 Iser

L —=m [ P—
All Tasks ¥ Contack

Wi b mF
i Inetorgderson

Hew Windaw From H
i MM Queue dlias

Refresh Printer
Expart List, .. Lzer
Shared Folder
Propetties
Pho3g Iser
Help Ehce Iser
| € 72hcan Liser

Figure 2.7 - New Group

e Enter Authorized_Users in the Group name text box.
e Make sure Global is selected for the Group scope and Security is selected
for the Group type and press OK.

MNew Object - Group ] x|

@ Createin:  samcorp.comjUsers

EroUp name:

I Authorized_Users

Graup name (pre-Windows 20007;
I Authorized_Users

(Group SCope Group bvpe

£~ Domain local ' Security
i+ &lobal " Diskribution
" Universal

Cancel |

Figure 2.8 - New Object — Group
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e Right-click on the user we created earlier (Joe User) and select properties.
e Select the Member Of tab and press the Add button.

Joe User Properties e e

R ermote cantral I Terminal Services Profile I COk+
General | Addresz I Aocount I Praofile I Telephones I Organization
Member OF | Dial-iny I E nwironmet I Sessions

tMember of:

Mame Active Directory Folder

Domain Users zamcarp.comdl

Add... RJ Hemove |

Prirmary group; Damain | zers
Geinp e Rt There is no negd {u] change Primary group u_nless
= / b you have Macintozh clients or POSE-compliant
applicationz.

1] I Cancel Al

Figure 2.9 - Joe User Properties — Member Of

e In the “Enter the object names to select” text box enter
“Authorized_Users” and select the Check Names button.

Select Groups i

Select thiz object type:

|I3r|:|u|:|s or Built-in gecurity principals Object Topes...

Erarn thiz location:

|sam|:|:|rp. com Locations...

Enter the object names to zelect [examples):
Sathonized_Userd Check Mames

FEE

Advanced... | | aEk. I Cancel

Figure 2.10 - Select Groups
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e The group name will be validated and should show underlined. Press the OK
button.

Select Groups

Select thiz object type;

|Grn:nups ar Built-in zecurity principals Object Types...

From thiz location:;

|samu:-:urp. com Locations...

Enter the object names to select [examples]:

Authorized U zers LCheck Mames

it

Advanced... | (] ’\eJ Cancel |
b e

Figure 2.11 - Select Groups Validated

e The group should now show up in the Member Of box. Press the OK button
to apply the changes.
e Press Alt-F4 to close the Active Directory Users and Computers Window.

Joe User Propetties i 2=l

Remote contral I T erminal Services Profile I COk+
General I Addrezs I Account I Profile I T elephones I Crganization
tdember Of | Dial-in I E revironment Sessions

Member of:
I amne | Active Directony Folder |
Authorized_Users  samcorp.comd sers
Domain Uzers gamcorp.comdU zers

Bemove |

Prirmary group: Dramain sers
e P | There iz no ne!el:l to -:h:ange Frimarny group u_nless
s i # you have M acintozsh clients ar POSEE-compliant
applicationsz.
(] Cancel Apply

Figure 2.12 - Joe User Properties — Group Added
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2) On the ACS, define an LDAP Authentication Service and add it to the
System Authentication Policy.

a. On the ACS, browse to Rights -> Authentication Policies and select
Authentication Services. Click on New Service. For this example, enter the

following information and save changes.
Name: Active Directory
Server: 10.24.3.10

o

FTATUS RIGHTS HETWORE LIFI MAINT LoGE HELF
Rights Setup Identity Profiles Connection Profiles Authentication Pollilcies Access Policles Logon Customization Tools & Options
New Hame Active Directo ry
Authentication  sewer 1024310
Service - LDAP .
384
() 802.1x
=, Base DH

[*|Kerberos

3

Port: 389

Base DN: dc=samcorp,dc=com
Username Field: SAMAccountName
Group ldentity Field: memberOf
Bind Method: User Bind

User Bind String: samcorp\%os

( Distinguizhad Mame

Username Field

%

dec=samcaorp.dc=cam

— SAMAccountMame
> RADIUS — -
[E] XML-RPC Group ldentity Field mernberOf
Select the type of service you Additional !(Ienti‘ty Search
weant to configure using the links [ User's DN will replace first %s )
above inthiz column. Timeout -5
To configure an LDAP server as
an authertication service, enter a :
name for the authentication service D LS 2 secure connection (S50)
and provide the recuired D Use LDAPYZ2 (Default is LDAPWYS)
infarmation in the fields to the right.
Bind Method Uszer hind A

Select a bind method (User bind or
Mon-user bind) from the Bind
Method drop-down list. Then fillin
the fields as appropriste for the
hind method selected.

See Help for more information.

when finizhed, click Save.

User Bind String
[Usemame will replace first %s)

samcorph |

D Append the base DH to the above string

Save

Cancel

Figure 2.13 — LDAP Authentication Service

b. Browse to Rights -> Authentication Policies and select System
Authentication Policy. Add the newly created Active Directory

Authentication Service by clicking the checkbox and save changes.
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4 2005

W E 48 N0 2

STATUS RIGHTS HETWORK UFHN HELF LoGaUT

Rights Setup Identity Profiles Connection Profiles " Authentication Policies Access Policies Logon Customization Tools & Options

Ed |t Hamie | Systerm Authentication Policy

Au th e n tlcatlo n Make this the preferred Authenticstion Policy for new Connection Profiles
Policy

You can change the policy's, and Authentication Services

add, remove or rearder the
Authertication Services uzed in
the palicy .

e Aol or remove Authertication Services using the lizt belowe. Use the arrove buttons to reotder services inthe list.
® Tocreate & new Authentication
Service, click Hew Service....

®  Toedt an Authentication D Authentication Service Service Type
Service, click t= name or the pencil NT Damain Logens NT Damain Lagans
htton.
—

Whien finished, click Save. 802.1x Lagans B02.1x Lagons '-f-l
Save As Copy saves without Buitt-in Biuit-in
replacing the ariginal.

Active Directary LDap %]

[ New Service... |
[~ save | | SavedsCopy | [ Cancel |

Figure 2.14 — System Authentication Policy

3) On the ACS, configure the Authenticated Access Policy to allow clients to
use Real IP addresses (via DHCP).

a. On the ACS, browse to Rights -> Access Policies and select the
Authenticated Access Policy. Configure Network Address Translation to
When Necessary and save changes.
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CE &8\ 0 2

STATUS HETUWORK LIFH HAINT LGS HELF LOGOUT

|

Rights Setup Identity Profiles Connection Profiles Authentication Policies  Access Policles | Logon Customization Tools & Options

Ed |t AcceSS Hame Authenticated
Policy
You can change an Access Settings Allowed Traffic Redirected Traffic HTTP Proxy Bandwidth Timeout

Paolicy's name and its properties,
found under tabbed headings as

folloees:
* Under Settings set properties Configure NAT palicy, IP addressing, and encryption requirements for this Access Policy in the fields below. See Help for
redated to IP addressing, 5021 detailz.

VLA.N tag usage, encryption Hetwork Address Translation
requirements, and Dthers'_ hodifying MAT settings may cause

» Under Allowed Traffic select incomect behavior. See Halp.

the Alloweed Traffic Fiters for this

policy. These are processed after

Redirected Traffic Fiters. A .

* Under Redirected Traffic [P AT Require DHCP v
aglect the Redirectad Traffic Fiters VLAH Identifier
for thiz policy. These are

processed before Sllowed Traffic O Use client tag

Filters.
» Under HTTP Proxy enable O Apply this YLAN tag:l:l

automatic HTTP procy fittering and

@ Remove any pre-existing tag

select provy fiters. Encryption | Disahled v |
* Under Bandwidth et g
upstream and downstream Encypiioniboiocels IPSEC [Settings]

handwedith limits.
& Under Timeout specify the
Linger and reauthenticstion

L2TP+IPSEC
My force P addresses to be MATed, See Help.

timeouts. PPTP
My force P addresses to be MATed, See Help.
vyhen finizhed, click Save. =5H

Changes take effect automatically

at the nesxt update of users' rights B et Stateless

assignments.

Save As Copy saves without Key Length 40 hits w
(PATF anly]

replacing the ariginal.

Authentication for PPTP or L2TP

Authentication Method (@) Use Mssociated Authentication Policy
Buthertication Palicy will be the

policy associzted with the Use shared secret | konfirm'|
Connection Frofile. See Help for S i i
details.

[ o PP for L2TP

[ Save | | saveAscCopy | | Cancel |

Figure 2.15 — Authenticated Access Policy

b. On the ACS, browse to Network -> Network Setup and select the Access
Control xI Module (10.24.3.66). Enter the IP address of the DHCP
Server and save changes.

c. On the ACS, browse to Status -> Client Status and click Refresh User
Rights Now.
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4) On the AP 420, configure WPA-PSK wireless parameters.

a. From the AP 420 CLI, configure the WPA-PSK with TKIP security suite and
preshared key (preshared).

HP ProCurve Access Point 420# configure

HP ProCurve Access Point 420 (config)# int wireless g

Enter Wireless configuration commands, one per line.

HP ProCurve Access Point 420(if-wireless g)# security-suite 4
HP ProCurve Access Point 420(if-wireless g)# wpa-preshared-key
ascII preshared

5) Connect Windows XP Client, logon using browser-based logon and verify
authentication.

a. Connect the wireless Windows XP client to the AP 420 using WPA-PSK.

b. Open a Web browser on the client. The 700wl logon page will appear.
(You may need to configure the browser to accept all cookies).

c. Enter the username (juser) and password (password) and click the
Logon User button.

(D ]

invent

You are not logged on.

Registered Users

Logon as & Guest

Figure 2.16 — Logon Page

d. Back on the ACS, browse to Status -> Client Status and click the Refresh
User Rights Now button to validate the client in now logged in
(authenticated) and has received a real IP address (via DHCP).
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@ 8 4 N0 9 3

I stAtus RIGHTS HETWORK UFH HELF

Equipment Status | Client Status | Session Status  License

i i Rights
C | 1en t Sta tu S ‘F:::?:tame :‘Ia-:gn.:(:g;?ess IP Address Access Controller Ex?)ire
» Click a cliert name to view detailed status. {Hetwork Equipment)  00:0chSck 65595 1024 362 ProCurve SCK =l 10.24 3 66 Tk Zodays |{_:,'| |')_('|
® Click & column name to sort. AR 4201 = =
® Select fiter options o view & subset of ertries.  juser DD20eBdcieciit 10243102 ProCurve ACM x 1024368 Twk2days (53] ()

If ywou have made changes to your rights
configuration, click Refresh User Rights How to
force all uzers to obtain new rights. Click the |‘ Refresh User Rights Now '| |‘ Logout Users Now |
refresh button st the right in a row to refresh rights ¥

for an individual client.

See Help for more information.

Show:
All Access Controllers v|

Al Clients |
2B rows perpage v

| Auto Fefresh Off hé |

[ Apply Fiters |

Figure 2.17 — Client Status Page

e. Click on the Client (juser) to get Client details. Click the View User
Rights button to validate that the user is authenticated correctly.
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8 & & N QO 9

STATUS RIGHTS HETWORK VPN HELF LoGouUT
Equipment Status Client Status Session Status License Information
Client Detail User
Show deteil stetus for the selected USSTaMe Ll
cliert. MAC Address 00: 205640 ec1f
See Help for more information. Machine Hame WICCT
IP Address 10243102
Address Status MAT not required: DHCP lease expires in 1wk 23hrs

Current Access Controller ProCurve ACKM x| 1024 3 65
10.24.53.66

Installed in  HP ProCurve Switch S304%L, Slot D (Mo switch Management IP defined)

Port or VLAH Hame (VID)  Part: B4 (2000)

Uplink VLAH [Mot tagged]
Sessions M

ldle Time Ominz 46zecs
Rights Expiration 1wk 2days

Fri Jan 26 20:04:41 2005

Done View User Rights View Log Refresh User Rights Now Logout User Now
Rights Row Identity Profile Connection Profile Access Policy
2 Avuthenticated Ay Authenticated
v
< >

Figure 2.18 — Client Detail Page

Configuring Scenario 3: Browser-based Logon using RADIUS Authentication

Scenario 3 consists of a wireless, Static WEP, Windows 2000 client authenticating via RADIUS.
In this example, we will configure the ACS to authenticate users against Internet Authentication
Service (I1AS), Microsoft’s RADIUS implementation, and interpret group affiliation returned by
the server as the user’s lIdentity Profile. The steps required are:

Note: Scenario 3 requires that you create a user account in Active Directory and associate it
with a group (see Scenario 2 for details).

e On the Enterprise Server, create a new RADIUS client (in this case, the ACS).

e On the Enterprise Server, create a Remote Access Policy for authentication.

e On the ACS, define a RADIUS Authentication Service and associate it to the System
Authentication Policy.

e On the ACS, configure the Authenticated Access Policy to allow clients to use Real IP
addresses (via DHCP).

e On the AP 420, configure Static WEP wireless parameters.

e Connect Windows 2000 Client, logon using browser-based logon and verify
authentication.

1) On the Enterprise Server, create a new RADIUS client.
Note: The Enterprise Server is configured as a Domain Controller named
“samcorp.com”.
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a. To create a new RADIUS client on the Enterprise Server, open IAS (Start
- Administrative Tools - Internet Authentication Service). Right click on
RADIUS Clients and select New RADIUS Client.

“s Internet Authentication Service o [m]
File  Action Yiew Help
&= | Bm e HE 2
Friendly Mame £ | Address | Protocol
g 52041 10,24.3.201 RADILS
H “H ap4zo 10.24,3,.202 RADILS
F , “H Dexter-1 10.24.3.61 RADILS
B . T ' Dexter-2 10,24.3.66 RADIUS
— H section_4 10.24.3.80 RADILS
Refresh “H section_5 10.24.3 81 RADILS
Export Lisk. ..
Help
l | [
|New Client

Figure 3.1 — New RADIUS Client

b. Configure a Friendly name (740wl) and enter the IP address of the
Access Control Server (10.24.3.50). Click Next.
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Mew RADIUS Client x|

MHame and Address

Type a fnendly name and either an [P Addresz or DS name far the client.

Eriendly name: Falwl

Client addresz [IF or DMS];

fin24350 T Verify. |

< Black I Meut » I Cancel

Figure 3.2 — New RADIUS Client Name and IP

c. Ensure RADIUS Standard is selected as the Client-Vendor and configure
a shared secret (secret). Click Finish.

Mew RADIUS Client x|

Additional Information

|f oy are wzing remote access: policiez bazed an the client wendar attibute, specify the
vendor of the RADIUS client.

LCligntyendar:
RADIUS Standard |
Shared zecret: Ixxxxxx

Caonfirm shared secret; I

[T Eequest must contain the Message suthenticator attibute

¢ Back IJ\_.Finish I Caricel

T

Figure 3.3 — New RADIUS Client Shared Secret
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2) On the Enterprise Server, create a Remote Access Policy for

authentication.

a. To create a Remote Access Policy on the Enterprise Server, open IAS
(Start > Administrative Tools = Internet Authentication Service). Right

click on Remote Access Policies and select New Remote Access Policy.

"L_::P Internet Authentication Service ;|g|5|
File Action Yew Help

e = | Em| |2

%3 Internet Authentication Service (Local) Marme | Crder |

2] RADIUS Clisnts
l:l Remate Access Logging
SR emnoke Ac ol
l:l Cannection Reques

Wireless MDS Authentication
Wired MDS For MAC Authentication
Wired MDS Authentication
Wireless EAP-TLS Authentication

View

Refresh
Export Lisk, ..

Help

b . . .
Cannections to Micrasaft Rouking and Remaote ...
b hCDnnEEtiDns ko other access servers

[ O TS I 8

Mews Remoke Access Policy

Figure 3.4 — New Remote Access Policy

b. In the Policy Wizard, select the radio button to Set up a custom policy,
configure a Policy name (ACS Policy) and click next.
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Mew Remote Access Policy VWizard i ﬂ

Policy Configuration Method rﬂt
The wizard can create a typical policy, or you can create a custam policy. WIJ}

How do wou want to set up thiz policy’?

" Usze the wizard to 2et up a twpical policy for a commaon scenarnio

¥ Set up a custom policy

Type a name that descrbes thiz policy.

Bolicy name:

Example: Authenticate all YPH connections.

¢ Back IJ\ Hest > I Canicel

a3

Figure 3.5 — New Remote Access Policy Name

c. Click Add to add policy conditions.

New Remote Access Policy Wizard i El
Policy Conditions ﬁ

Tobe authenticated, connection requests must match the conditions you specify, ﬁl

Specify the conditionz that connection requests must match to be granted or denied
ACCESE,

Palicy conditions:

Edit... Eemove |

< Back | Mest > Cancel

Figure 3.6 — New Remote Access Policy Conditions
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d. Select the Day-And-Time-Restrictions attribute and click add.

Bl Select Attribute ] il |

Select the type of attibute to add, and then click the Add button.
Attribute types:

I arne | D'ezcriptian :l
Called-Station-1d Specifies the phone number dialed by th
Calling-Station-1d Specifiez the phone number from which
Client-Friendly-H ame Specifiez the fiendly name far the RADII
Clignt-|P-Address Specifies the IP address of the BADILS
Clignt-endor Specifies the manufacturer of the RaDIL
N e e - pecifies the time periods and days of w
Framed-Pratocol Specifies the protocal that iz used.
k5-RAS5-endor % Description not yet defined

MaS-1dentifier Specifies the string that identifies the M,
MHasS-P-address Specifies the |P address of the HAS whe
MAS-Port-Type Specifiez the type of phyzical port that iz
Service-Type Specifies the type of zervice that the use
Tunnel-Type Specifies the tunneling protocalz used.
Windows-Groups Specifiez the “Windows groups that the L

4| | _'I_

Add.. Cancel |

Figure 3.7 — New Remote Access Policy Attribute

e. Click the Permitted radio button to allow access anytime and click OK.

x

¢ X ¢ o]

All
Sunday

b onday

Sunday through Saturday from 12200 Abkd ko 1200 Ak

Figure 3.8 — New Remote Access Policy Attribute Conditions
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f. Click the Add button again to add the Windows-Groups attribute.

Bl Select Attribute I il |

Select the type of attibute to add, and then click the Add button.
Attribute types:

I arne | D ezcription :l
Called-Station-1d Specifies the phone number dialed by the us
Calling-Station-1d Specifies the phone number from which the ¢
Client-Friendly-H ame Specifies the fnendly name for the BADILUS ¢
Clignt-|P-Address Specifies the IP address of the BADIUS clier
Clignt-endor Specifies the manufacturer of the RADIIS m
Dap-tnd-Time-Restic...  Specifies the time periods and daps of week,
Framed-Pratocol Specifies the protocol that iz used.
k5-RAS5-endor Description not yet defined

MaS-1dentifier Specifies the sting that identifies the MAS th.
MHasS-P-address Specifies the [P address of the HAS where th
MAS-Port-Type Specifies the type of phyzical port that iz uses
Service-Type Specifies the type of zervice that the user ha
Tunnel-Type Specifies the tunneling protocaols used.

W indows-GEroups % Specifies the Windows groups that the user t:
4| | [

Add.. Cancel |

Figure 3.9 — New Remote Access Policy Attribute

g. In the Groups window click add, enter the Authorized_Users group and
click OK. Click OK again.

Select Groups I

Select thiz object twpe:

IGn:uups Object Types...

Erom thiz location:

Isamu:u:urp.u:u:um Locations...

Enter the object names to zelect [examples]:
Authonized Users Check Mamesz

R

Advanced... | ] 4 k| Cancel

Figure 3.10 — New Remote Access Group
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h. Back at the Policy Wizard, click next to accept the two new policy
conditions.

New Remote Access Policy Wizard i El
Policy Conditions ﬁ

Tobe authenticated, connection requests must match the conditions you specify, ﬁl

Specify the conditionz that connection requests must match to be granted or denied
ACCESE,
Palicy conditions:

D ay-&nd-Tire-FRestrictions matches 'Sun 00:00-24:00: Maon 00:00-24:00: Tue 00:00-2
Mindows-Groups matches "SAMCOHPY S Uthonzed Llsers"

fgd. | Edt. | Femove |

< Back I ﬂe:-:b[-: I Cancel

Figure 3.11 — New Remote Access Policy Conditions

i. Select the radio button to Grant remote access permission and click
next.
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New Remote Access Policy Wizard x|

Permigzions
A remote access policy can either grant or deny access to users who match the WIJ}
specified conditions,

It a connection request matches the specified conditions:

" Dery remote access permission

{+ Lirant remate access permissior

s

¢ Back I Hest > I Canicel

Figure 3.12 — New Remote Access Policy Permissions

j. Click the Edit Profile button, select the Authentication tab in the Edit Dial-
in Profile window and ensure that MS-CHAP v2, MS-CHAP and
Unencrypted PAP are selected. Apply changes.
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Edit Dial-in Profile . il

Diakin Constraints | P | Multilink
Authentication | Encption I Advanced

Select the authentication methods you want to allow far this connection.

EAP Methods

v Microzcft Encrvpted Authentication version 2 [M5-CHAP 2
v User can change password after it has expired

v Microscft Encrypted Authentication [bS5-CHAR]
W Usger can change password after it has expired

[~ Encrypted authentication [CHAR)

v Urenciypted authertication [PAP, SPAPE

Inauthenticated access

u Allove clients to connect without negotiating an authentication
method.

0k, Cancel | _Qgpply |

Figure 3.13 — New Remote Access Policy — Edit Profile

k. Select the Advanced tab and click the Add button.
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Edit Dial-in Profile il

Diakin Constraints | P | Multilink |
Authentication I Encryption Advanced

Specify additional connection attributes to be returned to the Remote
Access server.

Attributes:
I arme | Yendor | Y alue
Service-Type RADIUS Standard  Framed
Framed-Pratocol R&DIJS Standard - PPP

1] | i

ﬁgd...%J Edi. || Bemove |

0k, I Cancel Apply

Figure 3.14 — New Remote Access Policy — Edit Profile Advanced

I.  Add the Login-LAT-Group as an attribute for this Remote Access Policy.
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addarbore

To add anh attribute ta the Prafile, select the attribute, and then click Add.

To add an attriibute that iz not lizted, zelect the Yendor-Specific attibute.

Attribute:

2l

M arme

| Wendor

| Dezcrption

-]

Callback-Mumber
Class

Framed-MTL
Framed-Pool
Framed-Protocol
Framed-F oute
Framed-Routing
Login-IP-Host
Login-LAT-Group
LDIEIin-L.-’-‘n.T-NDde
L]

Acchlnterim- ntereal

Filter-1d RabIUs Standard
Framed-appleT alk.-Link RaDIS Standard
Framed-AppleT alk-Metworl, RabIUs Standard
Framed-4ppleT alk-Lone RaDIUS Standard

Framed-Comprezsion
Framed-1P-Metrmask.
Framed-IFx-Metwork

RaDIUS Standard
RaDIUS Standard
RaDIUsS Standard

RabIUs Standard
RablUs Standard
RaDIUS Standard
RaDIUS Standard
RaDIUs Standard
RablUs Standard
[% RaDIUS Standard
RaDIUS Standard
RabIUS Standard
HalD|US Standard
RaDius Standlald

e Lacal 2

Area Tranzport [LAT]

Specifiez the length of the interval [in seconds] between e_l
Specifies the callback phone number.
Specifiez the clazsification of accounting records.
Specifiez the name of filker list for the uger requesting authe
Specifiez the AppleT alk. network, number for the link to the
Specifies the AppleT alk network number that the NAS mu:
Specifiez the AppleT alk. default zone for the uzer.
Specifiez the comprezsion protocol that is used.

Specifiez the IFP zubnet mazk that iz configured for the uze
Specifiez the 1P netwark, number configured on the NAS
Specifiez the maximumm tranzmiszion unit (MTU] that is conl
Specifiez the name of an azsighed address pool that zhoul
Specifiez the protocol that s uzed.
Specifiez the routing information that is configured on the *
Specifies the routing method that iz uzed by the user.
Spemfles the IP addrezs of the hozt ta which the user shou
|:||'| LD

Specifies the node to which uzer iz connected by the Lfill

(4

add

| Cloge I

Figure 3.15 — New Remote Access Policy — Attribute

m. Configure the Attribute Information value with the group information
(Authorized Users) and click OK.

Attribute Information i

Attribute name:

ILu:ugin-L.-'-‘-.T-Gru:uup

Attribute Aumber;

|35

Alttribute farmat:

IDctetString

Ertter the attibute valug in. & Sking

" Hexadecimal

Authonized |zers

Cancel

=

Figure 3.16 — New Remote Access Policy — Login LAT Group

n. Apply the changes and click OK to finish the Policy Wizard.
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Edit Dial-in Profile
Diakin Constraints | P | Multilink,
Authentication I E neryption Advanced

Specify additional connection attributes to be returned to the Remote
Access server.

2l xi

Attributes:
I arme | Yendor | Y alue
Service-Type RADIUS Standard  Framed
Framed-Protocol R&DIJS Standard - PPP
Login-LAT-Group RADIUS Standard  Authorized_ zers
1 | i
Add... Bemove |

ak. Cancel |
—I3

Figure 3.17 — New Remote Access Policy

3) On the ACS, define a RADIUS Authentication Service and associate it to

the System Authentication Policy.

a. On the ACS, browse to Rights -> Authentication Policies and click the

New Service button. Chose the RADIUS button on the left and configure
the new RADIUS service with the following information and save changes.

e Name: IAS

e Server: 10.24.3.10

e Secret: secret

e Group ldentity Field: Login-LAT-Group
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STATUS RIGHTE HETUWORK

WA &34 NG 2

HELF

LOEOUT

Rights Setup

Edit
Authentication
Service -
RADIUS

(=) 802.1x
[®Kerberos
(> LDAP

[ XML-RPC

“ou can change the name of the
authertication service and the
infarmation in any of the fields to
the right.

To uge the RADIUS service for
accounting, click Enalkle RADIUS
Accounting... and provide a port
number .

See Help for more information.
when finished, click Save.

Save As Copy saves without
replacing the original.

b. Browse to Rights -> Authentication Policies and click the System

Identity Profiles 5

Connection Profiles | Authentication Policies Access Policies

Hame Ias |
Server [T0.243.10 |
Port

Secret [ennene |
Confirm Secret [ennene |

Group ldentity Field |LDgin—LAT—G roup |

Reauthentication Field |Sessi0n—Timeuut |

Timeout -
[ Seconds )
Suppotts Microsoft Attributes (RFC-2548)

[ Enshie RADIUS Accourting (RFC-2866) on port | 1813

Save | | Save As Copy | | Cancel |

Figure 3.18 — RADIUS Authentication Service

Logon Customization

Tools & Opions

Authentication Policy. Add the newly created RADIUS Authentication
Service (IAS) to the System Authentication Policy and save changes.
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STATUS FIGHTS METWORE

Rights Setup Identity Profiles

Edit
Authentication
Policy

ou can change the policy's, and
adldd, remove or recrder the
Authentication Services used in
the palicy.

® Tocreste a new Authertication
Service, click Hew Service....

* Toedt an Authertication
Service, click itz name or the pencil
hutton.

vhen finished, click Sawve.
Save As Copy saves without
replacing the original.

& G N &

LIFH MAINT LOGE HELF LOGOUT

Connection Profiles Authentication Policies Access Policles Logon Customization Tools & Options

Hame System Authentication Palicy

Make this the preferred Authentication Policy for new Connection Profiles

Authentication Services

Add or remove Authentication Services using the list belowy . Use the arrowy buttons to reorder services in the list.

D Authentication Service Service Type
|:| MT Domain Logons MT Domain Logons
O 3021x Logonz 802.1x Logons Vs
= Buitt-in Bwit-in
O Active Directory LDAP &
= &5 RADIUS Vi
New Service...
Save Save As Copy Cancel

Figure 3.19 — System Authentication Policy

c. On the ACS, browse to Status -> Client Status and click Refresh User
Rights Now.

4) On the ACS, configure the Authenticated Access Policy to allow clients to

use Real IP ad

a. Refer to

dresses (via DHCP).

Configuring Scenario 2 to configure the Authenticated Access

Policy to allow clients to use Real IP addresses.

5) On the AP 420

a. Refer to

, configure Static WEP wireless parameters.

Configuring Scenario 1 to configure the AP 420 for Static WEP.

6) Connect Windows 2000 Client, logon using browser-based logon and
verify authentication.
a. Connect the wireless Windows 2000 client to the AP 420 using Static WEP.
b. Open a Web browser on the client. The 700wl logon page will appear.
(You may need to configure the browser to accept all cookies).

c. Enter th

e username (juser) and password (password) and click the

Logon User button.
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(D ]

invent

‘fou are not logged on.

Registered Users

Username: |jusen

Logon as a Guest

Figure 3.20 — Logon Page

d. Back on the ACS, browse to Status -> Client Status and click the Refresh

User Rights Now button to validate the client in now logged in
(authenticated) and has received a Real IP address (via DHCP).

L sTATUS RIGHTE

HETUWORK UFH

S & N O

MAINT

LGS HELF

LOGOUT

» Click & column name to sort.
» Select fiter options to view a subzet of entries.

If you have made changes to your rights
configuration, click Refresh User Rights How to
force all users to obtain new rights . Click the
refresh button at the right in = row to refresh rights
far an individual client.

See Help for more information.

Show:
All Accass Controllers Vl

Equipment Status | Client Status | Session Status  License Information
i Client MAC Address  IP Address Access Controller Rights
C | Ie nt Sta tu S Full Hame Machine Name Expire
& Click & client name to view detailed status . (Hetwork Equipment} 00:0ck9d:f6:55:95 1024362  ProCurve ACM = 1024366 1wk 2days [{_:,] (3
AF 42041 T

juser 00:20:a6:4cec:20 102434904 ProCurve ACM x 1024 3E6

Twk 2days (65 ()

|- Refresh User Rights Now | | Logout Users Now |

All Clients ~|

26 rows perpage ¥

|Auto Refresh Off V|

| Apply Filters |

Figure 3.21 — Client Status Page
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e. Click on the client (juser) to get Client details. Click the View User
Rights button to validate that the user is authenticated correctly.

S §

STRATUS RIGHTE HETUWORK UFH MAINT LOES

Equipment Status | Client Status | Session Status

User

Client Detail

Showe detail status for the selected
client.

Username
MAC Address
See Help for more infarmation. Machine Hame
IP Address

Address Status

Current Access Controller

Installed in
Port or VLAH Hame {VID}
Uplink VLAH
Sessions
Idle Time

Rights Expiration

N @G 2

HELF LOEOUT

License Information

juser

002086 4oiec 20

weooll

10.24.3.104

MAT not required: DHCP lease expires in 1wk 23hrs

PraCurve ACM x110.24 .3 66
10.24.3.66

HP ProCurve Switch S304%L, Slot D (Mo svwitch Management [P defined)
Part: B1 (2000)

[Mat tagged]

28

min dgecs

vk 2dayvs
Sat Jan 29 17:09:22 2005

Done View User Rights View Log . Refresh User Rights Now Logout User Now
Rights Row Identity Profile Connection Profile Access Policy
2 Authenticated Ay Authenticated
v
< >
Figure 3.22 — Client Detail Page
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