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802.1X effect, LLDP ... 13-49
802.3u auto negotiation standard ... 104
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access
manager ... 13-13
operator ... 13-13
Actions line ... 3-9, 3-10, 3-11
location on screen ... 3-9
address table, port ... B-14
address, network manager ... 13-4, 13-5
alert log ... 5-19
alert types ... 5-20
disabling ... 5-24
setting the sensitivity level ... 5-23
sorting the entries ... 5-19
applicable products ... 1-i
asterisk ... 3-10, 3-13
authentication trap ... 13-20, 13-23
See also SNMP.
authentication trap, configuring ... 13-23
authorized IP managers
SNMP, blocking ... 13-3

auto MDI/MDI-X configuration, display ... 10-15

auto MDI/MDI-X operation ... 10-15

auto MDI/MDI-X port mode, display ... 10-15

auto negotiation ... 10-4, 10-5
Auto-10 ... 12-5, 12-8
auto-discovery ... 13-5

B

bandwidth

displaying utilization ... 5-16
boot

effect on configuration ... 3-13

See also reboot.
boot ROM console ... A-3
boot ROM mode ... C-44
Bootp
Bootp table file ... 8-14
Bootptab file ... 8-14
effect of no reply ... C-8
operation ... 8-14
using with Unix systems ... 8-14
Bootp/DHCP, LLDP ... 13-40
broadcast limit ... 10-6, 10-11
broadcast storm ... 12-5, C-15
browser interface
See web browser interface.

C

CDP
configuration, viewing ... 13-52
data collection ... 13-51
default CDP operation ... 13-51
disabled ... 13-51
general operation ... 13-52
mappings to LLDP data fields ... 13-50
neighbor devices ... 13-561
neighbors table ... 13-563
on individual ports ... 13-54
read-only operation ... 13-50, 13-51
chassis over-temperature
See temperature
Class of Service
priority settings mapped to downstream
devices ... 10-29
Clear button ... 5-11
restoring factory default configuration ... C-43
CLI
context level ... 10-11
command line interface
See CLIL
communities, SNMP ... 13-14
viewing and configuring with the CLI ... 13-16
viewing and configuring with the menu ... 13-14
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configuration ... 3-7
Bootp ... 8-14
comparing startup to running ... 6-5
console ... 7-3
copying ... A-18
download ... A-3
factory default ... 6-8, 8-2
IP...83
network monitoring ... B-24
permanent ... 6-6
permanent change defined ... 6-4
port ... 10-1, 12-1
port trunk groups ... 10-1, 12-1
quick ... 3-8
reboot to activate ... 3-13
restoring factory defaults ... C-43
saving from menu interface ... 3-10
serial link ... 7-3
SNMP ... 134, 13-5, 13-12
SNMP communities ... 13-14, 13-16
startup ... 3-10
system ... 7-10
Telnet access configuration ... 7-3
transferring ... A-18
trap receivers ... 13-20
viewing ... 6-5
web browser access ... 7-3
configuration file
browsing for troubleshooting ... C-39
console ... C-8
configuring ... 7-3
ending a session ... 3-5
features ... 2-3
Main menu ... 3-7
navigation ... 3-9, 3-10
operation ... 3-10
starting a session ... 3-4
status and counters access ... 3-7
troubleshooting access problems ... C-6
context level
global config ... 8-11
copyright ... 1-ii
CPU utilization ... B-6

D

date format ... C-23
date, configure ... 7-14

debug command
"debug" severity and Syslog servers ...
event ... C-28
event log ... C-33
syntax ... C-28

debug logging
configuration, viewing ... C-32
general operation ... C-27
session, not current ... C-33
status, viewing ... C-32
Syslog configuration ... C-29
Syslog logging disabled ... C-29

C-34

Syslog server, view configuration ... C-32

Syslog, number of servers ... C-27
Telnet session ... C-27
debug logging, LLDP ... 13-29
default gateway ... 8-3
default trunk type ... 12-11
Device Passwords Window ... 5-8
DHCP
address problems ... C-8
configuring DHCP relay ... 8-12
effect of no reply ... C-8
Option 82 ... 8-12
setting up a DHCP helper ... 8-12
DHCP/Bootp
operation ... 8-12
process ... 813
DHCP/Bootp, LLDP ... 13-40
diagnostics tools ... C-34
browsing the configuration file ... C-39
ping and link tests ... C-35
disclaimer ... 1-ii
DNS name ... 54
Domain Name Server ... 5-4
download
switch-to-switch ... A-14
troubleshooting ... A-17
Xmodem ... A-11
download OS ... A-14
download, TFTP ... A-3, A4
downstream device (QoS)
effect of priority settings ... 10-29
duplicate MAC address
See MAC address
Dynl
See LACP.
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ending a console session ... 3-5
event log ... 3-7, C-23
navigation ... C-25
PoE messages ... 11-14
See also debug logging.
severity level ... C-23
temperature messages ... C-5

use during troubleshooting ... C-23

with debug ... C-33
excessive packets ... 10-24

F

factory default configuration
restoring ... 6-8, C-43
failure, OS download ... A-17
fan failure ... C-5
fault detection ... 5-8
policy ... 5-8
setting the policy ... 5-23
window ... 5-23
fault detection policy ... 5-23
fault-tolerance ... 12-5
filter, source-port ... 10-23
firmware version ... B-6
flash memory ... 3-10, 6-2
flow control ... 10-5
jumbo packets ... 10-18, 10-22
flow control, status ... B-10
flow control, terminal ... 7-3
format, date ... C-23
format, time ... C-23
friendly port names
See port names, friendly.

G
gateway ... 8-3, 8-b
gateway (IP) address ... 84, 8-6

giant packets ... 10-24
global config level, CLI ... 8-11

H

Help ... 3-11, 5-13
location on menu screen ... 3-9
online inoperable ... 5-13

I

IEEE 802.1AB-2005 ... 13-30
IEEE 802.1d ... C-15

IEEE 802.3ab ... 10-5

IGMP

host not receiving ... C-9
not working ... C-9
statistics ... B-20

inactivity timeout ... 7-4

Inbound Telnet Enabled parameter ... C-7

Inconsistent value ... 13-36
invalid input ... 4-13

IP

CLI access ... 8-7
configuration ... 8-3
DHCP/Bootp ... 8-3
duplicate address ... C-8

duplicate address, DHCP network ... C-8

effect when address not used ... 8-11
gateway ... 8-3

gateway (IP) address ... 84

menu access ... 8-

multinetting ... 8-9

multiple addresses in VLAN ... 8-9
stacking ... 8-5

subnet ... 8-9

subnet mask ... 8-3, 8-6

subnetting ... 8-9

using for web browser interface ... 5-4

web access ... 8-11

IP address

for SNMP management ... 13-3
multiple in a VLAN ... 89
removing or replacing ... 8-10

IP preserve

IPX

J

DHCP server ... 8-16
overview ... 8-16

rules, operating ... 8-16
summary of effect ... 8-19

network number ... B-7

Java ... 54
Java applets ... 5-5

jumbo packets

configuration ... 10-19
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excessive inbound ... 10-23
flow control ... 10-18, 10-22
GVRP operation ... 10-18
management VLAN ... 10-22
maximum size ... 10-17

MTU ... 10-17

port adds and moves ... 10-18
port speed ... 10-18

security concerns ... 10-23
standard MTU ... 10-18
through non-jumbo ports ... 10-24
traffic sources ... 10-18
troubleshooting ... 10-24
VLAN tag ... 10-17

voice VLAN ... 10-22

kill command ... 7-9

LACP

802.1x, not allowed ... 12-23

active ... 12-16, 12-20

CLI access ... 12-12

default port operation ... 12-21
described ... 12-7, 12-18

Dynl ... 12-8

dynamic ... 12-20

enabling dynamic trunk ... 12-16
full-duplex required ... 10-5, 12-5, 12-18
IGMP ... 12-24

no half-duplex ... 12-25

operation not allowed ... C-10
outbound traffic distribution ... 12-26
overview ... 12-5

passive ... 12-16, 12-20

removing port from active trunk ... 12-17
restrictions ... 12-23

standby link ... 12-20

status, terms ... 12-22

STP ... 12-24

VLANSs ... 12-24

with 802.1x ... 12-23

with port security ... 12-23

link speed, port trunk ... 12-3

link test
description ... C-35
for troubleshooting ... C-35

link, serial ... 7-3

LLDP
802.1D-compliant switch ... 13-49
802.1x blocking ... 13-31
802.1X effect ... 13-49
active port ... 13-26
advertisement ... 13-26
advertisement content ... 13-39
advertisement data ... 13-41
advertisement, mandatory data ... 13-39
advertisement, optional data ... 13-40
advertisements, delay interval ... 13-36
CDP neighbor data

CDP
LLDP neighbor data ... 13-50

chassis ID ... 13-39
chassis type ... 13-39
clear statistics counters ... 13-46
comparison with CDP data fields ... 13-50
configuration options ... 13-27
data options ... 13-28
data read options ... 13-30
data unit ... 13-26
debug logging ... 13-29
default ... 13-51
default configuration ... 13-32
DHCP/Bootp operation ... 13-31
disable, per-port ... 13-39
display neighbor data ... 13-43
enable/disable, global ... 13-34
general operation ... 13-27
global counters ... 13-46
holdtime multiplier ... 13-35
hub, packet-forwarding ... 13-27
IEEE 802.1AB-2005 ... 13-26, 13-30
Inconsistent value ... 13-36
information options ... 13-28
invalid frames ... 13-47
IP address advertisement ... 13-31
IP address subelement ... 13-39
IP address, advertisement ... 13-49
IP address, DHCP/Bootp ... 13-40

learning bridge ... 8-2

limit, broadcast ... 10-11 IP address, options ... 13-39

IP address, version advertised ... 13-39
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LLDP-aware ... 13-26

LLDPDU ... 13-26

MIB ... 13-27, 13-30

neighbor ... 13-26

neighbor data remaining ... 13-49
neighbor data, displaying ... 13-43
neighbor statistics ... 13-46

neighbor, maximum ... 13-49
operating rules ... 13-31

optional data, configuring ... 1341
packet boundaries ... 13-27

packet dropped ... 13-27

packet time-to-live ... 13-29
packet-forwarding ... 13-27

packets not forwarded ... 13-26
per-port counters ... 13-47

port description ... 13-40

port ID ... 13-39

port trunks ... 13-31

port type ... 13-39

refresh interval ... 13-35
reinitialization delay ... 13-37

remote management address ... 13-29
remote manager address ... 13-39
reset counters ... 13-46

rxonly ... 13-39

setmib, delay interval ... 13-36
setmib, reinit delay ... 13-37

show advertisement data ... 13-41
show commands ... 13-32, 13-33
show outbound advertisement ... 13-42
SNMP notification ... 13-28
spanning-tree blocking ... 13-31
standards compatibility ... 13-30
statistics, displaying ... 13-46

system capabilities ... 13-40

system description ... 13-40

system name ... 13-40

terminology ... 13-26

time-to-live ... 13-27, 13-35

TLV ... 13-26

transmission frequency ... 13-27
transmission interval, change ... 13-35
transmit/receive modes ... 13-28
transmit/receive modes, per-port ... 13-39
trap notice interval ... 13-38

trap notification ... 13-37

trap receiver, data change notice ... 13-37

TTL ... 13-27, 13-29
txonly ... 13-39
VLAN, untagged ... 13-49
walkmib ... 13-30
LLDPDU ... 13-26
load balancing
See port trunk.
logical port ... 12-9
loop, network ... 12-5
lost password ... 5-11

M

MAC address ... 8-14, B-6, D-2
duplicate ... C-15, C-21
learned ... B-13, B-14
listing connected devices ... D-6
port ... D-2, D-3
switch ... D-2
VLAN ... D-2
management
server URL ... 5-12 5-13
server URL default ... 5-13
management VLAN
See VLAN.
manager access ... 13-13
manager password ... 5-8, 5-10
MDI/MDI-X configuration, display ... 10-15
MDI/MDI-X port mode, display ... 10-15
media type, port trunk ... 12-3
memory
flash ... 3-10, 6-2
startup configuration ... 3-10
menu interface
configuration changes, saving ... 3-10
MIB ... 134
MIB listing ... 134
MIB, HP proprietary ... 13-4
MIB, standard ... 13-4
mirroring
See port monitoring.
monitoring traffic ... B-24
multinetting ... 8-9
multinetting, limit ... 8-9
multiple VLAN ... 13-3
multi-port bridge ... 8-2
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navigation, console interface ... 3-9, 3-10
navigation, event log ... C-25
network management functions ... 13-5
network manager address ... 13-4, 13-5
network monitoring

traffic overload ... B-24
Network Monitoring Port screen ... B-24
network slow ... C-8
Not Current One, debug session ... C-33
notices ... 1-i

o

online help ... 5-13
online help location ... 5-13
operation not allowed, LACP ... C-10
operator access ... 13-13
operator password ... 5-8, 5-10
0S
version ... A-5, A-12, A-15
OS download
failure indication ... A-17
switch-to-switch download ... A-14
troubleshooting ... A-17
using TFTP ... A-3
out-of-band ... 2-3
over-temperature
See temperature

P

password ... 5-8, 5-10

creating ... 5-8

delete ... 3-7, 5-11

if you lose the password ... 5-11

lost ... 5-11

manager ... 5-8

operator ... 5-8

set ... 3-7

setting ... 5-9

using to access browser and console ... 5-10
ping test

description ... C-35

for troubleshooting ... C-35
PoE

CLI commands ... 11-7

configuring ... 11-7

disabling a port ... 11-8
event log messages ... 11-14

operation on ProCurve switches ... 11-2

planning and implementation ... 11-13
port priority ... 11-5
power supplies ... 11-3
pre-802.3af-standard devices ... 11-9
priority class ... 11-3
viewing power status ... 11-10
port
address table ... B-14
auto negotiation ... 10-4, 10-5
broadcast limit ... 10-11
CLI access ... 10-7
context level ... 10-11
control configuration ... 10-1, 12-1
counters ... B-10
counters, reset ... B-10
fiber-optic ... 10-5
full-duplex, LACP ... 10-5
MAC address ... D-3, D4
menu access ... 10-6
queues
See port-based priority.
traffic patterns ... B-10
trunk
See port trunk.
utilization ... 5-16
web browser interface ... 5-16
web browser access ... 10-17
port names, friendly
configuring ... 10-34
displaying ... 10-36
summary ... 10-33
port security
port trunk restriction ... 124
trunk restriction ... 12-9
port trunk ... 12-2
caution ... 12-5, 12-10, 12-17
CLI access ... 12-12
default trunk type ... 12-11
enabling dynamic LACP ... 12-16
IGMP ... 129
LACP ... 10-5
LACP, full duplex required ... 12-5
link requirements ... 12-3
logical port ... 12-9
media requirements ... 12-8
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media type ... 12-3 power over ethernet

menu access to static trunk ... 12-10 See PoE.
monitor port restrictions ... 12-9 ProCurve Networking
nonconsecutive ports ... 12-2 support URL ... 5-13
number of trunks ... 12-5 prompt, => ... C-44
port groups for Series 2800 ... 12-3, 12-4, 12-8 public SNMP community ... 13-5
port groups for Series 4100 10/100/1000 publication data ... 1-i
Module ... 12-9
port security restriction ... 12-9 Q
removing port from static trunk ... 12-16
requirements ... 12-8 quick configuration ... 3-8
SA/DA ... 12-26 quick start ... 1-6, 84
See also LACP.
Series 2800 boundary ... 12-3, 124, 12-8 R
Series 4100 10/100/1000 Module
boundary ... 12-9 reboot ... 3-8, 3-10, 3-12

spanning tree protocol ... 12-9 reboot, actions causing ... 6-3
static trunk ... 12-8 reboot, effect on configuration ... 3-13
static trunk, overview ... 12-5 reconfigure ... 3-10
STP ... 12-9 remote session, terminate ... 7-9
STP operation ... 12-8 reset ... 3-12, 6-10
traffic distribution ... 12-8 Reset button
Trkl ... 12-8 restoring factory default configuration ... C-43
trunk (non-protocol) option ... 12-7 reset port counters ... B-10
trunk option described ... 12-25 resetting the switch
types ... 12-7 factory default reset ... C-43
VLAN ... 129 restricted access ... 13-14
VLAN operation ... 12-8 restricted write access ... 13-13
web browser access ... 12-18 RFC

port trunk group See MIB.
interface access ... 10-1, 12-1 RFC 1493 ... 134

port, active ... 13-26 RFC 1515 ... 134

port-based access control RFC 2922 ... 13-30
event log ... C-10 RFC2737 ... 13-30
LACP not allowed ... 12-23 RFC2863 ... 13-30
troubleshooting ... C-10 RMON ... 134

port-based priority router
802.1q VLAN tagging ... 10-28 gateway ... 8-6
configuring ... 10-31 RS-232 ... 2-3
messages ... 10-32 running-config, viewing ... 6-5
outbound port queues ... 10-29 See also configuration.
overview ... 10-28
priority/queue table ... 10-29 S
requirement for continuity ... 10-30
rules of operation ... 10-30 SCP/SFTP
troubleshooting ... 10-32 session limit ... A-10
viewing configuration ... 10-31 secure copy

power interruption, effect on event log ... C-23 See SCP/SFTP.
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secure FTP
See SCP/SFTP.
security ... 5-11, 7-3
Self Test LED
behavior during factory default reset ... C-43
serial number ... B-6
session
See debug logging.
setmib, delay interval ... 13-36
setmib, reinit delay ... 13-37
setting fault detection policy ... 5-23
setup screen ... 1-6, 84
severity code, event log ... C-23
show tech ... C-40
slow network ... C-8
SNMP ... 13-3
CLI commands ... 13-13
communities ... 13-4, 13-5, 13-12, 13-13, 13-14
configure ... 13-4, 13-5
IP... 133
notification, LLDP
SNMP notification ... 13-28
public community ... 13-5, 13-14
restricted access ... 13-14
thresholds ... 13-20
traps ... 134, 13-20
traps, well-known ... 13-20
SNMP communities
configuring with the CLI ... 13-16
configuring with the menu ... 13-14
SNMP trap, LLDP ... 13-37
SNMPv3
"public" community access caution ... 13-6
access ... 13-
assigning users to groups ... 13-8
communities ... 13-12
enable command ... 13-7
enabling ... 13-6
group access levels ... 13-11, 13-12
groups ... 13-10
network management problems with snmpv3
only ... 13-6
notification ... 13-18
restricted-access option ... 13-6

setup ... 13-5

traps ... 13-18

users ... 13-5
SNTP ... 9-3

broadcast mode ... 9-2, 9-9
broadcast mode, requirement ... 9-3
configuration ... 9-4
disabling ... 9-11
enabling and disabling ... 9-9
event log messages ... 9-24
menu interface operation ... 9-24
operating modes ... 9-2
poll interval ... 9-12
See also TimeP.
selecting ... 9-3
unicast mode ... 9-3, 9-10
unicast time polling ... 9-21
unicast, address priority ... 9-22
unicast, deleting addresses ... 9-23
unicast, replacing servers ... 9-23
viewing ... 94, 9-8
software version ... B-6
sorting alert log entries ... 5-19
source-port filter ... 10-23
spanning tree
configuration ... 10-10
fast-uplink
troubleshooting ... C-15
global information ... B-18
information screen ... B-18
problems related to ... C-15
show tech, copy output ... C-40
statistics ... B-18
using with port trunking ... 12-9
viewing port operating statistics ... 10-10
SSH
debug logging ... C-27
TACACS exclusion ... A-10
troubleshooting ... C-16
standard MIB ... 13-4
starting a console session ... 3-4
startup-config, viewing ... 6-5
See also configuration.
statistics ... 3-7, B4
statistics, clear counters ... 3-12, 6-10
status and counters
access from console ... 3-7
status and counters menu ... B-5
status overview screen ... 5-6
subnet ... 8-9
subnet mask ... 85, 8-6
See also IP.
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subnetting ... 8-9

support
changing default URL ... 5-13
URL ... 5-12

URL Window ... 5-12
switch console

See console.
switch setup menu ... 3-8
switch software

See OS.
switch-to-switch download ... A-14
Syslog

facility, user ... C-34

See debug logging.

severity, "debug" ... C-34
system configuration screen ... 7-10
System Name parameter ... 7-11

T

TACACS
SSH exclusion ... A-10
Telnet ... 3-4
terminate session, kill command ... 7-9
Telnet, enable/disable ... 7-4
Telnet, outbound ... 7-6
Telnet, problem ... C-7
temperature
fan failure ... C-5
messages ... C-b
terminal access, lose connectivity ... 7-6
terminal mode, changing dynamically ... 7-8
terminal type ... 7-3
terminate remote session ... 7-9
TFTP
download ... A4
OS download ... A-3
threshold setting ... 13-5
thresholds, SNMP ... 13-20
time format ... C-23
time protocol
selecting ... 9-3
time server ... 8-3
time, configure ... 7-14
TimeP ... 84, 85
assignment methods ... 9-2
disabling ... 9-20
enabling and disabling ... 9-18

poll interval ... 9-20

selecting ... 9-3

viewing and configuring, menu ... 9-15

viewing, CLI ... 9-17
timesync, disabling ... 9-20
Time-To-Live ... 84, 8-5
time-to-live, LLDP ... 13-27
traffic monitoring ... 13-5, B-24
traffic, port ... B-10
transceiver, fiber-optic ... 10-5
trap ... 5-24

authentication ... 13-20

authentication trap ... 13-23

CLI access ... 13-20

event levels ... 13-22

limit ... 13-20
receiver ... 13-20
SNMP ... 13-20

trap notification ... 13-37
trap receiver ... 134, 13-5
configuring ... 13-20, 13-22
troubleshooting
approaches ... C-3
browsing the configuration file ... C-39
console access problems ... C-6

diagnosing unusual network activity ... C-8

diagnostics tools ... C-34
fast-uplink ... C-15

OS download ... A-17
ping and link tests ... C-35

restoring factory default configuration ...

spanning tree ... C-15
SSH ... C-16

switch won'’t reboot, shows => prompt ...

unusual network activity ... C-8
using the event log ... C-23
web browser access problems ... C-6
trunk
See port trunk.
TTL ... 84,85
TTL, LLDP ... 13-27
types of alert log entries ... 5-20

U

unauthorized access ... 13-23
undersize packets ... 10-24
Unix, Bootp ... 8-14

C-43

C-44
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unrestricted write access ... 13-13
unusual network activity ... C-8

up ti
URL

user

me ... B-6

browser interface online help location ... 5-13

management ... 5-13

management server ... 5-12, 5-13
ProCurve Networking ... 5-13
support ... 5-12, 5-13

name, using for browser or console
access ... 5-8, 5-10

users, SNMPv3

See SNMPv3.

using the passwords ... 5-10
utilization, port ... 5-16

\Y%

version, OS ... A-5, A-12, A-15
VLAN ... 84, C-21,D-2

address ... 13-3

Bootp ... 8-14

configuring Bootp ... 8-14

device not seen ... C-20

event log entries ... C-23

link blocked ... C-15

management and jumbo packets ... 10-22

management VLAN, SNMP block ... 13-3

monitoring ... B-3

multinetting ... 8-9

multiple ... 13-3

multiple IP addresses ... 8-9

OS download ... A-3

port configuration ... C-20

primary ... 84

reboot required ... 3-8

subnet ... 8-9

support enable/disable ... 3-8

tagging broadcast, multicast, and unicast
traffic ... C-20

VLANID ... 4-15

VT-1

w

See also VLAN.
00 terminal ... 7-3

walkmib ... 13-30
warranty ... 1-ii

web agent
advantages ... 2-5
enabled ... 5-2
web browser access configuration ... 7-3
web browser enable/disable ... 7-4
web browser interface
access parameters ... 5-8
alert log ... 5-6, 5-19
alert log details ... 5-20
bandwidth adjustment ... 5-17
bar graph adjustment ... 5-17
disable access ... 5-2
enabling ... 54
error packets ... 5-16
fault detection policy ... 5-8, 5-23
fault detection window ... 5-23
features ... 2-5
first-time install ... 5-7
first-time tasks ... 5-7
main screen ... 5-15
online help ... 5-13
online help location specifying ... 5-13
online help, inoperable ... 5-13
overview ... 5-15
Overview window ... 5-15
password lost ... 5-11
password, setting ... 5-9
port status ... 5-18
port utilization ... 5-16
port utilization and status displays ... 5-16
screen elements ... 5-15
security ... 5-2, 5-8
standalone ... 54
status bar ... 5-22
status indicators ... 5-22
status overview screen ... 5-6
system requirements ... 5-4
troubleshooting access problems ... C-6
URL default ... 5-13
URL, management server ... 5-14
URL, support ... 5-14
web site, ProCurve Networking ... 13-4
write access ... 13-13
write memory, effect on menu interface ... 3-13

X
Xmodem OS download ... A-11
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