
Release Notes:
Version J.06.03 Software

for the ProCurve Secure Routers 7000dl Series

Release J.06.03 supports these routers:

■ ProCurve Secure Router 7102dl (J8752A)

■ ProCurve Secure Router 7203dl (J8753A)

These release notes include information on the following:

■ Downloading switch software and documentation from the Web (page 1)

■ Software features available in release J.06.03 (page 6)

■ A listing of software fixes included in release J.06.03 (page 15)

■ A listing of known software issues and limitations in release J.06.03 (page 20)

Boot Code Update Recommended for J.06.03

With any major software update, ProCurve recommends that you update your Boot Code if an update 
is available. If you are updating to J.06.03 from a software version earlier than J.03.01, a Boot Code 
update to Boot Code version J.06.03 is strongly recommended. If you are updating from software 
version J.03.01 or later, a Boot Code update is recommended, but not required. 

 The J.06.03 Boot Code image is installed in a separate operation, before loading the J.06.03 
software. See page 2 for more information.



© Copyright 2005-2006 Hewlett-Packard Development 
Company, LP.   The information contained herein is subject 
to change without notice.

Publication Number

Part Number 5991-2124
November 2006

Applicable Product

ProCurve Secure Router 7102dl (J8752A)
ProCurve Secure Router 7203dl (J8753A)

Trademark Credits

Microsoft®, Windows®, and Windows NT® are US 
registered trademarks of Microsoft Corporation. 
Adobe® and Acrobat® are trademarks of Adobe Systems 
Incorporated. Java™ is a US trademark of Sun 
Microsystems, Inc.

Disclaimer

HEWLETT-PACKARD COMPANY MAKES NO WARRANTY 
OF ANY KIND WITH REGARD TO THIS MATERIAL, 
INCLUDING, BUT NOT LIMITED TO, THE IMPLIED 
WARRANTIES OF MERCHANTABILITY AND FITNESS 
FOR A PARTICULAR PURPOSE. Hewlett-Packard shall not 
be liable for errors contained herein or for incidental or 
consequential damages in connection with the furnishing, 
performance, or use of this material.

The only warranties for HP products and services are set 
forth in the express warranty statements accompanying 
such products and services. Nothing herein should be 
construed as constituting an additional warranty. HP shall 
not be liable for technical or editorial errors or omissions 
contained herein.

Hewlett-Packard assumes no responsibility for the use or 
reliability of its software on equipment that is not furnished 
by Hewlett-Packard.

Warranty

See the Customer Support/Warranty booklet included with 
the product.

A copy of the specific warranty terms applicable to your 
Hewlett-Packard products and replacement parts can be 
obtained from your HP Sales and Service Office or 
authorized dealer. 

Hewlett-Packard Company
8000 Foothills Boulevard, m/s 5551
Roseville, California 95747-5551
http://www.procurve.com
ii    

http://www.procurve.com


Contents

Software Management

Software Updates . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  1
Downloading Documentation and Software from the Web  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  1

Downloading Software to the Router  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  2

Saving Configurations While Using the CLI  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  2

Saving the Current Configuration as the Start-Up Configuration . . . . . . . . . . . . . . . . . . . . . . . . . .  3

Saving the Current or Start-Up Configuration to Compact Flash  . . . . . . . . . . . . . . . . . . . . . . . . .  3

Saving the Current or Start-Up Configuration to a TFTP Server  . . . . . . . . . . . . . . . . . . . . . . . . . .  3

Managing Router Configurations Remotely  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  4

ProCurve Switch, Routing Switch, and Router Software Keys  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  4

Minimum Software Versions for Secure Router 7000dl Modules  . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  5

 Enhancements

Release J.02.01 Enhancements . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  6

Release J.02.02A Enhancements  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  7

System-Level Enhancement: Default Boot Path Changed . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  7
What has changed?  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  7
Why make this change?  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  8
Updating Existing Routers to Boot From Compact Flash . . . . . . . . . . . . . . . . . . . . . . . . . . . .  8

Release J.03.01 Enhancements . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  9

Release J.04.01 Enhancements . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  10

Release J.05.02 Enhancements . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  11

Release J.06.03 Enhancements . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  13

Software Fixes

Release J.02.01  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  15

Release J.02.02A . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  15

Release J.03.01  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  16

Release J.04.01  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  17

Release J.05.02  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  17

Release J.06.03  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  19
iii



Known Software Issues and Limitations

Release J.02.02A . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  20

Release J.03.01  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  20

Release J.04.01  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  20

Release J.05.02  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  21

Release J.06.03  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  22



Software Management
Software Updates
Software Management

Software Updates

Check the ProCurve Networking Web site frequently for free software updates for the various 
ProCurve products you may have in your network.

Downloading Documentation and Software from the Web

You can download software updates and the corresponding product documentation from ProCurve 
Networking’s Web site as described below. 

To Download a Software Version: 

1. Go to the ProCurve Networking Web site at:        

 http://www.procurve.com.

2. Click on Software updates (in the sidebar).

3. Under Latest software, click on Secure Router 7000dl Series.

To Download Product Documentation: You will need the Adobe® Acrobat® Reader to view, 
print, and/or copy the product documentation. 

1. Go to ProCurve Networking’s Web site at http://www.procurve.com.

2. Click on Technical support, then Product manuals. 

3. Click on the name of the product for which you want documentation. 

4. On the resulting Web page, double-click on a document you want. 

5. When the document file opens, click on the disk icon  in the Acrobat® toolbar and save a 
copy of the file.
    1
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Downloading Software to the Router

Caution

The startup-config file generated by the latest software release is compatible with the same file 
generated by earlier software releases. HP recommends that you backup your current configuration 
to compact flash or a TFTP server before performing any software update. See “Saving the Current 
or Start-Up Configuration to Compact Flash” or “Saving the Current or Start-Up Configuration to a 
TFTP Server”.

ProCurve Networking periodically provides software updates through the ProCurve Networking Web 
site http://www.procurve.com). After you acquire the new software file, use the ProCurve Secure 
Router GUI, TFTP, XModem, FTP, or compact flash to update the router software. See the Upgrading 

SROS Software Configuration Guide (5991-2123) for instructions and more information.

N o t e s

Downloading new software does not change the current router configuration. The router configura-
tion is contained in a separate file that can also be transferred, for example, for archive purposes or 
to be used in another router of the same model.

Saving Configurations While Using the CLI

The router operates with two configuration files:

■ Running-Config File: Exists in volatile memory and controls router operation. Rebooting 
the router erases the current running-config file and replaces it with an exact copy of the 
current startup-config file. To save a configuration change, you must save the current 
configuration in the running-config file to the startup-config file.

■ Startup-Config File: Exists in flash (non-volatile) memory and preserves the most recently-
saved configuration as the “permanent” configuration. When the router reboots for any 
reason, an exact copy of the current startup-config file becomes the new running-config file 
in volatile memory.

You may use the write memory command to save changes made to the running-config file to the
 startup-up config file. Also, the system prompts you to save any unsaved changes when you leave 
the configuration level.
    2
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Saving the Current Configuration as the Start-Up Configuration

When you use the CLI to make a configuration change, the router places the change in the 
running-config file. If you want to preserve the change across reboots, you must save the change to 
the startup-config file. Otherwise, the next time the router reboots, the change will be lost. 

To save configuration changes while using the CLI:

1. From the Enable prompt enter: 

#copy running-config startup-config

2. Verify that the Configuration built message displays, indicating that the download is complete. 
The current configuration is now saved as the startup configuration file, and the router will 
execute the file at each power-up.

The current configuration in the running-config file also may be saved to compact flash or a TFTP 
server as a .txt file (to allow it to be opened in a text editor). You also may use the write memory 
command in place of the above steps to save the running configuration after a change.

Saving the Current or Start-Up Configuration to Compact Flash

1. To save a configuration file to compact flash, from the Enable prompt enter:

#copy <config-file> cflash <filename>

where <config-file> is either running-config or startup-config and <filename> is a name that you 
choose, ending in .txt.

2. Verify that the Percent Complete 100% message displays, indicating that the download is 
complete. The current configuration is now saved in compact flash with the specified filename.

Saving the Current or Start-Up Configuration to a TFTP Server

1. To initiate a download of a configuration file to an external TFTP server, from the Enable prompt 
enter:

#copy <config-file> tftp 

where <config-file> is either running-config or startup-config.

2. Enter the IP address of the TFTP server when prompted for the Address of remote host.

3. Enter a filename ending in .txt for the saved configuration when prompted for the Destination 
filename.

All configuration files downloaded from the router should have a .txt extension. Use identifiable 
names when saving the configuration, such as the name and date, for example, 
startup-config-branch-A-042505.txt.
    3
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Managing Router Configurations Remotely

You may not always have direct access to a router, so a console terminal session through the serial 
port is not possible. The router provides remote console access through Telnet or SSH. However, 
when using Telnet or SSH to revise the router’s configuration, a change could result in loss of network 
connectivity, without any means of restoring access remotely.

Beginning with software release J.04.01, ProCurve SafeMode solves this problem. When enabled on 
a router, SafeMode requires a user to periodically reset a reload timer within a specified amount of 
time. If no reset request is received, the router saves the current, disruptive running configuration to 
internal flash as problem-config and reboots. Once the router reboots, it displays a “reboot cause 
message” and loads the currently saved startup-config file. This startup-configuration file should 
restore remote access to the router. The user can then review the saved disruptive configuration file, 
problem-config, and correct any problems. For more information, see “SafeMode” in Chapter One of 
the Basic Management and Configuration Guide.

ProCurve Switch, Routing Switch, and Router Software Keys

Software 
Letter

ProCurve Networking Products

C 1600M, 2400M, 2424M, 4000M, and 8000M

CY Switch 8100fl Series (8108fl and 8116fl)

E Switch 5300xl Series (5304xl, 5308xl, 5348xl, and 5372xl)

F Switch 2500 Series (2512 and 2524), Switch 2312, and Switch 2324

G Switch 4100gl Series (4104gl, 4108gl, and 4148gl)

H Switch 2600 Series, Switch 2600-PWR Series: H.07.81 and earlier, or H.08.55 and greater, 
Switch 2600-8-PWR requires H.08.80 or greater.
Switch 6108: H.07.xx and earlier

I Switch 2800 Series (2824 and 2848)

J Secure Router 7000dl Series (7102dl and 7203dl)

K Switch 3500yl Series (3500yl-24G-PWR and 3500yl-48G-PWR), Switch 6200yl-24G, and 
5400zl Series (5406zl, 5406zl-48G, 5412zl, and 5412zl-96G) 

L Switch 4200vl Series (4204vl, 4208vl, 4202vl-72, and 4202vl-48G)

M Switch 3400cl Series (3400-24G and 3400-48G): M.08.51 though M.08.97, or M.10.01 and greater;
Series 6400cl (6400cl-6XG CX4, and 6410cl-6XG X2 ): M.08.51 though M.08.95, or M.08.99  to M.08.100 and 
greater.

N Switch 2810 Series (2810-24G  and 2810-48G) 

P Switch 1800 Series (Switch 1800-8G – PA.xx; Switch 1800-24G – PB.xx) 
    4



Software Management
Minimum Software Versions for Secure Router 7000dl Modules
Minimum Software Versions for Secure Router 7000dl Modules

Q Switch 2510 Series (2510-24)

T Switch 2900 Series (2900-24, and 2900-48G)

WA ProCurve Access Point 530

WS ProCurve Wireless Edge Services xl Module and the ProCurve Redundant Wireless Services xl Module

numeric Switch 9408sl, Switch 9300 Series (9304M, 9308M, and 9315M), Switch 6208M-SX and Switch 6308M-SX 
(Uses software version number only; no alphabetic prefix. For example 07.6.04.)

ProCurve Secure Router Module Minimum Supported
Software Version 

J8451A ProCurve Secure Router 1xT1 Interface Module J.01.02B

J8452A ProCurve Secure Router 1xT1 + DSX-1 Interface Module J.01.02B

J8453A ProCurve Secure Router 2xT1 Interface Module J.01.02B

J8454A ProCurve Secure Router 1xE1 Interface Module J.01.02B

J8455A ProCurve Secure Router 1xE1 + G.703 Interface Module J.01.02B

J8456A ProCurve Secure Router 2xE1 Interface Module J.01.02B

J8457A ProCurve Secure Router 2xISDN BRI S/T dl module J.04.01

J8458A ProCurve Secure Router 1xSerial Interface Module J.01.02B

J8459A ProCurve Secure Router 1xADSL2+ Annex A Interface Module J.01.02B

J8759A ProCurve Secure Router 1xADSL2+ Annex B Interface Module J.02.01A

J8460A ProCurve Secure Router ISDN BRI U Backup Module J.01.02B

J8461A ProCurve Secure Router ISDN BRI S/T Backup Module J.01.02B

J8462A ProCurve Secure Router Analog Modem Backup Module J.01.02B

J8463A ProCurve Secure Router 8xT1/E1 Wide Module J.01.02B

J8471A ProCurve Secure Router 7100/7200 IPSec Module J.01.02B

J9010A ProCurve Secure Router 2xISDN BRI U dl module J.04.01

J9011A ProCurve Secure Router 8xSerial dl Wide module J.04.01

J9026A ProCurve Secure Router 7100/7200 IPSec Base Module J.05.02

Software 
Letter

ProCurve Networking Products
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 Enhancements
Unless otherwise noted, each new release includes the features added in all previous releases.

Release J.02.01 Enhancements

The following enhancements are described in the guides referenced in each enhancement overview. 
For the latest version of any of these guides, refer to “Downloading Documentation and Software 
from the Web” on page 1.

Table 1.   Summary of J.02.01 EnhancementsSoftware Fixes

J.02.01 Enhancement Overview 

Compact Flash Support Added capability to copy boot image directly from compact flash to boot sector. 

Added capability to format compact flash with SROS running. 

Added capability to boot from a specific file from compact flash. 
For more information, see boot config and boot system the section titled “Global Configura-
tion Mode Command Set” in the SROS Command Line Interface Reference Guide (April 
2005 edition or later).

ADSL Annex B module Added software support for ADSL Annex B module. 

RFC1483 on ADSL/ATM 
link

Added support for RFC1483 on ADSL/ATM link.

GRE (IP Only) The current implementation supports IP protocol only.
For more information on GRE commands, see the section titled “Tunnel Configuration Command 
Set” in the SROS Command Line Interface Reference Guide (April 2005 edition or later).

HDLC (Cisco) HDLC is a protocol developed by the International Organization for Standardization (ISO). It is 
used throughout the world and widely implemented because it supports both half duplex and 
full duplex communication lines, point to point, and multi-point networks, on both switched or 
non-switched links. HDLC is designed to permit synchronous, protocol transparent data trans-
mission. HDLC also has many off shoots. Some of these are Synchronous Data Link Control 
(SDLC) and Link Access Procedure-Balanced (LAP-B), and PPP
For more information on HDLC commands, see the section titled “HDLC Command Set” in the 
SROS Command Line Interface Reference Guide (April 2005 edition or later).

Multi-Link Frame-Relay 
support

Multilink Frame Relay (MFR) for the User-to-Network Interface (UNI) and the Network-to-
Network Interface NNI) provides physical interface emulation for frame relay devices. The 
emulated physical interface consists of one or more physical links, called “bundle links”, 
aggregated together into a single “bundle” of bandwidth. This service provides a frame-based 
inverse multiplexing function, sometimes referred to as an “IMUX”.
The bundle provides the same order-preserving service as a physical layer for frames sent on 
a data link connection. In addition, the bundle provides support for all Frame Relay services 
based on UNI and NNI standards. 
For more information, see the 8xT1/E1 Wide Module) Quick Configuration Guide. Also, see 
pages 581 and 582 in the section titled “Frame Relay Interface Config Command Set” in the 
SROS Command Line Interface Reference Guide (April 2005 edition).
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Release J.02.02A Enhancements

System-Level Enhancement: Default Boot Path Changed

Concurrent with the release of J.02.02A software, ProCurve has changed the default boot path in the 
ProCurve Secure Router products it builds. Products with the following serial numbers, or later, use 
compact flash as the primary (default) boot path for the router software and router configuration 
files.

Table 2.   ProCurve Secure Router Serial Numbers That Boot From Compact Flash

The secondary boot path is the router’s internal flash memory. Prior to this change, the 7102dl and 
7203dl products booted by default from the files installed on internal flash at manufacturing time. 

What has changed?

At manufacturing time, two software files are loaded into internal flash: the most recent software 
and an exact copy of that software, renamed to SROS.BIZ.

The default boot path for the software and configuration files is set as follows:

boot system cflash SROS.BIZ flash SROS.BIZ
boot config cflash startup-config flash startup-config

By default, the router tries to boot a file named SROS.BIZ from compact flash. If this file or compact 
flash is not present, the router boots SROS.BIZ from internal flash. In addition, by default, the router 
tries to use a configuration file named startup-config from compact flash. If this file or compact 
flash is not found, the router uses startup-config from internal flash.

SNMP Views Added SNMP Views.For more information, see the snmp-server view command in the section 
titled “Global Configuration Mode Command Set” in the SROS Command Line Interface 
Reference Guide (April 2005 edition or later).

802.1X supplicant mode Added 802.1X supplicant mode. For more information, see the port-auth supplicant enable 
command in the section titled “Ethernet Interface Configuration Command Set” in the SROS 
Command Line Interface Reference Guide (April 2005 edition or later). 

SIP-ALG Improved the performance through the router.

Product Serial Number

ProCurve Secure Router 7102dl (J8752A) US525TRAP4 or later.

ProCurve Secure Router 7203dl (J8753A) US522TS252 or later.

J.02.01 Enhancement Overview  (Continued)
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Why make this change?

For ease of router deployment. A network administrator can now pre-configure a router using 
compact flash, without ever physically touching the router. All that is required is a PC equipped with 
a compact flash reader/writer. First, build a valid startup-config file and copy it to compact flash. 
Next, rename the current software file to SROS.BIZ and copy it to compact flash. With these two 
files loaded on compact flash, a network administrator can drop-ship the compact flash and a router 
to a remote site. At the remote site, someone inserts the compact flash into the router and attaches 
the network cables. When finished, the power cord is attached and plugged into a suitable power 
outlet, powering up the router. The router, by default, uses the software file (SROS.BIZ) and 
configuration file (startup-config) on the supplied compact flash to boot the system.

Note

 Only routers built with serial numbers in Table 2 on page 7 boot by default from compact flash. 
Routers with earlier serial numbers can be updated to use compact flash by default. See “Updating 
Existing Routers to Boot From Compact Flash” on page 8 for the update instructions.

Updating Existing Routers to Boot From Compact Flash

ProCurve Secure Routers with serial numbers below those in Table 2 on page 7 can be manually 
configured to use the new default boot path from compact flash. Follow the steps below.

1. Update the router Boot Code to version J.02.02A. This same procedure also works with the latest 
software release, J.06.03.

2. Load and boot from software version J.02.02A.

3. Make any necessary changes to the router’s configuration and save the running-config file. You 
now have a current startup-config file in flash.

ProCurveSR7203dl>
ProCurveSR7203dl>enable
ProCurveSR7203dl#write memory

4. Rename the current software file to SROS.BIZ. The file name must be in all capital letters.

ProCurveSR7203dl#copy flash J02_02A.biz flash SROS.BIZ

5. If you are using compact flash, copy the SROS.BIZ file and the startup-config file to compact 
flash. If you are not using compact flash, go to step 6.

ProCurveSR7203dl#copy running-config cflash startup-config
ProCurveSR7203dl#copy flash J02_02A.biz cflash SROS.BIZ
    8
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6. Change the primary boot path to compact flash and the backup to internal flash.

ProCurveSR7203dl#conf term
ProCurveSR7203dl(config)# boot system cflash SROS.BIZ flash SROS.BIZ
ProCurveSR7203dl(config)# boot config cflash startup-config flash startup-config

Release J.03.01 Enhancements

The overviews provided below include pointers to additional information where it is available. For 
the latest version of ProCurve Secure Router documentation, refer to “Downloading Documentation 
and Software from the Web” on page 1.

Table 3.   Summary of J.03.01 Enhancements

Enhancement Overview 

1:1 NAT Port-translation Provides translation between a single specific private IP address on the inside network and a 
single specific public IP address on the outside network.

AutoSynch Enables fast and efficient deployment or replacement of routers by automatically synchronizing 
a compact flash software file (SROS.BIZ) and a configuration file (startup-config) with internal 
flash. For more information, see the Updating the Secure Router OS Software Configuration 
Guide. 

Boot Code Update from 
CLI

Enables Boot Code updates from the router CLI. Boot Code updates may now be performed 
from a remote location using a Telnet session. Note: during the Boot Code update process the 
router ceases to function, that is, it doesn't route once the update has begun and doesn't begin 
routing again until the Boot Code update is completed.

Class-based Weighted 
Fair Queuing (CBWFQ)

Allows a user to configure (classify) a specific type of traffic that is put into its own reserved 
queue or class. Class-based traffic is serviced at a higher priority than plain WFQ traffic but 
after priority queuing. The classes can be packet matches based on an ACL, an IP precedence 
or Diffserv priority marking (DSCP), UDP port numbers, or bridged traffic. Up to four specific 
queues (or classes) are allowed per interface with up to 16 total queues per router. Using the 
bandwidth command, each queue provides a minimum amount of the interface bandwidth 
needed to support that class of traffic. For more information on CBWFQ, refer to the match and 
bandwidth command descriptions in “Quality of Service (QoS) Map Commands” in the SROS 
Command Line Interface Reference Guide. 

ECMP (Static Routing 
and BGP)

Allows proposing up to six BGP or static routes as candidates for multipath routing. Use the 
ip load-sharing command to load share and distribute traffic based on the destination IP or 
based on a round robin metric for all equal parallel routes (based on administrative distance 
parameter). For more information, refer to the SROS Command Line Interface Reference Guide. 

File Copy and Erase 
Using a Wildcard Char-
acter

A wildcard character ‘*’ may now be used in file names to allow groups of files to be copied or 
erased. For example, from the enable level, the command, erase flash J02* removes all files 
that begin with ‘J02’ from internal flash.

Multihoming BGP See “ECMP (Static Routing and BGP)” overview. Note: multihoming BGP is not supported when 
using NAT.

Real-time Show 
Commands

Display full-screen output in real time for select show commands. Information is continuously 
updated on the console until you either freeze the data (by pressing the F key) or exit the realtime 
mode (by pressing Ctrl+C). Refer to the show commands in the SROS Command Line Interface 
Reference Guide to determine if real-time output is supported.
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Enhancements
Release J.04.01 Enhancements
Release J.04.01 Enhancements

The overviews provided below include pointers to additional information where it is available. For 
the latest version of ProCurve Secure Router documentation, refer to “Downloading Documentation 
and Software from the Web” on page 1.

Table 4.   Summary of J.04.01 Enhancements

Secure Copy Enables secure copy server functionality in the router, providing an encrypted and authenti-
cated method of transferring files, based on the Berkeley r-tools. SSH (Secure Shell) is used 
for the secure channel. For more information, see the ip scp server command in the SROS 
Command Line Interface Reference Guide.

Show Modules 
Command

Displays a list of the modules currently installed in the router.

Show Tech Command Creates a file, showtech.txt, located in flash memory, containing system information collected 
from various show commands. As an option, the command output can be displayed on the 
terminal, using the show showtech terminal command. In addition, the contents of this file may 
be viewed using the show file flash showtech.txt command. For information on the show 
commands processed to create the output, refer to the SROS Command Line Interface Refer-
ence Guide. 

SNMP Bridge MIB 
(RFC 1493)

Adds support for the Bridge MIB (in RFC 1493) with the following OID exceptions: BRIDGE-
MIB.dot1dTpPortMaxInfo, BRIDGE-MIB.dot1dTpPortInFrames, BRIDGE-
MIB.dot1dTpPortOutFrames, BRIDGE-MIB.dot1dTpPortInDiscards

Traffic Shaping and QoS 
for Ethernet Interfaces

Enables QoS to be applied to VLAN and Ethernet interfaces with traffic shaping applied to them. 
The bandwidth used for outgoing traffic on an interface is limited, like the rate limiter on QoS 
Map entries, except that it queues packets instead of deleting them. For more information, see 
the bandwidth command in “Ethernet Interface Configuration Command Set” in the SROS 
Command Line Interface Reference Guide.

Web GUI Revisions A new QoS wizard is available to allow easy setup of LLQ on a WAN interface. Also, existing 
wizards have been enhanced. These tools are self-documented and available in the router’s 
Web Graphical User Interface.

Enhancement Overview 

Dial on Demand Routing Manages a backup connection so that when traffic needs to be sent and the primary interface 
is unavailable, the ProCurve Secure Router establishes the dial-up connection. Demand routing 
also ensures that when the dial-up connection is idle for the amount of time you specify, the 
ProCurve Secure Router terminates the call. For more information, refer to Chapter Eight 
“Configuring Demand Routing for Primary ISDN Modules” in the Basic Management and 
Configuration Guide. 

ECMP for OSPF ECMP for OSPF is now supported.  For more information, refer to  “Configuring Load Sharing” 
in Chapter Thirteen of the Advanced Management and Configuration Guide.

Global Password 
Encryption

You can now enter one command, service password-encryption,  to encrypt all the pass-
words configured on the ProCurve Secure Router, including the passwords configured for 
Telnet and console access. For more information, refer to “Encrypting All the Passwords 
Configured on the Router” in Chapter Two of the Basic Management and Configuration Guide. 

Enhancement Overview  (Continued)
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Release J.05.02 Enhancements

The overviews provided below include pointers to additional information where it is available. For 
the latest version of ProCurve Secure Router documentation, refer to “Downloading Documentation 
and Software from the Web” on page 1.

Policy Based Routing Enables different types of traffic to travel over different paths, even when the traffic is destined 
to the same network. You can configure your ProCurve Secure Router to route a packet 
according to its:
• IP precedence value
• DiffServ value
• source IP address
• source and destination IP addresses
• application data (source and destination ports)
• payload size
For more information, refer to Chapter Thirteen “IP Routing—Configuring RIP, OSPF, BGP, and 
PBR” in the Advanced Management and Configuration Guide.

ProCurve SafeMode Allows a user to perform configuration changes in “config” mode without the fear of being 
disconnected during a Telnet or SSH session and losing access to the router. When enabled, 
SafeMode requires the user to periodically reset a reload timer within a specified amount of 
time. If no reset request is received, the router will save the current disruptive running 
configuration to internal flash as “problem-config” and reboot. Once the router has rebooted, 
it will display a reboot cause message and load the currently saved startup-configuration file, 
restoring access to the router. For more information, see “SafeMode” in Chapter One of the 
Basic Management and Configuration Guide.

Protocol Independent 
Multicast-Sparse Mode 
(PIM-SM)

Provides a a multicast routing protocol that allows multicast packets received from one 
network to be routed to hosts in different networks. Working with whatever unicast routing 
protocols the routers implement, PIM-SM allows routers in a PIM domain to construct a shared, 
unidirectional tree for each multicast group active in the network. The shared tree is rooted at 
a rendezvous point (RP) router, which is the router responsible for drawing multicast traffic 
from a new source to receivers in the associated group. For more information, refer to Chapter 
Eleven “Configuring Multicast Support with PIM-SM” in the Advanced Management and 
Configuration Guide.

TACACS+ (AAA) Provides support for authentication, authorization, and accounting (AAA) using a TACACS+ 
server. For more information, refer to “Configuring the TACACS+ Server” in Chapter Two of the 
Basic Management and Configuration Guide. 

Enhancement Overview  (Continued)



Enhancements
Release J.05.02 Enhancements
Table 5.   Summary of J.05.02 Enhancements

Enhancement Overview 

IPSec Base Module 
(J9026A) Support

The ProCurve Secure Router 7100/7200 IPSec Base Module supports the industry standard for 
VPNs, IP Security (IPSec). As a result, it enables both site-to-site and client-to-site VPNs. With 
this module installed, you can create VPN site-to-site connections between routers, with up to 
10 tunnels. If VPN client connectivity is required, the ProCurve VPN Client is available for 
purchase. Any pure IPSec client can connect to the router, however, VPN clients with propri-
etary implementations will not work with the ProCurve Secure Router 7100/7200 IPSec Base 
Module.
Installing this module activates software encryption/decryption and security services for IPSec 
VPNs in the router. The following software security services in the main processor are enabled: 
• DES
• triple-DES (3DES)
• AES
• SHA-1
• MD5
• random number generation

CBWFQ Priority Percent 
Command

Priority queues are intended for constant bit rate traffic such as voice (due to the rate limiting). 
The priority percent <percent> command specifies the bandwidth allocated to the priority 
queue on the interface, based on a percentage of the total bandwidth available. For more 
information, refer to “Priority Command” in the Understanding SROS Priority Queuing, Class-
Based WFQ, and QoS Maps Configuration Guide.

Fixed (Static) Multicast 
Routing Support

Use the ip mcast-stub fixed command to allow forwarding of multicast traffic on a selected 
interface (Ethernet, ATM, Demand, Frame Relay, HDLC, Loopback, PPP, and Tunnel) after 
enabling multicast routing. For more information, refer to the SROS Command Line Interface 
Reference Guide. 

RIP Filters Use the distribute-list command to add RIP filtering functionality by assigning inbound and 
outbound access lists on either a global, per logical interface or type-of-route basis. Only one 
inbound/outbound pair of access lists can be configured for a particular interface. For more 
information, refer to the  SROS Command Line Interface Reference Guide.

Web Browser Interface 
Updates

New and revised screens are summarized below:
• System Summary (revised)—information is refreshed every five seconds; additional system 

information is displayed, including the File System. Selecting File System displays the 
contents of Flash memory.

• ISDN Group (new)—configures and manages ISDN groups, required when configuring 
demand routing for a primary ISDN connection.

• Demand Routing (new)—configure and manage demand routing for dial-up connections.
• SNMP (new)—configure and manage SNMP settings.
• Additional status information displayed for a selected interface. Refreshed every five 

seconds (updated).
• Event Logging (new)—enable the router’s event history and set the priority level. Also set 

email and syslog forwarding and view event history.

New Interface Range 
Command

The interface range command, interface range [e1 | t1] <slot>/<port-port>, allows multiple E1 
or T1 interfaces to be configured at the same time. The interfaces you want to configure must 
be contiguous ports on the same module. If you have a ProCurve Secure Router 7203dl with an 
octal E1 or T1 module, you can configure up to eight E1 or T1 interfaces with the same settings 
(such as tdm-groups and timeslots).For more information, refer to the SROS Command Line 
Interface Reference Guide.
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Release J.06.03 Enhancements

The overviews provided below include pointers to additional information where it is available. For 
the latest version of ProCurve Secure Router documentation, refer to “Downloading Documentation 
and Software from the Web” on page 1.

Table 6.   Summary of J.06.03 Enhancements

New Debug Commands Additional debug commands have been added. For more information, refer to the SROS 
Command Line Interface Reference Guide.

New Show Commands show frame-relay multilink fragment
interface frame-relay 
<number.subinterface> Displays information about multilink Frame-Relay 

interfaces that support fragmentation.
show ip policy-class host-session Displays maximum number of sessions allowed and 

the number of active sessions currently open.
show isdn-group <number> Displays settings configured for the ISDN group used 

for demand routing.
show sip resources Displays information about SIP resources.
show sip statistics Displays SIP statistics.
For more information, refer to the  SROS Command Line Interface Reference Guide.

Enhancement Overview 

Debug Information in 
Web Browser Interface

Access to debug output is now available in the Web browser interface, in the Utilities section.  
Note: enabling debugging can impact the routers performance.

FTP and TFTP Enhance-
ments

FTP Server default file-system—a user can specify the file-system (FLASH/CFLASH) FTP will 
use when performing file uploads or downloads. 
TFTP server—may be configured to overwrite existing files
For more information, refer to the SROS Command Line Interface Reference Guide.

HTTP Filtering Allows URL filtering to be applied to incoming or outgoing sessions on any IP interface. 
Integrates with Websense Enterprise content filtering server to permit or deny HTTP requests. 
Websense service can allow a Web session to continue, or it can block the URL giving the 
router a blocked page message to forward back to the Web browser via an HTTP redirect. 
Multiple content filter servers can be configured for redundancy purposes.The ProCurve 
Secure Router’s Web content filtering capabilities require your network to have a Websense 
Security Suite solution (version 6.1.1 or later) that includes Websense Enterprise. For more 
information, refer to Chapter 7, “Content Filtering” in the Secure Router 7000 dl Advanced 
Management Configuration Guide.

ipNetToMedia Table 
Support

It is now possible to poll the ipNetToMedia table (a mapping of MAC-address to IP-address) 
with SNMP.

IPsec Added the capability to configure antireplay window size and display out-of-sequence errors 
on inbound ESP SA's. For more information, refer to the SROS Command Line Interface 
Reference Guide.

Enhancement Overview  (Continued)



Enhancements
Release J.06.03 Enhancements
Network Monitor Provides Layer 3 network connectivity and performance testing through the use of ICMP ping 
probes, TCP connect probes, and HTTP probes. The results of these probes can be used to 
perform specific actions, such as the removal of routes from the route table to initiate a demand 
routing backup connection. For more information, refer to Chapter 9, “Network Monitoring” in 
the Secure Router 7000 dl Advanced Management Configuration Guide.

SNMPv3 Support Secures SNMP management through addition of authentication and encryption. For more 
information, refer to “Using SNMP to Manage the ProCurve Secure Router” in Chapter 2 of the 
Secure Router 7000 dl Basic Management Configuration Guide.

SNTP Client and Server The SNTP (Simple Network Time Protocol) Client uses SNTP to obtain time settings from an 
NTP (Network Time Protocol) server. The SNTP Server responds to SNTP Client requests for 
time settings. The SNTP Server only responds if time settings have already been received from 
a valid NTP server via the SNTP Client. In order to respond to Client requests, the SNTP Server 
must also have the SNTP Client configured. For more information, refer to ”Enabling the SNTP 
Server on the ProCurve Secure Router” in Chapter 1 of the the Secure Router 7000 dl Basic 
Management Configuration Guide. 

TACACS+ Enhance-
ments

New capabilities are summarized below:
• Connection accounting - send accounting records for outbound Telnet connections.
• Exec accounting - send accounting records for new connections or logins.
• Exec authorization - allows users to enter directly into 'enabled' mode for new CLI sessions.
For more information, refer to Chapter 2, “Controlling Management Access to the ProCurve 
Secure Router” in the Secure Router 7000 dl Basic Management Configuration Guide.

Enhancement Overview  (Continued)
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Software Fixes
Release J.02.01
Software Fixes

Software fixes are listed in chronological order, oldest to newest. To review the list of fixes included

since the last general release that was published, go to “Release J.06.03” on page 19.

Unless otherwise noted, each new release includes the software fixes added in all previous releases.

Series switches.Release J.01.02B was the first software release for the ProCurve Secure Router 7000dl 
Series.

Release J.02.01

Problems Resolved in Release J.02.01

■ Fixed buffer overflow in https server that caused a reboot.

■ Fixed OSPF not observing path-type when doing route selection.

■ Fixed minor issues related to compact flash.

■ Fixed a default configuration issue that occurred with ADSL / PPPoE overwriting the default 
route.

■ Fixed E1+G.703 ts16, once configured, does not show in show config output.

■ Fixed terminal line length, once set to zero, cannot be set to anything else again.

■ WFQ in WEB changed to be enabled by default

Release J.02.02A

Problems Resolved in Release J.02.02A

■ (none) — Added capability of configuring the Bundle ID for an MFR bundle.

■ 28428 — Allow setting the path to the software image (operating system) to a file that does 
not exist.

■ 28183 — Changed rate-limiting algorithm to prevent a huge burst of traffic after periods of 
inactivity.

■ 28429 — Changed wr mem to write to either primary or secondary configuration file, 
depending on boot settings.

■ 28567 — Changed FIN timeout in firewall.
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Software Fixes
Release J.03.01
■ 26893 — Fixed issue where over 73K TCP firewall sessions were causing reboots.

■ 27014 — Fixed issue where deleting a bridge could cause sluggish performance.

■ 27088 — Fixed issue where the incorrect VPN Mode-Config address was displayed.

■ 27124 — Fixed issue where the Media Type in SDP of the SIP Invite message was getting 
modified with random numbers.

■ 27281 — Fixed issue where DHCP relay was not working across VLANs.

■ 27315 — Fixed issue where the unit would reboot when the command show run was entered 
if the configuration contained DHCP server pool options.

■ 27324 — Fixed issue where the bandwidth command for a GRE tunnel interface was not 
being displayed in the show run output and was not getting saved to the startup script.

■ 27352 — Fixed problem with incorrect NTP server in running config.

■ 27372 — Fixed issue where a TDM group could not be assigned to a Dual E1 module.

■ 27407 — Fixed issue on the 7203/7102 where runt ARP packets were being sent by the unit.

■ 28957 — Fixed connection / binding problem with HDLC and Serial interface.

■ 27964 — IPCP will not negotiate to Juniper router. The symptom would be non-interopera-
bility with Multilink PPP.

■ 28373 — Protocol stack enhancements.

■ 27573 — SNMP OID cleanup.

Release J.03.01

Problems Resolved in Release J.03.01

■ 29068 — Added support for secondary IP address on 802.1Q subinterfaces.

■  28464 — BOOTP relay agent doesn't forward DHCP NAK BOOTREPLY's.

■ 28760 — debug system doesn't log any SSH login events (pass, fail or otherwise).

■ 27391 — Deleting a PPPoE interface that is up will reboot the unit.

■ 27624 — no debug ip ospf hello command not available.

■ 25422 — no router bgp didn't exist.

■ 28951 — Reboot occurs when deleting tunnel interface when the tunnel is up.

■ 27274 — Router will let user bind a physical layer interface to two layer 2 protocols.
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■ 27827 — show interface adsl 1/1 version and show interface adsl 1/1 information commands are 
broken.

■ 29733, 29751 — show interface BRI x/x shows interface as up although interface is down.

■ 29370 — show modules does not currently report product numbers.

■ 27511 — test-pattern insert and show test-pattern should not be allowed with 1's and 0's pattern.

■ 29496 — VPN and firewall security association tracking problems with bad physical layer 
link. Added sequence numbers to SPI message exchange. 

■ 29645 — Web GUI: Physical T1 interfaces do not show correct setting for DS0s.

Release J.04.01

Problems Resolved in Release J.04.01

■ 29641 — Corrected message in regards to upgrading Boot-ROM

■ 31273 — DHCP option 2 is now formatted correctly.

■ 29525 — Ethernet LED behavior fixed.

■ 28206 — OSPF redistribute metric-type will check for valid entry.

Release J.05.02

Problems Resolved in Release J.05.02

■ 32154 — BRI Channel Staying Active When Interface Shuts Down.

■ 34307 — Can't set priority unlimited under a QoS map until you set the priority to something 
else first.

■ 33227 — Configuring serial-mode eia530 on a Serial NIM appears as x21 in show run.

■ 31780 — DR: command show demand resource pool <cr> output format.

■ 31950 — DR: Connect-sequence recovery is always enabled after a reboot.

■ 32155 — DR: Demand Interface using legacy BRI module will not connect to Cisco AS5300.

■ 31809 — DR: LLDP tx'd on demand interface even when configured for no lldp send-and-
receive.

■ 31694 — DR: Reboot by show int command



Software Fixes
Release J.05.02
■ 30953 — DR: Show int demand X displays bandwidth= 0 Kbs with calls connected with a 
dual ST card. Works with legacy cards.

■ 29598 — Erase CFLASH SROS.BIZ causes an AutoSynch message AutoSynch: startup-
config not synched.

■ 31822 — Ethernet sub-interfaces always have an operational status of active/up.

■ 31383 — GRE:  Debug tunnel interface shows bogus IP address.

■ 31094 — if you run out of space on a linux scp, the transfer looks like it worked.

■ 31789 — MFR: Configuring a long BID reboots the uni.t

■ 34138 — OSPF MD5 authentication does not work to a Cisco router.

■ 31667 — OSPF MP:  Cannot clear all multipath routes to a network by using the clear ip route 
A.B.C.D command.

■ 31665 — OSPF MP:  show ip route summary counts sometimes shows negative counts.

■ 31658 — OSPF MP: With multipath enabled, type E2 routes (static redistributed) do not show 
up as multiple paths.

■ 31479 — PBR: Does not Properly Route when Firewall is Enabled.

■ 31392 — RIP Timeout Timer: Range or range checking is invalid.

■ 31849 — Router reboots if command no ip add is entered in a ppp interface that is up.

■ 32690 — Spanning-tree priority value does not store after reboot.

■ 31763 — TACACS+: When trying to copy into multiple SSH and Telnet Sessions locks up the 
CLI.

■ 32691 — Topology Notifications are sent continually when they shouldn't be.

■ 34658 — Unable to send VPN data between a client PC and a VPN device on the internet 
when the outbound path has a VPN tunnel up.

■ 34518 — Unit rebooted when using a large VPN pre-shared key.

■ 31816 — VPN over a demand interface does not automatically switch back to primary link.

■ 34293 — Web: HP 7102 Error with Uploading firmware from GUI.

■ 33962 — Web: HP7102 Link Error on system Summary Page.

■ 34350 — Web: HP7203 - 503 Server Error on VPN Certificates page.
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Software Fixes
Release J.06.03
Release J.06.03

Problems Resolved in Release J.06.03

■ 34031 — ATM pvc queuing information is missing from the output of the command
show int atm 1.1.

■ 36717 — HDLC interface is down but still shows up in route table.

■ 34087 — Help on debug tftp server events needs to say TFTP server events not TFTP 
server packets.

■ 37044 — Help screen not encrypted in SSL session.

■ 35403 — LLDP is not working on 802.1q interfaces.

■ 32768 — MSN Messenger traffic reboots the unit.

■ 33384 — OSPF configuration via the Web interface is misleading.

■ 34257 — Policy classes with names self and default are not recommended.

■ 28899 — QOS: CBWFQ doesn't work over analog DBU.

■ 35495 — Router incorrectly trusts RIP updates from an RRAS server (with metric 16) that is 
propagating valid routes from another local router.

■ 35620 — SNMP reports a PPP interface (23) as a Multilink PPP Interface (108).

■ 34331 — The modem countrycode USA/Canada command appears as modem countrycode usa 
in show run output.

■ 34284 — Web status pages do not restart timers properly.
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Known Software Issues and Limitations
Release J.02.02A
Known Software Issues and Limitations

This section identifies issues you may encounter when using a ProCurve Secure Router 7000dl. Issues 
are listed in chronological order, oldest to newest. To review the list of known issues since the last 
published general release, go to “Release J.06.03” on page 22.

Release J.02.02A

■ 29068 — Cannot create secondary address on 802.1Q interfaces.

■ 28759 — Web GUI - "Telnet/SSH/Console -> Use password."   SSH does not use the specified 
password.

■ 27370 — Files that are eight characters or less combined with file extensions of three 
characters or less cause the file to be displayed in all caps on the router. For example, 
abcdefgh.biz would be displayed in all caps on the router.

■ 27511 — The test-pattern insert and show test-pattern should not be allowed with 1's and 0's 
pattern.

■ 27626 — no debug ip ospf hello Command not available.

■ 27827 — Show int adsl 1/1 ver and show int adsl 1/1 info commands do not display information 
correctly.

■ 26606 — Debug commands for HDLC do not work.

■ 26620 — DHCP Client does not work on an HDLC interface. This feature was not imple-
mented for HDLC.

Release J.03.01

■  29525 — Activity LED on Ethernet ports is active although nothing is connected.

■ 29641 — Upgrading Boot Code from system code gives confusing message that process 
failed, but in reality it succeeded.

Release J.04.01

■ 31789 — A bid of length 26 or more will reboot the unit.

■ 31758 — AutoSynch fails after copying image over from TFTP server.

■ 31827 — Demand Routing: Correct demand interface doesn't dial when multiple demand 
interfaces have interesting traffic
    20



Known Software Issues and Limitations
Release J.05.02
■ 31733 — Dial Backup doesn't work correctly if two Dial-Backup cards are installed.

■ 31634 — Dual ISDN U interface card sometimes does not display the correct status message 
when call is connected.

■ 31742 — Dual-port ISDN cards report wrong SNMP values.

■ 31383 — GRE: Debug tunnel interface shows bogus IP address.

■ 30201 — HDLC interface has wrong SNMP values.

■ 31890 — Logging forwarding source-interface <interface> occasionally doesn't work

■ 32071 — LLDP cannot be turn off on GRE Tunnel-interfaces.

■ 31665 — OSPF MP: show ip route summary counts sometimes shows negative counts.

■ 31697 — PIM: Mroute table shows interfaces are forwarding and pruned at same time.

■ 31675 — Removing the cable of Dual ISDN card while operational will reboot the router. 
Workaround: shutdown interface first.

■ 31849 — Router reboots if command no ip add is entered in a ppp interface that is up. 
Workaround: Shut down interface first and then add null IP address.

■ 31780 — show demand resource pool output is not correct.

■ 30953 — show int demand X displays bandwidth=0 Kbps with calls connected on Dual-
ISDN S/T card.

■ 29370 — show modules does not report part number for IPSEC module.

■ 31272 — show queue ethernet x/x does not have value for queueing method.

■ 31082 — show run interface does not work for loopback interfaces.

■ 31757 — show tech command resets terminal length to default setting.

■ 30847 — SIP ALG only works from “private to public”.

■ 29215 — When large number of BGP routes are advertised MLFR link goes down.

Release J.05.02

■ 33279 — Incorrect console status messages regarding ISDN modules when a module is not 
configured with a SPID and it is enabled or disabled. 

■ 30819 — Event message during boot shows ISDN interface UP.
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Known Software Issues and Limitations
Release J.06.03
■ 31355 — FILESYSTEM: Locking mechanism may not work properly when copying files from 
cflash to flash.

■ 33697 — MCAST: Simultaneous use of PIM and static multicast has incompatibilities.

■ 28249 — Router reboots when the compact flash is removed while autosynch is updating.

■ show system command is not implemented in this release, so it is not recognized by the CLI. 
It appears in error in the CLI reference guide.

Release J.06.03

■ 37420 — 128MB Crucial compact flash does not work.

■ 38659 — Changing Bandwidth statement bounces PPP interface.

■ 38812 — Copying SROS.BIZ in bootstrap mode gives an incorrect message:
bootstrap#copy cflash SROS.BIZ flash

CFLASH SROS.BIZ
1 File(s) copied <--- incorrect message
Destination file already exists. Overwrite? [y or n]y
File copied
bootstrap#

Workaround: Use the command copy cflash SROS.BIZ flash SROS.BIZ

■ 38677 — debug hdlc is missing.

■ 38714 — Network Monitoring / ICMP Probe - If the ACL to define probe traffic for PBR 
specifies the echo type only, the track will not reinstate the primary link when the network 
problem is resolved.
Workaround: Remove the echo parameter in the ACL.

■ 38804 — SNTP Server does not respond with the correct IP-address. The router responds 
with the nearest IP-address, which might not be the address queried. SNTP Clients drop the 
packet if the response is not from the IP-address queried. For example, when using a 
loopback interface, SNTP Client queries the loopback interface, but the SNTP Server 
responds with the nearest interface IP-address, which may be incorrect.
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Known Software Issues and Limitations
Release J.06.03
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