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About HP ProCurve Manager
Introduction

Introduction

HP ProCurve Manager is a Windows-based network management solution for
all manageable HP ProCurve devices. It provides network: mapping and
polling capabilities, device auto-discovery and topology, tools for device
configuration and management, monitoring network traffic, and alerts and
troubleshooting data for HP ProCurve networks.

The graphical interface in HP ProCurve Manager Client provides at-a-glance
summaries of network activity, with drill-downs for more detailed device
information. It also provides a simplified interface for managing and config-
uring the network and devices, with access to device Web Agents and the
Command Line Interface.

S8y hetwork Management Home - HP Procurve Manager

e Vew Took el

@ » tin- lﬁ%‘|#|@|2}

ERE Tlatwark has 1 Horre | Matwark Management Home
] End-nodes  Dashboard l 'H'ﬂr.' M‘?”ﬁ”l I:"7kh'| Eﬂﬂ?’i
=] Unknown Davices

i 20 Matwark Map

2| = Discavery runing | 2 Adinistrator

Figure 1-1. HP ProCurve Network Manager, Client Interface
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HP ProCurve Manager Features

ProCurve Manager (PCM) offers the basic functionality required by most IT
organizations for network management.

Network status summary: Upon boot-up, a Network Status screen displays
high-level information on network devices, end nodes and events, all on one
screen. From here, you can drill down on any one of these areas to get specific
details.

Alerts and troubleshooting: An Events Summary displays alerts and cate-
gorizes them by severity, making it easier to track where bottlenecks and
issues exist in the network. Alert details provides information on the problem,
even down to the specific port.

Automatic device discovery: Customized for fast discovery of all HP
ProCurve manageable network devices. You can also define specific IP sub-
nets and VLANs on which to perform discovery.

Network Topology and mapping: Automatically creates a map of discov-
ered network devices. Maps are color-coded to reflect device status and can
be viewed at multiple levels (physical view, subnet view, or VLAN view).

Device management: Many device-focused tasks can be performed directly
by the software, or you can access web and command-line interfaces with the
click of a button to manage individual devices from inside the PCM Client.
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HP ProCurve Manager Plus Features

The ProCurve Manager Plus (PCM+) package includes all of the functionality
of PCM, along with advanced functionality that can dramatically improve the
performance of an IT organization.

Network Traffic Analysis: The Traffic Monitor helps you collect, measure,
and analyze data about enterprise network traffic. Traffic Monitor allows you
to quickly identify issues, isolate problems, and optimize resource usage.

The Traffic Monitor interface provides detailed information on traffic through-
out the network. Leveraging enhanced traffic analysis protocols such as
extended RMON and SFlow, you can monitor overall traffic levels, network
segments with the highest traffic, or even the top users within a network
segment.

VLAN Management: The VLAN Manager in PCM+ provides a single tool to
create, track, and manage VLANSs on your network. The VLAN management
interface lets you create and assign VLANSs across the entire network, without
having to access each network device individually. The VLAN Manager also
provides Wizards for creating VLANSs, and modifying VLAN configuration,
significantly reducing the likelihood of error in working with VLANSs.

Configuration Management: The Configuration Manager in PCM+ auto-
matically tracks and logs configuration changes. You can archive configura-
tions, then apply an archived configuration to one or many devices.
Configurations can also be compared over time or between two devices, with
differences automatically highlighted for you.

This functionality helps significantly decrease unplanned network downtime
and reduce the number of repetitive, configuration tasks that consume hours
of your valuable time.

Group and Policy Management: The PCM+ Group and Policy management
features allow you to create device groups and set group policies for managing
all devices in the group. In addition, you can use the Policy Manager to
automatically apply pre-defined configurations across a group of devices, or
to any new devices that are added to the network.

Device Software updates: The Software Version Update tool allows you to
automatically update devices and obtain new HP ProCurve device software

images from HP. You can also configure scheduled software version updates
across large groups of devices—-when it is most convenient for your network.
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Client/Server Architecture

The HP ProCurve Manager software includes the PCM Server: A Windows host
containing the HP ProCurve Manager server application software which you
install on your primary network management device. The PCM Server is a
Java-based application that uses a data repository to store and retrieve col-
lected network management information.

The Client component included with HP ProCurve Manager software is auto-
matically installed on the PCM management server (host). The PCM Client
can be installed on other supported host (PCs) on the network, and used to
access PCM and PCM+ features. In addition, you can configure additional
users for a Client installation, with varying levels of access (Administrator,
Operator, User-view only), then alternate between logins.

You can install both the Server and the Client on multiple systems, providing
additional redundancy and user access for network management functions.

HP PCM and PCM+ Specifications

Devices Supported

HP ProCurve Manager supports network management functions on the fol-
lowing HP devices:

m  HP ProCurve Routing Switches
9315, 9308, 9304, 6308, 6304

m  HP ProCurve Switches:
5300x1 Series (5304, 5308, 5348, 5372)
4100gl Series (4104, 4108, 4124)
2800 Series (2824, 2848)
2600 Series (2650, 2626, and 6108)
8000m, 4000m, 2424m, 2400m, 1600m
2512, 2524
212M, 224M

m  HP Wireless Access Points (520wl, 420)
m  HP ProCurve 10/100 Hubs (12M, 24M)
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Operating Requirements

Minimum Processor: 500 MHz Intel Pentium III or equivalent
Recommended Processor: 800 MHz Intel Pentium III or equivalent
Minimum Memory: 256 MB RAM

Recommended Memory: 512 MB RAM

Disk Space: 200 MB free hard disk space minimum, 500MB recom-
mended.

m  Operating System: MS Windows 2000, MS Windows XP, MS Windows
2003.

Installing PCM+ on a server with full terminal services is not supported.

Additional processing power and additional disk space may be required for
larger networks, and to support extensive traffic monitoring.

Learning to Use HP ProCurve Manager

The following information is available for learning HP ProCurve Manager:

m This Network Administrator’s Guide—helps you become familiar
with using the application tools for network management.

m  Online help information—provides information through Help buttons
in dialog boxes, and through a table of contents with hypertext links
to procedures and reference information.

m  HP ProCurve Manager, Installation Guide—provides details on
installing the application and licensing, and an overview of HP
ProCurve Manager functionality.

HP ProCurve Manager Support

Product support is available on the World Wide Web. The URL is:
http://www.hp.com/go/procurve

Click on Technical Support. The information available at this site includes:
* Product Manuals
e Software updates
¢  Frequently asked questions (FAQs)
e Links to Additional Support information.

You can also call your HP Authorized Dealer or the nearest HP Sales and
Support Office.
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Starting PCM Client

Once you have installed the PCM Server and Client, you are ready to start the
application. Select the ProCurve Manager option from the Windows Program
menu to launch the PCM Client.

ﬁ =P FroCurye Manager 4 ﬂ ProCurve Managsr
% L ﬂ ProCurve Managar Server Discovery

The PCM Client will start up and the Login dialogue will be launched.

ogn 2
Login
Username:  Administrator
Password:

Login Cancel | Help |

If you did not enter a Username or Password during install, type in the default
Username, Administrator, then Click Login to complete the login and startup.

If you have installed the PCM Server on more than one system, the first time
you start up the PCM Client you will be prompted to select the primary server.
You will also see the "Search for Servers" dialogue if the original primary server

is unreachable.
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NOTE:

Getting Started with HP ProCurve Manager

Starting PCM Client

Tou have cequested an explicit search for all

managepent SELvVers currently running. When the search

Search for is eomplere, selece one freom the list.

Servers...

Exit

Figure 2-1. Search for servers

=012

Direct Address |

Management servers found

P51/15 255 124 B4
meds-dell15.255 127 211
o597 13bla2/15. 255 125101
DEVTESTPCAS.29.35.104
nmisye0d15. 265 120,162
drususS15.57 57.10

nrms ys0G5/15 255 120161

j

Select the server from the list on the right, then click Connect. The PCM Client
will launch the HP ProCurve Manager home window.

If you are unable to launch the PCM Client, check the IP Address in the
access.txt file in the config directory on the PCM Server. See “Troubleshoot-
ing the PCM Application” on page 2-16 for more information.

License Registration

The HP ProCurve Manager installation CD includes a fully operable version
of the PCM application, and a 30 day trial version of the PCM+ application.
Until you have registered PCM and/or PCM+, an Expiring License warning will
be displayed each time you log in, similar to the following.

Fupirmig Boene warnimg .

o Licenses fior the Followans components vill soon exprre.

Your boerse fior HP ProCurve Manager will expie on Novernber 28, 2003 ot 12:00 AM

Your loerge for HP ProCurve Manager Plus wil sxpere on Movember 28, 2003 & 12:00 &M

Sowid you ke to add & kcense?

Mo, Contirue |

x|

Figure 2-2. HP ProCurve Expiring License warning dialogue
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Click No, Continue to close the dialogue. Click OK to launch the License
Administration dialogue.

2 Licensing Administration N !I

“Instaliation Identifier ~Mumber of discovered devices =
cad20alc 55
-Current Licenses
HP ProCurve Manager Flus =
Install license

# Expiration: Movember 28, 2003 at 1200 AM
# Serial Mumber: 101
# Onenbities Hcenged

& Devices: 10000 id
Add license

Figure 2-3. HP ProCurve License Administration dialogue

Click Register to go to the HP ProCurve Registration Web site. For details on
registering PCM or purchasing PCM+, please refer to the HP ProCurve Man-

ager Installation Guide.
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HP ProCurve Manager Home

The Network Management Home display provides a quick view of your
network status in the Dashboard tab, along with a navigation tree and access
to menu and toolbar functions. You can resize the entire window, and/or resize
the panes (sub-windows) within the Network Management window frame.

Navigation Tree PCM Menus PCM Toolbar PCM Windows (Tabs)

work Mar |=l,|--|1|l nt dome - HPF Procurve Menager

21 End-nodes
1 Unkriown Davices
+- 23 Netwark Mag

0

2] [aiDiscovery uning | d= Adnioist
Figure 2-4. Home Page for HP ProCurve Manager

The basics of working within the PCM Client and the Network Management
Home window are described in the following sections. The function descrip-
tions assume you are familiar with using the Windows graphical user interface.
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Network Management Home Window

The Dashboard tab (window) contains four separate panels, described below.

Network Status: This panel contains four sub-panel displays, described
below.

e Network Device Status - A color coded histogram showing the num-
ber of devices by operational status. Clicking on this sub-panel will
open the Device List window.

— Good means the device is responding normally to discovery and
status polling actions.

— Warning means the device is responding to polling and discovery
actions, but needs attention. Warnings can be triggered by events
received from the device or by agents monitoring the device.

— Unreachable means the device is not responding to discovery or
polling actions.

e End-node Status - A color coded histogram, showing the number of
end-nodes by operational status, similar to Network Device Status.
Clicking on this sub-panel will open the Device List window.

e Traffic Status - A color-coded gauge indicating traffic measurement
in the worst segment of the network based on threshold settings. If
you do not have PCM+ installed, an "unavailable" message is dis-
played. The message "No devices monitored" is displayed if you do
not have any devices configured in the Traffic Monitor.

The color indicators used in the Traffic gauge are:

—  Green: indicates the values are within normal range.

—  Yellow: indicates threshold values have exceeded the normal
range, but are not critical.

— Red: indicates threshold values are in the critical range, and
corrective action is needed.

Clicking on this sub-panel will open the Traffic Monitor window.

e Configurations - A histogram indicating the number of devices with
software configurations that differ from the preferred software ver-
sion, and days since the configuration changed. If you do not have
PCM-+ installed, this section will not appear. Clicking on this sub-
panel will open the Device Configuration window.

Inventory: This panel provides a count of the number of network devices,
end-nodes, Subnets, VLANSs, and Groups currently found on the network.
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Events: This panel displays a summary of the outstanding (unacknowledged)
events, including a count of the number of critical, major, minor, warning, and
information events. Clicking on this panel will open the Events Monitor
window.

Discovery Status: This panel lists the status of the Device Discovery scans,
running or idle.

Whenever you have changed the PCM window display, just select Network
Management Home in the navigation tree to return to the Dashboard display.
PCM Status Bar

A Status bar at the bottom of the main PCM window lists the status of the
Discovery process (running or idle), and indicates the login account currently
in use. This status bar is visible at all times in the PCM client window frame.

|
|- Discovery running | @= Administrator

PCM Main Menu Functions

The application menus are available at all times

in the PCM main window frame. The functions

History > available in the menus will vary based on your

login account type, and whether you are using

PCM or PCM+. Disabled functions will be grayed

E-{e out in the menus. Use of the application menu
[ Traffic Maritor items is described later in this book under the

process it supports.

File | Yiew Tools Help

&

Paolicies

Toolbar Functions

The PCM global toolbar functions are available at all times in the PCM main

window.
205D

A separate "components" toolbar appears in many of the device information
and configuration windows.

104404..

@ oo g BT

ne g OLPY
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If you resize your window and reduce it's width, some component toolbar
icons may be hidden due to size limitations. Increase the width of the window
to restore all the toolbar icons.

The functions available in the toolbar will vary based on your login account
type, and whether you are using PCM or PCM+. Disabled functions will be
grayed out in the toolbar. The component toolbar icons are described later in
this book under the process they support. You can hover with the mouse to
display 'Tooltips’ that describe the function of each of the toolbar icons.

Using the Right-Click Menu

You can also access most of the management tools and commands provided
with PCM and PCM+ via the "right-click" menus. To use the right-click menu,
select an object (node) in the navigation tree on the left of the screen, then
right-click your mouse to display the menu. You can also access the right-click
menus when a device is selected in the Devices List on the view panel.

Wigw

Add to group. .,
Feraove From group. ..

Device Manager

Telnet to device

Zonnect to Webagent

Traffic Monitar ]

Software pdate

Re-Discover Device
Delete Device
Exclude Device

Remowve from configuration scan
Scan

LI

[Deploy Configuration

Wiew configuration

Label

RCR Mananer

The options enabled in the right-click menu will vary based on the node or
device you have selected in the navigation tree, whether you are using PCM
or PCM+, and your login account type. Disabled functions will be grayed out.

2-8



Getting Started with HP ProCurve Manager
HP ProCurve Manager Home

Using the Navigation Tree

The navigation tree in the left pane of the PCM window provides access to
network device information using a standard Windows file navigation system.
Information about groups of devices and each individual device or node
discovered on the network by PCM can be accessed from the navigation tree.
The tree is organized as follows:

Interconnect Devices: The top level of the tree provides access to informa-
tion about every device in the network. Clicking the node displays the Devices
List in the right panel of the window. Expanding the node displays the Device

Group nodes, or HP ProCurve product line. The Device Group nodes can be

expanded to access individual device information.

m  The HP ProCurve Others node includes HP ProCurve devices that are
SNMP accessible, but do not support CDP or FDP.

m  The Others node includes network devices that are not part of the HP
ProCurve family of products.

m  The Custom Groups node is used to access information about devices
in any Groups you have configured. See “Configuring Custom Groups”
on page 10-3 for more details on creating Groups.

End Nodes: This node displays the Devices List for devices found on the
network that are SNMP accessible, but do not support the bridge MIB, such
as HP printers.

Unknown Devices: This node displays the Devices List for other devices
found on the network that are not SNMP accessible, but have valid IP or IPX
addresses.

Network Map: This node displays the Network Map for the entire network.
The Network Map node can be expanded to access The Subnets and VLANs
display listings and maps for the configured subnets and VLANS.
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Viewing Device Information

There are several ways to view device information in HP ProCurve Manager.

] 410M:L - WP Procurve Mamager

Todks Heb
{ o=

Select Interconnect Devices in the navigation tree to display the
Devices List in the Interconnect Devices window. This will list all
devices discovered on the network. If you are using PCM+ you will
also see tabs for Traffic Devices and Configurations in the Intercon-
nect Devices window.

Click the "Network Device Status" panel in the Dashboard display to
view the Devices List in the Interconnect Devices window.

Select the Device Group (model) in the navigation tree to display the
Devices List for the Device Group. This will list all devices of that type
discovered on the network.

Components Toolbar

%'_—_ E=3 e A

=3 Metwork Managemerd Home

= __i

Filerconnecl

ol 12rm2dim

w1 ) 1600
- | ) 2424

T

- 2500

53 2600
(3 2600
(23 4000m
(e

B alswilcho.mose. hip.com

M hprnle

B (20 5300HL

Dirvices

Desnces List ] Tral I:Inru:lsl I:unigum'liun:l

Rl A LTI Y
ONS ... ¢ IP Addre .. Stalus Musdel Rewision  Firrasare  Senal Mo, Sys Narme ||
W abewnt.. | 152937 | Good $EGL (G030 |GO722 | SG0000.. |Telemac
B hpml, 152933, |Good  |4I4GL  |GOSX! |GOV.ZF |SGZB0. |TedSw

Y. FoEE. g Com

Figu

re 2-5. Example of the Devices List window

By default, the device lists are sorted on the first (left) column in descend-
ing order (1-10, a-z). You can click the column heading to change the sort
order to ascending. You can also sort the data by any of the other columns
contents by clicking on the column heading. An arrow # indicates the

sort column, and the sort order.

From the Devices Lists you can select individual devices to drill-down for
additional information, or to manage network and device configuration.
You can also use "Ctrl + click" and "Shift + click" to select multiple devices
in the list for configuration and management tasks.
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To review Device Properties, double-click the device entry in the Devices
List window, or click the device node in the navigation tree.

Properties | Device Eyslngl Configurations | Configuration History | Port Assignment Table |

TR -Bmina" s TL T R T JELE

Device name: nmdev! 3 rose hp.com
IP Address: 15.28.3713

Status: B Good

MAC Address: 00:0a:57:1 8:dd:c0

Last status update: Thiu April 2% 2004 at 10:56:43 AM
Last status good: Thia April 23 2004 at 10:56:43 AM

Manufacturer: Hewdett-Packard
Modek B108

Model Humber: J490za

ROM: H.O7.01

Firmware: H.07.32

Serial Number: TW23600638

Ouener: DEF

Location: Test Cube

Asset: —

System name: ProCurve Switch G108

System description:  HF J4902A ProCurve Switch 6108, revision H.07.32, ROM H.07.01 (fswicodefuild!
System OID: A36.1.4111.2.3.7.11.30

Figure 2-6. Device Properties window

Network Maps

HP ProCurve Manager also provides a map feature you can use to view your
network topology.

m To view a map of the entire network structure, select the Network
Map node in the navigation tree.

To view a subnet map, expand the Network Map node in the navigation tree
to display the Subnets and VLANs nodes. Now you can:

m  Select the Subnets node to display the Subnets List view, then double-
click on the subnet in the list.
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m  Expand the Subnets node in the navigation tree to display the IP
address for each of the subnets in the managed network, then select
the IP address in the navigation tree.

For additional information on working with maps, see Chapter 4, “Using
Network Maps”.

Floating Windows and Reports

There are two icons that appear in the components toolbar of most PCM and
PCM+ windows.

The Show in New Window icon will copy the current tab or window
=] display to a separate floating window on your desktop.

% The Report icon displays the PCM tab window contents in a separate
page layout window, formatted with a Company header, Report Title,
and date. You can then print the report, or save it to a file.

Setting the Report Heading

To set the heading that will be printed on your PCM reports, click the
Preferencesicon inthe PCM toolbar, then select the Reports option in the Global
menu. This will launch the Global Preferences Reports settings window.

] Preferences H x|
- Global
£ Configuration Managemer
ol ge‘”“ Access Report Header Infarmation
&~ Discovery
B Eg::jm Sattings Company: I\"I:lur company name here
_ e Address: |1234 Y our street
SMTP Profiles Cityl/StatelTip: [Yourcity, A4 00000
— Status Palling
Svyslog Bvents
— Licensing
Kl |

ok | cancel AR Help

Figure 2-7. Preferences, Global:Reports window

Enter the information you want to appear in your reports, then click OK to
save the changes and close the Preferences window.
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Managing User Accounts

To manage login accounts for PCM, click the Add/edit/delete Users icon in the
PCM toolbar, or select the Manage Users option from the File menu.

Changing Passwords

Use the Change Password option in the PCM File menu to change the default
Administrator password or other login account passwords.

HP ProCurve Manager is configured with a default password for the Primary
Administrator account. If you did not modify the password during installation,
you should change this password after you first login.

The username requires at least two characters; the password at least three.
For both the username and password, the maximum number of characters is
30.

A user name must begin with a letter or an underscore. Passwords can begin
with any letter, underscore, or number. The password can contain lower and
upper case letters from A to Z, the underscore character ( _ ) and numbers
from 0 to 9. It cannot contain any spaces, or any other "special" characters
other than the underscore.

Adding User Accounts

The Manage Users function lets you add additional login accounts with access
permissions set by the profile under which the useris added. The three profiles
are:

e Administrator: This profile has permissions to all features included in
HP ProCurve Manager, including adding and editing user accounts.

e Operator: This profile has permission for all administrative functions
for configuring and monitoring devices, but does not have access to
the user account management functions.

e Viewer: This profile has view-only access to HP ProCurve Manager
screens. Users do not have access to any configuration or manage-
ment functions.

To add a new user:

1. Click the User Manager icon to launch the Manage Users window.
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x|

Lizers

Adrministrator
Manage

Users Add. .. |

Close | Help |

Figure 2-8. HP ProCurve Manage Users Wizard.
2. Click Add to Launch the Add Users window.

x|

LIsemame:
Manage Password: ITE il

EETERATTS

Confirm p:aa|551n.-'«r|:|rt!:i
Profile: 1”’”“*

iNn Permissions __"J
Administrator

Wiewer
Mo Permissions

[ Grant external DB access

ok | Cancal | Help |

Figure 2-9. Add User dialog

2-14



Getting Started with HP ProCurve Manager
Managing User Accounts
3. Enter the Username and Password, then select the Profile for the account.

Usernames must contain at least 2 characters, and cannot contain spaces.
Passwords should conform to standard Password requirements (i.e.,
contain a combination of numbers, upper and lower case characters, etc.)

4. To allow user access to the PCM database from another application, such
as HP OpenView Network Node Manager (OV_NNM), click to select Grant
external DB access.

The PCM database can be accessed directly through supported protocols.
(JDBC, ODBC, solsq], etc.)

5. Click Ok. This will save the new user setup and close the Manage User
Wizard.

Editing and Deleting User Accounts

Only Administrators can add, edit or delete users from the HP ProCurve
application.

To edit a user account,

1. Select the account in the Manage Users window to enable the Edit and
Delete option.

2. Select the Edit option to open the Edit Users window. It contains the same
parameters as defined in the Add Users window.

3. Edit the user account parameters as desired, then click Ok.

To delete a user account,

1. Select the account in the Manage Users window to enable the Edit and
Delete options.

2. Click Delete.
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Troubleshooting the PCM Application

PCM Services

If you are having trouble starting the PCM Client, or the application is not
responding to commands, check to see that the PCM services are running on
the PCM management server.

“ Services
Fle  Action  View Help
= = m @ E @ r ¥ B | i
%SHﬂiﬂﬂ:ﬂ: Nams | Descripton | Stabus | Statup Type | LogOnds | &
BDNS Clenit Resobves and caches ... Started  Automatic Network 5.,
%me Reporting Servce Bllowrs error reportn,..  Started Autommstic Lol System
B vent Log Enables eventlog me... Started  Aubomatic Lotal Systam
B Fact Liser Switching Compatiiity Provades managemsn... Started Marual Local System
F Autommatic Local System
%Hﬂh and Support and Sup... Started Automatic Local System
B HP ProCurve Datastore Started  Automatic Loscal System
Sy HP ProCurve Network Manager Serves Sarted Automatic Local System
Automatic Liocal System
s Human T Enables generic input... Disabled Local System
8n 115 Admin adowes administration ... Started  Automabc Local System
%W[ CO-Burming COM Sarsce Manages CD recordin... Marua Local Systam
s Indexing Service Indexes contents an... Marual Local System
s trited File Trarsfer Started  Automatic Lexcal System
By Intel POS Started  Automatic Local System
%Intnrnnt Connection Frewal (ICF) [ ... Provides network ad. .. Marusal Local System
Ba [PSEC Services Manages [P securlty ... Started Aistarmatic Local System ¥
q »
< ¥ § Extended ) Standard /

You may need to use the Windows Administrative tools option to restart one

or more of the following services:
e HP ProCurve Datastore

e HP ProCurve Network Manager Server

PCM Client Permissions

If you can start the PCM Client, but there is no data, you may need to set the

permissions for the client.
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There are two files associated with HP ProCurve Manager client/server secu-

rity.

The access.txt file is located on the HP ProCurve Manager manage-
ment server under the /Program Files/Hewlett-Packard/PNM/servey/
config directory. This file contains a list of all IP addresses that are
authorized to connect to the management server.

There are situations where it is not possible to know ahead of time what
IP address a potential client will have. This is particularly the case in
situations where the client comes in through some sort of VPN, where the
IP address of the client is assigned externally. To solve this problem it is
possible to add client passwords to the access.txt file that correspond to
specially configured clients. The file can contain a combination of IP
addresses and passwords.

For example, below is an example of a valid access.txt file:

15.255.124 .84
15.29.37.*
10.*%.*.*

* . rose.hp.com
systeml.hp.com

The password in the access.txt file must match the password entered
in the riptide.cfg file located on the PCM client under the
/Program Files/Hewlett-Packard/PNM/client/ directory.

To enable password access for a particular client:

First you need to you must change an entry in the
server\config\TyphoonServer.cfg file.

This file is a text file and can be edited with Notepad or Wordpad. Look

for the entry that reads “AUTHENTICATION=10", and change it to read

“AUTHENTICATION=100". Save the file and restart the server (listed as “HP

ProCurve Network Manager Server” in the services list).

Edit the access.txt file as described above, but instead of entering an IP
address, just enter the selected password (on a line by itself). Save the
file. It is not necessary to restart the server. For example, if we set the
password to "procurve":

procurve
* . rose.hp.com
systeml.hp.com

2-17



Getting Started with HP ProCurve Manager
Troubleshooting the PCM Application

3. On the client (the client must already be installed), you must edit the
riptide.cfg file. This file already has several entries in it. You must add a
line similar to the following:

PASSWORD = your password

Do not change any of the other entries in the file, as they are necessary
for the correct operation of the client.

A sample Riptide.cfg file, once edited with the password "procurve", would
look like this:

LEASE_LENGTH = 40000
TRACING_PROPERTY_KEY = CoreServices.Main
MANUFACTURER Hewlett-Packard
SERVICE_NAME = Typhoon

COMPONENT_DB = config/Components.prp
TRACING_DBFILE = config/Loggers.prp
NETWORK_DELAY = 25000

VERBOSE = true

PASSWORD = procurve

Onceyou have saved the riptide.cfg file, start the PCM Client and enter (select)
the address of the PCM Server in the Direct address field of the "Search for
Servers" dialog. The client should now connect successfully to the server.
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How Discovery Works

Discovery is the process of identifying the devices in your network and
determining how these devices are connected. The discovered devices are
displayed in the Devices List and Network Maps, and added to the device
information database on the PCM server. HP ProCurve Manager can discover
any devices within the managed network (subnet), that are SNMP accessible
(with valid read community names). Such devices include:

m  HP's ProCurve series of manageable switches and routers that
support CDP (Cisco Discovery Protocol) or FDP (Foundry Discovery
Protocol).

m  Other HP ProCurve devices that are SNMP accessible, but do not
support CDP or FDP.

m  Other HP network devices that are SNMP accessible and support the
bridge MIB.

m  Devices on the network (end nodes) that are SNMP accessible, but
do not support the bridge MIB, such as HP printers.

m  Other devices on the network with valid IP addresses.

Discovery is a resource-intensive process and may take some time. It uses a
four-phase process, working from the "starting device" IP address, and using
the SNMP read community name specified during the installation process, to
find and map devices in the network.

m Inthe first phase of the discovery process, PCM looks for all CDP and
FDP enabled devices in the CDP/FDP Neighbor tables on the device.
CDP is implemented on the following HP ProCurve devices: 8000,
1600, 4000, 2400, 2424, 5308, 2512, 2524, 5304, 4108, 4104, 2650, 6108,
and 28xx. FDP is available on the 9300 devices with software version
7.6 or later. For a more complete discussion of CDP, refer to the
"Management and Configuration Guide" for your HP ProCurve switch.

m Inthe second phase of the discovery process, ARP discovery is used
to find any other active network devices (in ARP tables) that are not
discovered via CDP or FDP. For a more complete discussion of ARP,
refer to the "Advanced Traffic Management," or the "Management and
Configuration Guide" for your HP ProCurve switch.
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m  The third phase of discovery is the ping sweep discovery. It is used to
locate all devices connected to the network. This process will take
the longest time to run due to timeouts because it will ping all
addresses in a subnet.

m In the VLAN discovery phase, Discovery uses SNMP to collect infor-
mation about VLANs configured on each device found on the
network. If VLANs are not used in your network, it’s recommended
that you turn off VLAN discovery to reduce network traffic and
resource usage.

From the starting device, specified during installation, Discovery will propa-
gate through each of the devices listed in the CDP/FDP neighbors table and
continue until it reaches a device without any CDP/FDP connections. Once
the initial CDP/FDP phase is complete, Discovery will start the ARP, ping
sweep, and VLAN discovery processes.

For each device found in the network during CDP/FDP, ARP, and Ping sweep,
Discovery will perform the following process:

e (lassify the device type for grouping in the "Tree" listing on the PCM
Dashboard.

¢ Retrieve and update the device’s properties, such as ports, VLAN
configurations, software versions, sysContact, sysLocation, etc.

¢ Log an entry to the Device Log indicated the device has been created
(an entry added to the PCM database)

e If AutoTrap is configured, add the management station as a trap
receiver on the device, and log an entry to the Device Log and Events
monitor table indicating either success or failure.

Initially, discovery works only for devices on the same subnet as the Discovery
starting device. Discovery will poll the starting device for the subnet mask and
compute the subnet address from the IP address. Discovery will then define
the subnet as the default managed subnet. Once you have started PCM, you

can add subnets and devices on your network to the Discovery list.

Discovery uses the default SNMP read community name specified during the
install process to discover new devices on the network. Once a device is
discovered, you can change the SNMP read community name for that device
in PCM, but you will also need to add or change the specific community name
on the device.
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K Discovery running |

When Discovery is first started, it will launch the Status Polling component to
poll the discovered network devices for operational status at prescribed
intervals. The polling results are used to display device status in the Devices
List. The interval for running each Discovery component can be altered in the
Discovery Preferences settings. (See “Managing the Discovery Settings” on
page 3-13.) Note that even if Discovery is stopped, status polling will continue
to run and check the status of devices on the network.

You can review the current Discovery status in the Dashboard window. The
Global indicator refers to the entire discovery process. That is, if any segment
of discovery is running, Global status will be Running. Each of the segments is
listed separately, with a status of Idle or Running. If Discovery is stopped, the
Global status will report it is stopped.

Discovery Status
Global: Running 7

E ARP: Running
COP:Idle WLAN: dle
FOP: ldle Fing Sweep:|dle

Figure 3-1. Discovery Status panel of Dashboard window.

In addition, the Status bar in the bottom PCM window frame includes an
indicator for Discovery status. This allows you to check the Discovery process
status at all times.

Reviewing Discovery Data

The Dashboard window provides a summary of the items discovered on the
network in the Inventory panel.

Inventory
Network Devices: 43
End-nodes: 3
Managed Subnets. 3
VLANS: 15
Groups: o

Figure 3-2. Inventory summary provided by Discovery

You can also click the Interconnect Devices node in the navigation tree to display
alist of all devices discovered. The Subnets and VLANs nodes under the Network
node in the navigation tree can be used to view a list of discovered Subnets
or VLANSs, and to access network topology map views.
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If you change a device configuration, and do not want to wait until the next
scheduled scan to see the changes in PCM, you can right-click on the device
in the navigation tree, or the Devices List, then select the Re-Discover Device
option in the right-click menu. If you do not find a device in the Devices List,
use the Manual Discovery process to check for a device.

A device must be re-discovered to update PCM with changes due to any of the
following:

¢ the device was disconnected, then reconnected to another port or
device

e a'"blade" has been removed or added to the device

e configuration changes are made to the device, such as STP, trunk
connection, etc.

¢ connections shown for the device in the Network Maps are incorrect.

Discovery and Re-discover do not collect device configuration information.
Discovery is used only to update the device’s network properties and connec-
tions, as described on page 3-3. To get device configuration data, you must use
the Configuration Manager Scan, described in Chapter 8, "Managing Device
Configurations."

Using Manual Discovery

You can manually discover a device on the network at any time by clicking the
"Manually discover device" icon in the Devices List toolbar, or by selecting the
Manual Discovery Wizard option in the PCM Tools menu. If the device entered
does not belong to a managed subnet, Discovery will automatically create a
managed subnet for the device.
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x|
2
Manual Enter Device Information

Discovery

Wizard Enter SMMP community names and

the IP address of the device you wish to discover

NOTE: In order to manually discover & device it
must be in one of the managed subnets atherwize,
it will mot be discovered, To view the managed
subnets go te: Tools -> Prefarences -> Discovery.

Davice IP Addrezs:
SNMP Read Comrmmunit...
SHMP YWrite Commimunil...

I Eitin I Cancal I

Enter the IP address and SNMP Read Community and Write Community names for
the device you want to discover.

Start Ower | Back I

Once you have entered the device information and click Next, PCM will

attempt to verify the device information and establish a connection with the
device. If the IP address or SNMP community is not found, a failure message
is displayed. In this case, go back and re-enter the device information and retry.

.,?

Discovery o i bl i e
Wizard Teaeiag ENME community nomes faoc
dewrice 15, 15.15.15

Checking resd scoess commnn: Ty nsme,
Success, ., communicarion esteblished with read
Checking write ascess conmualty name. ..

[oite coxmunity hame failed. opecation timed c
ICommiricetion was auccessfu_ly established
mith device .5, 15.15.15

| |

Click Next to complete the discovery process and view the device discovery
summary, then click Finish to close the wizard.
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Managing the Discovery Process

You can manage the discovery process in PCM with the Discovery functions
in the Preferences tool. Click the Preferences icon in the toolbar to display
the Preferences Window and access the Discovery options.

When you select Discovery in the Preferences Global menu, the Global Discovery
window is displayed.

_|JI Preferences i d&l

= (Global

+-Device ACCESS

-

Settings
Status
Events
Metwark Seftings
— Repons
SMTF Profiles
Status Paolling
Syslog Events
Licansing

#- Configuration Managamant

Global:Discove

Subnets “Managed Subnets

150.2 51 0265 255 255.0) [15.29.32 D255 255, 248.0)
Excluded Dewces 15 265 12000256 255 248.0)

15.72.73.0(255.255.255 0)

15 7274 D(255 255.255.0)

F6 60,177 32(256.255 255 248)

192 168,16 D(255.255 252 0) >»
192 168 20 0(255 255 252 0)

150.3.2 0(255.255 255.0) ]

pdd | Modty | Remowe | Mol
oKk | Can:all | Help

Figure 3-3. Global Discovery Window

Adding and Removing Subnets from Discovery

The Managed Subnets panel in the Global:Discovery window lists the subnets
that are included in the Discovery process. The Subnets panel lists all other
subnets found by Discovery.

To add a subnet to the Managed Subnets list, select the Subnet address and
click >> to move it under Managed Subnets, then click OK or Apply. Click OK
in the Restart Discovery pop-up dialogue to complete the process.

You will see a difference in the number of subnets listed in the Inventory panel
in the Dashboard window.
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Adding and Modifying Subnets

To add a new subnet to the list of subnets in the Global:Discovery window,
click Add to launch the Add Remote Subnet dialogue.

Add Remote Subnet . x|

Subnet Info
Subnet: [150.13.1p.0
Mask: 255.255.255.0
Gateway:
i IP Range

[ Restnct to this range

|From: |
|To: |

Ok | Cancel |

Figure 3-4. Add Remote Subnets dialogue

You must enter the Subnet IP Address, Subnet Mask address, and IP Address
of the Gateway for the subnet. The IP Address section can be used to restrict
discovery on the Subnet to a Range of IP addresses.

When you have entered the Subnet information click OK. The subnet informa-
tion will be validated. If the IP address of the Subnet or Gateway is not found
or invalid, you will get an error message. Otherwise, the Subnet Address will
appear in the Subnets list on the Global:Discovery window.

To remove a Subnet from the listing, select the address in the Subnets list, then
click Remove. The Subnet address will no longer appear in the Global:Discov-
ery window.

To modify a Subnet, select the Subnet address in either the Subnets or
Managed Subnetslist in the Global:Discovery window, then click Modify button
under the list. This will display the Modify Subnet dialogue, similar to the Add
Remote Subnet dialogue. Make the desired changes, then click OK.

Youneed torestart the discovery process for the subnet changes to take effect.
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Excluding Devices from Discovery

A device can be excluded from all subsequent discoveries by adding it to the
Excluded Devices list. Thereafter, the device can be included in discoveries
by removing it from the Excluded Devices list.

To exclude a device from discovery, select the device in the Devices List, then
click the Exclude Device icon in the toolbar. The device IP address will be
added to the Excluded Devices list in the Global:Discovery:Excluded Devices
window.

To include a device that was excluded from discovery:

Go to the Excluded Devices window [Preferences->Discovery->Excluded
Devices].

I_+_} Preferences x|

= Global Global:Discovery:Excluded Devices

+- Configuration Management Eviicded Davicas
- Davice Access 5

= Discovery 15,2937 17 ({00:08;83;cf.86:00)

Excluded Deviceas

i Settings

—- Slatus
Events

Metwork Settings

-Reports A |
Status Paolling I

Licensing

| 2]

| QK | Cancel ARl | Help

Select the device in the Excluded Devices list, click Remove to remove it from
the list, then click OK.

You need to restart Discovery for the change to take effect. If you do not click
Yes in the Restart Discovery pop-up, you will need to use the manual discovery
process to find and display the device in PCM.

If a device has been removed from the managed subnet or you no longer want
to track the device, select the device in the Devices List, then click the "Delete
selected device" icon in the toolbar.

3-10



E

=N,

Discovering Devices
Managing the Discovery Process

Re-Classifying Unknown Devices

In some instances Discovery will be unable to classify an HP ProCurve device,
generally due to a mismatch in the SNMP Management community name
settings. You can reclassify the device so that the Discover process can
determine the device type and configuration, and place the device into the
correct group.

To reclassify an unknown device, click the Unknown node in the navigation
tree to display the Devices List for unknown devices. Select the device to be
reclassified and click the Reclassify Device icon in the toolbar to launch the
Reclassify Device Wizard.

Click Next to continue the re-classification process.

=g

Device
Reclassification Enter SNMP Community

Wizard

Mames

Enter the SNMP community names
used 'o communicate with 151515 15

SNMP Read Community . |
SNMP White Community J

| Cancel I

Figure 3-5. Device Re-Classification Wizard: SNMP Community Names

If the device does support SNMP, type in the SNMP Read Community name and
Write Community name for the device, then click Next.

If the device does not support SNMP, check the Device does not have an SNMP
agent option, then click Next.
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NOTE:

Device
Reclassification
Wizard

evice: 15.15.15.15
ead communicy name: N/A
rite community name: N/A

Sratus: Unable to communicate with device

' Re-Classify device as an end-node

" Exclude Device

" Delete Davice

Start Over | Back | 1=t | Finish |

If you entered the SNMP Community Names, the wizard will attempt to
establish communication with the device. If the wizard cannot communicate
with the device, or if the device does not have an SNMP agent, you can select
one of the options from the bottom of the Summary dialogue:

e Re-classify device as an end-node: Move the device from the Unknown
Devices group to the End-nodes device group.

e  Exclude device: Exclude the device from future discovery scans.

e Delete device: Remove the device from the PCM deviceslist. The device
will no longer be accessible in PCM.

If the wizard is able to communicate with the device, the device is moved to
the appropriate group.

Click Finish to complete the process and exit the wizard.

Once you re-classify a device as an end node, you cannot change the device
classification.
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Managing the Discovery Settings

You can change the Discovery starting device, and configure the frequency of
discovery scans from the Discovery:Settings window.
[Preferences->Discovery->Settings]

Global:Discovery:Settings

[ Starting Device

Start from device: [15.29.37.13

Discovery Intervals

Topology Discovery Interval 45 -4 minutes
ARP Discovery Interval; l—?.l:la minutes
WLAN Discovery Interval: 890 =4 minutes

1

Ping Sweep
Ping sweep start time: ]_13 m
Ping sweep intarval: 24 =4 hours

Fing sweep retries: E

Ping sweep timam.rt'.l 1,000 3: milliseconds
0K I Cancell ApRtY | Help l

Figure 3-6. The Global Discovery Settings panel

When changing any of the discovery settings, click Apply to save the changes
without leaving the Discovery:Settings window, or click OK to apply the
changes and close the Discovery:Settings window.

To change the Starting Device: Delete the existing entry and type in the
IP address of the Start from device (core HP ProCurve device or default
gateway) for the discovery process. The starting point can be configured to
be any SNMP network device that is reachable from the management server;
however, discovery will work faster if an HP ProCurve device is used.
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Tip:

&

[t Preferences

If the IP address entered is invalid or is not a legal IP address, PCM Discovery
will ignore the entry and continue to use the last valid Discovery starting
device. When you change the Discovery starting device, the previously spec-
ified starting device will be treated as a remote Subnet.

To change the Discovery Intervals: Type in the interval (minutes) or use
the buttons to increase or decrease the interval time. Topology Discovery
Interval is used to set the interval for CDP/FDP discovery.

You can turn off any of the discovery scans by setting the interval to zero (0).

To change the Ping Sweep settings: Typeinthe desired parameters, oruse
the button to increase or decrease the parameters. Use the pull-down menu

to select AM or PM for the Start Time. Because the Ping Sweep takes the most
time and resources, it is generally a good idea to run it when network traffic
is minimal, such as late at night or early morning.

Changing the Status Polling interval.

You can change the interval at which device status polling using Status Polling
option in the Global Preferences. [Preferences->Status Polling]

x|

E-Glabal
Cerie

Licensing

I+ DIevice ACCRSE

Discovery Folling intersal: | e— minutes

Events
— Metwerk Settings Folling ret-ies: E
—Repoits
SMTF Prafles Faolling tirreaut; E,DDDE, milliseconds

i Polling

Status

ays 0 Evenls

Glohal:Status Palling
—=datus Palling

u-ation Managarrant

0k I Cancel Al Help

Figure 3-7. Global Preferences:Status Polling window

To change the Polling Status settings, type in the desired parameters, or use
the button to increase or decrease the parameters. Click OK to complete the
process.

3-14



Discovering Devices
Managing the Discovery Settings

Starting and Stopping Discovery

The Discovery process is set to run continuously. To stop the Discovery
process, select the Status option under Discovery preferences to display the
Global:Discovery:Status window. [Preferences->Discovery->Status]

x|

Global

# Configuration Management

= Devce Access
= Discovery

Global:Discoveny:Status

Discovery Status
| Current Discovery status: Running

Excluded Devices i Autornatically run discovery whan management server slafs

Setlings

Events

- Metwork Settings

- Repons
SMTP Profiles
Status Palling
Syslog Events

Licensing

= Automatically register as a trap receiver for new devices

Start ] Stop I Restart I

ok | cancel | Avelr | Help |

Figure 3-8. Discovery Status Panel

The default setting is to "Automatically run discovery when management
server starts."

If the "Automatically register as a trap receiver" option is selected, when
discovery is run, the management station will be set as a trap receiver for the
selected device.

To stop the Discovery process, click Stop, then click OK. The discovery will
remained "stopped" until you start it again in the Discovery:Status window.
When all discovery processes are stopped, Current Discovery status will be
Stopped.

To start the Discovery process, open the Global:Discovery:Status panel [Pref-
erences->Discovery->Status], then click Start.
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Restarting Discovery

When you click OK or Apply after changing any of the Discovery preferences,
you will be prompted to restart discovery.

Restart Discovery il x|

b Discovery must be restarbed in order For the changes Lo take place.
. )
Would you lile to restart discovery now?

Figure 3-9. Restart Discovery pop-up dialogue

You can choose not to immediately restart discovery by clicking No. If you do,
you must use the Restart button on the Preferences:Discovery Status window
to restart Discovery at a later time and enable the changes you have made.
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Troubleshooting Discovery

Because Discovery uses SNMP, if a device is not SNMP enabled, or if the SNMP
community names are changed, Discovery may be unable to properly classify
and map the device.

If Discovery is not finding or classifying a known device on the network, it

may be due to temporary problems on the network or on the device. Try using
Manual Discovery, or the Re-Discover function. If the Device is found, but is
not classified in the correct product group, try using Device Reclassification.

The following CDP problems can result in Discovery and mapping errors:

The switch does not appear in the CDP Neighbors table of an adjacent
CDP device, which may be due to any of the following:

Either the port connecting the switch to the adjacent device is not a
member of an untagged VLAN, or any untagged VLAN to which the
port belongs does not have an IP address.

If there is more than one physical path between the switch and the
other CDP device and STP (Spanning Tree Protocol) is running on the
switch, then STP will block the redundant link(s). In this case, the
switch port on the remaining open link may not be a member of an
untagged VLAN, or any untagged VLANSs to which the port belongs
may not have an IP address.

The adjacent device’s CDP Neighbors table may be full. View the
device’s Neighbors table to determine whether it is full.

One or more CDP neighbors appear intermittently or not at all in the
switch’s CDP Neighbors table. This may be caused by more than 60
neighboring devices sending CDP packets to the switch. Exceeding
the 60-neighbor limit can occur, for example, where multiple neigh-
bors are connected to the switch through non-CDP devices such as
hubs.

The same CDP switch or router appears on more than one port in the
CDP Neighbors table. Where CDP is running, a switch or router that
is the STP root transmits outbound CDP packets over all links,
including redundant links that STP may be blocking in non-root
devices. In this case, the non-root device shows an entry in its CDP
Neighbors table for every port on which it receives a CDP packet from
the root device.
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How Network Maps Work

When HP ProCurve Manager is started, the Discovery process finds the
devices on your network. The Mapping tool uses the information provided by
Discovery to create network topology maps. The Mapping tool will automat-
ically create a map of the entire network, and a separate map for any Subnets
or VLANSs you have configured.

During the CDP/FDP cycle, Discovery will generate or update network topol-
ogy maps to reflect the physical layout of devices in the network, based on
the connections found in the CDP/FDP Neighbor tables on devices in the
network. Discovery also maps wireless devices such as the 420wl and 520wl
Access Points, and the 700 series Access Control devices.

All forms of network topology mapping rely on CDP/FDP with the exception
of HP ProCurve wireless devices, which rely on the Bridge MIB. Thus, discov-
ery can only "map" CDP/FDP enabled devices and HP ProCurve wireless
devices. All other devices will be shown as unmapped devices in the Network
Map display.

Subnet maps and VLAN maps are subsets of the Network Map, and are created
when the VLAN discovery cycle is completed.

To create the subnet map, Discovery extracts all the links (a connection
between two devices) for all devices in the Network Map. For each link it
determines if the connected devices belong to the subnet being mapped. If the
devices for the link belong to the subnet being mapped, they are added to the
Subnet map.

To create the VLAN map, for each link extracted from the Network Map,
Discovery will determine if the connected ports for the link belong to the VLAN
being mapped. If the ports for the link belong to the same VLAN ID, then
Discovery add the link to the VLAN map.
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Displaying Network Maps

Click on the Network node in the navigation tree to display the Network Map.

Metwork Map |

1984

% as@R e ol g Qs (L 9
mv—m

15.28 349 134

15.29.37.13

|»|qjq|oc] |

tUn-
)

|_/ AR e - ] e AT
L]

|
i
—

Figure 4-1. Network Map display.

To view the Network Map in a separate window, click the "Show in New
Window" icon in the toolbar.

The Network Maps window provides a graphical view of the physical layout
of a managed network. It displays the connectivity and status of all devices

discovered in the network. Devices labels that appear in the map are based

on the "Device Display Name" selected in the Preferences for Device Access.
The example above shows devices using the IP address.
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NOTE:

LA

Devices that have been discovered, but that cannot be mapped (because they
are not CDP/FDP enabled) are displayed in the Un-Mapped Devices section.
You use the arrows in the border, or "drag" the border to resize or close the
Unmapped Devices pane.

Although you can resize the Mapped and Unmapped sections of the network
map display, the resizing is not saved when you leave the window. When you
return to the network map display it will revert to the default display size.
Similarly, changes made to device location in the Unmapped display are not
saved. If you go to another PCM window, when you return to the network
map window the "unmapped devices" section will revert to the default display.

Map Layout Options

The default Network Map uses the "physical" map layout. That is, it reflects
the physical wiring or layout of the network.

The Mapping tool provides four other options for map layout:

Radial Tree Layout- Arranges the nodes in a tree radially, with branches
determined by device link. This is the PCM default map layout. The radial
mode places the nodes of the same level on a circle around the root node. For
large networks, the alternating radial mode is used, which places nodes of the
same level at two alternating lengths around the root node to conserve space
in the display.

Tree Layout - Arranges nodes at each level horizontally, connected vertically
to other levels, starting from the root.

Hierarchical - Arranges the nodes hierarchically in horizontal or vertical
levels, so that the majority of links point in the same direction.

Tools for Viewing Maps

In addition to map layout options, the Toolbar in the Maps windows includes
buttons for map viewing functions. Each tool (button) is described below in
the order in which it appears in the toolbar, reading from left to right.

P & o |6K|<B|

Figure 4-2. Maps toolbar

4-4



Using Network Maps
Displaying Network Maps

Refresh Map: Refreshes the map display and includes any devices discov-
ered manually since last CDP/FDP Discovery cycle.

Show Map Legend: Displays the conventions used to display device types
and status in the maps. See below for details.

Find a node: Lets you locate the node (device) in the network map using the
IP address. Click the icon to display the Find a Node dialogue. Enter the IP
address of a device, then click OK. If the device exists on the map it will be
selected. The Find function will also search through VLAN IP interfaces for a
device.

Print Map: Provides standard print options for printing the displayed map.

Panner: Click and drag with the hand to center the network map in a different
part of the window. This is useful for scrolling to view parts of the network
that do not fit in the window.

Pointer Select: Click the 'pointer’ button to select a device in the map, and
to return the cursor to normal operation after using Panner or Zoom options.

Select Region to Zoom: Magnifies the selected region of the map.
Click this button and drag the crosshair to select the region of the map you
want to magnify.

Zoom In: Magnifies the entire map.
Zoom Out: Reduces the magnification of the map.

Fit to View: Adjusts the map to display the entire network in the window.

Network Map Legend

Clicking the Map Legend icon will display the map legend.
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Devices And Links
Device Status

Normal

o
'ﬁ

Waming

Unreschable H
Unknewn Device -

Link Status

Normal Link —
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STP Blocked Link o s smm wemm

Trunked GOl ——

Figure 4-3. Network Map legend

The top half of the legend indicates the shapes used for device types and the
device status indicator colors. Possible status indicators include:

¢ Green - Normal. The device is up.

e Yellow - Warning. The device is in warning state.
* Red - Unreachable. The device is down.

¢  Blue - unknown device type, no status available.

Possible link status types include:
e Normal link -A solid black line indicates the link between devices is
up.
e Tagged Port Link - A solid purple line indicates a tagged port link. This
appears only on VLAN maps. A tagged VLAN can combine several
VLAN's on one link. (VLAN tagging enables traffic from more than one
VLAN to use the same port.)
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e  STP Blocked Link - Identified on the map as a dashed line, an STP
blocked link is any redundant physical path to serve as a backup
(blocked) path in case the existing active path fails.

e Meshed Link - A solid magenta line on the map indicates a group of
meshed switch ports exchanging meshing protocol packets.

¢ Trunked Group - A solid brown line indicates a trunked port connec-
tion. Refer to the configuration manuals that came with the switch for
details on port trunking.

Viewing Network Device Information

The Network map provides 'mouse-over’ functionality to provide access to
network device information. Hovering with the cursor over a device in the
map displays the device name and type. Hovering over a link in the map
displays information about the link connections.

You can double-click devices in the Network Map to view the device properties
and configuration, or you can select the device in the map and then use the
right-click menu to view the device properties and access PCM functions.

If you are running HP ProCurve 4100g]l switches in router mode, the device
will not appear in the network map.

If a device is excluded from the Discovery scans, it will still appear in the
network map; however, you will not be able to select it in the map, or access
the device properties.
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Definition:

Subnet and VLAN Maps

Maps are also available for managed Subnets and VLANs. All map types
contain the same toolbar buttons and layout options as the main Network Map.

To view the map for a specific Subnet or VLAN, expand the Network Map node
in the navigation tree, then expand the Subnets or VLANSs node to display
individual Subnet addresses and VLAN IDs. Click the Subnet address or VLAN
ID to display the related map.

Managed Subnet: A subnet within the Network Infrastructure that has been
added to the ProCurve Manager’s managed device list.

If you have installed PCM+, the VLANs map window also contains a Port
Properties tab, which you can use to review the VLAN’s port configurations.
For more information on configuring and managing VLANS, refer to Chapter
9, “Using VLANs”.
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Using the Events Browser

The Event Summary in the Dashboard helps you to quickly identify the number
of problems in the network. For more detailed information, you can use the
Events browser display to view and manage events generated by network
devices and HP ProCurve Manager. You can perform the following functions
from the Events window:

e View Event Detail Log
e Sort events

e Filter events

e Acknowledge events
e Delete events

To display the Events window:
e click the Events tab on the Network Manager Home window, or
e click the Events Summary panel in the Dashboard display, or
¢ click the Events icon on the PCM toolbar

Reviewing the Event Table

The Events table provides a listing of events currently contained in the
database. The event detail is organized in five columns, described below.

Source: This column contains the name of the application component or
device that generated the event. This column also contains either a green icon
indicating the device is connected, a yellow icon indicating a warning, or ared
icon indicating the device is unreachable.

Status: The Status column identifies whether the event has been acknowl-
edged. A green asterisk indicates that the event has been acknowledged, and
ared asterisk indicates that the event is new and has not been acknowledged.

If the Events browser configuration is set to auto-delete acknowledged events,
the Status column will show only unacknowledged events. See “Customizing
the Event Display” on page 5-7 for additional information.

Severity: The Severity column shows the severity of each event, one of:
¢ Informational - Routine events
e  Warning - Unexpected service behavior

e Minor - Minor switch error that may impact performance
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e Major - Switch error with potential of inhibiting switch operations

e (Critical - Severe switch error with the potential of halting all switch
operations

Date: The Date column identifies the date and time when the event occurred.
The date is shown in the Day of Week-Month-Day-Time-Year format. Time is
shown in the 24-hour clock format hh:mm:ss followed by the time zone.

Description: The Description column provides a short description of the
event. The description is derived from a list of predefined event type descrip-
tions included with the PCM application.

Sorting Events

You can click on any column heading to sort the table’s contents by that
column in descending order. Clicking the heading a second time will sort the
datain ascending order. A pointer appears in to the column heading to indicate
it is the sorting column. The down pointer indicates the sort is in descending
order, and an up pointer indicates the sort is in ascending order.

Viewing Event Details

Clicking on an event in the table will display the Event Detail log for that event
in the bottom section of the Events window. The Event Detail log provides the
following additional information for an event:

Event Type: The Event Type identifies the event as a trap received from the
switch or as an application event (such as Traffic Manager) issued by a
component of the HP ProCurve Manager.

Trap Type: The Trap Type identifies the trap as a generic or enterprise
specific trap.

Received on: Identifies the date and time when the event occurred. The date
is shown in the Day of Week-Month-Day-Time-Year format. Time is shown in
the 24-hour clock format hh:mm:ss followed by the time zone.

Acknowledged On: Indicates whether or not the event has been acknowl-
edged, and the date and time of acknowledgement.

Received from: Liststhe IP address and name (if available) of the device the
event was received from, or the name of the PCM component that generated
the event (e.g. Discovery, Traffic Monitor, etc.)

Action Taken: Thisline showsthe action taken by the switch on "fault-finder"
events. The action can be one of the following:

5-3



Alerts and Troubleshooting

Using the Events Browser

e Warning Issued - The switch has detected a problem and sent a warning
to the HP ProCurve Manager.

e Warning Disabled - The switch disabled the port where the problem was
detected and sent a warning to the HP ProCurve Manager.

e Warning Issued and Port Speed Reduced - The switch reduced the speed
of the port where the problem was detected and sent a warning to the
HP ProCurve Manager.

e Warning Issued, Port Speed Reduced, and Port Disabled - The switch
reduced the speed of the port where the problem was detected, sent
a warning to the HP ProCurve Manager, and then disabled the port.

Description: The Description column provides a short description of the
event. this is the same description used in primary Events table display.

Acknowledging Events

Acknowledging an event indicates that you are aware of the event but it has
not been resolved.

To acknowledge an event, select the event(s) to be acknowledged in the events
table then click the Acknowledge button in the Events toolbar.

The "Acknowledge Event" action will set the selected event(s) as acknowl-
edged, update the data store, and update the event status in the table to reflect
the change. You can configure the Event Browser to automatically delete
acknowledged events from the Events table, in which case the event will be
removed from the list.

The "Hide Acknowledge Events" button in the Events toolbar works as atoggle
to hide or show acknowledged events in the Events table.

Deleting Events

Deleting an event has the following effects:
* Removes the event from the Events window

e  Removes the event from the count on the Event Summary subpanel
in the Network Management Home window

* Moves the event to the Event Log.
The Event Log is located in the ~\PNM\server\logs\cs-ArchiveTraps.log

To delete an event select the events that you want to delete, the click the Delete
Event icon in the Events toolbar.
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Filtering Events

The listing in the Events table can be filtered to show only specific types of
events. You can create up to four user-defined filters based on the device that
generated the event, severity, date of occurrence, or description.

button to activate or deactivate a filter.

—

->| Filters window.

[~ Enahle This Filter

Atoggle button is enabled on the Events window toolbar for each user-defined
filter, with the name assigned to the filter. Simply click the associated toggle

Click the Configure filters button in the Events toolbar to launch the Configure

E+]Conﬁgure Filters

Filter Narme: ISeverty Filter ame: |2

~Filter By Filter Oparator ~Filter By Filter Operator

" Source Ip Address " ig greater than " is less than € Source [p Address iz greaterthan € iz [esg
' Sevetity iz equal to ) cantains 1 Zeverity 15 equal to ) cantal
" Text " not equal to € Text ot egual to

" Date ' Date

~Filter Detail ~Filter Detail

’Warning I

[~ Enahle This Filter

I~ Enahle This Filter

Filter [Marme: 3 Filter harme: 4
~Filter By Filter Operator ~Filter By Filter Operator
) Source [ Address i greater than €1 lessthan ) Source [ Address iz greater than € iz ese
) Severity )15 equalta ) contains ) Severity 15 equal to ) contai
1 Tent i not enual ta ) Text ot egual to
" Date " Date
~Filter Detail ~Filter Detail
!

Ok | Cancel | Help |

Figure 5-1. Event Filter Configuration window.
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To configure the events filter(s):

1.
2.

Enable (check) the filter.

Type in a Filter Name, up to amaximum of 10 characters, including numbers
and special characters.

Select a Filter By parameter. Each filter works with a single parameter:

Source IP Address: Type the subnet IP address that you want to filter.
Use this parameter to filter out events from a specific device or group of
devices, or to filter out all events except for a single device.

You can also use this option to filter for application event. In this case,
enter a string for the application source into the Filter Details field. For
example, "Software Update" or "Traffic Monitor."

Severity: Select the severity level that you want to filter. Use this param-
eter to filter out lower or higher severity events, or to view events for only
one severity level.

Text: Type the text contained in events that you want to filter. Use this
parameter to filter out events by specific text included in the event
description.

Date: Use this parameter to filter the events view for a specific date and
time. When selected, the default (current) timestamp will appear in the
Filter Details field. You can delete the default to enter a different date and
time. Or you can click the portion of the date and time to be changed, then
use the up or down arrows to increment or decrement the timestamp
entry.

Select the Filter Operator. These are boolean operators that will be applied
to the Filter By parameters. Operators that do not work with the selected
filter parameter will be disabled.

Click OK
The filters you defined will be validated. If there are errors, a message is
displayed prompting you to check the filter configuration.

If there are no errors, the Configure Filters window is closed, and you will
be returned to the Events tab window. For each filter defined, the corre-
sponding toggle button will be enabled with the name of the filter. You can
then use the toggle button to enable or disable the filter as needed.
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Customizing the Event Display

In addition to the event filters, you can use the Event Browser Configuration
option in the Preferences menu to customize the Events tab display and event
archiving attributes.

Open the Preferences window and select the Events option to display the
Event Browser Configuration window.

3| Preferences il !I

= Global Global:Events

#- Configuration Manageme ;
} i Aroees Event Browser Configuration
- Discovery Archiang
i Network Settings ™ Auto delete acknowladged events
Repors
gthp Profilas Archive events more than | EEIE: days
— Status Polling
— Syslog Events Mazimurm number of events I 1,000 (max = 10,000)
Licensing

Trim events every | 1= hours (max = 24)

lgnore List

lgnore the following events:

¥ Unknown [ Link up [ Link down

4 |

ok | cancer | sopv | [ITHER

Figure 5-2. Event Browser Configuration preferences window.

Setting Archiving Attributes

1. To automatically remove acknowledged events from the Events table,
click the Auto delete acknowledged events box.

2. Usetheup or down arrow in the Archive events field to increase or decrease
the number of days to display an event. Events older than the number days
selected will be removed from the Events table and archived in the Event
Log file.
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3. Usetheup or down arrow in the Maximum number of events field to increase
or decrease the to the size of the events database. When the maximum
number of events is exceeded, the oldest event is deleted to make room
for the new event. The minimum number is 1000, and the maximum
number is 10,000.

4. Set the trim interval (1-24 hours), which identifies how often the Event
Log will be trimmed to the size specified in the preceding step.

Setting Ignore List Attributes

To exclude certain types of events from appearing on the Events list, click the
box next to the event types:

® Unknown: The event type cannot be identified, and the event cannot
be processed.

e Link Up: Communication with the device is possible.
e Link Down: The device cannot be accessed.

Click OK to save the Event Browser preferences and close the Event Browser
Configuration window.
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Using Alerts

You can use the PCM Client to create alerts based on incoming events. Alerts
can be created in the form of an e-mail, forwarding of a trap, or tell the system
to execute a predefined command.

Alerts Window

The Alerts window displays all configured alerts. Configure an alert if you
want to be notified when certain types of events occur. You can configure
several filters that issue alerts only when events occur that meet the filter
criteria. You can select the action taken when an alert is issued. For example,
you can be notified of alerts by email or popup dialog box, forward the alert
as a trap to a specific device, or issue a CLI command.

The Alerts window contains the following information for each alert:

Enabled. A checkmark indicates that the alert is enabled. No checkmark
means that the alert is disabled.

Alert Name. Name used to identify the alert (you will apply a name when
you configure the alert).

Action. Action taken when an alert is triggered by the specified event.
Possible actions are:

e Email - Displays the SMTP profile used to send Email alert messages

e Forward trap - Displays the IP address and port number to which the
trap is forwarded when the alert condition occurs.

e Execute Command - Displays the command that is executed when the
alert condition occurs.

To view alerts:
1. Go to the Events tab of the Network Management window.
2. Click View alerts icon in the Events view toolbar.

The Alerts dialogue will be displayed. (see figure 5-3)

By default, the listing is sorted in alphabetic order by Name. You can sort
on other attributes by clicking on the column heading.
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'_+_: Alerts

Paort x test

Close | Help I

Figure 5-3. Alerts list window.

Creating Alerts

Before you can view an alert, you must create it using the Alert Configuration
Wizard.

To create an Alert:

1. Click the Events tab in the Network Home window.

% .

;1 3. Click Click New alert on the Alerts dialog.

Click "View alerts" icon in the Events toolbar.

The Alert Configuration Wizard will be launched.
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x|
b4
Alert Wizard
Welcome to the Alert Configuration

Wizard

Thiz wizard will help you create a new aler.

Please type a unique name for this alert, then
click next to continue

Alert name: |

Alert descrption;

Sitart et ‘ Bacl | Nextl Finrsh | Cancel

Figure 5-4. Create Alert Wizard

4. In the Alert Name field, type the name you want to assign to the alert.
Alert names are 1-15 characters in length, and must not contain the special
characters/\:*? <> "and |

5. Click Next.

5-11



Alerts and Troubleshooting
Using Alerts

X
Event filter configuration

Whan | receive F_ i: eventsis) that

I hasseverityEQUAL «|lANY ¥ and
contains | and

i[J antl

—Solce
tj Source IP I and
| ® In group Choose groups and

[¥ inaperiodof |2 —J:JHH |

Start Cver | < Back I Mext = | Cancel

Figure 5-5. Alert Event Filter configuration

6. Configure the event filter, which defines one or more conditions required
to issue an alert, similar to the events filtering described on page 5-5. At
least one condition must be defined. You can also combine two or more
filter types, for example severity, source IP, and group. Just enter the data
for each filter to be applied for the alert condition.

To configure the Event filter for an alert:

a.

Click the up and down arrows in the When I receive events field to set
the minimum number of events (meeting all other filter criteria) that
must occur before issuing an alert. You must set this to a number
greater than 1 for the remaining filter settings to be applied.

The number of events works in conjunction with the time period
condition in the lower section of the dialog. For example, you can
issue an alert when more than five events are issued within ten
minutes. The default setting is one event within one millisecond,
which will issue an alert for every event that occurs.

Click the has severity checkbox to filter events by severity, then
use the pull down menus to select the operator (equal, not equal,
greater than, or less than), and the severity level (Any, Informational,
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Warning, Minor, Major, and Critical). For example, to issue an alert
when a Major or Critical event occurs, select "Greater Than" and
"Minor."

c. Click the "Contains" checkbox to filter events by their content (text),
and type the text (1-35 characters) that you want to use as a filter. For
example, you can issue an alert when an event contains the phrase
"Error occurred when" or "port number 12."

d. Click the Source IP checkbox to filter events by the IP address or DNS
name of the device originating the event, and then type the IPv4 or
IPv6 IP address (xxx.xxx.xxX.XxxX) or DNS name of the device that
generated the event.

e. To filter events by the device group originating the event, click the
Choose groups button, and then select the source groups you want to
use as a filter.

f. To set the window of time used to count the minimum number of
events that must occur before an alert is issued, use the up and down
arrows in the In a period of field to select the desired time period. This
field is only activated when the number of events is set to more than 1.

7. Click Next to continue.

Alert Wizard
Action Selection

Please select which type of alert you would
like: to receive.

= Sand an e-mail

 Foreard trap

" Execute a command

" Display a mesage dialog

TR

Start Over | Back |__ __.

FEIMIES Cancel

Figure 5-6. Alert Action Selection

8. Select the action to be taken when an alert is issued.
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Send e-mail - Notify a user by email of the alert. For this option to work,
you will be required to configure the SMTP profile, as described on page
5-20.

Forward trap - Forward a trap to the specified device.
Execute command - Execute a command when an alert is issued..

Display message dialog - Display a dialog containing the specified text
when an alert is issued.

9. Click Next to continue.
The next dialog displayed by the Wizard will vary, depending on the Action
you selected.
e Go to Step 10 (below) if you selected "Send e-mail"
e Goto Step 11 (page 5-16) if you selected "Forward trap"
e Goto Step 12 (page 5-17) if you selected "Execute Command"
e Goto Step 13 (page 5-18) if you selected "Display a message dialog"

10. In the Choose SMTP profile dialog:
a. Select the SMTP profile to use for issuing an e-mail alert.

Alert Wizard Choose SMTP Profile

To create a new SMTF profile go to Tools -= Prefer. .
<= SMTP Profiles.

SMTP Profiles

Marng © SMTP Server  Port Reply Addre.,
M-3 Test M3-testsen 25 'mel@anyip....

Start Ower | Back | [l | ek i

Figure 5-7. SMTP Profile for E-mail Alert
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See “Adding SMTP Profiles” on page 5-20, for details on configuring the
SMTP profiles used for Alerts.

b. Click Next.

The Message settings dialog is displayed.

Alert Wizard E-mail Message

Tor rnel@@anyip.com

From: |m el anyip.com

SubjectReceived event from $ip

Body:  |source: sip
Severity: §$sev
Date: fdate
Content: sdesc

Substitution List =
$sev for the severity of the event

hdate for the date of the event

$desc for the descrption of the event

Tie Fmr the mammit's masres D sddemes

Start Ower ‘ Back | [exl ‘ Finish I

J.|

Figure 5-8. E-mail Alert Configuration

c. The To and From fields are initially set to the address configured for
the SMTP profile you selected. The "From" email address should
identify where the alert originated; however, you can override either
of these addresses by entering a different, valid, e-mail address.

d. In the Subject field, type the e-mail subject line (0-35 characters) you
want to use for the alert.

e. Inthe Body field, type any text you want to include in the body of the
email (0-512 characters).

The "Substitution List" describes the variables you can use in the

Subject and Body fields. The variables will be replaced (before the

email is sent) by data from fields in the event evoking the alert.

NOTE: A subject and body text are recommended, but not required.
f.  Click Finish to complete the alert configuration.

5-15



Alerts and Troubleshooting
Using Alerts

11. Inthe "Trap forward configuration" dialog, configure the trap forwarding
information to be used for the alert.

Albert Wizard : x|

ot L Trap Receiver Settings

Pleaze enter the IP address and port number of the
trap recener.

Trap Re:ei\rer:|

Port: 152
i r Content; |Ewer|t receved from $ip: $desc
Substitution List =

$sev for the severity of the event

$date for the date of the event

$desc for the descrption of the event

$ip for the event's source IP address

$dns for the event's source hostname |

Start Cwver | Back | [exd | Finish

Figure 5-9. Trap Receiver Alert configuration

a. Inthe Trap Receiver field, type the IP address of the device that you
want to receive the trap. The IP address must be in the
XXX.XXX.XXX.XxX format.

b. In the Port field, type the port number used to receive traps.
Use the Content field to enter any optional text you want to include in
the trap.

The Substitution List describes the variables you can use in the Content
field. The variables will be replaced (before the trap is forwarded) by
data from fields in the event that evokes the alert:

d. Click Finish to complete the alert configuration.
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12. In the Command Configuration dialog, enter the command (string) that
will be executed for the alert.

b 4
Alert Wizard
Command Settings

Pleaze enter the command you would like fo ba e,

| Substitution List

$=ev for the severity of the event

fdate for the date of the avent

fdesc for the descrption of the event

Fip for the event's source IP address
bdns for the event's source hosthame
$mac for the event's source MAC address

Start Cver | Back | et | Finizh |

Figure 5-10. Command on Alert configuration

a. Inthe data entry field, type the name of the file or script (enter the
full pathname, up to 75 characters in length) you want to execute
when the alert is issued.

The Substitution List describes the variables you can use in the Com-
mand field. The variables will be replaced (before the command is
forwarded) by data from fields in the event that evokes the alert:

b. Click Finish to complete the alert configuration.
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13. Inthe Display Message Settings dialog, configure the pop-up message that
will be displayed for the alert.

Alert Wizard
Dialog Message Settings

Flease enter the text the you would like to be app...
message dialog

Bource: Fip
[Severity: §sev
Date: fdate

Substitution List

Ssev for the seventy of the event
$date for the date of the event

$desc for the description of the event
$ip for the event's source IP address

$dns for the event's source hostname i
Ermar far tha avant's enurra MAT addrace ..:J

[+l |

Start Ower | Back | | Firish | { Cancel :

LA S T TP T BT

Figure 5-11. Alert Message configuration

a. Type in the message (a string from 1-75 characters) you want to
appear in a pop-up dialog when an alert is issued. The default is to
include the variables described in the Substitution List. You can enter
additional text, and/or delete any of the default message variables.

The Substitution List describes the default variables included with the
message, which will be replaced (before the message is displayed) by
data from fields in the event evoking the alert:

b. Click Finish to complete the alert configuration.

Modifying Alerts
To modify an alert:
1. Go to the Events tab in the Network Management window.

%,

Click the "Alerts" icon in the Events view toolbar.
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Click "Modify alert" on the Alerts dialog to launch the Alert Configuration
Wizard.

The Modify Alert process has the same windows and uses the same
procedures as used for creating an alert. (see page 5-10). The difference
is that the data entry fields will display the current alert settings, which
you can override with new entries.

Deleting or Disabling Alerts

To delete an alert:

1.
2.

3.
4.
5.

Go to the Events tab in the Network Management window.
Click "Alerts" icon in the Events view toolbar.

Select the Alert in the table. Use "Ctrl+shift" to select multiple alerts.
Click the "Delete alert" button.

Click Yes in the confirmation pop-up to delete the selected alerts.

To disable an alert:

1.
2.

Ensure that the Enabled checkbox for the alert is NOT checked.

If it contains a check, select the alert to be disabled and click the "Enable/
Disable alert" icon to clear the checkmark.

To enable an alert:

1.
2.

ensure that the Enabled checkbox for the alert is checked.

If not, select the alert in the table and click the "Enable/Disable alert"
button to enter the checkmark.
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SMTP Profiles for E-mail Alerts

In order to use the Alerts e-mail notification option, you need to configure an
SMTP profile to be used for e-mailing the alerts. The SMTP profiles are
accessed from the Preferences menu. {Preferences ->SMTP Profiles}

1] Preferences L i x|
=1 Glohal Global:SMTP Profiles
- Configuration Managerment |
- Device Access SN bl
---Discnvery MName © SMTP Server Fart  Reply Address
i ﬁ"’emsk o rmytestO? 24 |mel@anyip.com
- Metwork Settings : :
- Reparts 9 Testing only Testing only | 245 |h0||y5?@ev1.net
o = TR Profiles
S Status Polling
----- Licensing
Mew. .. | Modify. .. | Delete |

il I Cancel' Apply | Help |

Figure 5-12. SMTP Profiles list

The SMTP Profiles window displays SMTP profiles that identify SMTP mail
servers used for sending e-mail alert notifications.

Adding SMTP Profiles

To create a new SMTP profile:

1. Click New... in the SMTP Profiles window to launch the SMTP Profiles
Wizard.
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New SMTP Profile Wizard x|

SMTF Profile
Y¥izard Welcome to the SMTP Profile

Wizard
Thig mazsred well hzlp vou create a rew Shd [H prchle.

Please yEe 4 urnigue nerie fur thes profle, Lher
chiz«< next to 2antinLe

Frofle warmme  |Tasling anly

Star Cver: | Jack | Iexl | [Frily | el

Figure 5-13. SMTP Profile configuration

2. In the Profile name field, enter a unique name for the SMTP profile: up to
35 characters, but not the special characters \/) (*?1: <> or #.

3. Click Next.

New SMTP Profile Wirard |

SMTP Profile
Wizard SMTP Server Settings

Plecse el the SWTR serwr aodress and pol ..

Server. Imym-ﬂﬂ?

Furl. E.E

Star Cwer | Back | hlext | = ik | I ancal |

Figure 5-14. SMTP Profile configuration
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4. To configure SMTP server settings:
a. Inthe Server field, type the name of the SMTP server, from 1 to 35
characters. Note that this field will not be validated.
b. Inthe Portfield, type the port on the server that will be used for SMTP.
It can be any number between 1 and 65353.

c. Click Next.
The system will verify that there is an entry in the Server (name) field,

and that the Port is valid. If either of these conditions is not met, you
will get an error message.

If the SMTP server entries are verified, the SMTP Account Settings
dialog is displayed.

Hew SMTP Profile Wizard x|
k4

SMTP Profile
Wizard SMTP Account Settings

Please enter the reply address for this SMTP profile.

Reply address: |mg|@an1jr|p, com|

Start Ower | Back | Mext | Fimsh | Cancel

Figure 5-15. SMTP Account: Reply Address setting

5. Inthe Reply address field, type the email address (up to 35 characters with
no spaces).

6. Click Next.

The system will validate the information. If an entry is invalid you will get
an error message.

If the entry is confirmed, the Summary dialog is displayed.

5-22



Alerts and Troubleshooting
SMTP Profiles for E-mail Alerts

k 4
SMTP Profile
Wizard Summary

Frofile name: H-3

[Server: 15.15.15.255
IPort: 25

Feply address: melRanyip.com

StatOver | Back | et | Finish |

Figure 5-16. SMTP Profile Summary example
7. Click Finish to complete the SMTP Profile and close the wizard.

Modifying SMTP Profiles

To modify an SMTP profile:

1. Go to Preferences -> SMTP Profiles to view the SMTP profiles list.
2. Select the profile you want to change.

3. Click Modify to launch the SMTP Profile wizard.

The SMTP Profile wizard has the same windows and uses the same
procedures as the "Adding SMTP Profiles" (see page 5-20). The difference
is that the data entry fields will display the current SMTP settings, which
you can override with new entries.

Deleting SMTP Profiles

To delete an SMTP profile:
1. Go to Preferences -> SMTP Profiles to view the SMTP profiles list.
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2. Select the profile you want to remove. You can use Ctrl+shift to select
multiple entries from the list.

3. Click Delete.

4. Click Yesin the confirmation pop-up to remove the SMTP Profile from the
list.
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Using the Device Manager

A

Using the Device Manager

The Device Manager feature in PCM provides the basic functions to manage
HP ProCurve network devices via SNMP, including;:

e Configuring SNMP trap receivers on a device.
e Configuring SNMP community name strings on a device.
e Setting Authorized managers for a device.
e Ability to Telnet to a device to use the CLI.
e Ability to connect to a Device’'s Web Agent.
To access the Device Manager, select the device to be managed in the Devices

List orthe Navigation Tree then click the Device Manager button in the toolbar.
Or, you can right click on the device and select Device Manager from the menu.

=101x]
| 2yst erginfﬂrmalmng Trap F!e-n:e'ru'ersl Community Mames i Authorized Managarsl
- System Information =
SysMame: MWDy 1
SysContact: Set
SysLocation: RALLIS -]
aply J Hego | Cloga [ Help [

Figure 6-1. Device Manager window, default display.

The Device Manager window uses a tabbed display for the SNMP management
functions supported. The default display shows the System Information tab,
with the system name, contact, and location if available. The availability of
the remaining tabs (Trap Receivers, Community Names, Authorized Manager)
will vary based on the network device type and configuration.

6-2



Managing Network Devices
Configuring Trap Receivers

Configuring Trap Receivers

To view the list of trap receivers configured for the device, select the Trap
Receivers tab.

4 Device Manager - nmdev{i9.rose. hp.com (15.29.37.46) le.xJ
Community Names f Authorized Manaoers
System Infarmation Trap Receivers
ALATAYANA 2|
IP Address © Ewvent Log Filter
192.168.254 4 ENDNE -~
15.76.125.125 ENDT INFO
15256125181 [NOTINFO
15.265.124 96 NOT INFO
15__2_55 124.684 ENOME
15,265 122 59 :NCJT INFO
15265122 31 iNDT INFO =
Close

Figure 6-2. Device Manager: Trap Receivers tab.

The listing shows the IP Address of the trap receiver, and the filters in place
for event types to be forwarded to the trap receiver.

) You can refresh the display to check for changes in the Trap Receivers
(—} configuration by clicking the Retrieve button in the toolbar.

Adding Trap Receivers

The PCM management station is set as a default trap receiver for switches on
the network. Use Device Manager to configure additional trap receivers.

| 1. Click the Add Trap Receiver icon in the toolbar to display the Add Trap
fnl- Receiver dialogue.
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NOTE:

x|

IP Address: |
Ewvent log filter: [NOT INFO =]

Ok I Cancel I

2. Enter the IP Address of the device to receive traps.

The IP address must be in the proper format. You cannot use 0.0.0.0,
255.255.255.255, the multicast address, loopback address, or subnet
broadcast address of the device.

3. Use the Event Log Filter drop-down menu to select the type of events you
want to include in the Event Log:
NONE Do not use the Event Log
NOT INFO Include all events except information events
CRITICAL  Include critical events only

ALL Include all events
DEBUG Include debug events only
4. Click Ok.

A validity check will be performed on the IP address to ensure it is a valid
IP address.

e Ifitis avalid IP address the Add dialog is closed and the Trap
Receivers list is updated with the new entry.

e If the IP address is invalid you will get an "Invalid IP address" error,
and the Add dialog remains open so you can edit the IP address.

When PCM (server) starts up, it binds to port number 162, which is the port
that all incoming traps arrive on. If a previous process is already bound to that
port, PCM will not be able to receive traps because the port is in use. Make
sure no process is bound to port 162. Examples of applications that bind to
port 162 are the Windows SNMP Trap Receiver Service, HP TopTools, HP
OpenView, MG-Soft MIB Browser Trap Ringer, etc.

In the event that a process was bound to port 162, simply terminate the process
and restart the PCM server. To restart the PCM server (in Windows):

e Go to Control Panel->Administrative Tools-> Services.

¢ Double click on the HP ProCurve Network Manager Server, click the
Stop button, and then click the Start button.
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Modifying Trap Receivers

) To modify a Trap Receiver, select it from the list, then click the Modify Trap
‘Eﬂ: Receiver icon in the toolbar to display the Modify Trap Receiver dialogue.

The Modify Trap Receivers dialogue is displayed with the IP Address of the
selected trap receiver. Edit the IP address as needed then click OK. The IP
address will be validated (as described for adding a trap receiver).

Deleting Trap Receivers

(n}} To delete a Trap Receiver, select the entry from the list, then click the Delete
== Trap Receiver icon in the toolbar. A confirmation pop-up will be displayed.

15.255.122.31 Thu Oct 09 10:4
x

8
\"‘) Delete selected Trap Recetver(s)?

| B o]

Click Yes to complete the process.

'- _ You can delete all trap receivers at the same time by clicking on the
x "Delete All" icon in the toolbar.
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Configuring SNMP Community Names

A community defines authentication and access control between an SNMP
agent and a management station. A device must have a "Read" community
name of that matches the one specified during installation in order to be
properly identified by PCM. If not, it will be discovered, but may not be
identified.

To view the list of SNMP community names configured for the device, select
the Community Names tab.

4 Device Manager - nmdevol.rose.hp.com (15.29.37.38) =1a] x|

System Information | Trap Recewvers | Community Names Authorized Manag&rsl

Ox|Om| O=m| O ‘ Crx ‘ O | &
4= == =4 ' x -
Managment =  Community Name _ Read Access Wirite Access
3 public | Manager Unrestricted
[ private | Manager Unrestricted

Close

Figure 6-3. Device Manger: Community Names tab.

The Community Names window lists all community names configured on the
device and the following information about each community name:

Community Name: SNMP community name used to access the device.

Management: Check mark identifies the community name used by the HP
ProCurve Manager to communicate with the device.

Read Access: Permissions that govern the community name's ability to read
data on the device.

Write Access: Permissions that govern the community name's ability to write
data on the device.
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Click the Retrieve button in the Community Names toolbar to refresh the
display and check for any changes to the device’s Community Names settings.

Adding Community Names

To add a Community Name, click the Add Names button in the Community
i Names toolbar. This will display the Add Community Names dialogue. Up to
five community names can be added to a device.

x|

Community Name; |

Read Access: |Manager ﬂ
Wyrite Access: |Unre-51ri-:1ed ﬂ

[ Use this as the managment community?

Ok | Cancel |

Figure 6-4. Device Manager: Add Community Name dialogue

Type in the SNMP community name to be added, up to 16 characters. The
characters "<" and ">" cannot be used.

Select the Read Access permission from the menu: Manager provides full read
permissions, Operator has restricted, read only permissions.

Select the Write Access permission from the menu, either Unrestricted or
Restricted.

Click OK.

The entry will be validated that the community name value meets criteria (see
above), and that the limit for community names on the device has not been
exceeded. If the community name is invalid, you will get an error message.
Otherwise, the Add dialogue is closed and the Community Names list is
updated with the new entry.

Modifying Community Names

To modify a Community Name, select a community name in the list then click
the Modify Names button in the Community Names toolbar. This will display
the Modify Community Names dialogue, similar to the Add Community Names
dialogue shown above.
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19

If you select the Management Community Name, you will get an error message
that you are not allowed to modify the Management Community Name.

Edit the community name entries as described in the Add process. When you
click OK; a validity check on the community name will be performed. If it is
valid, the Community Names list will be updated with the new entry.

Deleting Community Management Names

To delete a Community Name, select the name in the Community Names list
then click the Delete Names button in the Community Names toolbar. A
confirmation dialogue will be displayed.

Seiect an Opbon x

\?) Delete selectad Community Mame(s)?

Click OK to complete the delete process. If you have selected the Management
Community Name, you will get an error notice telling you are not allowed to
delete the Management Community Name.

To delete all the currently configured Community Names for the device, select
the Delete All icon in the toolbar.

6-8



d

Managing Network Devices
Configuring SNMP Community Names

Modifying Management Community Access

The PCM Management Community Name is set at installation. If you do not
specify one, PCM will use a default Management Community name of "public,"
with full read and write privileges to the device. This is used by PCM for auto-
discovery, traffic monitoring, SNMP trap generation and threshold setting. If
security for network management is a concern, it is recommended that you
change the write access for the "public" community to "restricted."

In order to modify the Management Community, first you need to add a new
community name, then select the (new) name in the Community Names list
and click the "Set as Management Community" button in the Community
Names toolbar.

The "Management" indicator (check mark) will now appear next to the new
entry. Once you have changed the Management Community name, you can
modify the original (public) Management Community name and change the
Write access. When you have completed your changes, select the "public"
Community Name, then click the "Set as Management Community" button to
restore "public" as the management community.
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Configuring Authorized Managers

For devices that support IP-based Authorized Managers, you can use the PCM
Device manager to configure Authorized Managers. This allows you to
enhance security on the switch by using IP addresses to authorize which
stations can access the switch. An authorized manager is a management
station that can send and receive SNMP requests for the device.

To review the authorized managers for a device, click the Authorized Manag-
ers tab in the Device Manager window.

=Iol x|

System Infarmation S | IIIIIIIIIIIIIIIIIIIIIIII T TEHRECEW’EFE IIIIIIIIIIIIIIIIIIIIII .

Community Namas : Authonzed Managers i

3w &g |
IP Address © Mask Access
15.255.120.161 1255.255.256.255 | Manager
15265120 160 255255 255 255 Manager
15255120158 255,255.285.255 Manager
15.255.0.0 26626500 Manager

Close

Figure 6-5. Device Manager: Authorized Managers tab

The Authorized Managers list gives the IP address, IP Mask, and Access
permissions for the device’s authorized managers, with the date that the entry
was last retrieved.

Click the Retrieve button in the toolbar to refresh the display and check for
any changes to the device’s Authorized Managers settings.

Adding Authorized Managers

To add an Authorized Manager, click the Add button in the Authorized Man-
agers toolbar. This will display the Add Authorized Managers dialogue. Up to
ten authorized managers can be added to the device.
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Add Authorized Manager B El

IP Address: |
| |
Mask 205,265 .2550 255 |
{Access _Manager l||

Ok Cancel

Figure 6-6. Add Authorized Manager dialog.

Enter the IP Address of the management station. The station must have the HP

ProCurve Manager application installed.

Enter the IP Mask address.

The default IP Mask is 255.255.255.255 and allows switch access only
to a station having an IP address that is identical to the Authorized
Manager IP parameter. (“255” in an octet of the mask means that only
the exact value in the corresponding octet of the Authorized Manager
IP parameter is allowed in the IP address of an authorized manage-
ment station.)

You can alter the mask and the Authorized Manager IP parameter to
specify ranges of authorized IP addresses. For example, a mask of
255.255.255.0 and any value for the Authorized Manager IP parameter
allows a range of 0 through 255 in the 4th octet of the authorized IP
address, which enables a block of up to 256 IP addresses for IP
management access. A mask of 255.255.255.252 uses the 4th octet of
a given Authorized Manager IP address to authorize four IP addresses
for management station access.

Select the Access level for the station.

Manager: Enables full access (read and write) to device configuration
functions.

Operator: Enables read only functionality to device configurations.

Click Ok to complete the process. The IP address will be validated. You will
get an error message if it is invalid. Otherwise, the Authorized Managers list
will be updated with the new information.
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Modifying Authorized Managers

To modify an Authorized Manager, click the Modify button on the Authorized
Managers toolbar. This will open the Modify Authorized Manager dialogue,
which has the same inputs as the Add Authorized Managers dialogue. Edit the
existing entries, then click Ok.

Deleting Authorized Managers

To delete an Authorized Manager, select the entry in the Authorized Managers
list, then click the Delete button in the Authorized Managers toolbar.

You can also use the Delete All button to delete all the authorized manager
entries, without first having to select the entries.
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Setting Device Access Preferences

In addition to the Device Manager functions, PCM lets you set Global SNMP
and Telnet access information preferences. The Global SNMP preferences are
used by PCM to access new devices found during Discovery scans, and Telnet
Preferences are used to collect VLAN and device Configuration data on new
devices.

To change the Global Device Access, click the Preferences icon in the PCM
toolbar, then expand the Device Access node in the menu to display the SNMP
and Telnet options.

Setting Device Display Names

The Device Access window is used to define the naming convention used to
identify devices. You can select a standard naming convention or create a
custom naming convention containing any combination of DNS name, IP
address, and SNMP hostname.

To define the device display naming convention:

1. Select Device Access in the Preferences menu.

x|
=1 Global Glohal: Device Access
i Eunﬁguratiun flanageme

CNME Dienvice Dhsplay Marma
| Telnet " DNS Ex. thunderh..
=-Discovary
{—Everils T DNS (IP) Ex.: thunderh...
—Nebwork Settings
|~ Reparts P Address Ex.: 101,23
—EMTP Prafiles

IS

L Status Polling Systemn name Ex : ThunderBox
-~ Byslog Events ™~ Systern nama (1) Ex - ThundarB._.
Licemnsing

" Custorn formal string

Format String |

Substitution codes
%D = DNS name

4 | &

[ ok | cancet | oo | mHew |

Figure 6-7. Preferences, Global:Device Access window
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2. To use a standard naming convention, click the radio button next to the

desired naming convention.

To create a custom naming convention, click the Custom format string radio
button, and then type the text or codes you want to use for the device
names in the Format String field,. Possible codes are:

e %D - DNS name
e %I -IP address
e %S -SNMP hostname

For example, type: $S SNMP hostname
to display: Thunderbox SNMP hostname .

Click OK to save the Display Name settings and close the window.

Setting SNMP Preferences

Click the SNMP option to open the SNMP access preferences window.

[Slrederences x|
=—(zlabal Global:Device Access: SHEP
=i~ Configuration Management
O A ACCER SHMP Configuration
Telnet SNMP timeout E seconds
s Discovery
Ewents -
I i f_:urhrlﬂ:, SNMP retnes 'E
Reports
Status Polling Default SNMF Read Community Name
Lic angEng

i.u...

Default SNMP Write Community Name

]r:x:t1

[ ok | come | ~oov | mem |

Figure 6-8. Preferences, Global:Device Access: SNMP window

Click the up or down arrows to set the SNMP timeout parameter. The maximum
is 10 seconds.

Click the up or down arrows to set the SNMP retries parameter. The maximum
is b retries.
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The default SNMP Read and Write Community names are Public. However,
they can be changed during installation.

To change the Default SNMP Read Community Name, type in the Community
Name you want to use.

To change the Default SNMP Write Community Name, type in the Community
Name you want to use.

Community names can consist of 1-16 characters including special characters
except >, <, and spaces.

Click OK when you have completed your edits. This will apply your changes
and close the SNMP preferences window.

The Global Preferences for SNMP Device Access are used to discover new
devices on the managed subnet(s). If a device does not appear in the naviga-
tion tree or Devices List, try using the Manual Discovery wizard to discover
the device. If Manual Discovery connects to the device, but cannot use SNMP
to communicate, then you can either:

m  Specify the current SNMP Read Community name for the device in
Manual Discovery, or

m  Use the device console to change the SNMP Read Community name
on the device to match the SNMP Read Community name in PCM’s
Global SNMP (Device Access) preferences.
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Setting Telnet Preferences

Click the Telnet option under Device Access in the Preferences menu to set the
default Telnet access preferences.

%

= Global I Global:Device Access: Talnet
= Configuration Management
= Dewvice Access
SHMP Telnet Configuration
[Talnet] : :
5 Discovery Telnet timeout | 3 3 gaconds
Events
Metwark Settings
Reports Telnet retnes Fa
Status Polling
Licensing
Default Telnet Manager Usemame
-Diefault Telnet Marager Password-
< |3

ok | cemcet | oov | Hew |

Figure 6-9. Preferences, Global:Device Access: Telnet window

Click the arrows to increase or decrease the Telnet timeout parameter. The
maximum is 10 seconds.

Click the up or down arrows to increase or decrease the Telnet retries param-
eter. The maximum is 5 retries.

The default Telnet username and password is public.

To change the Default Telnet Manager Username, type in the username you want
to use.

To change the Default Telnet Manager Password, type in the password you want
to use.

Click OK when you have completed your edits. This will apply the changes and
close the Telnet preferences window.
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Setting the Telnet Password on a Device

When anew device is added to the network, Discovery uses the Global Device
Access preferences for SNMP and Telnet to discover the device, and to collect
VLAN and configuration information. If anew device has been discovered, but
you are not getting configuration information, or VLAN information (if appli-
cable) for the device, you may need to set the Telnet username and password
for the device in PCM.

To set a Telnet Username and Password for individual devices, select the
device (or devices) in the Devices List, then click the Set Telnet Password icon
in the toolbar.

x|
rDevices ~Set Telnet Password and Usernarr
15.29.33.110 Username:
15.29.33. 45 Haesurnnt

Ok Cancel | Help |

Figure 6-10. Set Telnet Password dialogue

The selected devices will be listed on the left side of the Set Telnet Password
and Username dialogue.

Type in the Telnet Username and Password for the device, then click OK to apply
the change, and close the dialogue.

The Telnet Username and Password will be saved to the device record in the
PCM database. PCM should now collect and display configuration and VLAN
information for the device.
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Configuring Alarms using RMON

The RMON Manager (Remote Monitoring) feature in PCM provides an inter-
face you can use to configure alarm thresholds for individual devices on the
network. The RMON thresholds are used to monitor a variety of system
variables. When an RMON threshold is exceeded on the device an alert (trap)
is sent to all trap receivers configured for the device.

To review or configure the RMON alarm thresholds set for a device, select the
device in the Devices List then click the "Launch RMON Manager" icon in the
toolbar. The RMON Manager window will be displayed with a list of currently
configured thresholds for the selected device.

=] %]
Interface ~ Counter Rising Threshald Falling Threshold  Inferval
1 | Error packets re... | 20000000| 10000000 B0
1 | Bytes received | 20000000 1DEIIZIIZIEIIII§ &0

Add | viEdrky i elete ] Close | Help |

Figure 6-11. RMON Manager main window.

Adding and Modifying RMON Alerts

To set anew RMON alert, click Add to display the Add/Modify RMON Thresh-
olds dialogue. To modify an existing alert, select it on the list of thresholds,
then click Modify.
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X

Interface: |1 j

Counter; IEij,rtes received LI

Rising Threshold: | 60,000,000

Falling Threshold: | 0=

Interval(sec): | 120
Ok I Cancel I Help |

Figure 6-12. Add/Modify RMON Thresholds dialogue

RMON alarms are composed of five elements: interface, counter, rising thresh-
old, falling threshold, and interval, defined as follows:

Interface: Specifies the port on the target device on which to set the RMON
alarm. Select from the available ports using the drop down menu.

Counter: This defines the specific device variable to monitor. A trap is sent
to all listed trap receivers if the alarm variable crosses the rising or falling
threshold values. Select the Counter (alarm variable) from the drop down
menu.

Rising Threshold: This numeric value defines the upper limit for the moni-
tored variable. Should the variable exceed this limit a trap will be sent.

Use the up and down buttons to increase or decrease the threshold value, or
type in the desired value.

Falling Threshold: This value defines the lower limit for the monitored
variable. Should the variable drop below this value a trap will be sent.

Use the up and down buttons to increase or decrease the threshold value, or
type in the desired value.
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Interval: This value specifies the variable sample rate in seconds.
Use the up and down buttons to increase or decrease the threshold value.

Click OK to complete the add or modify process and close the dialogue. The
RMON Manager alarm threshold listing will be updated with the new settings.

The RMON Manager has a built in mechanism to prevent multiple events from
being generated should the sampled value oscillate around one of the thresh-
old values. Thus, in order for a rising threshold event to occur the sampled
variable must first go below the falling threshold value. Conversely, before a
falling threshold event can occur, the sampled variable must first exceed the
rising threshold value.

For example, if the sampled variable exceeds the rising threshold value, a
Rising Threshold Event will occur. If the sampled value drops back below the
rising threshold and then rises above the rising threshold, an event will not
occur. In order for another Rising Threshold Event to occur, a Falling Thresh-
old Event must first occur. The process is reversed for falling thresholds - the
rising threshold must be exceeded between generation of Falling Threshold
Events.

Deleting RMON Alarms

To delete an RMON Alarm from the device, select the alarm in the list in the
RMON Manager window, then click Delete. The alarm will be removed from
the list in the RMON Manager window.
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Other Device Management Tools

In addition to the functions provided by the PCM Device Manager, you can
also access the Web Agent for the switch, or launch a telnet session to the
Menu Interface for the switch from within the PCM display.

To access the Web Agent for a device, select the device in the Devices List or
in the navigation tree, then open the "right click" menu and select the Connect
to Web Agent option. This will launch the Web Agent browser, with the Status
tab displayed.

To Telnet to a device, select the device in the Devices List or in the navigation
tree, then open the "right click" menu and select the Telnet option. This will
open a Telnet session to the device and launch the Main Menu Interface.

You can also select devices in the Devices List, then click the CLI icon in the
toolbar to issue CLI commands.

For details on using the Web Agent, Menu Interface, and CLI, refer to the
Configuration Management manuals that came with the switch device.
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Troubleshooting Devices

This section describes the tools provided with this release of PCM that you
can use to assist in finding and resolving problems that occur in individual
devices on the network. For more detailed information on troubleshooting
device problems, refer to the "Management and Configuration Guide" that
came with your switch device.

Using the Device Log

The PCM application provides a Device Log viewer you can use to check the
log entries created for a device by PCM. Select a device in the Devices List,
then click the Device Log Viewer icon in the toolbar to display the Device Log
Viewer window.

The Device Log Viewer shows a list of log entries for actions performed by
PCM on the device. It will list the type of log entry, when it was created, and
the log file name, along with additional details on data stored in the log file.
You can drag the window pane separator to increase the detail section of the
Device Log Viewer window. Double-click on an entry to see the device log
details in a separate pop-up display. You can also copy and paste the device
log entries to another application (such as notepad or MS Word) if desired.

iscowvery: device created
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Logoger Started

Device soanned; ResulesFallure: Timeout
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Figure 6-13. Device Log Viewer window

The Client IP is the address of the PCM console from which the action

(command) was sent to the device.
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Using Device Syslog

Syslog is alogging tool that allows a "client" switch to send event notification
messages to a networked device operating with the Syslog Server software.
HP ProCurve Devices that support Syslog Server software include:

e 28xx series, 26xx series, and 6108 on all software versions
e 2b5xx series with software version F.05.22 or newer
e 41xx series with software version G.07.21 or newer

e bHlxx series with software version E.07.21 or newer

To enable the Device Syslog function in PCM, you need to set the PCM server
as the Syslog server. You can use the CLI functionality in PCM to do this,
entering the command:

set: logging <syslog-ip-addr>

where syslog-ip-addr is the IP address of the PCM server. For additional
information refer to the section on "Syslog Operation" in the "Management and
Configuration Guide" for your switch.

To review the Device Syslog in PCM, double-click on the device node in the
tree or Devices List to display the Device Properties window, then click the
Device Syslog tab.

Propertes  Device Syuioq | Contigurations | Contgur stion History | Port Assigrmert Tate |

e -Rabhe 4 TLETEERNARMIIA S
Sdatus Date "
* Informalioral 4129004 5 20 AM mpy SME TELMET Session - MANAGER Mode establahed
#  informsorsl 4DS04T19AM Mg Transter compieted . =
b Informaisonal 4S04 319 AM ifip: ARG from 15255125187 for Se running-config
L4 Informatioral 429004 @10 AM hp Transies compieted
+* Informalional 42904 319 AM g ARG from 15 255 125181 for file runreng-config
* Informabonsl 4/20/048 S19 AM tfip Transfer compisted
. Informalioral 4279004 519 aM tfp RRG from 15 255125 181 for fle runreng-config
Selected rows 1 Total rows 14

Figure 6-14. Device Syslog window.

The information in the Device syslog is similar to data found in the Events tab.
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Status: The Status column identifies whether the event has been acknowl-
edged. A green asterisk indicates that the event has been acknowledged, and
ared asterisk indicates that the event is new and has not been acknowledged.

Severity: The Severity column shows the severity of each event, one of:
¢ Informational - Routine events
e  Warning - Unexpected service behavior
e Minor - Minor switch error that may impact performance

*  Major - Major switch error with potential of inhibiting some switch
operations

e (ritical - Severe switch error with the potential of halting all switch
operations

Date: The Date column identifies the date and time when the event occurred.
The date is shown in the Day of Week-Month-Day-Time-Year format. Time is
shown in the 24-hour clock format hh:mm:ss followed by the time zone.

Description: The Description column provides a short description of the
event. The description is derived from a list of predefined event type descrip-
tions included with the PCM application.

Filtering Syslog Events

Use the Filter field at the bottom of Device Syslog window to enter text to
search for within the event "Description". Just type in the word(s) you are
searching for, then click Apply Filter. The listing will be resorted so that all
events in which the filter text is found are at the top of the list.

Acknowledging Syslog Events

Acknowledging an event indicates that you are aware of the event but it has
not been resolved.

To acknowledge an event, select the event(s) to be acknowledged in the list
then click the Acknowledge button below the list.

The "Acknowledge Event" action will set the selected event(s) as acknowl-
edged, update the Syslog file, and update the event status in the list to reflect
the change.

Deleting Syslog Events

To delete an event select the events that you want to delete, the click the Delete
Event icon below the events list..
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Deleting a Syslog event will remove the event from the Syslog file and the
Device Syslog display.

Managing Syslog Size

The PCM Syslog server can hold a maximum of 1500 events. You can use the
Syslog Events option in the Global Preferences to reduce the number of events
the Syslog will hold, and the rate at which the Syslog file will be automatically
trimmed (cleared) of excess files.

1. Select the Syslog Events option in the Preferences menu to open the
Global:Syslog Events window.

x|
= Gioba GiobatSysog bvens |

=+ Configuration Management -
Switch software Sipag Everts
T E'F"'S'ﬁh*:;“?? Number of Sysiog events per device | 1,100 (max = 1500)
Talnet Trim Syslog messages every | 1= hours
- Discovery
Events
MNetwork Settings
Repors
SMTP Profiles

Status F'nlllni

Licensing

ok | cencet | ooy | Hew |

2. Type in the number of events you want the Syslog to hold, or use the
buttons to increase or decrease the number of events.

3. Type in the interval (number of hours) that you want to wait before
trimming the Syslog file to the maximum number of entries, or use the
buttons to increase or decrease the trim interval.

If a device is generating many events in the Syslog, the log will hold the
events over maximum, but operations with Syslog will be impacted, and
eventually the device operation may be impacted.

4. Click OK to apply the preferences and close the window.
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Using Traffic Monitor
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Using Traffic Monitor

The Traffic Monitor presents real-time information about the status of your
network. When you select the Traffic Monitor tab on the home page, or click
the Traffic Monitor button in the toolbar, the page displays five gauges in the
top half of the browser window and a histogram in the bottom half of the
window. Each gauge displays the worst measurement in the entire network
forthat statistical attribute. The histogram below the gauges displays the value
of an attribute, such as broadcasts/sec, for the segments in a selected segment
group.
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Figure 7-1. Traffic Monitor Main Page
The five statistical attributes sampled by Traffic Monitor are:

Utilization %: Represents the traffic on the selected segment as a percentage
of a segment's bandwidth (based on the theoretical maximum for the type of
connection) which is currently being utilized. Monitoring the utilization gives
ameasure of how much of the network capacity is being used on a particular
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segment. For example, if you are examining a 10 Mbps or a 100 Mbps segment,
utilization can tell you how much of the 10 Mbps or 100 Mbps segment's
bandwidth (in percentage such as 20%, 35%, 50%, etc.) is being used by the
devices on the segment.

Frames/sec: Represents the number of frames per second being transmitted
over the network or segment. Each protocol (such as Ethernet, IP, IPX, etc.)
has a different frame or packet specification.

Broadcasts/sec: Represents the number of broadcast packets being transmit-
ted over the segment per second. Broadcast packets are addressed to, and
must be processed by, all nodes on the network. This indicator gives an
estimation of the amount of bulk communications taking place over the
network. In general, this type of activity should be kept to a minimum as point-
to-point messages use bandwidth much more efficiently.

Multicasts/sec: Represents the number of multicast packets being transmit-
ted per second over the segment. Multicast packets are special forms of
broadcast packets where copies of the packets are delivered to a subset of all
devices on the network. This indicator gives an estimation of the amount of
bulk communications which are taking place over the network. As with
broadcast packets, this type of activity should be kept to a minimum as unicast
messages use bandwidth much more efficiently.

Errors/sec: Represents the number of errors that have occurred for the
segment. The number of errors can help you determine whether the network
is functioning properly.

Reading the Traffic Information Gauges

The gauges display the network traffic information for the current minute. The
colors on the gauges are:

m  green: value for the attribute is within the normal range
m  yellow: value has exceeded the normal range, but is not critical
m red: value is in the critical range. Corrective action may be needed.

m  blueinner band: The “high water mark”, which shows you the highest
value for that segment in the last hour. This indicator can help you
determine if there are any transient or intermittent problems for the
segment, even though the current minute indicator shows normal
activity.
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The amount of green, yellow and red displayed in each gauge corresponds to
the threshold settings for that segment. For example, if Segment A is a
10Base-T segment, and the current Threshold settings for Utilization% are as
follows,

green: OK, 0-50% utilization
yellow: warning, 51-75% utilization

red: critical, 76-100% utilization

then the gauge for Utilization% for Segment A would display a green area up
to 50%, a yellow area from 51% to 75%, and a red area from 76% to 100%. Click
on the Thresholds button to set segment thresholds.

The number in the rectangular box below the gauge indicates the attribute
value for the current minute.

Reading the Segment Histogram

Each bar in the histogram represents a segment. The segments are displayed
left to right in worst to best order, the worst segment being the one with traffic
that most exceeds any threshold value for that segment. If there are more than
30 segments to be displayed, a scroll bar will allow you to scroll horizontally
in order to view all the segments.

The six tabs across the top of the histogram display the attribute value used
forthe ordering of the segments. The Worst Overall tab displays in sorted order
left to right the segments that have the most problems. For example, if the
histogram displays 10 segments in red, this indicates that these segments have
exceeded at least one of the thresholds set for them. For one segment that
might be the Errors threshold, for another it might be the Utilization% thresh-
old. Holding the mouse over the segment bar will display a tool tip with the
segment name and the measurement represented, for example, “Utilization:
Shared Segment 001”.

Clicking on the segment bar highlights that segment and displays it in the
Selected Segment list box. If you have checked the “Link gauges to selected
segment in histogram” check box (located in the Options button), the gauges
change to reflect the attribute values for that segment.

Comparing Segments Across Different Medias

The yellow warning threshold line and the red critical threshold line are
displayed across the histogram at the same level for all segments. Because the
actual threshold values for various types of media are different, the segment
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bar heights are “normalized” to the threshold lines so that they can be
compared visually. For example, if Segment A is a 10Base-T segment, its
warning threshold for Frames/sec might be 3,000 frames/sec. For Segment B,
a 100Base-T segment, the warning threshold for Frames/sec might be 30,000
frames/sec. In order to make a comparison, the height of the segment bar is a
percentage above a threshold value, for example, 50% over the warning
threshold. Both segments can have the same percentage above the warning
threshold settings even though the actual value of Frames/sec is different for
each segment.

Displaying the Network Meter

The Network Meter provides an “at-a-glance” look at the most severe traffic
problem on the network being monitored during the current minute. The
Network Meter is similar to the Network Status panel of the Dashboard
window.

Worst Measure in Metwork

_|ol x| To launch a separate instance of the Net-

= work Meter on your desktop click on the Net
Meter button below the histogram on the
Traffic Monitor page.

You can keep the Network Meter window
anywhere on your PC desktop. It will con-
tinue to monitor the status of your network
while you work at other tasks.

The Net Meter button works as a toggle,
whenitis"on" the button changes to Hide Net
Meter in the Traffic Monitor window. Click-

b i ing it will close the Net Meter window and
———------=| the button on the Traffic Monitor changes
i Show worst 5 segmenis... || back to Net Meter.

Clicking on the Show Worst 5 Segments button displays a window showing the
top five thresholds that have been exceeded, and the associated segments.

Options Button

Clicking on the Options button at the bottom of the Traffic Monitor page
displays the Link Gauges to selected segment in histogram check box. Clicking on
this check box causes the gauges in the Traffic Monitor page to display
statistics for the segment that you have selected in the histogram.
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Using Traffic Monitor

Note

You may see the Network Meter needle indicating a warning or critical
situation when the gauges in the Traffic Monitor page do not. The Network
Meter displays the worst measurement for any segment in the network. If you
have "linked the gauges to the selected segment" (Options) the gauges in the
Traffic Monitor page display the traffic only for the segment that you have
selected. If the segments are not linked to the gauges (Options), the Network
Meter and the gauges will reflect the same conditions.
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Setting Thresholds

When you click on Thresholds at the bottom of the Traffic Monitor window, a
separate Thresholds window appears.

: =10 x|
FDOI | 100vG | Ethamet | Segments

Apply 1o Segment

—Litilization % (100 Mbps)

I | —

opamina 50 =1 KCritical 75 =100
~=Framesisec (100 Mbps)

[ mm - |

ofaming T4410 = [Eriticat T11610 = 148810
—Broadcastsisac (100 Mbps)

[ = — I

ofvamina 1500 = [Critical 6000 =3 10000
~Mullicastsisec (100 Mbps)

] - |

OWMaming 1500 = [Critical 6000 =110000
—Errarsisec (100 Mbps)

. - |

ofVaming 10 = Eritical 100 =200

Defaults l AR |

Cancel

Figure 7-2. Traffic Monitor: Thresholds Window

A set of default thresholds is provided for each network attribute and is
specific to a segment and its type. The values shown for the Ethernet tab are
for a media speed of 10 Mbps. If your Ethernet is 100 Mbps or Gigabit, or if
the segments are trunked, the threshold values are adjusted automatically.
The thresholds for other types are also adjusted automatically when appro-
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Setting Thresholds

Note

priate, for example, if the segments are trunked. This will not be visible in the
Thresholds window. For example, if four ports on a switch are trunked, a 10
Mbps Ethernet segment would now be four times as fast, or 40 Mbps. The
threshold values are adjusted automatically to be appropriate for this speed.
You can still set the threshold values for a specific segment by selecting that
segment from the list in the Segments tab.

As a network attribute reaches a certain threshold, a corresponding color
(either green, yellow, or red) is used to indicate the current state (normal,
warning, or critical, respectively.) Changing the threshold ranges to better
represent your network's normal activity will be a relative decision. For
example, a normal threshold range for traffic utilization will vary from net-
work to network, and segment to segment. It is recommended that you use
the default threshold values first and adjust them to fit the traffic patterns on
your network. By fine tuning the threshold levels, you can find the optimum
operating conditions for each segment on your network, which makes it easier
to see problems as they occur.

Traffic Monitor thresholds will not generate alerts/events in the Event
Browser, they appear only in the Traffic Thresholds display.

To change your threshold settings, select a network type such as Ethernet.
The threshold values for the attributes for Ethernet segments are displayed.
You can move the sliders to the left or right to increase or decrease a threshold
value, or click on the up/down controls underneath the sliders to fine tune the
threshold values. As you move the sliders, these values will change accord-
ingly. To save your changes, click Apply at the bottom of the Threshold window.
The changes are applied to all segments of that type, for example, all Ethernet
segments. When you've finished making changes, click OK to exit the window.

If you click on OK; any changes that you have made and not yet applied will
be applied. If you click on Cancel, any changes that haven't been applied are
not applied. If you have applied changes before clicking on Cancel, those
changes remain applied.

If you want to change the thresholds for a single segment, select the Segments
tab at the top of the window. Select a segment from the list box. The Thresh-
olds window now reflects the attribute threshold values for that segment.
Click on Apply to save any changes.

If you select a different segment from the list box before you have applied
your changes, a message will appear asking you if you want to apply your
changes.

Click the Defaults button returns the threshold values for that segment or
segment speed to the original default values.
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Who Are the Top 5 Talkers?

The Top5 View helps answer the question, “Who is causing the problem (who
are the top talkers) on the segment?” by displaying a graph identifying the top
five nodes causing the network activity on the segment for the selected
minute. Click on the Show Details button below the gauges or at the bottom of
the page to display the Top5 View window.

Note

If the segment has no devices that are (XRMON or SFlow) sampling-capable,
the only data displayed is “Other”.

[ Topsview =1o|x|
File ‘iew
Sources ] Destinations ] Connections ] Protocols ]
name 89 port_1_(manual) ... Top Sources by Frames
Crther top contrbutors not in the selected mmte.
Oither
17 200 PML
sl
o -
L e S B
231 PM 246 PAL

Figure 7-3. Traffic Monitor: Top 5 Talkers

You can display graphs for each of the measured attributes showing:
m  Top Sources (default)

m Top Destinations

m  Top Connections

m  Top Protocols
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More than one graph can be displayed at a time, so you can look at the values
for multiple attributes for each segment.

Since Traffic Monitor presents real-time information, the data will be “moving”
on your graph. Data is graphed and updated every minute. The Topb View
displays up to 60 data points, that is, you can view the most recent hour of
activity.

The right-most bar in the graph represents (up to) the top five nodes for the
latest minute graphed. This bar is selected by default and is indicated with a
black “tick” and the time sampled above it. The color-coded stacked bars
represent the activity for up to the top five nodes and “other” nodes for the
selected attribute and segment. The non-selected bars in the graph show how
these top talkers have behaved over the past hour. This lets you view trends
over the last hour for the five top talkers of the selected minute.

The yellow and the red horizontal lines on the background of the graph
represent the warning and critical values, respectively, for the selected seg-
ment. These lines only appear when the graph scale is high enough.

The colors are in the same order as they appear in the legend, that is, the node
with the greatest activity is represented by the color at the bottom of the
stacked bar. The white portion of the stacked bar represents the top talkers
in minutes who are not top talkers in the selected minute; the dark gray portion
of the stacked bar represents all other activity. You can visually trace the same
color across the graph to see trends of activity over the past hour.

Information for the top five colors in the legend identifies the source and
destination nodes of the top five connections for every data point on the graph.
The information in the color legend will change as the data points are graphed.
Depending on the parameters you have selected, the information provided by
the legend can include:

m The layer 3 or layer 2 (MAC) address

m  The network protocol or service being used. The highest network
protocol for the communication path is displayed.

m The direction of data flow (the source and destination nodes)

Here is an example of information that you might see in the legend:
ETHER 00:00:10:44:36:12 (DOD IP)
The first item displayed (ETHER) is the highest (in the network stack)

decoded network protocol used for this destination. The number to the right
(00:00:10:44:36:12) is the IP address of the destination. The last item displayed
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in parentheses (DOD IP) is the network service this source node is using to
communicate in this network connection. If the network service is a well-
known service such as telnet or ftp, then the service name appears inside the
parentheses. If the network service is not well-known, then its socket number
is displayed in the parentheses.

Other Top Talkers Not in Selected Minute

You may get more information from the Top5 View by clicking on a stacked
bar that contains a white stack. The white stack represents the top talkers that
occurred in a minute other than the selected minute. For example, if the
selected minute is 2:01, but you notice that there is a tall bar with a large white
portion that occurred at 1:30, you can click on the 1:30 bar to see who the top
talkers were during that minute. The stacked bar and the legend change to
represent the top talkers that occurred at 1:30.

If your graph is displaying stacked bars with large portions of white, it is
possible that the selected minute is not displaying the most active nodes.

Others

The dark gray portion of the stacked bar represents a summation of all of the
other activity that occurred during that minute. There is no additional infor-
mation contained in this portion of the bar. It can be a useful indicator of an
overloaded network when what you see on the graph is large areas of dark
gray with no particular user causing a problem.

Ifyour graph displays large portions of gray, selecting another parameter, such
as “Top Destinations”, may show different results. For example, if a large
number of nodes begin backing up to a single server, displaying the Top
Destinations graph would show the server as the “top talker”.

If your graph is only displaying “Other” data, there may be a problem with the
data sampler for this segment, XRMON/SFlow data collection may be dis-
abled, or the device is incapable of collecting XRMON/SFlow data.

Top5 View Menu Items

The Top5 View has two menu selections. The functions of each are described
in the following table.
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Table 9-1.  Functions of the Top5 Menu

Menu Item Function
File Close: Closes the Top5 View window
View Displays a new graph for each attribute:

¢ Utilization%
¢ Frames/sec
¢ Broadcasts/sec
¢ Multicasts/sec
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Traffic Monitor Configuration

With HP ProCurve Manager Plus, you can collect traffic data from selected
ports of devices. You can also choose the type of data to be collected, for
example, Extended RMON (XRMON) or SFlow sampler data, or just traffic
statistics.

Adding Devices to Traffic Monitor

When you first start PCM+, the Traffic Monitor is not set to collect data for
any devices on the network. You need to add the devices to monitor to Traffic
Monitor in order for traffic data to be collected. When a device is added to the
Traffic Monitor, it is also added to the Traffic Devices tab.

You can add a single device at a time, or multiple devices. You may also modify
the configuration of a device that has already been added to Traffic Monitor.

To collect traffic data for a device, add the device to the Traffic Monitor using
one of the following methods.

To add devices to Traffic Monitor using the tree:

1. Right-click on the device, device group, or interconnect devices node to
be added to the Traffic Monitor.

2. Select Traffic Monitor from the(right-click) menu.
3. Select one of the following:

Add Device(s): Add the selected device(s) to traffic management but do
not collect statistics for any ports on the devices (no statistics collected).

Collect Statistics: Collect statistics (MIB-II SNMP counters) for all ports
on selected device(s).

Collect Sampler Data: Collect statistics and header samples based on the
type of sampler (XRMON and sFlow) supported by the device. Collect
Sampler Data configures the sFlow sampler if the device supports it. If
the device supports XRMON but not sFlow, the XRMON sampler is
configured for the device ports. If neither XRMON or sFlow is supported,
only statistics are collected.

NOTE: If the Stats checkbox is checked, XRMON (Ease) is configured.

4. When the Traffic Device Configuration window appears, configure the
individual ports for the selected device.

7-13



Monitoring Network Traffic

Traffic Monitor Configuration

To add devices to Traffic Monitor using the map:

1.
2.
3.

Navigate to and select the Network, Subnet, or VLAN map in the tree.
In the map, right-click the device to be added to the Traffic Monitor

Select Traffic Monitor from the drop-down menu, and proceed as
described for adding devices to Traffic Monitor using the tree.

To add devices to Traffic Monitor using the Devices List:

1.

2
3.
4

Click the device group or interconnect devices node in the tree.
Click the Devices List tab.
Select one or more devices from the Devices List.

Click the "Add Device to Traffic Monitor" button. This launches the Traffic
Device Configuration window that you will use to configure monitoring
for ports on each device.

Configuring Ports for Traffic Monitoring

The Traffic Device Configuration window displays all devices from one or
more selected device groups or individual devices. After the Traffic Device
configuration window is displayed, you may continue to select additional
devices or device groups and they will be added to the Traffic Devices
Configuration window. When you are satisfied with the list of devices, you
may then proceed to configure their ports.

The Traffice Device configuration window allows you to pick two monitoring
options:

Stats—Collects data using the MIB-II SNMP counters to measure
traffic on the network.

Sampler—Collect Statistics and SFLOW or XRMON (EASE) data.
Selecting the check box in this column will enable the XRMON or
SFLOW sampler for all ports on the device. The sampler data allows
you to see the "Top 5" contributors to the network traffic segment.

The "Sampler" option configures the device to collect both statistics and
header samples based on the type of sampler that the interconnect device
supports. Two types of samplers are supported; XRMON and SFLOW.
SFLOW is the preferred sampler, and if the device supports both XRMON
and SFLOW the SFLOW sampler will be enabled for the device. If the
device does not support SFLOW but does support XRMON, then the
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XRMON sampler is configured for the device. If the device does not
support either sampler, N/A appears in the column and only Stats collec-
tion will be enabled.

You can tell which type of sampler is supported by noting whether the
Stats column check box is selected. When SFLOW is supported, the
statistics check box is blank because the SFLOW sampler has built in
statistics data collection. If XRMON is supported, the Stats check box is
always selected.

m The Last Arrival of Data column also indicates which devices are
configured. The Unconfigured Device message indicates a device is not
configured. A timestamp of the last time traffic monitor received data
from a device, or any other message indicates a previously configured
device.

A message of "Device updated - no data" or "Port updated - no data" that
appears for more than six minutes indicates there is a condition prevent-
ing Traffic Monitor from collecting data. You can look in the Event
Browser for "Traffic Manager" error messages to get additional information.
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Figure 9-4. Traffic Device Configuration window
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While it is simplest to configure all ports on a device at once, configuring a
device on a port-by-port basis conserves network resources by allowing you
to select the individual device ports that you want to monitor. For example,
you might want to monitor only those ports that have traffic between your
interconnect devices (switch-to-switch) and server end-nodes. In most cases
you will want to omit all other end-node segments (PCs, printers, etc.). In
addition, since every link (segment) between two devices has two ports (one
on each side of the link), only one of the two ports needs to be monitored.

To configure ports on a port-by-port basis:

1. Inthe Traffic Device Configuration window, click the + next to the devices
to be configured, which displays every port on the devices.

2. Click the Stats box next to each port that will be included in traffic
statistics only.

3. Click the Sampler box next to each port that will be included in sampler
data and traffic statistics. You cannot select Sampler for ports that do not
support sFlow or Ease samplers.

(Note that Ports configured for Sampler are automatically configured for
traffic statistics.)

To configure all ports on a device:
1. Inthe Traffic Device Configuration window, select the device.

2. Click the Stats box next to the device that will be included in traffic
statistics only.

3. Clickthe Sampler box nextto each device that will be included in sampler
data and traffic statistics. You cannot select Sampler for ports that do not
support sFlow or Ease samplers.

To configure all ports for all devices in Traffic Monitor:

1. Inthe Traffic Device Configuration window, select the "Traffic Manage-
ment Devices" row (top node).

2. Toinclude all ports in traffic statistics only, click the Stats box.

3. Toinclude all ports in sampler data and traffic statistics, click the Sampler
box.
(Note that Ports configured for Sampler are automatically configured for
traffic statistics.)

When you are finished selecting the ports to monitor, click on the OK button.
The Traffic Monitor restarts with the new device information.
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Modifying Port Traffic Configurations

To modify the Port configurations on a traffic device, select Interconnect
Devices in the navigation tree to display the Devices window, then select the
Traffic Devices tab to display the list of configured Traffic devices.

Select the device in the Traffic Devices list, then click the "modify" icon in the
toolbar. The Traffic Device Configuration window is displayed and you can
modify your configuration using the same procedures as described above.

Excluding Devices from Traffic Monitoring

To exclude a device from the Traffic Device Manager, select the device in the
Traffic Device Configuration list, then click on the Exclude button at the bottom
of the window.

Excluding a device removes it from the current Traffic Device Configuration
list, which is useful when you selected a group of devices and want to remove
a device from the devices being added or modified. Excluding a device does
not remove it from the Traffic Monitor or group, but simply removes it from
the list of devices being configured.

Removing Devices from Traffic Monitor

To delete Traffic devices, select Interconnect Devices in the navigation tree
to display the Devices window, then select the Traffic Devices tab to display
the list of configured Traffic devices.

Select the device or devices in the Traffic Devices list, then click the "Delete"
icon in the toolbar.

An alternate method for removing Traffic devicesis to right click on the device
in the navigation tree, and select the Traffic Monitor -> Remove Device(s) item
from the menu. The selected device(s) will be removed from the Traffic
Monitor and Traffic Device Configuration list.
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Troubleshooting Traffic Monitor

There may be times when your Traffic Monitor gauges are not registering any
data (you see no gauge needles), or one or more segments in the histogram
may go gray. Some of the reasons this may occur are:

m Data Not Current—If the data is not current, the gauges will not have
needles, the attribute values are grayed out, and the segment bars in
the histogram are shades of gray. Darker shades of gray indicate more
serious problems with that segment.

m Too Little Traffic on Network—If your network is carrying very little
traffic at this time, the gauges will not indicate any traffic.

m  One Segment is Gray—There may be a problem with this particular
segment. The data sampler may not be working, there may not be
enough traffic on that segment, or a device may have been discon-
nected from that segment.

m  Machine is Very Busy—The CPU may not be able to process the data
because it is too busy.

m  Switch is Very Busy—When an interconnect device becomes over-
loaded, it may stop responding to management requests in order to
execute its primary function of handling network traffic.

You can also look in the Event Browser to get additional information on
specific devices that may be having problems, or for "Traffic Manager" events
indicating there is a problem with Traffic Monitor’s ability to access the device.

Server Connection Lost

When you add, modify or delete a traffic device configuration, the "Attempting
tore-establish connection" message is displayed in the lower left corner of the
Traffic Monitor tab. Configuration changes can take up to five minutes, during
which time the traffic monitor gauges will not show any traffic data.

If the message remains longer than five minutes and a connection is not
established with the server, try the following:

e  Check the Event browser window for Traffic errors.

e  Use the Microsoft Task Manager to check that the TMServer and
Trafficd are still running on the PCM Server.

e Restart the PCM Client.

e Restart the PCM Server Service
(under Administrative Tools->Services)
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About Configuration Manager

The Configuration Manager module in PCM+ allows you to scan HP ProCurve
Switches in your network and store records of the switch configurations (SW,
HW, and Switch Software [OS] configurations) in a database. This information
can then be used to:

m Identify when a device configuration has been changed.

m  Rollback or roll forward configurations on a single device or many
devices.

m  Send CLI command(s) to one or many devices.

The Configuration Manager scan process can be done on demand or as a
scheduled process. This helps you manage device configurations in your
network by providing notification whenever any configuration (software or
hardware) changes on an HP ProCurve device in the network.

As a quick summary, the Configuration Manager component provides the
following features:

m  Automatic device configuration scans (manually or on set intervals)
m Viewing of device configurations

m Viewing configuration history for a device

m  Comparison of any two device configurations

m  Ability to restore or deploy a specific configuration to a device
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Reviewing Device Configurations

The Configurations pane in the Network Management Dashboard display
provides a quick review of overall network device configurations. For a more
detailed display, click on the Configurations pane to display the device Con-
figurations tab in the Interconnect Devices window.
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Figure 8-1. Device Configurations listing

The Configurations display provides a list of which devices have had config-
uration changes. It gives the following information for each device:

e Device - The DNS name or IP address of the device
e Result - Icons indicating the result of the last scan, one of:

B Changed

& Login failure

5 Device not supported
() Scan timed out

~ Device never scanned

@ Network error prevented scan

e Latest - Whether the device has the latest software (operating
system). Check indicates yes, blank indicates no.

e Last Change - Date of the most recent configuration change.
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e SW-Yellow triangle indicates the software configuration changed on

the date shown in the Last Change column.

e HW - Yellow triangle indicates the hardware configuration changed

on the date shown in the Last Change column.

e FW Ver - Yellow triangle indicates the ProCurve Switch Software

changed on the date shown in the Last Change column

e Last Scan - Most recent date that a device scan was attempted.

¢ Scheduled - Indicates the device is included for the next scheduled
scan. A grayed out icon indicates the device has been removed from

the next scheduled scan.

You can sort the list on any of the columns. For example, click the SW column
and/or Last Change column heading. This will re-sort the list with devices that

have software changes at the top.

Configurations Detail

To view detailed configuration information for a device, double-click on the
device in the Configurations tab to display the Configurations detail.
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Figure 8-2. Device Configuration detail
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If the configuration for the device has changed, you can use the "Display by"
option to review the configuration details from previous scans, either by date
of the scan, or by configuration label (if used).

Configurations are collected for the HP ProCurve Wireless access points
(420wl, 520w1), but the format is binary proprietary (machine readable only).
You can still label and re-deploy wireless configurations as needed.

VLAN Configuration Detail

To review the VLANS configurations for the device, click the "Show VLAN List"
icon in the toolbar. (Or use the "Show VLAN" option in the right-click menu).

WLAN Name  WLAN Id WLAN Type Management V...
DEFAULT_WLAN |1 | Static No |
vian-4 la | Static No
VLAN-15 15 | Static 'No
subnet-16 16 | Static Mo
ted-30 (30 | Static Ma

& | Dynamic Mo

|25 Dynamic Mo

|2-'JIIJ !_‘:l:-,-'na mic | Ma
wan-5 i'5 :Statu: -Nu

Close I

Figure 8-3. Show VLAN List for Device window.

The VLAN list includes the VLAN Name, ID, type, and management status for
all VLANS configured on the device.

Refer to Chapter 9, “Using VLANs” for information on configuring VLANSs.
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Device Configuration History

Click the Configuration History tab to view a history of configuration changes
for the device.

F‘rupmtms| [Diavice Sjslug| Configurations  Configuration History | Port Assignment Tahhl

@i s B TL TR RN R RAERIAD
Last scan: DEAO22004 12:08:46 [# Show SW Everts [ Show HW Events ¥ Show FW Events

Diate SW.. 7 H&Cig  SWWer Labels Comrent | SW Cfg Date | HVW Cfg Date | SWver Date
050904 12:06. . 1 1% | & | scan test 0600104 12, 060904 12:. | 060904 12:.
0e/09.04 12252 Fay 0e0a0d 12, 0e090d 12;, . 050904 12
Selected rows: 0 Total rows:2

Figure 8-4. Device Configuration History display

The Configuration History window displays a list of every* past configuration
stored for the device. This information can be used to determine when and
how configurations have changed. The SwChg, HwChg, and OsChg columns are
marked with a yellow triangle to indicate if the given configuration had
changed when that configuration scan was stored. The Labels field lists any
labels applied to a given configuration, and the Comments field lists comments
entered on the scan event. The remaining Sw, Hw and Fw Date columns are
provided to help sort the configuration data by the date changes occurred. You
can filter out the display of Sw, Hw, or Fw events by unchecking the "Show"
events at the top of the list.

* The number of stored configurations is controlled by the Configuration
Management preferences.
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Using Configuration Labels

You can apply labels to a device configuration to help identify known good
configurations or other special configurations in the Configurations and Con-
figuration History displays.

To apply a configuration label, select the device configuration in the Configu-
rations or Configuration History display, then click the Label icon in the
toolbar. The "Apply a Label" dialog will be displayed.

[4] Label a Configuration x|

Ose this dialog to apply a label to the selected
configuration.

Configuration:
Dewice: 15.29.36.63
Caprture dace; Wednesday, 5 May 2004 13:02 FPM

Lahel: |

[~ Automatically move label if not unigue

Ok | Cancel Help |

Figure 8-5. Apply Label to Device Configuration dialog

Note that when accessed from the Configuration History, the device name
panel is not shown. Also, if multiple devices are selected in the Configurations
listing, each of the devices will be listed in the "Apply a Label" dialog.

Enter a Label for the device (software) configuration, then click OK. The device
configuration record will be updated with the new Label.

If you are not sure if the label is unique-that it has not been used before for
the selected device, check (click) the Automatically move label option. This will
move the label to the selected configuration, from a configuration on which
it was previously used.

You can apply multiple labels to any given configuration, but each label must
be unique. Once a Label is applied, the Label cannot be edited or removed
from that configuration.
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Comparing Device Configurations

The Configuration Manager allows you to compare configurations between
devices, or two separate configurations on the same device. You can then use
data from one configuration to edit or restore a device configuration on one
or more devices.

To compare device configurations between two separate devices, in the
Devices List or the Configurations tab, select two devices in the list, then click
the Compare icon in the toolbar. In the confirmation pop-up dialog, click
Compare! to continue with the comparison.

[’ 1t onfiguration Deffersnoe Viewesr _l_lj
Dievice: nmdevid.rose.hp.com (15.29.37.14) Device: mmdewid.rose.hp.com (15.29.37.14)
Side-by-side | inline |
Flrmweare Version Diate: 05052004 10:07-16 A Diatec  DSDS/2004 10:07:16 AM
OsHev HOT 32 CsRev HOF 32
|Software Configuration
Diake: 05052004 10:07-16 AM 1 Date: EE-DEIZ]]*DHEIM P
chgged Z1-25 r.nggpr‘. $1=-25 :I
aNit EX1T
vlan 16 vian 16
name “subne=t-16% nam=s "=ubnet-1587
ilp addreas 150.2.51.14 255.255.248.0 ip addresa 150.2.51.14 255.255.246.0
tagged Z1 cagged 21
axin exit
—wlan G686
- femE "vlan-666Y _]
= no ip address
- auir
wlan & wien & =,
T LT} T — :J_I
[Hardware Configuration
Diate: 054062004 10:07 16 AM 1 Dater DSOSR004 10:07-16 A
Chassi= HPF J48504 Profurve Switch 2¢ ) Chas=is HF J48584 ProCucwe Switch :ﬂ
Backplans HF JA88RL Jvicch hackplans Backplans HP JIERSR Swicch backplans
Fan 1 HP J4899% Switch fan Fan 1 MP J485594 Switch fan
Fan 2 HP JISFPL Switch fan Fan 2 HP J4E99A Jwicch fan
Power Supply HP J98994 Switch power suppl FPower Supply HP J48994 Switch power supp
3lot HP J4580A 3vicch port wmodule slot ot HP J46R8A Jwicch port wodule aloo
Card P Fiwed 48-port 10/100-T + Z-port Gi | Card WP Fiued 4#8-port 10/100-T + 2-pocc &
Port 1 HP Fixed 10BAZE-T/100BASE-TX |} Port 1 HP Fided 10BAZE-T/100EASE-T
g n gevme nmser msoomver o goce s I e _..,.Hc.._.,ﬂ:d

Figure 8-6. Configurations Difference Viewer, default display

The default display is Side-by-side, that is with one device configuration in the
right side and the other on the left. Differences in the software configuration
are highlighted with different colored text.
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If you want to view only the differences between the two configurations, click

the Inline tab.

_j'J' Configuration Difference Viewer

x|

Device: nmdevl®. rose.hp.com (15.29.37 46) Device: nmdevi?.rose.hp.com (15.29.37.17)

Side-by-side Inline |

05 Configuration Date: 1041472003 060027 AM  Date: 1000720003 053529 PM
OsRev: E.O7 .34 OsRew: E.O7 30

Sofware Configuration [+ Show differences only

Date: 10172003 09:24:56 A Diate; 102072003 10:08:45 AM

—r JA4B50A Configuration Editor: Created oh kelease #E.07.34
=hostname "NMDEWYOS™

-snmp-server contact "Sal ando”™

H: JA4B19A Configueation Editor: Created on pelease #E.07.30
Hhostname “Jeff's awitcch”

Hanmp-secyer contact “Jeff a”

Hanmp-secver location "Wheres Jeff™

—anmp-SeEveE host 15.255.123.130 "publiec”™ Not-INFOD
-anmp-server hoat 15.255.122,31 “public” HNoc-INFO
=ammp=-server host 15.255.5.75 "public” Not-INFO

L L LT hase 10 AEE T34 M Mesikldsr Was THET

Hardwrare Configuration ¥ Show differences only
Date: 10072003 05:35:29 P Date: 10/07/2003 05:35:37 PM

-Chazsis HF J4050R Frolucve Switch BoUdRL
-Backplane HF T4850& Switch backplane

- HP J48504 3witch pouwer supply bay pseudocontaines
— HF J48504 3witch =2loc pse-uﬂu:unta:ln.er

=~Fan 1 HF J4950& Switch fan

-Fan 2 HF T4450& Switch fan

-Power Supply Bay 1 HP J4850A Swivch power supply bay

=

Figure 8-7. Configuration Difference Viewer, Inline display

Click to check the Show differences only option. The inline display will list the
first device type, software release, and device name. Then the second device
is listed, with the differences in configuration from the first device listed. No
other colors or indicators are used to highlight differences between the two

configurations.
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Note:

3

Updating Device Configurations

After reviewing your network device configurations, you can use the Deploy
Wizard to edit the software configuration and deploy it to a device (commit
to flash). The Deploy Wizard will perform a total replacement of the software
configuration on the target device and then reboot the device and capture the
new configuration information. Deployment is useful when you capture a
known good configuration and want to restore that configuration in its
entirety, or apply the configuration to other devices.

Use the Device Manager for simple tasks like changing the host name, com-
munity names, and authorized managers. Use the CLI Wizard, Telnet, or Web
Agent for more complex configuration changes.

Using the Deploy Wizard

To deploy a known good configuration to a device, go to the Configuration
History window for the device and select (highlight) the configuration to be
deployed, then click the Deploy Wizard icon in the toolbar.

x|

Edit Configuration Y

Deploy

Wizard

Configuration
nmdev® roze hp com
: J4650A Configuration Editor: Creared =

hostnane "HHDEV0IS™

Enmp-FEEVEL contact THal ando”

cdp rum

module 1 type JT48204

ip default-gateway 15,29,.32.1
Snup-3erver community “public” Unrestri

snnp-server host 15.255.123.130 "public
anmp-server host 15.255.122.31 "public™”

snmp-server host 15.255.5.75 "public™ N
arpr-ssrear hast 16 285 174 @ Taakhiier 2
1J“ I7 »

Start Over I gacl I Mext | Cancel |

Figure 8-8. Deploy WIzard, Edit Configuration dialog
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For most HP ProCurve devices the CLI commands for the configuration are
displayed. For the 8000, 4000, 2400, and 1600 series devices, the configuration
is shown and edited in record format.

Assuming you have selected a known good configuration, no edits should be
needed. However, you can click in the configuration display and edit the
configuration as needed. Note that there is no parsing or interpretation on
commands entered in the Deploy Wizard. For details on CLI commands used
for device configuration, refer to the Management and Configuration Guide
for the device.

Click Next to continue to Schedule Deployment.

x
Schedule the deploymeant ?

DEF"':"'}" Kote that deploying a configuration causes
the device to reboot itaelf!

Therefore you may find it useful to schedule
the deployment to occur at & time when
demands on the network ace light.

Wizard

= Daploy now
 Deploy later
Start date
Start date fved osmsizons = fizes = T
¥ Run ASAP

-.4| Cancel

Figure 8-9. Deploy Wizard, Schedule deployment dialog.

m  Select Deploy now if you need to deploy the configuration immediately
to correct a problem in the device. The configuration will deploy as
soon as you click the Next button.

m  Select Deploy later to deploy the configuration at the date and time that
you specify in the Start date fields.

If you selected the Deploy later option, click Finish to save the configuration
deployment schedule and exit the wizard.
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Tip:

If you selected the Deploy now option, when you click Next the Deploy Wizard
will display a monitor of the deployment status. Possible results are:

e Successful - The configuration deployed successfully.

e Deployment Failed - The configuration was not deployed due to abad
connection, nonexistent or invalid file, or invalid permissions.

e Configuration files identical - No changes were made because the
configuration file on the device is identical to the configuration
deployed.

Click Close to exit the Deploy Wizard.

To apply a known good configuration from one network device to another,
you can copy portions of the software configuration information from the
Configurations details or Comparison display, then paste the copied configu-
ration in the "Deploy Wizard:Edit" dialog or "CLI Wizard:Commands" dialog.
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Configuring Devices with CLI

The CLI Wizard feature in the Configuration Manager lets you issue a config-
uration command to multiple devices at the same time. In this way you use a
"batch process" to update the configuration on all devices at once, instead of
having to update each device separately.

To issue a command to multiple devices using the CLI Wizard,
1. Select the devices in the Devices List or Configurations list display.

2. Click the CLI Wizard icon in the toolbar. This will launch the CLI Wizard.

T x

What commands would you like to issue?

Command-line

Commands

Wizard

¥ Commit to flash

¥ Capture canfiguration after issuing commands

Bl ot e | el I N-th| Cancel

Figure 8-10. CLI Wizard, Commands dialog

3. Clickin the text box and type in the configuration command(s) you want
to apply.
You can enter any mixture of commands or "show" commands. The
commands will be executed in the order entered. Care should be taken
when issuing commands that change an IP address or commands that will
cause a device to reboot.

4. The Commit to flash option is essentially a "write memory" command that
will commit commands to the startup configuration.
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The Capture configuration... option tell Configuration Manager to automat-
ically scan the device to capture the configuration after the commands
are issued.

Click the check box to deselect these options. A check mark indicates the
options are enabled.

5. Click Next to continue.:

uwaard x|

Select when you want to execute 4

Command-line
Wizard

| Send commands now

= Send commands |atet

Tou may send the CLI commands now, or at
gome =cheduled time in the future.

If you choose to 3end the commands in the
future, then you may also elect to execute
the comnmands just ohce, ot repeatedly on a
specified recurrence schedule.

Start Ower I Back | Mext | Hinish | Cancel

Figure 8-11. CLI Wizard, Select when to execute dialog

6. Select when you want to execute the CLI commands:

e  Select Send commands now if you want to execute the commands
immediately to repair a problem or improve performance.

e Select Send commands later to send commands at a time when the
impact to network performance will not be a problem.
7. Click Next to continue.

a. If you selected the Send commands now option, the CLI Wizard will
display a monitor of the command status.
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Monitor the progress 2

—
Command-line o

et bl . ~CLI activity and status
50 enabhled
Tekl enabled
TehkZ enabled

WA

Wizard

L

i Logout: nmdevld. rose.hp.com (15.29.37.
KLogin: nmdevlZ.eose.hp.com [15.29.37.1
ICLI Timeouc: CLI Timeout: Termination P

CLL complecs, "'|
*

. .

Star Over | Back | oyt | Close

Figure 8-12. CLI Wizard, Monitor dialog

In the Monitor dialog, click Halt to stop the CLI command action.
Otherwise, the monitor will display the results of each command.

If you issue commands to multiple devices using the CLI Wizard, it issues the
commands to five devices at a time, in parallel, until all devices are configured.

b. If you selected the Send commands later option, when you click Next a
scheduling dialog is displayed.
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ciwaard x|

Setup the schedule

wkl

Command-ine .
e Folicy Mame;
Wizard

1

Start date

Start date fwed 0510502004 = 743 = T
¥ Run ASAP

Recumence pattemn

" Maver Every I1 Diay(s)

" Onetime ™ Skip weekend
" Hourly

& Daily
" Warkly

Start Ower | Back | Mext | Fifria | Cancel

Figure 8-13. CLI Wizard, Schedule setup dialog

8. Enter a name under which the CLI commands will be stored, then enter
the start date and time, and the recurrence pattern if you want to repeat
the commands at scheduled intervals, similar to a CLI policy. (Chapter 10)

Never No further action is required (Policy definition is saved,
but will not be enforced).

One time No further action is required (the currently scheduled
time is used with no recurrences).

Hourly Type the number of hours and minutes to wait between
executing commands. If you do not want the commands
executed on Saturdays and Sundays, check the Skip
weekend checkbox.

Daily Type the number of days to wait between enforcements.
If you do not want the commands enforced on Satur-
days and Sundays, check the Skip weekend checkbox.

9. Click Next to continue.
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%]

Specify output options 4
{:cummgnd-hn.g Tou may capture the output for the entire
"""M"i"[]l'd session in a single file. The file will be
¥ Fa

placed in the serveridacta directory under
your install location.

™ Capture output to a file

Filename: |

I:' LEEER

Start Over I Back |I5mf~'l§'§t”“§| Sinih I Cancel |

Figure 8-14. CLI Wizard, Output Options dialog

10. Select the Session Output options:

a. Ifyou do not want to capture the output for the session, click Next to
close the "Specify Output Options" window.

b. Click the Capture output to a file checkbox to capture the output for
the session.

c. Type in the file name in which to store the output.

d. Click the Append checkbox to append the next session output to
previous output if the file already exists.
To overwrite an existing file, ensure that the Append checkbox is not
checked.

e. Click Next. The Show Selected devices dialog is displayed, with the
list of devices to which the CLI commands will be applied.
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L1 Wizard i x|

Show the selected devices Y
Command-line interconnect device 3de1-5304xknd-1.roze hp.com
Wizard
StatOver | Back | 1o | Finish |

Figure 8-15. CLI Wizard, Show Selected Devices dialog

11. Click Finish to exit the CLI Wizard, or Start Over to return to the Commands
dialog and issue additional commands.
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Performing Configuration Scans

When the PCM+ Server is installed, it uses a default policy that automatically
scans devices on the network to collect device status and configuration
information once each day. You can also perform a manual scan at any time.

Manual Configuration Scanning

To manually scan a device or group of devices, select the device or devices in
the Devices Lists display, then click the Scan button in the toolbar. Alternately,
you can right-click on the device in either the navigation tree, or the network
map, then select the Scan option from the menu. Either action will launch the
Scan Wizard.

Xy

Scan for new configurations 2

c £
200N Comrment to add to stored configurations
Wizard

\

ot Clver | | Mext | Cancel I

Figure 8-16. Configuration Manager: Scan Wizard, Comment dialog.

You can enter a comment that will be stored in the database along with the
configuration record, or just proceed to the next dialog.
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x|

Monitor the scan progress b

Scan

Scan activily and status

Etatting SCan. ..
uccega: <15.292.33.110 (15.29.33.110)>
Scan complete.

Start Ower I Back I Mext I

Figure 8-17. Configuration Manager: Scan Wizard, Monitor dialog.

If the device is not supported by the Configuration Manager, the scan process
returns a failure notice in the Monitor dialog. The scan process will also fail
if the correct Write Community Name has not been configured for the device.
Otherwise, the scan proceeds and the "View results" dialog is displayed.

If you selected multiple devices to scan, you can click the Halt! button to stop
the scan process after it starts. The scan will complete on the device currently
being scanned, then the scan process is stopped before continuing to the next
device in the list. IN the case of a single device being scanned, once the scan
is started, clicking Halt! will have no real effect.
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x|

Views results of the scan 4

The scan has detected configuracion changes
on the following list of devices

Wizar d

nmdev]9 rose hp.com (1529 37 46)
abbott. rose hp.com (1529 37 243)

Mext action
= View diffierancas

™ Edit and redaploy

Stant Over J B | Mext I

Figure 8-18. Configuration Scan Wizard, View results dialog.

To view differences found between scanned configurations, select the
View differences option, then click Next. The View differences dialog
will be displayed.

If this is the first time the device has been scanned, the "View differences"
options will not work, since the system is unable to detect changes until more
than one configuration has been scanned.

To edit the changed configuration, select the device in the "View
results of scan" listing, select the Edit and redeploy option, then click
Next. The Deploy Wizard: Edit dialog is displayed (see figure 8-8).

Refer to the instructions for using the Deploy Wizard to update configu-
rations, starting on page 8-10.

If there are no changes detected, the scan results box is empty.
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X

View differences between configurations %

Select a device from the list and click
"View..."”

nimdedS roze hp.com (15297
abbott. rose hp.com (15.29.37

o7 |

Kl | =

Compares the current configuration with the
previous configuration

Start Ovar | Back I erwt I

Figure 8-19. Configuration Scan Wizard, View differences dialog

m In the "View differences" dialog, select the device, then click View...
The "Configuration Difference Viewer" is launched showing the
current and previous configuration scan information (see figure 8-6)

When you have completed the manual scan and configuration review process,
click Close to exit the Scan Wizard.
Scheduling Configuration Scans

You can use configuration policies to set Configuration Management param-
eters and configure Scheduled scans to scan device configurations at regular
intervals. For details refer to “Using Configuration Policies” on page 10-1.
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Configuration Management Preferences

To set the Configuration Manager preferences, click the Preferences icon in
the main toolbar, then select (click) the Configuration Management option in
the Global menu.

Global: Configuration Management

Configuration History Pruning
Maximum Configurations per device | 03:

Remaove Configurations older than | I]a: months

Peformance Tuning

Scan | 53: devices in parallel

Send CLI commands to | 53? devices in parallel

Software Update

Download latest software version list from HP Download nowd |

Last downloaded: Mever

| 0K I Cancel ol Halp

Figure 8-20. Global Preferences:Configuration Management settings

You can type in changes to the Configuration History Pruning and Perfor-
mance Tuning parameters, or use the buttons to increase or decrease the
parameters.

The default entry for Maximum Confiugrrations is 0, which allows an unlim-
ited number of configuration. Similarly, the Remove Configurations default of
0 indicates unlimited, that is, no configurations will be removed.

The Software Update option (Download now!) will go out to the HP ProCurve
support web site and download a listing of the latest software versions.
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Setting Preferred Switch Software Versions

The Switch Software window lets you select the software configuration
version you want to use for each device type. In a preferred version is not
identified, the most recent switch software version is used for software
updates.

To set the preferred software configuration version:

1. Navigate to the Switch Software window.
[Preferences->Configuration Management->Switch Software]

\+| Preferences EI'
- Glabal Global:Conflguration Management Switch software
i Dmg s Chiose preferred awitch software versions
b Denice ACCEaS Tou way apecify o preferred awitch software weEsion
++-Dizcovery for each type of dewice.
-Evants
MNelwork Sallngs Diewice types
Reports
SMTP Proflas 2024 Prefemred YVarsion
- Status Palling 5304z )
Syslog Evends 1 B0 [~ Prafer tha |atest varsion
Licensing
2 Wersion: | -
L420
3304m
L [0
2626-FYWR
G3A0Em- 5 =
J |
[ ok | cancat | sop | Hew |

Figure 8-21. Global Preferences: Switch Software settings window
2. Scroll down the Device Types list and select the device type you want to set.

3. To use the most recent software configuration to update devices, check
the Prefer the latest version checkbox.

To use a specific version, use the up and down arrow keys to select the
desired version from the Version field.

4. Click OK to save the settings and close the Switch Software window.
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Network Settings

PCM+ needs external web access to retrieve the latest switch software files
for HP ProCurve network devices from the HP ProCurve web site. If the HTTP
proxy was not configured at installation, or if the proxy server has changed,
use the Network Settings to set configure the Proxy settings.

To configure the Network Proxy settings:

1. Select Preferences->Network Settings.

X
= Global Global:Network Setlings
+i- Canfiguration Mana :
+-Device Access [ Internet Sellings —
[#-Discovery
Events ™ Use proxy
Repots | Proxy: port: |
— SMTP Profiles
— Status Paolling
— Syslog Events
—Licanging
i =

ok | cancet | cooy | mHew |

Figure 8-22. Global Preferences: Network Settings window

2. Click the Use proxy check box, if it is not already selected.

3. Inthe Proxy field, type the DNS name or IP address of the proxy server for
the subnet.

4. In the Port field, type the port number used to access the proxy.

5. Click OK to save the network settings and close the window.
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Updating Switch Software

HP provides periodic software updates for HP ProCurve switches via the HP
ProCurve Support Web site. You can use the Software update feature in PCM+
to automatically download and apply updates to devices at scheduled times.

Downloading the Software Version List

When you review the Configurations listing, the "Latest" column in the display
indicates whether the device is running the most recent switch software
version. This is done by comparing the current software version found in the
MIB during the configuration scan to the current software listing.

To download the latest listing of HP ProCurve Switch Software versions, select
the Configuration Management option in the Preferences menu (see figure 8-
20 on page 8-23). Click the Download now! button in the Software Update
section of the window. This will download a listing of the current switch
software revisions from the HP ProCurve Web site to the PCM server. (server/
data/download/procurve_firmware.prp). You can also sign up for the driver
update notification at: http://h30046.www3.hp.com/driverAlertPro-
file.php?referer=/subprofile summary.php.

Scheduling Automatic Updates

To schedule devices for automatic software updates, or to edit an existing
software update schedule:

1. Select the Interconnect Devices node or Device Group node in the navi-
gation tree

2. Select the device or devices in the Devices List or Configurations tab
display.

3. Click the Software Update icon in the toolbar to launch the Software
Update Wizard.
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Software Update Wizard x|

Resolve duplicate schedules 7

Jome devices may already be scheduled for a software update.
For each previously acheduled dewice, you must decide whether
to reschedule (canceling the previous schedule) or to skip this
device [(allowing the previously scheduled update to occur).

Device Previous schedule Artion
MMDEW1S none Schedule

Figure 8-23. Software Update Wizard, schedule dialog

4.

Click in the dialog to enable the Schedule and Skip buttons, then set the
Action to Schedule or Skip (exclude) for each device.

If the devices were not previously scheduled, the Action defaults to Sched-
ule and you can continue with no other action set up.

If you set the Action to Skip for all devices in the list, there is no other
setup required. Click Cancel to exit the Wizard.

Click Next to display the Scan devices dialog.

Software Update Wizard x|

Scan devices for current state

of

-Device activity status

tRrTing scam...
Succeas: 15.29.37.1%9
efresh conplecs,

Start Ower I Back | Maxt | =il |

Figure 8-24. Software Update Wizard, Scan devices dialog
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The wizard will scan to get the current software state for each device.

6. When the scan (Refresh) is complete, click Next to display the Select
Version dialog.

PCM will display a warning dialog similar to the following figure.

Software Update Wizard Warning ' x|

Some HF FroCurve products require that a specific wersion of
boot ROM code andfor product software be installed before
new product aoftware cen be downloaded.

Flease review the product Release Notes and Read Me First
for any boot ROM code or Software requirementcs for
downloading the new wversion of product software.

For more information go to the Joftware Updaces page on the
HP ProCurve web site, http://www.hp.con/go/procurve/.

o |

Click OK to close the dialog and continue.

Software Update Wizard | 3.‘]

Select yersion and flash target %

The following devices will be updaced to the version of
moftware you select. Please select a software wersion for each
dewvice from the Availsble column. Also, you must select whether
you want to update the primary ot secondary image (if

applicable].
Device Prirnary _Secandary salact Warsion
nmdev1d roge hp. . (B 066 25743 | 106.6.35T43 |DE.E.3‘ET-§3

Set all fo latest version i

Cancel !

The Primary column lists the primary software image (primary flash)
found on the device. The Secondary column lists the secondary software
image (secondary flash) found on the device, if any. An asterisk (¥) next
to the software version indicates the software image that is currently
running, or "boot flash". In some cases you may use the Secondary image

Figure 8-25. Software Update Wizard, Select version dialog
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until you have determined compatibility between newer software ver-
sions and your existing device configuration. Note that secondary images
are only available in dual image devices.

Select which software image you want to update on the device, Primary
or Secondary.

Click the Select Version box to enable the software version pull-down
menu, then select the version you want to upload to the device. The pull-
down menu lists all software versions currently available for the device.

To update all devices to the newest software available, click Set all to latest
version.

Click Next to display the Setup dialog.

x|

Setup update and reboot time 2

Set the time for each dewice and check or uncheck the reboot
oprion to apecify if cthe device should be rebooted after the
new software has been uploaded.

Davica Reboot Time
nmdey1S. rose hp.com [ 05-05-2004 02:03 PMW
Start Cwer | Back | (e i Finsh ]

Figure 8-26. Software Update Wizard, Setup update dialog

10.

11.

The software update Setup will have the Reboot option selected (checked)
by default. This indicates that the system should be automatically reboo-
ted after the software is updated. If you do not want the system to be
rebooted, de-select the Reboot option.

Set the Time that you want the software update to be performed. You can
type in the date, or use the buttons to increase or decrease the entries for
date and time.

If you enter a time that is earlier than the current date and time, and there is
a more recent software update, PCM will attempt to perform the update and
reboot the switch immediately.
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12.

The system will be rebooted on the currently running software. If you
selected to update the Secondary software image, and the Primary soft-
ware image is the currently running version on the device, the device will
be rebooted using the Primary image, not the updated software version.
To reboot the device using the updated software version, you will need to
do a manual reboot with the Secondary software image.

Click Finish to save the Software Update schedule and exit the Software
Update Wizard.

Reviewing Software Update Status

To review scheduled switch software updates, select a Device Group node in
the navigation tree, then click the Software Update Status icon in the main
PCM toolbar.

x|

Device * Image “ersion Reboot Scheduled Status

nrodevi0.rose.h. . l Primary EE.D?.BA P | Sat Nov 22 07:30:00...| Waiting
nmdev17.rose.h... | Primary IE.DT.34 o | Fri Mov 21 08:08:00 ... | Waiting

Cloza | elete J Help |

Figure 8-27. Switch Software Update Status dialog

The Software Update Status dialog displays the devices currently set up in the
software update schedule with the following information:

e Device - Name or IP address of the device to be updated.
e Image - The software image to be updated, primary or secondary.
e Version - The version number of the software update

e Reboot - A check mark indicates that the device will reboot automat-
ically after the software is updated.

¢ Scheduled - Date and time the software update is scheduled to occur.

e Status - Current status of the software update. Possible status types
are: Waiting, Update Completed, Error (update failed).
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Deleting Scheduled Software Updates

To delete a device from a scheduled software update, select the device in the
Software Update Status dialog, then click Delete. Click OK in the confirmation
pop-up to complete the process. The device will be removed from the software
update schedule and the Software Update Status dialog will be updated.

To delete an entire Software update schedule, use the Software Update Status
dialog to delete each of the devices included in the schedule.

Use the Software Update Wizard if you want to exclude (skip) a device from
a scheduled software update without deleting it from the schedule.
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About VLANSs

A VLAN is a group of ports designated by the switch as belonging to the same
broadcast domain. That is, all ports carrying traffic for a particular subnet
address would belong to the same VLAN.

Using a VLAN, you can group users by logical function instead of physical
location. This helps to control bandwidth usage by allowing you to group high-
bandwidth users on low-traffic segments and to organize users from different
LAN segments according to their need for common resources.

The benefits of VLANSs include:
m  Grouping users into logical networks for increased performance

m  Providing an easy, flexible, less costly way to modify logical groups
in changing environments

m  Preserving current investment in equipment and cabling
m Allowing administrators to “fine tune” the network
m  Providing independence from the physical topology of the network

At default settings, all ports on HP ProCurve 2500, 2800, 4100gl, and 5300x1
series switches are members of the default VLAN, with a VLAN ID of 1 and
VLAN Name DEFAULT_VLAN. This means that, until you have defined addi-
tional VLANSs, all of the hosts connected to these switches are in the same
VLAN.

The default VLAN is also the primary VLAN. The primary VLAN is the VLAN
the switch uses to run and manage DHCP or Bootp, and stacking features. You
can designate another VLAN as primary; however it must be a static VLAN, it
cannot be a dynamic (GVRP learned) VLAN.

You can use the PCM+ VLAN Manager to partition switches into multiple
virtual broadcast domains by adding one or more additional VLANs and
configuring ports for the new VLANSs. You can change the name of the default
VLAN, but you cannot change the default VLAN’s ID (which is always “1”).
Although you can remove all ports from the default VLAN, this VLAN is always
present; that is, you cannot delete it from the switch.

For a more detailed description of VLANs and GVRP, please refer to the
"Management and Configuration Guide" for your switch.
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Viewing VLAN Groups (Maps)

To view a listing of currently configured VLANS in your network, expand the
Network Map node in the navigation tree, then click the VLANS node.

VLANS ¥ Proverye Hanager

e vew fodk
G B G ooex &2

&[0 30

= 23 Network Managerment Home LRV LT R
F- ol Interconnect Dewices \ t AN
— =) End-nodes L.tl
— Lk i Digwaces |
= 4 Metwork Mag Hngiﬁ &%?
= (28 Subrats WLAN ID WVLAN Name
L-@is@3z0
= : .4 ar-4
15 . 15 ted-15
:E, - B subnet-16
& 18 80 twd-30
@ o var-b
e - ox '
: @0 .
— @ 30 . 17 wan-1T
s ; . 3 war 55
55 LE o
= ?ﬁﬁ i E var-3
b 4 o .dar-1E|
-1 van667 =l
Selected rows 1 Total rows 16

Figure 9-1. VLAN List

You can click on the VLAN in either the navigation tree or the VLAN list to
view the VLAN Map.
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Figure 9-2. VLAN Map display

The VLAN ID (VID) is shown on the tab for the display, and the Port Properties
tab is enabled. Otherwise, the map functionality is the same as described in
Chapter 4, “Using Network Maps”.

To review the port properties for the VLAN, click the Port Properties tab. This
is a view only display, you cannot alter the port properties in this screen. Refer
to the discussion of VLAN Port configuration on page 9-8, or “Modifying Port
Assignments” on page 9-21 for more information.
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Figure 9-3. VLAN Port Properties display.

The VLAN Port Properties display lists

The device and ports

The port properties, one of:

Tagged: Port can be included in multiple VLANS.
Untagged: Port can be included in only one VLAN.
Forbidden: Port cannot be included in this VLAN.
Not Used: The port is not included in this VLAN.

IP Address if applicable
VLAN Name
VLAN Type (static or dynamic)
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Creating a VLAN

E_;l To create a new VLAN, click the Create button in the VLANSs List toolbar, or
< right click the VLAN node in the navigation tree and select Create VLAN from
the menu.

This will launch the Create VLAN Wizard which will guide you through the
process of creating a VLAN. The following examples of the Create VLAN
Wizard dialogues explain the data needed to create a VLAN.

createvin x|
2

WLAMN |dentifier umiqualy Mentifies tha VLAMN on
your netwiark.

Create VLAM
Wizard

Enter WLAN ID for your WYLAN.

WLAN I |::

Cancel

Start Over | Baek | [[Tient |

Figure 9-4. Set VLAN ID dialogue

Enter VLAN ID. This is a numeric value between 2 and 4094. The number 1 is
reserved for the default VLAN.

Click Next to continue with selecting the devices to be included in the VLAN.
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Crpate VLAN S E x|

2

Sedected Devices

nimdev] 3 rose hp.com (15
nmudev!B. rose hp.com (15

Cancel [

Figure 9-5. Select VLAN devices dialogue

Select the switches to be included in the VLAN from the list of available
devices. Use the buttons to move devices to the Selected Devices list, or back

to the Available Devices list.

In the next dialogue, you will configure how the IP Address information for
the VLAN will be determined, and configure the ports for each device to be

included in the VLAN.
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ceateviins x|
?
WLAN information for device
Create VLAMN nmdevl3.roze hp.com (152937 .13)
Wizard IP corfig  [Disabled =] P Adiess |
WLAN Mamefan-s Subnat Mask|
| o
Pan I Tagwed [ Urtagged I Forbaddien [ Mot Used I
w 1 C r C [5
LI | C [ ] | [
W 3 C . ' [
L X r“ . © 3
¥ 5 G [ w | r 5
|' 5 r - r 5
w7 ! - r 5
L C TN e

SiaerrerJ Back I Meet I Cancel |

Figure 9-6. VLAN Port configuration dialogue

Use the drop down menu to select the way that you want the IP addresses
determined for the VLAN:

Manual: Set the IP address at the console. When selected, the IP
Address and Subnet Mask fields will be enabled so you can type in
the IP Configuration information.

Disabled: IP is disabled and there is no access to management or
telnet. NOT RECOMMENDED

DHCP/Bootp: The Bootp (or DHCP) protocol automatically sets the
IP Address. This is used for dynamic VLANSs with devices that support
GVRP (IEEE 802.1Q standard)

Use the radio buttons to select the VLAN option for each port. If you select
the option at the top level (A, B, etc.) for a group of ports, it will be applied to
all ports in the group.

The VLAN port options are:

Tagged: Port can be included in multiple VLANS.
Untagged: Port can be included in only one VLAN.
Forbidden: Port cannot be included in this VLAN.
Not Used: The port is not included in this VLAN.
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If the device does not support 802.1Q (GVRP), or GVRP on the device is
Disabled, the Forbidden button will be disabled.

For 9300 series switches, if a port has been classified as tagged in another
VLAN, the Untagged option is disabled, and vice versa (once classified as
untagged, it cannot be tagged in another VLAN).

In the next screen you can review the VLAN port configurations.

=

Please review configusatson summary
Create VLAM The following detads will be
updated to your device(s)

nmdevid.rese.hp.coi (15.29.97.93) ]
IP Type: Disabled
Wlan Name: wian-5
Tagged Ports ; s
nmdgvis.rose.hp.com (15.29.97.18)
IP Type: Disabled
Wlan Name: wian-5
Tagged Ports . 11, =
To confinue click naxt
Stast Over I Back | _@nii__:l Cancal |

Figure 9-7. VLAN Configuration Review dialogue

If you are not satisfied with the configuration, click Back to return to the
configuration screen, or Start Over to return to the Set VLAN ID dialogue.

To complete the Create VLAN process, click Next. Devices shown in the list
will be rebooted when the VLAN is configured. To halt the process before it
completes, click Halt.

Once the VLAN configuration is complete, click Close in the final Create VLAN
dialogue to exit the Create VLAN wizard. The VLAN list should be updated
with the new VLAN ID.
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Modifying VLANSs

To modify a VLAN’s configuration, click the VLAN node in the navigation tree
to display the list of VLANS. Select the VLAN ID, then click Modify VLAN icon
in the toolbar.

This will launch the Modify VLAN Wizard, which works similar to the Create
VLAN wizard. You will be able to change the IP Address settings and Port
settings for the devices already included in the VLAN.

When the "Successfully completed" message appears, click Close to exit the
Modify VLAN Wizard.

Adding a Device to a VLAN

To add another device to a VLAN that you have already created, select the
device in the Devices List or in the navigation tree, then double-click to display
the Device Properties window. In the Device Properties window, click the Add
to VLAN button in the toolbar. This launches the Add VLAN Device Wizard.

s seve ovmwaars =S x|

¥
Add Device Welcome to the Add Device
To YLAN
Wizard to VLAM Wizard.

This wizard will help you add
your device (o the selected VLAN,

To cortimas, click Mext,
I | [ N«ml Cancal |

In the next dialogue, you will select the VLAN to which you want to add the
device.
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Add device bo VLAN Wizard x|

Add Device Selact tha WLAN ta which

To VLAN the device is to be added,
Wizard

FEBEBEs

! 4{
" F:

Start Cher | Back l Mext J Cancel I

If the device is not configured for VLAN support, you will get the following
dialogue prior to being allowed to add the device to a VLAN.

x

2

Add Device You need to enable VLAN cuppor on
To VLAN your davice.

Wizard

To continue, click Next MWARNING: Device will be REBOD,

Cancel |
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Once you have selected the VLAN, you will configure the ports for the VLAN,
then proceed through verifying and applying the configuration as described

under “Creating a VLAN” on page 9-6.

x
¥
WLAN information fior device
Add Device mmdesl8 roge hp.com (15,2837 45)
To VLAN 1P config |L|r=_auleu - | IP Address f
Wizard
WLAN Namelian-s Subnet Mask|
it - | )
Pot | Tegged | nisgged | NotUsed |
& 8 e 1 K I3 X
WA e~ | o | F
w AD T o =
| ] 8 - [ I
L Y ) - [
¥ A5 o o -
L] £ - [
W AT r  w | [
W af i T 3
=R £ - [ hd |
Stot Over | Back | .__Ha_l.'l_:l cancel |

Figure 9-8. VLAN Port Configuration dialog

Synchronizing the VLAN Name

If youadd anew device with the wrong VLAN Name, or modify the VLAN name
and want to make sure that it appears for all devices (ports) in the VLAN, you
can use the "Synchronize" feature to apply the VLAN name to all devices
configured in the VLAN.

To synchronize the VLAN name on all devices in a VLAN, navigate to the
VLAN'’s Port Properties tab (Network Maps->VLANs->VLAN ID), and click the
Synchronize icon in the toolbar.

Synchronize Name for VLAN: 4 x|

WLANM name: || ‘

ok | cancel |

Figure 9-9. Synchronize VLAN Name dialog

Enter the name to be used, then click OK.

9-12



Using VLANs
Modifying VLANs

PCM will check the VLAN name to ensure that it is not a duplicate. If it is
already used for another VLAN, you will get an error message. Otherwise, the
VLAN name will be updated on all devices in the VLAN and the new name will
appear in the Port Properties display.

Removing a Device from a VLAN

To remove a device from a VLAN,

m  Selectthe device in the Devices List or the VLAN map, then right click
and select Remove from VLAN on the menu or,

m  Double-click on the device in the navigation tree or Devices List to
display the Device Properties, then click the Remove from VLAN
button in the toolbar. The Select VLAN dialogue will be displayed.

viam-12 -
subnet-1b

vlan-666 d

Select the VLAN(s) from which the device is to be removed, then click
OK. You will get a confirmation dialogue, click yes to complete the
process.

To complete the process and have the changes appear correctly in
the VLANs Map display, you may need to do a Manual Discovery, or
Re-discover on the device.

Making VLANSs Static

You can configure a dynamic VLAN (using DHCP/Bootp), then decide at alater
time convert it to a static VLAN.

To convert from a VLAN from dynamic to static:
e Expand the navigation tree to select the VLAN,
e (lick the VLAN node to display the map.
e Right click on a device in the VLAN map,
e Select the Make VLAN Static option from the menu.
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A dynamic VLAN does not have an IP address, it moves traffic on the basis of
port membership in VLANs. However, after you convert a dynamic VLAN to a
static VLAN, it is then necessary to assign ports to the VLAN in the same way
you would for a manually configured VLAN.

Making a VLAN Primary

Because certain features and management functions run on only one VLAN in
the switch, and because DHCP and Bootp can run per-VLAN, there is a need
for a dedicated VLAN to manage these features and ensure that multiple
instances of DHCP or Bootp on different VLANs do not result in conflicting
configuration values for the switch. The primary VLAN is the VLAN the switch
uses to run and manage these features and data. In the factory-default config-
uration, the switch uses the default VLAN (VID 1) as the primary VLAN.
However, to provide more control in your network, you can designate another
VLAN as primary.

Designating a non-default VLAN as primary means that:

m The stacking feature runs on the switch’s designated primary VLAN
instead of the default VLAN

m  The switch reads DHCP responses on the primary VLAN instead of
on the default VLAN.

m  The default VLAN continues to operate as a standard VLAN (except,
as noted previously, you cannot delete it or change its VID).

®  Any ports not specifically assigned to another VLAN will remain
assigned to the Default VLAN, regardless of whether it is the primary
VLAN.

Candidates for primary VLAN include any static VLAN currently configured
on the switch. (A dynamic—GVRP-learned—VLAN that has not been con-
verted to a static VLAN cannot be the primary VLAN.)

To designate a VLAN as Primary:
e Expand the navigation tree to select the VLAN,
e  (lick the VLAN node to display the map.
e Right click on a device in the VLAN map,
e Select the Make VLAN Primary option from the menu.

Note that the Make VLAN Primary option is disabled if the VLAN is dynamic.
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If you configure a non-default VLAN as the primary VLAN, you cannot delete
that VLAN unless you first select a different VLAN to act as primary.

Deleting a VLAN

To delete a VLAN, right click the VLAN node in the navigation tree, then select
the Delete VLAN option from the menu, or

Select the VLAN in the VLAN List, then click the Delete button in the VLAN
List toolbar.

Prior to deleting the VLAN, make sure that all ports are assigned to a different
VLAN. If the ports in the VLAN are all "Tagged" this should not be a problem
as they should still be included in the Default VLAN (VID 1). If the Ports are
"Untagged" the VLAN manager will re-assign the ports to the Default VLAN.

You cannot delete the Primary VLAN, and you cannot delete the Default VLAN
(VID 1).
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Modifying VLAN Support on a Device

E_;l To modify the VLAN support on a device, double-click on the device in the
i, Devices List or navigation tree to display the Device Properties window, then
click the Modify VLAN Support button in the toolbar.

x

VLAN Properties Info

EWRF (= Ega_bla' i~ Disahle
WLAN Support " Enable € [izable
WLAN Value Mlaximurm III Current

1 “3:
8] 4 Cancel Help

Figure 9-10. VLAN Properties (Support for VLAN on device)

If the device is GVRP capable, you can select to enable or disable support for
GVRP.

For devices that are not GVRP capable (such as 1600 and 4000m series) you
can select to enable or disable VLAN support.

The VLAN Value indicates the maximum number of VLANs to which ports on
the switch can be assigned. The Current field indicated the number of VLANs
currently configured per port. You can increase or decrease the current
number of allowed VLANS.

NOTE Enabling VLAN support can cause the selected device to reboot.
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VLAN Support on Wireless Devices

Options specific to configuring VLAN support on HP ProCurve Wireless

devices are described below.

YLAM Properties Info-

¥LAN Properties for ros51899wo2 rose.hp.com {152

VLAN Support: (= knabie

Mative WLAN IO

| EF{ I __ganul

._I;Ialp I

Figure 9-11. VLAN Properties for 420wl

1. Click the Enable button to enable VLAN support.

2. In the Native VLAN ID field, type the VLAN ID of the native VLAN for the

device.

3. Press OK to apply these changes to the device.
Click Cancel to close the window without saving your changes.

—WLAM Properties info

¥LAN Properties for 15.29.39.133 (15.29.39.133)

WLAN Support: " enable

WLAM Management ID;

WLAMID Wirsless Shat A

JC

VLANIDWireless Slot B:

ok I __Cancel | Help |

Figure 9-12. VLAN Properties for 520wl
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1. To enable VLAN support, click the Enable button in the VLAN support
field.

2. Inthe VLAN Management ID field, type the ID of the VLAN you want to set
as the management VLAN. The management VLAN is used by PCM to
manage the network.

3. Inthe VLAN ID Wireless Slot A and Slot B fields, type the VLAN ID of the
VLAN you want to associate with each slot on the device.

4. Press OK to apply these changes to the device.
Click Cancel to close the window without saving your changes.

NOTE: Enabling VLAN support can cause the selected device to reboot.

VLAN Support for 520wl With Version 2.4.5 or Newer Software

If you have installed version 2.4.5 of the 520wl switch software, the VLAN
properties dialog will appear as follows:

VLAMN Properties for ros51899wo2 rose hp.com (15.29.39.99) x|
I VLAN Properties
WLAN Support I AR A i
YLAN Managermernt [r iLIntagged
“Inter face SSI0 Table
Add YLAN | mertace fsit s =]
ot_B
seriaio. | ssp | wianw
L | MWWMNAmas | -1 LLCTIVE =1 a]
2 | Metworktest 4 | 7 CTIVE |
3 srleded 8 E |
. = 6 E |
S T 7 CTIVE |
2 £ g [ACTIVE 3 B
e
| O I Cancel | Help |

Figure 9-13. VLAN Properties for 520wl, running version 2.4.5 software
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1. Inthe VLAN Management ID field, type the ID of the VLAN you want to set
as the management VLAN. You can enter a number from -1 to 4094, or type
in "Untagged" ( -1 is equivalent to Untagged).

2. You can edit the SSID (network) name. Just click in the SSID field of the
table for the interface you want to edit.

3. To edit the VLAN ID, click in the VLAN Id field to select it then enter the
number you want to assign.

4. Click in the Status field, then select the Status from the pull-down menu.
The options are Active, Delete or Not in Service.

If you select the Delete option, the VLAN will be removed.
5. Click the Add VLAN button to add a SSID/VLAN pair to an interface.

1] add vLAN x|

WLAN Id |L|r'tagged

SSD  jsdsdds|
Sislus  |ACTIVE =]
ok | concel |

a. Enter the VLAN ID, either Untagged, or a number from 1-4094.
b. Enter the SSID (network name) for the VLAN.
Select the Status from the pull-down menu. "Active" or "Not In Ser-
vice."
d. Click OK to save the new VLAN configuration and close the dialog.
If the interface (network card) does not support multiple SSIDs, only the SSID

and VLAN Id fields are editable, the Status will always be Activ, and the Add
VLAN button will be disabled.

9-19



Using VLANs
Modifying VLAN Support on a Device

Port Assignments on a Device

To review the current port assignments for the Device, click the Port Assign-
ments Table tab in the Device Properties window.

Properties | Configurations | Configuration History Port Assignment Table |
" %S ~R RN o TVLTEL @
PortlD Port Name DEFAULT... ted-15(15)  subnet-16(.. test-25(25)
11A1 Untagged  |No Mo Mo
2| A2 Untagged Mo Mo MNa
3|A3 Untagged Mo Mo Nao
4 Ad Untagged |[No Mo Mo
5| AL Untagged Mo No Mo
B AR Untagged | Tagged Ma Tagged
7AT LIntagged Tagped Mo Mo
B8/ AB Untagged Mo Mo Tagged
9043 |Untagged |No No Mo

Ad

Figure 9-14. Device Properties: Port Assignments table

The table lists each of the VLANs to which a port is assigned and current
configuration of the port VLAN support (tagged, untagged, etc.)

9-20



Using VLANs
Modifying VLAN Support on a Device

Modifying Port Assignments

Click the Modify Port Assignments icon in the toolbar to change the VLAN
2 port assignments. This will launch the Modify Port Assignments window.

aCTTre— u
8.a9

PortlD Port Name DEFAULT V... ted-1

Untagged =
I 2|Aa2 _thagged
' 3|A3 Urtagged
Ny |Untagged  [No o o
5la5 -Urltaqgad Mo Mo [No
i G| AE :Llntaqgeti Tagl_;ad :N'EI lTaggad
: T|AT Urtagged Tagged Mo No
B|AB Untagged No Mo Tagged
9| a8 Untagged No Mo Mo
10410 |Untagged Mo {No |No =
Apply I Cancel

Figure 9-15. Modify Port Assignments window

To modify port assignments, click on the VLAN Port properties cell in the table.
This will enable a pull-down menu you can use to select the Property you want
to have for the port in that VLAN. The VLAN port options are:

e Tagged: Port can be included in multiple VLANSs.
e Untagged: Port can be included in only one VLAN.
e  Forbidden: Port cannot be included in this VLAN.
e No: The port is not included in this VLAN.

Change the port properties as needed, then click Apply to save the changes
and close the Modify Port Assignment Table.
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Modifying GVRP Port Properties

To modify VLAN support by individual port on a device that supports GVRP,
E]Ck click the Modify GVRP Port Properties button in the Port Assignment Table

toolbar.
Fort propertes: ndevirose hpcom (15293743) x
| GVRP Status Ingress Filtering ' Acceptable Frame Type :
[Erabiea =] far =] Apply ... |
PoriD I Port Mama | GVRP Status | Ingress Filtaring I Acceptable Fra. . |
2 P [Leam |Enabled LAl

Ik Can... Help
_ ok | __Hep |

Figure 9-16. Device Properties: Port Properties dialogue.
Select the GVRP status for the port: Blocked, Learn, or Disabled.
Select the Acceptable Frame Type: All or Tagged.

Click Apply to update the Port Properties display, then click OK to close the
dialogue.

9-22



Using VLANs
Using IGMP to Manage Multicast Traffic

Using IGMP to Manage Multicast Traffic

This section describes how to configure IGMP controls using PCM+, to reduce
unnecessary bandwidth usage on a per-port basis in your VLANSs.

In a network where IP multicast traffic is transmitted for various multimedia
applications, you can reduce unnecessary bandwidth usage on a per-port basis
by configuring IGMP (Internet Group Management Protocol controls). In the
factory default state (IGMP disabled), the switch simply floods all IP multicast
traffic it receives on a given VLAN through all ports on that VLAN (except the
port on which it received the traffic). This can result in significant and
unnecessary bandwidth usage in networks where IP multicast traffic is a
factor.

Enabling IGMP (on switches that support it) allows the ports to detect IGMP
queries and report packets, and manage IP multicast traffic through the
switch. Using IGMP, switches can be configured to direct the multicast traffic
to only the ports where needed. If multiple VLANSs are configured, you can
configure IGMP on a per-VLAN basis.

For a more detailed description of using IGMP on HP ProCurve devices, refer
to the "Management and Configuration Guide" for your switch.

Enabling IGMP on VLANs

IGMP configuration on the switch operates at the VLAN context level. If you
are not using VLANSs, then configure IGMP in VLAN 1 (the default VLAN)
context.

To enable IGMP settings on a VLAN, select the VLAN node in the navigation
tree and display the Port Properties tab.

1. Click the IGMP icon in the toolbar to launch the IGMP Settings Wizard.
(You can also select the IGMP Settings option from the right-click menu.)

2. Click Next in the "Welcome" dialog to continue.
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IGMP Settings subnet-16 16 ) ) _#_1

?

IGMP Settings

Wizard

Select the devices to change IGWP settings

nmdevl5 roge hp.com (15.29.37.15)
nmdev]B.rose hp.com (15.29.37 18)
nimdevld roze hp.com (15.29.37.14)
nimdev] 3. rose hp.com (15.29.37 13)

Start Cwer l Back |

Canceal I

Figure 9-17. IGMP Device Selection dialog.
3. Select the device(s) on which you want to change the IGMP settings, then

click Next.
x|
GMP Setl “
Hair slings
5 Wiz .:.r',..” 9 Wp-'np.aniesfor nmdevi3 rose h .
s  IGMP Statd ™ Fwd with
iR

Port Name| Port ID | 1P Mulicast| Forced Fast Leav. .
7 7 Aaito Digable

Start COwer I Back I Mext | Cancel I

Figure 9-18. IGMP Properties dialog
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Use IGMP Settings dialog to enable or disable multicast operations. The
wizard lists the following information about ports on the selected device:

Port Name: The name used to identify the port
Port ID: The port number

IP Multicast: Auto/Blocked/Forward: Indicates the individual ports are
configured to one of the following states:

Auto (the default): Causes the switch to interpret IGMP packets and
to filter IP multicast traffic based on the IGMP packet information for
ports belonging to a multicast group. This means that IGMP traffic
will be forwarded on a specific port only if an IGMP host or multicast
router is connected to the port.

Blocked: Causes the switch to drop all IGMP transmissions received
from a specific port and to block all outgoing IP Multicast packets for
that port. This has the effect of preventing IGMP traffic from moving
through specific ports.

Forward: Causes the switch to forward all IGMP and IP multicast
transmissions through the port.

Forced Fast Leave: indicates whether "Forced Fast Leave" is enabled or
disabled. Where aportis connected to multiple end nodes, this feature
improves blocking of unnecessary IGMP traffic to the port.

(Refer to the discussion of "Automatic Fast-Leave IGMP" in the "Man-
agement and Configuration Guide" for your switch for details on using
this option).

To configure IGMP settings for the device:

a.
b.

To enable IGMP on the device, click the IGMP State checkbox.

To disable the IGMP Querier on the selected device, click the IGMP
Querier Mode checkbox. (The default is "enabled")

The IGMP Querier eliminates the need for a multicast router. HP
recommends that you leave the IGMP Querier enabled even if a
multicast router is performing the querier function in your multicast
group.

NOTE: IGMP Querier can only be enabled if an IP address is config-
ured for the VLAN.

To give IGMP traffic a higher priority than other traffic, check the
IGMP Forward with High Priority checkbox. When this feature is
disabled, the switch or VLAN processes IP multicast traffic and all
other traffic in the order received.

NOTE: The Forward with high priority setting is not available when
configuring IGMP settings for 9315, 9308, 9304, 6208, and 6308
switches.
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d. Click Next.

e. Click in the IP Multicast column to change the setting an individual
port. When you click in the field a drop-down menu is enabled from
which you can select Auto, Forward, or Blocked

f.  Click in the Forced Fast Leave column to select Enabled or Disabled for
individual ports.

Repeat the IGMP configuration described above for each of the VLAN
devices you selected.

After the final device is configured, the IGMP Settings Summary dialog
will be displayed.

xi

IGMP Settings

Wizard

Please review configuration summary
The following datails will be
updated to your dewice(s)

nmdevid.rose. hp.com (15283713}
VLAM: wiar-4
IGMP State: Enable

| Erl

To continue chick next.

Start Orer r Back ”Nextl Cancel |

Figure 9-19. IGMP Settings Summary dialog

6.

Review the IGMP configurations

To change the settings, click Back or Start Over, and modify the settings as
needed.

If the settings are correct, click Next to download the new settings.
Click Halt to stop the download if needed.

Check the results to ensure that the settings were downloaded success-
fully, then click Close to exit the IGMP Wizard.
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IGMP Settings for Routing Switches

For the HP ProCurve Routing Switches, series 93xx, 62xx, and 63xx, the IGMP
settings are configured somewhat differently than for other supported-
Switches.

ISP Staie {# Dizale ) Ervaiole
ISME Cuerier Inderval

IGAP Canorap Miernlaseship Time

L_gx || cocmt || bew |

Figure 9-20. IGMP Setting for Routing Switches

To configure IGMP on routing switches:
1. Click the Enable radio button.

2. Set the IGMP Querier Interval (the frequency the device will query for group
membership). The value can be from 1 to 3600 seconds.

3. Set the IGMP Group Membership Time (the value after which the group
membership becomes inactive). The value can range from 1 to 7200
seconds.

4. Click OK to save the settings and close the window.

Modifying IGMP Settings

To modify the IGMP Settings on a VLAN, use the IGMP Settings wizard as
described for “Enabling IGMP on VLANs” beginning on page 9-23.

You can also modify IGMP setting for an individual device in a VLAN.

1. Select the device node in the navigation tree to display the device “Prop-
erties” tab.

2. Click the IGMP icon in the toolbar to launch the IGMP Settings Wizard.

3. Edit the IGMP settings as described for enabling IGMP, starting on page
9-23.
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How Configuration Policies Work

As the term suggests, configuration policy refers to configuration settings
you can enforce across a range of devices on the network. The PCM+ Policy
Manager component can be used to define and enforce Community Names,
Trap Receivers, Authorized Managers, and Spanning Tree Protocol settings
consistently on any "Group" of devices that you define. You can use policies
to ensure that the devices targeted by the policy contain the desired settings.

To use configuration policies, you need to:

m Create a device "Group," that is, define the devices to be targeted by
the policy.

m  Define a Policy, that is, set the parameter to be enforced and specify
the target Group to which it will be applied.

Once the Group and Policy are created, you can enforce (apply) the policy
directly and/or schedule the Policy for automatic enforcement at a specific
time or recurring times.

Also, the policy manager can be used to generate an application event to alert
you that device settings need to be changed whenever settings do not match
the policy's definition. This is especially useful in detecting possible security
or process problems.

For example, an event can be generated when:

m  The community name, authorized manager, or trap receiver state of
a targeted device is out of compliance with the state defined in the
policy.

®  An error occurs when attempting to communicate with the targeted
device.
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Configuring Custom Groups

To create a custom group, expand the Interconnect Devices node in the
navigation tree, then click on the Custom Groups node to display the Custom
Groups window.

B Custom Groups

Custamn Gmups!

l | )

™ oo b B
Group Name Description

B Enc's group |

B tast 1 pats

Figure 10-1. Custom Groups window

While custom groups are required for working with Policies, you can also
create device groups for other reasons, such as to simplify management tasks,
or for monitoring purposes. Regardless of your reason for creating the device
group, the procedures for creating Groups are the same.

Creating Groups

Click the "Create a new Group"icon in the toolbar to launch the Create Group
dialogue box.
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x|

Group Mame: |

Diescription; |
[ Enable device auto-add

O Ay % Filtered

Subnet15 75 37 0 :_I r-larnef_- A ﬂ

[ Product I Contact
Class [za00 LI Mama|

Ok I Cancel I|

Type in the name used to identify the Group. A group name can contain
alphanumeric characters, spaces, and special characters.

Enter a description for the group in the Description field.

Click "Enable device auto-add" to set PCM to add newly discovered
devices that meet the group (filter) criteria.

When using the "auto-add" feature, you must set the "add" criteria.
¢ Any: Adds all newly discovered devices to the group.

e Filtered: Add only devices meeting the specified filter criteria, which
can be any one or combination of the following:

i.  Subnet: Enter the subnet address. Only new devices with IP
addresses that are members of the specified subnet will be auto-
matically added to the group.

ii. Device Product: Select the HP ProCurve switch series (2800,
5300x], etc) from the pull-down menu. Only new devices belong-
ing to that product class will be automatically added to the group.

iii. Device Type: Select the specific switch name (model) from the
pull-down menu. Only new devices of the specified model are
automatically added to the group.

iv. Contact: Enter a contact name. New devices with this contact
name configured will be added automatically to the group.
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4. Click OK to save the new Group and close the Create Group window.

The Custom Groups lists will be updated with the new Group information.

Adding Devices to a Group

To add devices to a group, select the device in the Devices List, then click the
Add Device to Group icon in the Device List toolbar.
You can use [Shift + click] or [Ctrl + click] to select multiple devices at once.

This launches the Add Devices to a Group dialogue.

Add Devices to a Group x|

Dewnces Select Group

nmdey! 1.rose. hp.com(15| Ites1-rr'.‘% ﬂ

[ Enforce associated policies now

[ Create new ]

e =

Ok I Cancel I Help ]

Figure 10-2. Add Devices to a Group dialogue.

1. Use the Select Group pull down menu to assign the group, or you can click
Create new... to create a new group.

2. Click the "Enforce associated policies now" ckeckbox if you want any
policies configured for the group to be applied as soon as the device is
added to the group

3. Click Ok to close the dialogue and return to the main PCM (Devices List)
window.

"Easy Add" Method for Creating a Group

You can create a group and add the devices at the same time.

1. Inthe Devices List window, select all of the devices you want to include
in the group, then click the Add Devices to Group icon in the toolbar.
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2. In the Add Device to Group dialogue, click Create new... to display the
Create Group dialogue. Enter the Group Name and Description, click Ok
to return to the Add Devices dialogue, then click Ok in the Add Devices
dialogue.

The Custom Groups list is updated with the new Group information.

Reviewing Group Information

To review the devices included in the Group, expand the Custom Groups node
in the navigation tree, then select the Group name to display the device list
for the group.

Easy Update of Group Membership

Use the Group Membership Wizard to take advantage of the device auto-add
feature and quickly add new devices or remove devices from the group.

1. Select the Group you want to update from the Custom Groups window,
or under the Groups node in the navigation tree.

7 2. Click the Group Membership icon in the toolbar to launch the Group
T | Membership Wizard.

Growp Member Wizard E

Group member wizard |E|

This wizard allows oz ©o =esrch over all the
discovered devices to find all devices that
miwE Eha critetia of the sabs-add FilEaE

associaced with the grodsg.

i Sileie 15 25050 1

Fllirs Subpat: 1520 520
Daevicd Family: S3001
Cobtact: Hohomed

| el | (=

3. Review the group information. If you want to change the group name, click
Modify group... to launch the Modify Group dialogue end edit the name or
filters.

Click Next to proceed with the automatic update.
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Groop Member Wizard E
Auto-select members [
] Parove devices nol meching fRers
:"": Apphy adatdllnd POkt 10w milrmbeard
[rma |

Click to select the automatic update options you want to apply when

adding members to the group.

e Remove devices not matching filters will cause the wizard to remove

devices that are currently members of the group but that no longer

meet the criteria of the filter. If unchecked, no members will be

removed.

e Apply associated policies to new members will cause any policies associ-
ated with this group will be executed against the new devices that are
found and added to the group.

Auto-select members I
= Racwe sevites nol mching iBers
o By il e PO 1O T el
I T
Foand: 15,208,317, 243
Feamd: 15.20.33.110
Foumd: 15.29.37. 46
Foamdr 15.29.36.63
AAding: 4 devices to the groap.
Bemove: 15.20,739,134
Pemoves 15.20.37.14
Bemove: 15.20.37.18
Femove: 15.29.37.35
Remove: 15.29.33.42
Fermoving: 5 devices fiom the gooap.
| Stwicvwr | [ bact | e

6. Click Close to exit the wizard

Click Find to complete the process. The wizard will display the devices
that are found and added, and any devices that are removed.

Growp Member Wizard E
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Modifying Groups
To modify a Group:

1. Select the Custom Groups node in the navigation tree to display the
Groups table.

2. Select the Group name in the group list.
3. Click the Modify Group icon in the device list toolbar.

The Modify Group Name dialogue is displayed, (similar to Create Group)
allowing you to edit the Group Name and Description text.

4. Click Ok to save your changes and update the Group information.

An alternate method for launching the Modify Group dialog is:

1. Expand the Custom Groups node in the navigation tree to display the
custom group names,

2. Right-click on the group name and select "Modify" from the menu.

The process to add devices to an existing group is the same as described
previously, see “Adding Devices to a Group” on page 10-5.

Removing Devices and Groups

To remove a device from a Group:

1. Expand the Custom Groups node in the navigation tree to display the
group names.

2. Click the Group name in the tree to display the Devices list for the group.

3. Select the device in the Device List, then click the "Remove from Group"
icon in the toolbar.

4. Click Yesinthe confirmation dialogue to complete the process and update
the Group devices list.

To remove a device from multiple groups at the same time, select the device
in the navigation tree or Devices list, then use the right click menu and select
the "Remove from group" option. This launches the "Remove from Groups"
dialogue.
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)
Device: nmdevi0.rese.hp.com

Tas!

; This device is a member
Mirra

of the groups listed.
Select one or more
groups in the list and
click on 'Remove’

Cancel ‘ Help |

The Remove button is enabled when you select a group or groups in the list.
When you click Remove, the dialogue is closed, and the device list for the
selected groups are updated.

Deleting A Group

To delete a Group:

1. Select the Custom Groups node in the navigation tree to display the
Groups table.

2. Select the Group name in the groups table.

3. Click the Delete Group icon in the toolbar. A confirmation dialogue will
be displayed.

x|

[ 3 fre you sure you want bo debete the Following oroups?
-
24 series

4. Click Yes to update the Custom Group information.

Another dialogue indicating the group has been deleted will be displayed.
Click OK to close the dialog and return to the PCM window.

An alternate method for deleting a group is:

1. Expand the Custom Groups node in the navigation tree to display the
custom group names,

2. Right-click on the group name and select "Delete" from the menu.
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Configuring Policies

Defining a policy and targeting a group of devices ensures that specified
settings are consistently enforced on the targeted group of devices. You can
define and enforce several types of policies on any group of devices.

Click the Policies tab in the Network Management Home window to display
the Policies list, which contains the following information about every policy:

Name: The name assigned to the policy
Type: The type of policy (see Policy Types below.)

Enabled: True indicates the policy will be enforced (applied) at scheduled
intervals. False indicates the policy is disabled and will not be enforced.

Enforcing Now: True indicated the policy is being enforced at present time.
False indicates the policy is not currently enforced.

Last Enforcement: Date and time when the policy was last enforced, either
manually or at a scheduled interval.

Details: String provided by the policy when it was last enforced (e.g.,
Enforcement succeeded)

B Network Management Home
Diashboard | Traffic Monitor Policies | Events |

Select Policy Type: |fsErEv:l-:|nEb ll |§| [ia; |£| E—- & E;'-D b
Mame Type Enabled  Enforcing Last Enforcement  Details

Default Scanner |C|:|nﬁg|'n.n'|anager Scan !1ruE falze nane

f iDewice Management: Community... itrua falza _.ﬂ.pr 15, 2004 8:0..

0 iDewlce Management: Authonzed . !True falze Apr 15, 2004 8:0.

a1 iDe»aicr-_- Management. Spanning T.. ilruE falze -.ﬂq:lr 15, 2004 B0, |Enforcement succee., |
TgEq !Device Management: Trap Heceiwar!trua falza Apr 15, 2004 5:0..

Figure 10-3. Policies window
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Creating a Policy

Device Management policies can be used to configure and maintain the SNMP
management settings for a group of devices on the network. The parameters
you configure in the policy are the same as you configure individually using
the PCM Device Manager feature (see Chapter 6, "Managing Network
Devices"). Config Manager policies are used for maintaining configurations
for a group of swtches. The parameters you use in the policies are the same
as described for individual device configuration in Chapter 8, "Managing
Device Configurations."

Process Overview

To create a new policy, select the Policy Type from the pull-down menu to
launch the "Policy Wizard."

agement Home

fic Monitor Palicies | Evental

<select one=

Device Management: Autharized manager
Device Management: Cammunity name
Device Management: Spanning Tree Protocaol
Device Management: Trap Receiver

Confighanager: Deploy group
—Confighlanager. Group CLI

mml =~ onfighlanager: Scan d|
The basic process for creating a policy is:
1. Configure the Policy Properties: define the Policy name and desciption.
2. Select the Targets: select the Groups to which the Policy will be applied.
3. Set the Enforcement schedule for the Policy.
4

Configure the parameters to be included in the Policy. The display for
policy parameters will vary based on the selected policy type.
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For each Policy parameter, set the Previous device settings (select the radio
button at the bottom of the window) to configure the action taken on the
device by the Policy enforcement.

® Leaveindicates the Policy will allow previous settings on a device to
remain in place.

e (lear indicates the Policy will replace the previous settings on a
device.

The next section describes the first three steps, common to all policy
types, then the specific details for configuring the different parameters
for each policy type will be described.

Setting Policy Properties

To set the Policy Properties:
1. Select the Policy type to launch the Policy wizard.

Policy: Spanning Tree Protocol i x|

Set Policy Properties b
Mame

W3-5TP
Description

zet SpanTree protocol on M3 net

;__ Finish N Cancel I

Figure 10-4. Set Policy Properties dialog

2. Enter a Name for the Policy. The data field allows up to 42 alpha-numeric
characters. Special characters and spaces are not allowed.

3. Type in a brief description of the policy.
4. Click Next.
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Configuring Policy Targets

After defining the Policy name, the next step is to define the target groups,
that is the device groups to which the Policy will be applied.

x|
Select Target Groups g
Target Groups
Groups Selacted Groups
UL & [M3net
5100
B000k
ZAO0M
2500
208 m-5
200
4100g
2424
Interconnect Devices
pat test =
R &€ Remove |
[T Enforce when new devices are added to targeted groups
Start Owver | Back | et | Frst | Cancel

Figure 10-5. Select Target Groups policy dialog

5.

Click on a group name in the Groups list, then click Add >.
The group will be moved to the Selected Groups list.

To remove a targeted group for a policy, select the Group name in the
Selected Groups list, then click < Remove to move the Group back to the
Groups list on the left.

To automatically enforce the policy when a device is discovered and
added to a targeted group, click the Enforce when new devices are added
checkbox.

Note that the automatic enforcement option is not available for all policy
types.

Click Next.
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NOTE:

Scheduling Policy Enforcement

The next step in configuring policies is setting up an Enforcement Schedule.

Policy: Spanning Tree Protocol | x|

- Start date
Start date [Tue osv042004 = for30 = [T

| Recurrence patiem [

[ End date

Sat Enforcement Schedule b7

™ Run ASAP

" Never Every [7 Day(s)

" Onetime ¥ Skip weekend
" Hourly

= Daily

= Mo end date

C Endby [rue 05m4rzons =4 | = |

" Maximum occumences |

Start Cver | Back | Mgt | FEIfED ' Canceal i

Figure 10-6. Set Policy Enforcement Schedule dialog

Only those scheduling attributes relevant to the type of policy being created
will be available.

9.

Set the Start Date for enforcement of the policy. The default is the date
and time the policy is created.

You can type in a new date and time, or use the arrows to increase or
decrease the date and time entries. Note that the time clock uses 24 hour
format; thus a time of 22:00 is used to indicate a start time of 10:00 pm.

Check (click) the Run ASAP checkbox to enforce a policy as soon as
possible after the start date. This is especially useful when a policy is re-
enabled (after being disabled) . The policy will be enforced immediately
if it missed a scheduled enforcement time while disabled.
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Define the schedule enforcement interval using the Recurrence pattern
options:

Table 10-1. Recurrence Pattern Options

If you select... Do...

Never No further action is required (Policy definition is saved, but will not be
enforced).
One time No further action is required (the currently scheduled time is used with

no recurrences).

Hourly Type the number of hours and minutes to wait between enforcements.

If you do not want the policy enforced on Saturdays and Sundays, check
the Skip weekend checkbox.

Daily Type the number of days to wait between enforcements. If you do not

want the policy enforced on Saturdays and Sundays, check the Skip
weekend checkbox.

Weekly Check the boxes for the days of the week you want to enforce the policy.

Monthly Click the Last day of the month button to enforce the schedule on the

11.

12.

last day of the month.
OR

Click the Day button and use the up or down arrows to select the day
of the month.

Click the radio button to select No end date, End by, or Maximum occurrences
to identify when the schedule should end.

e Ifyouselect No end date, the schedule will run at the selected intervals
until the policy is changed or deleted.

e Ifyou selected End by, click the up and down arrows in the End by
field until the desired end date and time are shown.

e If you selected Maximum occurrences, type the number of times the
policy should be enforced before it is disabled automatically.

Click Next to continue with the policy configuration.
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&l

Configuring Specific Policy Types

From this point forward, the dialogs presented by the Policy Wizard will vary
based on the Policy type you selected. The specific configuration parameters
for each Policy type are described below in the order in which they appear in
the "Select Policies Type" list.

Authorized Manager Policy

For the Device Management:Authorized Manager policy, after setting the proper-
ties, target, and enforcement schedule, Policy Wizard will launch the Autho-
rized Manager Configuration dialog, which operates similarly to the
Authorized Managers tab in the Device Manager (refer to page 6-10).

Authorized Manager Policy Wizard El

1.?
Autherized Manager Configuration
Policy T it ‘
: =] 16|
Wizard q AR
IP Address © Mask Access
11.11.11.11 255 255 265 255 |h‘|anager

Previous device setlings: = leave  clear

Start Over I Back ‘ [qext J Finigh | Cancel

Figure 10-7. Device Management:Authorized Manager wizard

1.

To add an Authorized Manager, click the Add button in the toolbar. This
will display the Add Authorized Managers dialogue.
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x|

IP Address: |
Mask 255,255 255 255
Agcess Ir'-.ﬂanager EI

Ok | Cancel ]

Enter the IP Address of the management station. The station must have the
HP ProCurve Manager application installed.

Enter the IP Mask address.

e The default IP Mask is 255.255.255.255, which allows switch access
only to a station having an IP address that is identical to the Autho-
rized Manager IP parameter. (“255” in an octet of the mask means that
only the exact value in the corresponding octet of the Authorized
Manager IP parameter is allowed in the IP address of an authorized
management station.)

* You can alter the mask and the Authorized Manager IP parameter to
specify ranges of authorized IP addresses. For example, a mask of
255.255.255.0 and any value for the Authorized Manager IP parameter
allows a range of 0 through 255 in the 4th octet of the authorized IP
address, which enables a block of up to 256 IP addresses for IP
management access. A mask of 255.255.255.252 uses the 4th octet of
a given Authorized Manager IP address to authorize four IP addresses
for management station access.

Select the Access level for the station.

e Manager: Enables full access (read and write) to device configuration
functions.

e Operator: Enables read only functionality to device configurations.
Click Ok to complete the process and close the dialog.

PCM will validate the IP address. If it is invalid you will get an error
message, and the Add Authorized Managers dialog remains open so you
can edit the IP address and retry.

Select the Previous device settings option in the Policy Wizard:

® Leave saves the previouse device settings when the policy is enforced
e (Clear removes previous device settings when the policy is enforced.

Click Finish in the Policy Wizard dialog to save the Authorized Managers
policy and exit the Wizard.
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Modifying Authorized Managers

To modify an Authorized Manager, click the Modify icon on the toolbar. This

@c will open the Modify Authorized Manager dialogue, which has the same inputs
as the Add Authorized Managers dialogue. Edit the existing entries, then click
Ok.

Deleting Authorized Managers

To delete an Authorized Manager, select the entry in the Authorized Managers
list, then click the Delete icon in the toolbar.

You can also use the Delete Allicon to delete all the authorized manager entries,
without first having to select the entries.

&l

Community Names Policy

For the Device Management:Community name policy, after setting the properties,
target, and enforcement schedule, Policy Wizard will launch the Community
Name Configuration dialog, which operates similarly to the Community
Names tab in the Device Manager (refer to page 6-6).

x|
b4
Community Name Configuration
Ot O | ] “ ] |
- = b4 o

Manager © Community Read Acc... Write Acc...
¥ | public Manager Unrestnctad i

Policy
Wizard

O

Start Cvar | Back | | Finigh |

Figure 10-8. Device Management:Community Name wizard
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The Community Names Configuration dialog lists the community names
configured for the Policy and the following information about each commu-
nity name:

Manager- A check mark identifies this as the community name used
by the HP ProCurve Manager to communicate with the device.

Community Name - the SNMP community name.

Read Access- Permissions that govern the community name's ability
to read from devices.

Write Access - Permissions that govern the community name's ability
to write to devices.

The Previous device settings options indicate the action taken on the device
by the Policy enforcement.

Leave indicates the Policy will allow previous Community Name
settings on a device to remain.

Clear indicates the Policy will clear (replace) the Community name
settings on the device.

To add a Community Name, click the Add icon in the toolbar. This will
display the Add Community Name dialogue.

x

Carmmunity MName: |

Read Access: Manager E
=

Wiite Access: Unrestncted

Ok Cancel

Type in the SNMP Community Name to be added, up to 16 characters. The
characters "<" and ">" cannot be used.

Select the Read Access permission from the menu: Manager provides full
read and write permissions, Operator has read-only permissions.

Select the Write Access permission from the menu, either Unrestricted or
Restricted.

Click OK.
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Note:

AY

13

If the community name is invalid, you will get an error message. Otherwise,
the Add dialogue is closed and the Community Names list is updated with the
new entry.

6. Select the Previous device settings option in the Policy Wizard:
® Leave saves the previouse device settings when the policy is enforced
e (Clear removes previous device settings when the policy is enforced.

7. Click Finish in the Policy Wizard dialog to save the Community Names
policy and exit the Wizard.

If no other community name policies have been defined, the system will set
the new community name to be the "Management" community. Thus, if you
create a community with Read access = Operator, you will need to create a
second community name policy with Read Access = Manager, and then set it
as the management community. See “Modifying Management Community
Access” on the next page for details.

Modifying Community Names

To modify a Community Name, select a community name in the list then click
the Modify icon in the toolbar. This will display the Modify Community Names
dialogue, similar to the Add Community Names dialogue shown above.

Edit the community name entries as described in the Add process. When you
click OK; a validity check on the community name will be performed. If it is
valid, the Community Names list will be updated with the new entry.

Deleting Community Names

To delete a Community Name, select the name in the Community Names list
then click the Delete icon in the toolbar. A confirmation dialogue will be
displayed.

x

\?) Dredate selackad Community Name(s)?

| e

Click OK to complete the delete process.
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Using the Policy Manager, you can delete the Management community name.
If you do, the Community name that is at the top of the list will automatically
be selected as the default Management Community.

Modifying Management Community Access

When using Policy Manager, the first Community name added is set to the
Management community. This is used by PCM for auto-discovery, traffic
monitoring, SNMP trap generation and threshold setting. If security for net-
work management is a concern, it is recommended that you change the write
access for the "public" community to "restricted."

To change the Management Community, select the Community name in the
list, then click the "Set as Management Community" icon in the toolbar.

The "Management" indicator (check mark) will now appear next to the new
entry.

Spanning Tree Protocol Policy

The Spanning Tree Protocol (IEEE 802.1d) maintains a loop-free topology in
networks with redundant bridges or switches. The spanning tree devices
determine which devices will be active and which will be backups so that no
two nodes in a network have more than one active path between them at any
time. The Spanning Tree Protocol uses the most efficient path between
segments. If a bridge or switch fails, the other bridges and switches reconfig-
ure the network automatically. When the problem is repaired, the bridges and
switches automatically return to the original network configuration.

For the Device Management:STP policy, after setting the properties, target, and
enforcement schedule, Policy Wizard will launch the Set STP State dialog.
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Vv: Spanning Tree Probod il

1. Click the radio button to specify the Spanning Tree Protocol setting for
devices in the target group.

e Enable STP - enables Spanning Tree Protocol on the device.
e Disable STP - disables Spanning Tree Protocol on the device.

2. Click Next

3. Click Finish to save the policy and close the wizard.
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Modifying an STP Policy

The only modification to STP policies is to enable or disable STP on the target
device group.

To modify the STP policy, select it in the Policies [tab] list, then click the
Modify icon in the toolbar to launch the STP policy wizard and edit as needed.

Deleting an STP Policy

To delete an STP policy, select it in the Policies [tab] list, then click the Delete
icon in the toolbar. Click Yes in the confirmation dialog to complete the
process.

The Policy will be removed from the list in the Policies tab display.

Trap Receivers Policy

For the Device Management:Trap Receivers policy, after setting the properties,
target, and enforcement schedule, Policy Wizard will launch the Trap Receiv-
ers Configuration dialog, which operates similarly to the Trap Receivers tab
in the Device Manager (refer to page 6-3).
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¥
Trap Receiver Cenfiguration
ALAARA

IP borezs Event Log Filter

Presiious device seffings: % leave  ( clear

Start Crver | Back I et | Finigh | Cancel |

Figure 10-9. Device Management:Trap Receiver wizard

The PCM management station is set as a default trap receiver for the other
devices on the network. You can specify other stations as additional trap
receivers or the change the default trap receiver with a Trap Receivers policy.

i 1. Click the Add Trap Receiver icon in the toolbar to display the Add Trap

S Receiver dialogue.
x4
P Address
Event log fiter: NCNE =

2. Enter the IP Address of the device to receive traps.

3. Use the Event log filter drop-down menu to select the types of events the
Trap Receiver will accept.

4. Click OK.
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A validity check is performed on the IP address to ensure it is a valid IP
address, and that it is not a multicast address, loopback address, or the
subnet broadcast address of the device.

If it is a valid IP address the Trap Receivers list is updated with the new
entry and the Add Trap Receivers dialog is closed.

If the IP address is not valid, an "Invalid IP address" message is displayed
and the Add Trap Receiver dialog remains open so you can fix the IP
Address and retry.

5. Select the Previous device settings option in the Policy Wizard:
® Leave saves the previouse device settings when the policy is enforced
e (Clear removes previous device settings when the policy is enforced.

6. Click Finish in the Policy Wizard dialog to save the Trap Receivers policy
and exit the Wizard.

When PCM (server) starts up, it binds to port number 162 and that is the port
that all incoming traps arrive on. If a previous process is already bound to that
port, PCM will not be able to receive traps because the port is in use. Make
sure no process is bound to port 162. Examples of applications that bind to
port 162 are the Windows SNMP Trap Receiver Service*, TopTools, HP Open-
View, MG-Soft MIB Browser Trap Ringer, etc.

In the event that a process was bound to port 162 when ProCurve Manager
was started simply terminate the process and restart the ProCurve Manger
(server). To restart the PCM server (in Windows):

a. Go to Control Panel->Administrative Tools-> Services.

b. Double click on the HP ProCurve Network Manager Server, click the
Stop button, and then click the Start button.

Modifying Trap Receivers

To modify a Trap Receiver, select it from the list, then click the Modify Trap
Receiver icon in the toolbar to display the Trap Receiver pop-up dialog.

1. Edit the IP address
2. Edit Event log filters as needed.
3. Click OK to save the changes and update the Trap Receivers list.
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Note:

Deleting Trap Receivers

To delete a Trap Receiver, select the entry from the list, then click the Delete
Trap Receiver icon in the toolbar.

You can use "Shift + click" or "Ctrl + click" to select multiple trap receivers
to delete at once.

T\-‘:) Delete selected Trap Receiver(s)?

Click Yes in the confirmation dialog to complete the process.

You can delete all trap receivers at the same time by clicking the Delete All
icon in the toolbar.

Click Yes in the confirmation dialog to complete the process.

Deploy Group Policy

The Deploy Group Policy Wizard is used to create a schedule for rolling back
to a previously labelled configuration on one or more device groups. For
example, deployment is useful when you capture a known good configuration
and want to restore that configuration in its entirety or apply it to other
devices. For information on creating labelled configurations, refer to “Using
Configuration Labels” on page 8-7.

Remember that deployment of a configuration to an HP ProCurve device
requires rebooting the device.

Use the Device Manager for simple tasks like changing the host name, contact,
location, community names, and authorized managers. Use the CLI Wizard,
Telnet, or Web Agent for more complex changes to a configuration.

To add a Deploy Group Policy:

1. Select ConfigManager:Deploy Group from the Select Policy Type drop-
down list on the Policy tab to start the Policy Wizard.
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You can also launch the Deploy Group Wizard by clicking the Deploy
button on the Configuration History window or other group-related win-
dow.

In the Set Properties window of the Deploy Group Policy Wizard, type the
name that will be used to identify the policy.

Type abrief description of the policy in the Description field. This descrip-
tion might contain the purpose of the policy or any other information
pertinent to the policy.

In the Rollback Label box at the bottom of the window, click the drop-
down arrow and select the configuration you want to deploy. The config-
uration must be a labelled configuration.

Click Next.
Select the Policy Schedule options (refer to page 10-14), then click Next.

Select the Session Output options:

a. Ifyou do not want to capture the output for the session, click Next to
close the Specify Output Options window.

b. Click the Capture output to a file checkbox to capture the output for
the session.

c. Type in the file name in which to store the output.
d. Click the Append checkbox to append the next session output to
previous output if the file already exists.

To overwrite an existing file, ensure that the Append checkbox is not
checked.

e. Click Next.
Select the Target Groups (refer to page 10-13), then click Next.
Click Finish.
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Group CLI Policy

The Group CLI Policy Wizard can be used to execute CLI (Command LIne
Interface) commands, or a command ’script’ on selected device groups at set
intervals.

1. Select ConfigManager:Group CLI from the Select Policy type drop-down list
on the Policies tab to launch the Policy Wizard.

The Group CLI policy wizard functions similarly to the Command Line
Wizard, described on page 8-13 of the "Managing Device Configurations"
chapter.

When you have entered the commands you want for the Policy, click Next.
2. Select the Policy Schedule options (refer to page 10-14), then click Next.

3. Select the Session Output options:

a. Ifyou do not want to capture the output for the session, click Next to
close the Specify Output Options window.

b. Click the Capture output to a file checkbox to capture the output for
the session.

c. Type in the file name in which to store the output.
The specified file will be placed under the "server\data" directory.

d. Click the Append checkbox to append the next session output to
previous output if the file already exists.

To overwrite an existing file, ensure that the Append checkbox is not
checked.

e. Click Next.
4. Select the Target Groups (refer to page 10-13), then click Next.
5. Click Finish.

Group Scan Policy

The Scan Policy wizard is used to create a schedule for scanning device
configurations on one or more device groups.

To add a scan policy:

1. Select ConfigManager Scan from the Select Policy type drop-down list on
the Policies tab to start the Policy wizard.

2. Inthe Policy Properties window, type in a name to identify the scan policy.

If desired, type a brief description for the policy in the Description field.
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3. Click Next.

4. Select the Policy Schedule options (refer to page 10-14), then click Next.
5. Select the Target Groups (refer to page 10-13), then click Next.

6. Click Finish.

Software Update Policy

Use a Software Update Policy to schedule downloading the index of switch
software versions available for devices in the target group. A frequently
recurring policy ensures the latest Switch software versions are available for
updates.

To add a Software Update policy:

1.

SIS

Select Software Update:Download Software Index from the Select Policy type
drop-down list on the Policies tab to start the Policy wizard.

In the Name field of the Select a Name window, type the name you want
to use to identify the policy.

Type a brief description of the policy in the Description field.

Click Next.

Select the Policy Schedule options (refer to page 10-14), then click Next.
Select the Target Groups (refer to page 10-13), then click Next.

Click Finish.
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Enforcing Policies

You can use the scheduling options when creating or modifying a policy to
set recurring enforcement of the policy at specified date and time intervals,
or you can enforce the policy manually at any time.

To enforce a policy manually:
1. Click the Policies tab in the PCM home display.
2. Click (select) the policy you want to enforce from the Policies list.

3. Click the "Enforce" icon in the toolbar to execute the policy on devices in
the target group.

4. Click Yes in the confirmation dialog to enforce the policy now.

The Last Enforcement field for the policy will be updated with the current
date, indicating enforcement of the policy.

To disable or enable the scheduled enforcement of a policy:
Click (select) the policy you want to enforce from the Policies list.

2. Click on the "Enable/Disable" enforcement icon in the toolbar. This icon
acts as a toggle that can be used to enable or disable scheduled enforce-
ment at any time.

3. Click Yes in the confirmation dialog to enable or disable enforcement.

The Enabled field for the policy will change from true to false, or vice versa.

Modifying Policies

To modify a policy:

1. Click the Policies tab in the PCM home display.

2. Click (select) the policy you want to modify from the Policies list.
3. Click the "Modify" icon in the toolbar to launch the Policy wizard.

The Policy wizards work in the same manner as described for creating new
policies, simply edit the Policy parameters in the wizard dialogs as needed.
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Deleting Policies
To delete a policy:

1.

2
3.
4

Click the Policies tab in the PCM home display.

Click (select) the policy you want to delete from the list.
Click the delete icon in the Policies toolbar.

Click Yes in the confirmation dialog to delete the policy.

The policy will be removed from the Policies listing.
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