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Getting Started

Introduction and Applicable Switches

Introduction and Applicable Switches

This guide describes how to use HP’s switch security features to protect
access to your HP ProCurveProCurve switch. This guide is intended for these
switch models:

m  HP ProCurve Series 4100GL switches (4104GL, 4108GL)
m  HP ProCurve Series 2600 switches (2626, 2650)

m  HP ProCurve Switch 6108

The Product Documentation CD-ROM shipped with the switch includes this
guide. You can also download the latest version from the HP ProCurve
website. (Refer to “Getting Documentation From the Web” on page 1-8.)

About the Feature Descriptions

In cases where a software feature is not available in all of the switch products
covered by this guide, the text specifically indicates which devices offer the
feature.
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Overview of Access Security Features

m Local Manager and Operator Passwords (page 2-1): Control
access and privileges for the CLI, menu, and web browser interfaces.

m TACACS+ Authentication (page 3-1): Uses an authentication appli-
cation on a server to allow or deny access to a switch.

m  RADIUS Authentication and Accounting (page 4-1): Like
TACACS+, uses an authentication application on a central server to
allow or deny access to the switch. RADIUS also provides accounting
services for sending data about user activity and system events to a
RADIUS server.

m  Secure Shell (SSH) Authentication (page 5-1): Provides
encrypted paths for remote access to switch management functions.

m  Secure Socket Layer (SSL) (page 6-1): Provides remote web access
to the switch via encrypted authentication paths between the switch
and management station clients capable of SSL/TLS operation.

m Port-Based Access Control (802.1x) (page 7-1): On point-to-point
connections, enables the switch to allow or deny traffic between a
port and an 802.1x-aware device (supplicant) attempting to access the
switch. Also enables the switch to operate as a supplicant for connec-
tions to other 802.1x-aware switches.

m  Port Security (page 8-1): Enables a switch port to maintain a unique
list of MAC addresses defining which specific devices are allowed to
access the network through that port. Also enables a port to detect,
prevent, and log access attempts by unauthorized devices.

m  Authorized IP Managers (page 9-1): Allows access to the switch by
anetworked device having an IP address previously configured in the
switch as "authorized".

HP recommends that you use local passwords together with your switch’s
other security features to provide a more comprehensive security fabric than
if you use only local passwords. For an overview, refer to Table 1-1.
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Table 1-1. Management Access Security Protection

Security Feature Offers Protection Against Unauthorized Client Access to | Offers Protection
Switch Management Features Age_linst ;
Connection Telnet ~ SNMP  Web  ssy | Unduthorized Client
(Net Mgmt) Browser Client Network
Local Manager and Operator PtP:  Yes No Yes Yes No
Usernames and Passwords Remote:  Yes No Yes Yes No
TACACS+' PtP:  Yes No No Yes No
Remote: Yes No No Yes No
RADIUS' PtP:  Yes No No Yes No
Remote: Yes No No Yes No
SSH Ptp:  Yes No No Yes No
Remote: Yes No No Yes No
SSL Ptp:  No No Yes No No
Remote:  No No Yes No No
Port-Based Access Control (802.1x) PtP:  Yes Yes Yes Yes Yes
Remote:  No No No No No
Port Security (MAC address) PtP:  Yes Yes Yes Yes Yes
Remote: Yes Yes Yes Yes Yes
Authorized IP Managers PtP:  Yes Yes Yes Yes No
Remote: Yes Yes Yes Yes No

"The local Manager/Operator, TACACS+, and RADIUS options (direct connect or modem access) also offer protection
for serial port access.

There are two security areas to protect: access to the switch management
features and access to the network through the switch. The preceeding table
shows the type of protection each switch security feature offers.
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Command Syntax Conventions

This guide uses the following conventions for command syntax and displays.

Syntax:  aaa port-access authenticator < port-list >
[ control < authorized | auto | unauthorized >]

m Vertical bars (| ) separate alternative, mutually exclusive elements.
m  Square brackets ( [ ] ) indicate optional elements.
m Braces ( < >) enclose required elements.

m Braces within square brackets ( [ < > ] ) indicate a required element
within an optional choice.

m Boldface indicates use of a CLI command, part of a CLI command
syntax, or other displayed element in general text. For example:

“Use the copy titp command to download the key from a TFTP server.”

m [talics indicate variables for which you must supply a value when
executing the command. For example, in this command syntax, you
must provide one or more port numbers:

Syntax: aaa port-access authenticator < port-list >

Simulating Display Output

Command Prompts

In the default configuration, your switch’s CLI prompt includes the switch
model number, and appears similar to the following examples:

HP ProCurve Switch 4108#
HP ProCurve Switch 2650#
HP ProCurve Switch 6108#

To simplify recognition, this guide uses HPswitch to represent command
prompts for all models. That is:

HPswitch#
(You can use the hostname command to change the text in the CLI prompt.)

Commands or command output positioned to simulate displays of switch
information in a computer screen are printed in a monospace font, as shown
above.
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Screen Simulations

Figures containing simulated screen text and command output appear similar
to this:

HPF=witch: show version

Image =tamp: se=wscodesbuildsinfo
June 1 2003 13:43:13
X.07.2¥
139

HP=witch:>

Figure 1-1.Example of a Figure Showing a Simulated Screen

In some cases, brief command-output sequences appear without figure iden-
tification. For example:

HPswitch (config)# clear public-key
HPswitch (config)# show ip client-public-key
show client public key: cannot stat keyfile

Port Identity Convention for Examples

This guide describes software applicable to both chassis-based and stackable
HP ProCurve switches. Where port identities are needed in an example, this
guide uses the chassis-based port identity system, such as "A1", "B3-B5", "C7",
etc. However, unless otherwise noted, such examples apply equally to the
stackable switches, which typically use only numbers, such as "1", "3-5"; "15"
etc. for port identities.

Related Publications

Product Notes and General Software Update Information. The
printed Read Me First shipped with your switch provides software update
information, product notes, and other information. For the latest version, refer
to “Getting Documentation From the Web” on page 1-8.

Physical Installation and Initial Network Access. Use the Installation
and Getting Started Guide shipped with your switch to prepare for and
perform the physical installation. This guide also steps you through connect-
ing the switch to your network and assigning IP addressing, as well as
describing the LED indications for correct operation and trouble analysis. A
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Related Publications

PDF version of this guide is also provided on the Product Documentation CD-
ROM shipped with the switch. And you can download a copy from the HP
ProCurve website. (See “Getting Documentation From the Web” on page 1-8.)

General Switch Management and Configuration. Use the Management
and Configuration Guide for information on:

m  Using the command line interface (CLI), Menu interface, and web
browser interface

m Learning the operation and configuration of all switch software
features other than the access security features included in this guide

m  Troubleshooting software operation

HP provides a PDF version of this guide on the Product Documentation CD-
ROM shipped with the switch. You can also download the latest copy from the
HP ProCurve website. (See “Getting Documentation From the Web” on page
1-8.)

Release Notes. Release notes are posted on the HP ProCurve website and
provide information on new software updates:

m New features and how to configure and use them
m  Software management, including downloading software to the switch

m  Software fixes addressed in current and previous releases

To view and download a copy of the latest release notes for your switch, see
“Getting Documentation From the Web” on page 1-8.
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Getting Documentation From the Web

1. Go to the HP ProCurve website at http://www.hp.com/go/hpprocurve.

2. Click on technical support.

3. Click on manuals.

4. Click on the product for which you want to view or download a manual.
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Sources for More Information

m Ifyouneedinformation on specific parameters in the menu interface,
refer to the online help provided in the interface.

==========================- CQNSOLE - MLIWNAGER MODE —-=======================
Switch Configuration — Internet (IP) Service

Default Gateway : 10.35.204.1

Default TTL HE L] Online Help

IP Config [DHCP/EBootp] : Manual for Menu
IP iddress : 10.35.204.104
Subnet Mask : 255.255.240.0

hotions-» Cancel Edit Save

ay help information.

Use arrow kewys to change action selection and <Enter> to execute action.

Figure 1-2. Where To Find Help in the Menu Interface

m If you need information on a specific command in the CLI, type the
command name followed by “help”. For example:

HFzwitch# write help
Usage: write <memory|terminal>

Description: View or save the runhing configuration of the switch.

write terminal - displays the runhing configuration of the
gwitch on the terminal

Write memory - saves the running configquration of the
switch to f£lash. The saved configuration
hecomwes the hoot-up configuration of the switch
the next time it is hooted.

Figure 1-3. How To Find Help in the CLI

m If you need information on specific features in the HP Web Browser
Interface (hereafter referred to as the “web browser interface”), use
the online help available for the web browser interface. For more
information on web browser Help options, refer to the Management
and Configuration Guide for your switch.
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m If you need further information on Hewlett-Packard switch tech-
nology, visit the HP ProCurve website at:

http://www.hp.com/go/hpprocurve

Need Only a Quick Start?

IP Addressing. If you just want to give the switch an IP address, or if you
are not using VLANs, HP recommends that you use the Switch Setup screen
to quickly configure IP addressing. To do so, do one of the following:

m  Enter setup at the CLI Manager level prompt.
HPswitch# setup
m In the Main Menu of the Menu interface, select

8. Run Setup

For more on using the Switch Setup screen, refer to the Installation and
Getting Started Guide you received with the switch.

To Set Up and Install the Switch in Your
Network

Use the Installation and Getting Started Guide for your switch model
(shipped with the switch) for the following:

m Notes, cautions, and warnings related to installing and using the
switch and its related modules

m Instructions for physically installing the switch in your network

m  Quickly assigning an IP address and subnet mask, set a Manager
password, and (optionally) configure other basic features.
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Configuring Username and Password Security

Overview
Overview
Feature Default Menu CLI Web
Set Usernames no user names set — — page 2-6
Set a Password no passwords set page2-4 page2-5 page2-6
Delete Password n/a page2-4 page2-6 page2-6
Protection
Console access includes both the menu interface and the CLI. There are two
levels of console access: Manager and Operator. For security, you can set a
password pair (username and password) on each of these levels.
Note Usernames are optional. Also, in the menu interface, you can configure

passwords, but not usernames. To configure usernames, use the CLI or the
web browser interface.

Level Actions Permitted

Manager:  Access to all console interface areas.

This is the default level. Thatis, if a Manager password has not been set prior
to starting the current console session, then anyone having access to the
console can access any area of the console interface.

Operator:  Access to the Status and Counters menu, the Event Log, and the CLI*, but no
Configuration capabilities.
On the Operator level, the configuration menus, Download OS, and Reboot
Switch options in the Main Menu are not available.

*Allows use of the ping, link-test, show, menu, exit, and logout commands, plus the enable
command if you can provide the Manager password.

To configure password security:

1. SetaManagerpassword pair (and an Operator password pair, if applicable
for your system).

2. Exit from the current console session. A Manager password pair will now
be needed for full access to the console.




Note

Caution

Configuring Username and Password Security
Overview

If you do steps 1 and 2, above, then the next time a console session is started
for either the menu interface or the CLI, a prompt appears for a password.
Assuming you have protected both the Manager and Operator levels, the level
of access to the console interface will be determined by which password is
entered in response to the prompt.

If you set a Manager password, you may also want to configure the

Inactivity Time parameter. (Refer to the Management and Configuration
Guide for your switch.) This causes the console session to end after the
specified period of inactivity, thus giving you added security against unautho-
rized console access.

The manager and operator passwords and (optional) usernames control
access to the menu interface, CLI, and web browser interface.

If you configure only a Manager password (with no Operator password), and
in a later session the Manager password is not entered correctly in response
to a prompt from the switch, then the switch does not allow management
access for that session.

If the switch has a password for both the Manager and Operator levels, and
neither is entered correctly in response to the switch’s password prompt, then
the switch does not allow management access for that session.

Passwords are case-sensitive.

If the switch has neither a Manager nor an Operator password, anyone
having access to the switch through either Telnet, the serial port, or the web
browser interface can access the switch with full manager privileges. Also,
if you configure only an Operator password, entering the Operator pass-
word enables full manager privileges.

The rest of this section covers how to:
m  Set passwords
m  Delete passwords

m  Recover from a lost password
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Configuring Local Password Security

Menu: Setting Passwords

As noted earlier in this section, usernames are optional. Configuring a user-
name requires either the CLI or the web browser interface.

1. From the Main Menu select:

3. Console Passwords

CONBOLE - MANAGER MODE
Set Password Menu

Set Operator Password
det Manager Password
Delete Password Protection

O wm R

Return to Main Menu...

Prompts you to enter an Operator—-level password.
To select menu item, press item number, or highlight item and press <Enter>.

Figure 2-1. The Set Password Screen

2. To set a new password:

a. Select SetManagerPassword or SetOperator Password. You will then
be prompted with Enter new password.

b. Type a password of up to 16 ASCII characters with no spaces and
press [Enter]. (Remember that passwords are case-sensitive.)

c.  When prompted with Enter new password again, retype the new pass-
word and press [Enter].

After you configure a password, if you subsequently start a new console
session, you will be prompted to enter the password. (If you use the CLI or
web browser interface to configure an optional username, the switch will
prompt you for the username, and then the password.)

To Delete Password Protection (Including Recovery from a Lost
Password): This procedure deletes all usernames (if configured) and pass-
words (Manager and Operator).
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If you have physical access to the switch, press and hold the Clear button (on
the front of the switch) for a minimum of one second to clear all password
protection, then enter new passwords as described earlier in this chapter.

If you do not have physical access to the switch, you will need Manager-Level
access:

1. Enter the console at the Manager level.

2. Go to the Set Passwords screen as described above.

3. Select Delete Password Protection. You will then see the following prompt:
Continue Deletion of password protection? No

4. Press the Space bar to select Yes, then press [Enter].

o

Press [Enter] to clear the Password Protection message.

To Recover from a Lost Manager Password: If you cannot start a con-
sole session at the Manager level because of a lost Manager password, you
can clear the password by getting physical access to the switch and pressing
and holding the Clear button for a minimum of one second. This action deletes
all passwords and usernames (Manager and Operator) used by both the
console and the web browser interface.

CLI: Setting Passwords and Usernames

Commands Used in This Section

password See below.

Configuring Manager and Operator Passwords.

Syntax:  [no]password <manager | operator > [ user-name ASCII-STR ]
[no] password < all >

HPswitch({config)# password manager * PaSS\f(vo_rdkentrlesappear
New password: **+++++ 4—’/ as asterisks.

o—* Youmusttype the
Please retype new password: ****++s password entry twice.
HPswitch (config)# password operator
WNew password: *++draes

Please retype new password: *F**+s+xs

Figure 2-2. Example of Configuring Manager and Operator Passwords
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To Remove Password Protection. Removing password protection means
to eliminate password security. This command prompts you to verify that you
want to remove one or both passwords, then clears the indicated password(s).
(This command also clears the username associated with a password you are
removing.) For example, to remove the Operator password (and username, if
assigned) from the switch, you would do the following:

HPswitchiconfig)# no password
Fassword protection will ke deleted, do you want to continue [yv/n]? v

HPswitch (config)#
switch( 9! Press [Y] (for yes) and press [Enter]. ——/4

Figure 2-3. Removing a Password and Associated Username from the Switch

The effect of executing the command in figure 2-3 is to remove password
protection from the Operator level. (This means that anyone who can access
the switch console can gain Operator access without having to enter a user-
name or password.)

Web: Setting Passwords and Usernames

In the web browser interface you can enter passwords and (optional) user-
names.

To Configure (or Remove) Usernames and Passwords in the Web
Browser Interface.

1. Click on the Security tab.

Click on [Device Passwords].

2. Do one of the following:

e To set username and password protection, enter the usernames and
passwords you want in the appropriate fields.

¢ Toremove username and password protection, leave the fields blank.

3. Implement the usernames and passwords by clicking on [Apply Changes].

To access the web-based help provided for the switch, click on [?] in the web
browser screen.
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Overview
Overview
Feature Default Menu CLI Web
view the switch’s authentication configuration n/a — page3-9 —
view the switch’s TACACS+ server contact n/a — page —
configuration 3-10
configure the switch’s authentication methods disabled — page —
3-11
configure the switch to contact TACACS+ server(s) disabled  — page —
3-15
TACACS+ authentication enables you to use a central server to allow or deny
access to the switch (and other TACACS-aware devices) in your network. This
means that you can use a central database to create multiple unique username/
password sets with associated privilege levels for use by individuals who have
reason to access the switch from either the switch’s console port (local
access) or Telnet (remote access).
A3 or RS
B3 . orenenen, . .'*/Al\"
s . 1
A - 4 Terminal “A” Directly
R R gp Ff’_roCqu? Switch \ Accessing the Switch
— -
P A2 or _. | ONtfigured for Via Switch'’s Console
Primary B2 P f . - = - | TACACS+ Operation [ | Port
TACACS+ r
Server LI
\ . B4 B
r BLY <. > “~
The switch passes the login e . . )
requests fromterminals Aand B Terminal “B” Remotely Accessing The Switch Via Telnet
to the TACACS+ server for
authenﬂc?tlon_. The Tﬁ[iﬁ‘CS: Access Request — — — — Al - A4: Path for Request from
SEEINAELF CLAUETIEES BAE AT Terminal A (Through Console Port)
allow access to the switch and
what privilege level to allow for TACACS Server - ====-=----. B1 - B4: Path for Request from
a given access request. Response Terminal B (Through Telnet)

Figure 3-1. Example of TACACS+ Operation

TACACS+ in the switch manages authentication of logon attempts through

either the Console port or Telnet. TACACS+ uses an authentication hierarchy
consisting of (1) remote passwords assigned in a TACACS+ server and (2)

local passwords configured on the switch. That is, with TACACS+ configured,
the switch first tries to contact a designated TACACS+ server for authentica-




Notes

TACACS+ Authentication
Terminology Used in TACACS Applications:

tion services. If the switch fails to connect to any TACACS+ server, it defaults
to its own locally assigned passwords for authentication control if it has been
configured to do so. For both Console and Telnet access you can configure a
login (read-only) and an enable (read/write) privilege level access.

The software does not support TACACS+ authorization or accounting
services.

TACACS+ does not affect web browser interface access. See “Controlling Web
Browser Interface Access” on page 3-24.

Terminology Used in TACACS
Applications:

NAS (Network Access Server): This is an industry term for a
TACACS-aware device that communicates with a TACACS server for
authentication services. Some other terms you may see in literature
describing TACACS operation are communication server, remote
access server, or terminal server. These terms apply when TACACS+
is enabled on the switch (that is, when the switch is TACACS-aware).

TACACS+ Server: The server or management station configured as
an access control server for TACACS-enabled devices. To use
TACACS+ with the switch and any other TACACS-capable devices in
your network, you must purchase, install, and configure a TACACS+
server application on a networked server or management station in
the network. The TACACS+ server application you install will provide
various options for access control and access notifications. For more
on the TACACS+ services available to you, see the documentation
provided with the TACACS+ server application you will use.

Authentication: The process for granting user access to a device
through entry of a user name and password and comparison of this
username/password pair with previously stored username/password
data. Authentication also grants levels of access, depending on the
privileges assigned to a user name and password pair by a system
administrator.
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Terminology Used in TACACS Applications:

Local Authentication: This method uses username/password
pairs configured locally on the switch; one pair each for manager-
level and operator-level access to the switch. You can assign local
usernames and passwords through the CLI or web browser inter-
face. (Using the menu interface you can assign alocal password,
but not a username.) Because this method assigns passwords to
the switch instead of to individuals who access the switch, you
must distribute the password information on each switch to
everyone who needs to access the switch, and you must configure
and manage password protection on a per-switch basis. (For
more on local authentication, refer to “Configuring Username
and Password Security” on page 2-1.)

TACACS+ Authentication: This method enables you to use a
TACACS+ server in your network to assign a unique password,
user name, and privilege level to each individual or group who
needs access to one or more switches or other TACACS-aware
devices. This allows you to administer primary authentication
from a central server, and to do so with more options than you
have when using only local authentication. (You will still need to
use local authentication as a backup if your TACACS+ servers
become unavailable.) This means, for example, that you can use
a central TACACS+ server to grant, change, or deny access to a
specific individual on a specific switch instead of having to
change local user name and password assignments on the switch
itself, and then have to notify other users of the change.
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Notes

General System Requirements

To use TACACS+ authentication, you need the following:

m A TACACS+ server application installed and configured on one or
more servers or management stations in your network. (There are
several TACACS+ software packages available.)

m  Aswitch configured for TACACS+ authentication, with access to one
or more TACACS+ servers.

The effectiveness of TACACS+ security depends on correctly using your
TACACS+ server application. For this reason, HP recommends that you
thoroughly test all TACACS+ configurations used in your network.

TACACS-aware HP switches include the capability of configuring multiple
backup TACACS+ servers. HP recommends that you use a TACACS+ server
application that supports a redundant backup installation. This allows you to
configure the switch to use a backup TACACS+ server if it loses access to the
first-choice TACACS+ server.

TACACS+ does not affect web browser interface access. Refer to “Controlling
Web Browser Interface Access When Using TACACS+ Authentication” on
page 3-24.

General Authentication Setup Procedure

It is important to test the TACACS+ service before fully implementing it.
Depending on the process and parameter settings you use to set up and test
TACACS+ authentication in your network, you could accidentally lock all
users, including yourself, out of access to a switch. While recovery is simple,
it may pose an inconvenience that can be avoided.To prevent an unintentional
lockout on a switch, use a procedure that configures and tests TACACS+
protection for one access type (for example, Telnet access), while keeping the
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General Authentication Setup Procedure

Note

other access type (console, in this case) open in case the Telnet access fails
due to a configuration problem. The following procedure outlines a general

setup procedure.

If a complete access lockout occurs on the switch as a result of a TACACS+
configuration, see “Troubleshooting TACACS+ Operation” in the Trouble-
shooting chapter of the Management and Configuration Guide for your

switch.

1.

Familiarize yourself with the requirements for configuring your

TACACS+ server application to respond to requests from a switch. (Refer
to the documentation provided with the TACACS+ server software.) This
includes knowing whether you need to configure an encryption key. (See

“Using the Encryption Key” on page 3-23.)

Determine the following:

Plan and enter the TACACS+ server configuration needed to support
TACACS+ operation for Telnet access (login and enable) to the switch.
This includes the username/password sets for logging in at the Operator
(read-only) privilege level and the sets for logging in at the Manager (read/

The IP address(es) of the TACACS+
server(s) youwantthe switchto use
for authentication. If you will use
more than one server, determine
which server is your first-choice for
authentication services.

The encryption key, if any, for
allowing the switchto communicate
with the server. You can use eithera
global key or a server-specific key,
depending on the encryption
configuration in the TACACS+
server(s).

The number of log-in attempts you
will allow before closing a log-in
session. (Default: 3)

write) privilege level.

The period you want the switch to
wait for a reply to an authentication
request before trying another
server.

The username/password pairs you
wantthe TACACS+ server to use for
controlling access to the switch.
The privilege level you want for
each username/password pair
administered by the TACACS+
server for controlling access to the
switch.

The username/password pairs you
want to use for local authentication
(one pair each for Operator and
Manager levels).

3-6



Note on
Privilege Levels

Caution
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General Authentication Setup Procedure

When a TACACS+ server authenticates an access request from a switch,
itincludes aprivilege level code for the switch to use in determining which
privilege level to grant to the terminal requesting access. The switch
interprets a privilege level code of “15” as authorization for the Manager
(read/write) privilege level access. Privilege level codes of 14 and lower
result in Operator (read-only) access. Thus, when configuring the
TACACS+ server response to a request that includes a username/pass-
word pair that should have Manager privileges, you must use a privilege
level of 15. For more on this topic, refer to the documentation you received
with your TACACS+ server application.

If you are a first-time user of the TACACS+ service, HP recommends that
you configure only the minimum feature set required by the TACACS+
application to provide service in your network environment. After you
have success with the minimum feature set, you may then want to try
additional features that the application offers.

Ensure that the switch has the correct local username and password for
Manager access. (If the switch cannot find any designated TACACS+
servers, the local manager and operator username/password pairs are
always used as the secondary access control method.)

You should ensure that the switch has a local Manager password. Other-
wise, if authentication through a TACACS+ server fails for any reason,
then unauthorized access will be available through the console port or
Telnet.

Using a terminal device connected to the switch’s console port, configure
the switch for TACACS+ authentication only for telnet login access and
telnet enable access. At this stage, do not configure TACACS+ authenti-
cation for console access to the switch, as you may need to use the
console for access if the configuration for the Telnet method needs
debugging.

Ensure that the switch is configured to operate on your network and can
communicate with your first-choice TACACS+ server. (At a minimum,
this requires IP addressing and a successful ping test from the switch to
the server.)

On aremote terminal device, use Telnet to attempt to access the switch.
If the attempt fails, use the console access to check the TACACS+
configuration on the switch. If you make changes in the switch configu-
ration, check Telnet access again. If Telnet access still fails, check the
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configuration in your TACACS+ server application for mis-configura-
tions or missing data that could affect the server’s interoperation with
the switch.

8. After your testing shows that Telnet access using the TACACS+ server is

working properly, configure your TACACS+ server application for
console access. Then test the console access. If access problems occur,
check for and correct any problems in the switch configuration, and then
test console access again. If problems persist, check your TACACS+
server application for mis-configurations or missing data that could
affect the console access.

9. When you are confident that TACACS+ access through both Telnet and
the switch’s console operates properly, use the write memory command
to save the switch’s running-config file to flash memory.

Configuring TACACS+ on the Switch

BeforeYou Begin

If you are new to TACACS+ authentication, HP recommends that you read the
“General Authentication Setup Procedure” on page 3-5 and configure your
TACACS+ server(s) before configuring authentication on the switch.

The switch offers three command areas for TACACS+ operation:

m show authentication and show tacacs: Displays the switch’'s TACACS+
configuration and status.

m aaa authentication: A command for configuring the switch’s authenti-
cation methods

m tacacs-server: A command for configuring the switch’s contact with
TACACS+ servers
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CLI Commands Described in this Section

Command Page

show authentication 3-9

show tacacs 3-10

aaa authentication pages 3-11through 3-14
console
Telnet

num-attempts <1-10 >

tacacs-server pages 3-15
host < ip-addr > pages 3-15
key 3-19
timeout < 1-255 > 3-20

Viewing the Switch’s Current Authentication
Configuration

This command lists the number of login attempts the switch allows in a single
login session, and the primary/secondary access methods configured for each
type of access.

Syntax: show authentication

This example shows the default authentication configuration.

HPF=witch > show authentication
Status and Counters — Authentication Informwation
Login Attempts : 3
— Lo — S Configuration for login and enable access
ogin ngin n & m e to the switch through the switch console
depess Task Primary  Secondary Primary Secondary port.

_________________ Configuration for login and enable access
(Telnet  Local | Hone  Local I Home 4/ to the switch through Telnet.

Figure 3-2. Example Listing of the Switch’s Authentication Configuration
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Viewing the Switch’s Current TACACS+ Server Contact
Configuration

This command lists the timeout period, encryption key, and the IP addresses
of the first-choice and backup TACACS+ servers the switch can contact.

Syntax: showtacacs

For example, if the switch was configured for a first-choice and two backup
TACACS+ server addresses, the default timeout period, and paris-1 for a
(global) encryption key, show tacacs would produce a listing similar to the
following:

HP=witch # show tacacs

First-Choice Status and Counters - TACACS Information
TACACS+ Server Timeout : 5
Encryption Key : paris-1
Second-Choice Server IFP Addr Opens Closes Aborts Errors Pkts Rx Pkts Tx
TACACS+ Server \| - ————— - — - L o o o _______ _______
10.20.242.100 ] ] ] ] ] ]
Third-Choice \ 10.20.248.158 ] ] ] ] ] ]
TACACS+ Server 10.20.248.105 ] ] ] ] ] ]

Figure 3-3. Example of the Switch’s TACACS+ Configuration Listing
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Configuring the Switch’s Authentication Methods

The aaa authentication command configures the access control for console
port and Telnet access to the switch. That is, for both access methods, aaa
authentication specifies whether to use a TACACS+ server or the switch’s local
authentication, or (for some secondary scenarios) no authentication (meaning
that if the primary method fails, authentication is denied). This command also
reconfigures the number of access attempts to allow in a session if the first
attempt uses an incorrect username/password pair.

Syntax:

aaa authentication
< console | telnet >

Selects either console (serial port) or Telnet access for
configuration.

< enable | login >

Selects either the Manager (enable) or Operator (login)
access level.

<local | tacacs | radius >

Selects the type of security access:

local — Authenticates with the Manager and Operator
password you configure in the switch.
tacacs — Authenticates with a password and other
data configured on a TACACS+ server.
radius — Authenticates with a password and other
data configured on a RADIUS server. (Refer to
“RADIUS Authentication and Accounting” on page
4-1.)

[<local I none >]

If the primary authentication method fails, determines
whether to use the local password as a secondary method
or to disallow access.

aaa authentication num-attempts < 1-10 >

Specifies the maximum number of login attempts allowed in
the current session. Default: 3
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Table 3-1. AAA Authentication Parameters
Name Default Range Function
console n/a n/a Specifies whether the command is configuring authentication forthe console port
-or- or Telnet access method for the switch.
telnet
enable n/a n/a Specifies the privilege level for the access method being configured.
-or- login: Operator (read-only) privileges
login enable: Manager (read-write) privileges
local local n/a Specifies the primary method of authentication for the access method being
-or- configured.
tacacs local: Use the username/password pair configured locally in the switch for
the privilege level being configured
tacacs: Use a TACACS+ server.
local none n/a Specifies the secondary (backup) type of authentication being configured.
-or- local: The username/password pair configured locally in the switch for the
none privilege level being configured
none: No secondary type of authentication for the specified
method/privilege path. (Available only if the primary method of
authentication for the access being configured is local.)
Note: If you do not specify this parameter in the command line, the switch
automatically assigns the secondary method as follows:
* [f the primary method is tacacs, the only secondary method is local.
* [f the primary method is local, the default secondary method is none.
num-attempts 3 1-10 In a given session, specifies how many tries at entering the correct username/

password pair are allowed before access is denied and the session terminated.

As shown in the next table, login and enable access is always available locally
through a direct terminal connection to the switch’s console port. However,
for Telnet access, you can configure TACACS+ to deny access if a TACACS+

server goes down or otherwise becomes unavailable to the switch.
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Table 3-2.  Primary/Secondary Authentication Table

Access Method and | Authentication Options Effect on Access Attempts

Privilege Level

Primary Secondary

Console — Login local none* Local username/password access only.
tacacs local If Tacacs+ server unavailable, uses local username/password access.
Console — Enable local none* Local username/password access only.
tacacs local If Tacacs+ server unavailable, uses local username/password access.
Telnet — Login local none* Local username/password access only.
tacacs local If Tacacs+ server unavailable, uses local username/password access.
tacacs none If Tacacs+ server unavailable, denies access.
Telnet — Enable local none* Local username/password access only.
tacacs local If Tacacs+ server unavailable, uses local username/password access.
tacacs none If Tacacs+ server unavailable, denies access.

*When “local” is the primary option, you can also select “local” as the secondary option. However, in this case, a
secondary “local” is meaningless because the switch has only one local level of username/password protection.

Caution Regarding
the Use of Local for
Login Primary
Access

During local authentication (which uses passwords configured in the switch
instead of in a TACACS+ server), the switch grants read-only access if you
enter the Operator password, and read-write access if you enter the Manager
password. For example, if you configure authentication on the switch with
Telnet Login Primary as Local and Telnet Enable Primary as Tacacs, when you
attempt to Telnet to the switch, you will be prompted for a local password. If
you enter the switch’s local Manager password (or, if there is no local Manager
password configured in the switch) you can bypass the TACACS+ server
authentication for Telnet Enable Primary and go directly to read-write (Man-
ager) access. Thus, for either the Telnet or console access method, configuring
Login Primary for Local authentication while configuring Enable Primary for
TACACS+ authentication is not recommended, as it defeats the purpose of
using the TACACS+ authentication. If you want Enable Primary log-in
attempts to go to a TACACS+ server, then you should configure both Login
Primary and Enable Primary for Tacacs authentication instead of configuring
Login Primary to Local authentication.
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For example, here is a set of access options and the corresponding commands
to configure them:

Console Login (Operator or Read-Only) Access: Primary using TACACS+ server.
Secondary using Local.

HPswitch (config)# aaa authentication console login tacacs local

Console Enable (Manager or Read/Write) Access: Primary using TACACS+ server.
Secondary using Local.

HPswitch (config)# aaa authentication console enable tacacs local

Telnet Login (Operator or Read-0Only) Access: Primary using TACACS+ server.
Secondary using Local.

HPswitch (config)# aaa authentication Telnet login tacacs local

Telnet Enable (Manager or Read/Write Access: Primary using TACACS+ server.
Secondary using Local.

HPswitch (config)# aaa authentication telnet enable tacacs local

Deny Access and Close the Session After Failure of Two Consecutive Username/Password Pairs:

HPswitch (config)# aaa authentication num-attempts 2
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Configuring the Switch’s TACACS+ Server Access

The tacacs-server command configures these parameters:

The host IP address(es) for up to three TACACS+ servers; one first-
choice and up to two backups. Designating backup servers provides
for a continuation of authentication services in case the switch is
unable to contact the first-choice server.

An optional encryption key. This key helps to improve security, and
must match the encryption key used in your TACACS+ server appli-
cation. In some applications, the term “secret key” or “secret” may be
used instead of “encryption key”. If you need only one encryption key
for the switch to use in all attempts to authenticate through a
TACACS+ server, configure a global key. However, if the switch is
configured to access multiple TACACS+ servers having different
encryption keys, you can configure the switch to use different encryp-
tion keys for different TACACS+ servers.

The timeout value in seconds for attempts to contact a TACACS+
server. If the switch sends an authentication request, but does not
receive a response within the period specified by the timeout value,
the switch resends the request to the next server in its Server IP Addr
list, if any. If the switch still fails to receive a response from any
TACACS+ server, it reverts to whatever secondary authentication
method was configured using the aaa authentication command (local
or none; see “Configuring the Switch’s Authentication Methods” on
page 3-11.)

As described under “General Authentication Setup Procedure” on page 3-5,
HP recommends that you configure, test, and troubleshoot authentication via
Telnet access before you configure authentication via console port access.
This helps to prevent accidentally locking yourself out of switch access due
to errors or problems in setting up authentication in either the switch or your
TACACS+ server.
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Syntax: tacacs-server host < ip-addr > [key < key-string >]

Adds a TACACS+ server and optionally assigns a server-specific
encryption key.

[no] tacacs-server host < ip-addr >

Removes a TACACS+ server assignment (including its server-
specific encryption key, if any).

tacacs-server key <key-string>
Enters the optional global encryption key.
[no] tacacs-server key

Removes the optional global encryption key. (Does not affect any
server-specific encryption key assignments.)

tacacs-server timeout < 1-255 >

Changes the wait period for a TACACS server response. (Default:

5 seconds.)
Note on Encryption keys configured in the switch must exactly match the encryption
Encry pti on Keys keys configured in TACACS+ servers the switch will attempt to use for

authentication.

If you configure a global encryption key, the switch uses it only with servers
for which you have not also configured a server-specific key. Thus, a global
key is more useful where the TACACS+ servers you are using all have an
identical key, and server-specific keys are necessary where different
TACACS+ servers have different keys.

If TACACS+ server “X” does not have an encryption key assigned for the
switch, then configuring either a global encryption key or a server-specific key
in the switch for server “X” will block authentication support from server “X”.
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Table 3-3.  Details on Configuring TACACS Servers and Keys

Name Default Range

tacacs-server host <ip-addr> none n/a

This command specifies the IP address of a device running a TACACS+ server application. Optionally, it can also specify
the unique, per-server encryption key to use when each assigned server has its own, unique key. For more on the
encryption key, see “Using the Encryption Key” on page 3-23 and the documentation provided with your TACACS+ server
application.

You ca? enter up to three IP addresses; one first-choice and two (optional) backups (one second-choice and one third-
choice).

Use show tacacs to view the current IP address list.

If the first-choice TACACS+ server fails to respond to a request, the switch tries the second address, if any, in the show
tacacs list. If the second address also fails, then the switch tries the third address, if any.

(See figure 3-3, “Example of the Switch’s TACACS+ Configuration Listing” on 3-10.)

The priority (first-choice, second-choice, and third-choice) of a TACACS+ server in the switch’s TACACS+ configuration
depends on the order in which you enter the server IP addresses:

1.When there are no TACACS+ servers configured, entering a server IP address makes that server the first-choice
TACACS+ server.

2.Whenthere is one TACACS+ serves already configured, entering another server IP address makes that server the
second-choice (backup) TACACS+ server.

3.When there are two TACACS+ servers already configured, entering another server IP address makes that server
the third-choice (backup) TACACS+ server.

* The above position assignments are fixed. Thus, if you remove one server and replace it with another, the new server
assumes the priority position that the removed server had. For example, suppose you configured three servers, A, B,
and C, configured in order:

First-Choice: A
Second-Choice: B
Third-Choice: C
¢ If you removed server B and then entered server X, the TACACS+ server order of priority would be:
First-Choice: A
Second-Choice: X
Third-Choice: C

¢ [fthere are two or more vacant slots in the TACACS+ server priority list and you enter a new IP address, the new
address will take the vacant slot with the highest priority. Thus, if A, B, and C are configured as above and you (1)
remove A and B, and (2) enter X and Y (in that order), then the new TACACS+ server priority list would be X, Y, and C.

* The easiest way to change the order of the TACACS+ servers in the priority list is to remove all server addresses in
the list and then re-enter them in order, with the new first-choice server address first, and so on.

Toadd anewaddresstothe listwhenthere are already three addresses present, you must firstremove one of the currently
listed addresses.

See also “General Authentication Process Using a TACACS+ Server” on page 3-20.
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Name Default Range

[ key <key-string>] none (null) n/a

Specifies the optional, global “encryption key” that s also assigned in the TACACS+ server(s) that the switch will access
for authentication. This option is subordinate to any “per-server” encryption keys you assign, and applies only to
accessing TACACS+ servers for which you have not given the switch a “per-server” key. (See the host <ip-addr> [key
<key-string> entry at the beginning of this table.)

For more on the encryption key, see “Using the Encryption Key” on page 3-23 and the documentation provided with your
TACACS+ server application.

timeout <1 - 255> 5sec 1-255sec

Specifies how long the switch waits for a TACACS+ server to respond to an authentication request. If the switch does
not detect a response within the timeout period, it initiates a new request to the next TACACS+ server in the list. If all
TACACS+ servers in the list fail to respond within the timeout period, the switch uses either local authentication (if
configured) or denies access (if none configured for local authentication).

Adding, Removing, or Changing the Priority of a TACACS+ Server.

Suppose that the switch was already configured to use TACACS+ servers at
10.28.227.10 and 10.28.227.15. In this case, 10.28.227.15 was entered first, and
so is listed as the first-choice server:

HPswitch# show tacacs
Status and Counters — TACACS Information

Timeout : 5

Encryption Eey First-Choice TACACS+ Server

Open=s Closes bhorts Errars Pkt= REx Pkts Tx

710.28.227.15 , O 0 0 0 o o

10.26.227.10 o u] u] u] u} u}

Figure 3-4. Example of the Switch with Two TACACS+ Server Addresses Configured

To move the “first-choice” status from the “15” server to the “10” server, use
the no tacacs-server host <ip-addr> command to delete both servers, then use
tacacs-server host <ip-addr> to re-enter the “10” server first, then the “15” server.

The servers would then be listed with the new “first-choice” server, that is:




TACACS+ Authentication
Configuring TACACS+ on the Switch

The “10” server is now the “first-choice” TACACS+ authentication device.

HP=witch# =sh
Jtatus and

tacacs
ounters - TACALCS Information

Timeout : /5

Encryptioh Eey :

Server IH Addr Opens Closes lhorts Errors Pkt=s Ex Pkts Tx
10.28.227.10 u} u] o u} a u}
10.258.227.15 u] a u} u] a u]

Figure 3-5. Example of the Switch After Assigning a Different “First-Choice” Server

To remove the 10.28.227.15 device as a TACACS+ server, you would use this
command:

HPswitch (config)# no tacacs-server host 10.28.227.15

Configuring an Encryption Key. Use an encryption key in the switch if the
switch will be requesting authentication from a TACACS+ server that also uses
an encryption key. (If the server expects a key, but the switch either does not
provide one, or provides an incorrect key, then the authentication attempt will
fail.) Use a global encryption key if the same key applies to all TACACS+
servers the switch may use for authentication attempts. Use a per-server
encryption key if different servers the switch may use will have different keys.
(For more details on encryption keys, see “Using the Encryption Key” on page
3-23.)

To configure north01 as a global encryption key:
HPswitch(config) tacacs-server key northoOl
To configure north01 as a per-server encryption key:

HPswitch (config)# tacacs-server host 10.28.227.63 key
northol

An encryption key can contain up to 100 characters, without spaces, and is
likely to be case-sensitive in most TACACS+ server applications.

To delete a global encryption key from the switch, use this command:

HPswitch (config)# no tacacs-server key
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To delete a per-server encryption key in the switch, re-enter the tacacs-server
host command without the key parameter. For example, if you have north01

configured as the encryption key for a TACACS+ server with an IP address of
10.28.227.104 and you want to eliminate the key, you would use this command:

HPswitch (config)# tacacs-server host 10.28.227.104

The show tacacs command lists the global encryption key, if configured.
However, to view any configured per-server encryption keys, you must use
show config or show config running (if you have made TACACS+ configuration
changes without executing write mem).

Configuring the Timeout Period. The timeout period specifies how long
the switch waits for a response to an authentication request from a TACACS+
server before either sending a new request to the next server in the switch’s
Server IP Address list or using the local authentication option. For example,
to change the timeout period from 5 seconds (the default) to 3 seconds:

HPswitch (config)# tacacs-server timeout 3

How Authentication Operates

General Authentication Process Using a TACACS+
Server

Authentication through a TACACS+ server operates generally as described
below. For specific operating details, refer to the documentation you received
with your TACACS+ server application.

First-Choice

TACACS+ Server

Second-Choice

Terminal “A" Directly Accessing This
/- Switch Via Switch’s Console Port

HP Switch 4
Configured for \

TACACS+ Operation [ |

TACACS+ Server
(Optional)
Terminal “B” Remotely
HP Switch Configureg/ Accessing This Switch Via Telnet
Third-Choice for TACACS+ Operation
TACACS+ Server B
(Optional)
L 1

Figure 3-6. Using a TACACS+ Server for Authentication
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Using figure 3-6, above, after either switch detects an operator’s logon request
from a remote or directly connected terminal, the following events occur:

1.

The switch queries the first-choice TACACS+ server for authentication
of the request.

If the switch does not receive a response from the first-choice
TACACS+ server, it attempts to query a secondary server. If the
switch does not receive a response from any TACACS+ server,
then it uses its own local username/password pairs to authenti-
cate the logon request. (See “Local Authentication Process” on
page 3-22.)

If a TACACS+ server recognizes the switch, it forwards a user-
name prompt to the requesting terminal via the switch.

When the requesting terminal responds to the prompt with a username,
the switch forwards it to the TACACS+ server.

After the server receives the username input, the requesting terminal
receives a password prompt from the server via the switch.

When the requesting terminal responds to the prompt with a password,
the switch forwards it to the TACACS+ server and one of the following
actions occurs:

If the username/password pair received from the requesting
terminal matches a username/password pair previously stored in
the server, then the server passes access permission through the
switch to the terminal.

If the username/password pair entered at the requesting terminal
does not match a username/password pair previously stored in
the server, access is denied. In this case, the terminal is again
prompted to enter a username and repeat steps 2 through 4. In
the default configuration, the switch allows up to three attempts
to authenticate a login session. If the requesting terminal
exhausts the attempt limit without a successful TACACS+
authentication, the login session is terminated and the operator
at the requesting terminal must initiate a new session before
trying again.
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Local Authentication Process

When the switch is configured to use TACACS+, it reverts to local authentica-
tion only if one of these two conditions exists:

m  “Local”isthe authentication option for the access method being used.

m  TACACS+ is the primary authentication mode for the access method
being used. However, the switch was unable to connect to any
TACACS+ servers (or no servers were configured) and Local is the
secondary authentication mode being used.

(For a listing of authentication options, see table 3-2, “Primary/Secondary
Authentication Table” on 3-13.)

For local authentication, the switch uses the operator-level and manager-level
username/password set(s) previously configured locally on the switch. (These
are the usernames and passwords you can configure using the CLI password
command, the web browser interface, or the menu interface—which enables
only local password configuration).

m If the operator at the requesting terminal correctly enters the user-
name/password pair for either access level, access is granted.

m Iftheusername/password pair entered at the requesting terminal does
not match either username/password pair previously configured
locally in the switch, access is denied. In this case, the terminal is
again prompted to enter a username/password pair. In the default
configuration, the switch allows up to three attempts. If the requesting
terminal exhausts the attempt limit without a successful authentica-
tion, the login session is terminated and the operator at the requesting
terminal must initiate a new session before trying again.

The switch’s menu allows you to configure only the local Operator and
Manager passwords, and not any usernames. In this case, all prompts for local
authentication will request only alocal password. However, if you use the CLI
or the web browser interface to configure usernames for local access, you will
see a prompt for both a local username and a local password during local
authentication.
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Using the Encryption Key

General Operation

”

When used, the encryption key (sometimes termed “key”, “secret key”, or
“secret”) helps to prevent unauthorized intruders on the network from reading
username and password information in TACACS+ packets moving between
the switch and a TACACS+ server. At the TACACS+ server, a key may include
both of the following:

m  Global key: A general key assignment in the TACACS+ server appli-
cation that applies to all TACACS-aware devices for which an indi-
vidual key has not been configured.

m  Server-Specific key: A unique key assignment in the TACACS+
server application that applies to a specific TACACS-aware device.

Configure a key in the switch only if the TACACS+ server application has this
exact same key configured for the switch. That is, if the key parameter in
switch “X” does not exactly match the key setting for switch “X” in the
TACACS+ server application, then communication between the switch and
the TACACS+ server will fail.

Thus, on the TACACS+ server side, you have a choice as to how to implement
a key. On the switch side, it is necessary only to enter the key parameter so
that it exactly matches its counterpart in the server. For information on how
to configure a general or individual key in the TACACS+ server, refer to the
documentation you received with the application.

Encryption Options in the Switch

When configured, the encryption key causes the switch to encrypt the
TACACS+ packets it sends to the server. When left at “null”, the TACACS+
packets are sent in clear text. The encryption key (or just “key”) you configure
in the switch must be identical to the encryption key configured in the
corresponding TACACS+ server. If the key is the same for all TACACS+
servers the switch will use for authentication, then configure a global key in
the switch. If the key is different for one or more of these servers, use “server-
specific” keys in the switch. (If you configure both a global key and one or
more per-server keys, the per-server keys will override the global key for the
specified servers.)
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For example, you would use the next command to configure a global encryp-
tion key in the switch to match a key entered as northd0campus in two target
TACACS+ servers. (That is, both servers use the same key for your switch.)
Note that you do not need the server IP addresses to configure a global key in
the switch:

HPswitch (config)# tacacs-server key north40campus

Suppose that you subsequently add a third TACACS+ server (with an IP
address of 10.28.227.87) that has south10campus for an encryption key. Because
this key is different than the one used for the two servers in the previous
example, you will need to assign a server-specific key in the switch that applies
only to the designated server:

HPswitch (config)# tacacs-server host 10.28.227.87 key
southlOcampus

With both of the above keys configured in the switch, the south10campus key
overrides the northd40campus key only when the switch tries to access the
TACACS+ server having the 10.28.227.87 address.

Controlling Web Browser Interface
Access When Using TACACS+
Authentication

Configuring the switch for TACACS+ authentication does not affect web
browser interface access. To prevent unauthorized access through the web
browser interface, do one or more of the following:

m  Configure local authentication (a Manager user name and password
and, optionally, an Operator user name and password) on the switch.

m  Configure the switch’s Authorized IP Manager feature to allow web
browser access only from authorized management stations. (The
Authorized IP Manager feature does not interfere with TACACS+
operation.)

m Disable web browser access to the switch by going to the System
Information screen in the Menu interface and configuring the Web
Agent Enabled parameter to No.
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Messages Related to TACACS+
Operation

The switch generates the CLI messages listed below. However, you may see
other messages generated in your TACACS+ server application. For informa-
tion on such messages, refer to the documentation you received with the
application.

CLI Message

Connecting to Tacacs server

Connecting to secondary
Tacacs server

Invalid password

No Tacacs servers
responding

Not legal combination of
authentication methods

Record already exists

The switchis attempting to contactthe TACACS+ serveridentified in the switch’'s tacacs-
server configuration as the first-choice (or only) TACACS+ server.

The switch was not able to contact the first-choice TACACS+ server, and is now
attempting to contact the next (secondary) TACACS+ server identified in the switch’s
tacacs-server configuration.

The system does not recognize the username or the password or both. Depending on the
authentication method (tacacs or local), either the TACACS+ server application did not
recognize the username/password pair or the username/password pair did not match the
username/password pair configured in the switch.

The switch hasnotbeen able to contactany designated TACACS+ servers. Ifthis message
is followed by the Username prompt, the switch is attempting local authentication.

For console access, if you select tacacs as the primary authentication method, you must
selectlocal asthe secondary authentication method. This prevents you from being locked
out of the switch if all designated TACACS+ servers are inaccessible to the switch.

When resulting from a tacacs-server host <ip addr> command, indicates an attempt to
enter a duplicate TACACS+ server IP address.

Operating Notes

If you configure Authorized IP Managers on the switch, it is not
necessary to include any devices used as TACACS+ servers in the
authorized manager list. That is, authentication traffic between a
TACACS+ server and the switch is not subject to Authorized IP
Manager controls configured on the switch. Also, the switch does not
attempt TACACS+ authentication for a management station that the
Authorized IP Manager list excludes because, independent of
TACACS+, the switch already denies access to such stations.
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m  When TACACS+ is not enabled on the switch—or when the switch’s
only designated TACACS+ servers are not accessible— setting alocal
Operator password without also setting a local Manager password
does not protect the switch from manager-level access by unautho-
rized persons.)
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Overview
Feature Default Menu cu Web
Configuring RADIUS Authentication None n/a 4-6 n/a
Configuring RADIUS Accounting None n/a 4-17 n/a
Viewing RADIUS Statistics n/a n/a 4-25 n/a
RADIUS (Remote Authentication Dial-In User Service) enables you to use
up to three servers (one primary server and one or two backups) and maintain
separate authentication and accounting for each RADIUS server employed.
For authentication, this allows a different password for each user instead of
having to rely on maintaining and distributing switch-specific passwords to
all users. For accounting, this can help you track network resource usage.
Authentication. You can use RADIUS to verify user identity for the follow-
ing types of primary password access to the HP switch:
m  Serial port (Console)
m  Telnet
m SSH
m Port-Access

Note The switch does not support RADIUS security for SNMP (network manage-

ment) access or web browser interface access. For steps to block unautho-
rized access through the web browser interface, see “Controlling Web
Browser Interface Access When Using RADIUS Authentication” on page 4-17.

Accounting. RADIUS accounting on the switch collects resource consump-
tion data and forwards it to the RADIUS server. This data can be used for trend
analysis, capacity planning, billing, auditing, and cost analysis.
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Terminology

CHAP (Challenge-Handshake Authentication Protocol): A challenge-
response authentication protocol that uses the Message Digest 5 (MD5)
hashing scheme to encrypt a response to a challenge from a RADIUS server.

EAP (Extensible Authentication Protocol): A general PPP authentication
protocol that supports multiple authentication mechanisms. A specific
authentication mechanism is known as an EAP type, such as MD5-Challenge,
Generic Token Card, and TLS (Transport Level Security).

Host: See RADIUS Server.

NAS (Network Access Server): In this case, an HP switch configured for
RADIUS security operation.

RADIUS (Remote Authentication Dial In User Service):

RADIUS Client: The device that passes user information to designated
RADIUS servers.

RADIUS Host: See RADIUS server.

RADIUS Server: A server running the RADIUS application you are using on
your network. This server receives user connection requests from the switch,
authenticates users, and then returns all necessary information to the switch.
For the HP switch, a RADIUS server can also perform accounting functions.
Sometimes termed a RADIUS host.

Shared Secret Key: A text value used for encrypting datain RADIUS packets.
Both the RADIUS client and the RADIUS server have a copy of the key, and
the key is never transmitted across the network.
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Switch Operating Rules for RADIUS

m  You must have at least one RADIUS server accessible to the switch.

m The switch supports authentication and accounting using up to three
RADIUS servers. The switch accesses the servers in the order in
which they are listed by show radius (page 4-25). If the first server does
not respond, the switch tries the next one, and so-on. (To change the
order in which the switch accesses RADIUS servers, refer to
“Changing RADIUS-Server Access Order” on page 4-29.)

m  Youcanselect RADIUS as the primary authentication method for each
type of access. (Only one primary and one secondary access method
is allowed for each access type.)

m  In the HP switch, EAP RADIUS uses MD5 and TLS to encrypt a
response to a challenge from a RADIUS server.
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General RADIUS Setup Procedure

Preparation:

1. Configure one to three RADIUS servers to support the switch. (That is,
one primary server and one or two backups.) Refer to the documentation
provided with the RADIUS server application.

2. Before configuring the switch, collect the information outlined below.

Table 4-1.  Preparation for Configuring RADIUS on the Switch

¢ Determine the access methods (console, Telnet, Port-Access, and/or SSH) for which you want RADIUS as the primary
authentication method. Consider both Operator (login) and Manager (enable) levels, as well as which secondary
authentication methods to use (local or none) if the RADIUS authentication fails or does not respond.

HPswitch> show authenticaticn
Status and Counters — Authentication Information
Console access
Login Attempts : 3 requires Local as
secondary method to

| Login Login Ensble Enable prevent lockout if the
Aocess Task | Primary Secondary Primarwvy Secondiy primary RADIUS
——————————— +t —mmmmmmmms e s s s e access fails due to loss
Console | Radius VLocall Radius Loeals of RADIUS server
Telnet | Radius None Radius Hone access or other
Port-Access | EapRadius problems with the
35H | Radius None Radius= HNone Server.

Figure 4-1. Example of Possible RADIUS Access Assignments

e Determine the IP address(es) of the RADIUS server(s) you want to support the switch. (You can configure the switch
for up to three RADIUS servers.)

¢ Ifyouneedtoreplace the default UDP destination port (1812) the switch uses for authentication requests to a specific
RADIUS server, select it before beginning the configuration process.

¢ |fyou need to replace the default UDP destination port (1813) the switch uses for accounting requests to a specific
Radius server, select it before beginning the configuration process.

* Determine whether you can use one, global encryption key for all RADIUS servers or if unique keys will be required
for specific servers. With multiple RADIUS servers, if one key applies to two or more of these servers, then you can
configure this key as the global encryption key. For any server whose key differs from the global key you are using,
you must configure that key in the same command that you use to designate that server’s IP address to the switch.

e Determine an acceptable timeout period for the switch to wait for a server to respond to a request. HP recommends
that you begin with the default (five seconds).

¢ Determine how many times you want the switch to try contacting a RADIUS server before trying another RADIUS
server or quitting. (This depends on how many RADIUS servers you have configured the switch to access.)

¢ Determine whether you want to bypass a RADIUS server that fails to respond to requests for service. To shorten
authentication time, you can set a bypass period in the range of 1to 1440 minutes for non-responsive servers. This
requires that you have multiple RADIUS servers accessible for service requests.
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Configuring the Switch for RADIUS

Authentication
RADIUS Authentication Commands Page
aaa authentication 4-8
< console | telnet | ssh > < enable | login > radius 4-3
<local I none > 4-8
[no] radius-server host < IP-address > 4-10
[auth-port < port-number >] 4-10
[acct-port < port-number >] 4-10, 4-20
[key < server-specific key-string >] 4-10
[no] radius-server key < global key-string > 4-12
radius-server timeout< 1 - 15> 4-12
radius-server retransmit< 1-5> 4-12
[no] radius-server dead-time < 1 - 1440 > 4-14
show radius 4-25
[< host < ip-address>] 4-25
show authentication 4-27
show radius authentication 4-21

Outline of the Steps for Configuring RADIUS
Authentication

There are three main steps to configuring RADIUS authentication:

1. Configure RADIUS authentication for controlling access through one or
more of the following

e  Serial port
e Telnet
e SSH

e  Port-Access (802.1x)

2. Configure the switch for accessing one or more RADIUS servers (one
primary server and up to two backup servers):
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This step assumes you have already configured the RADIUS server(s) to
support the switch. Refer to the documentation provided with the
RADIUS server documentation.)

Server IP address

(Optional) UDP destination port for authentication requests (default:
1812; recommended)

(Optional) UDP destination port for accounting requests (default:
1813; recommended)

(Optional) encryption key for use during authentication sessions with
a RADIUS server. This key overrides the global encryption key you
can also configure on the switch, and must match the encryption key
used on the specified RADIUS server. (Default: null)

3. Configure the global RADIUS parameters.

Server Key: This key must match the encryption key used on the
RADIUS servers the switch contacts for authentication and account-
ing services unless you configure one or more per-server keys.
(Default: null.)

Timeout Period: The timeout period the switch waits for a RADIUS
server to reply. (Default: 5 seconds; range: 1 to 15 seconds.)

Retransmit Attempts: The number of retries when there isno server
response to a RADIUS authentication request. (Default: 3; range of 1
to 5.)

Server Dead-Time: The period during which the switch will not send
new authentication requests to a RADIUS server that has failed to
respond to a previous request. This avoids a wait for a request to time
out on a server that is unavailable. If you want to use this feature,
select a dead-time period of 1 to 1440 minutes. (Default: 0—disabled;
range: 1 - 1440 minutes.) If your first-choice server was initially
unavailable, but then becomes available before the dead-time expires,
you can nullify the dead-time by resetting it to zero and then trying to
log on again. As an alternative, you can reboot the switch, (thus
resetting the dead-time counter to assume the server is available) and
then try to log on again.

Number of Login Attempts: This is actually an aaa authentication
command. It controls how many times in one session a RADIUS client
(as well as clients using other forms of access) can try to log in with
the correct username and password. (Default: Three times per ses-
sion.)

(For RADIUS accounting features, refer to “Configuring RADIUS Accounting”
on page 4-17.)
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1. Configure Authentication for the Access Methods You
Want RADIUS To Protect

This section describes how to configure the switch for RADIUS authentication
through the following access methods:

m  Console: Either direct serial-port connection or modem connection.
m  Telnet: Inbound Telnet must be enabled (the default).

m  SSH: To employ RADIUS for SSH access, you must first configure the
switch for SSH operation. Refer to “Configuring Secure Shell (SSH)”
on page 5-1.

You can also use RADIUS for Port-Based Access authentication. Refer to
“Configuring Port-Based Access Control (802.1x)” on page 7-1.

You can configure RADIUS as the primary password authentication method
for the above access methods. You will also need to select either local or none
as a secondary, or backup, method. Note that for console access, if you
configure radius (or tacacs) for primary authentication, you must configure
local for the secondary method. This prevents the possibility of being com-
pletely locked out of the switch in the event that all primary access methods
fail.

Syntax: aaa authentication < console | telnet | ssh > < enable | login > < radius >

Configures RADIUS as the primary password authentication
method for console, Telnet, and/or SSH. (The default primary
< enable | login > authentication is local.)

[< local | none >]

Provides options for secondary authentication
(default: none). Note that for console access, secondary
authentication must be local if primary access is not
local. This prevents you from being completely locked
out of the switch in the event of a failure in other access
methods.
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For example, suppose you have already configured local passwords on the
switch, but want to use RADIUS to protect primary Telnet and SSH access
without allowing a secondary Telnet or SSH access option (which would be
the switch’s local passwords):

HPswitch (config)

HP=switch (config)
HPswitch (config)
HPawitch (config)

HP=switch (config)

Login Attempts
I

Aocess Task |

# =asa authentication
# =msa authentication
# @aa authentication
# ama authentication

# show authentication
3tatus and Counters - Authentication Information

3
Login Login
Primary Zecondary

Local Hone The switch now
Telnet | Radius MNone Radius MNone ) allows Telnet and
Fort-iccess | Logal T T T TTTTTTT - SSH authentication

telnet login radius none
telnet enable radius none
s3h login radius none
zZzh enakble radius none

Enskhle Enakble
Primary SGecondary

only through

Figure 4-2. Example Configuration for RADIUS Authentication

Note

In the above example, if you configure the Login Primary method as local
instead of radius (and local passwords are configured on the switch), then you
can gain access to either the Operator or Manager level without encountering
the RADIUS authentication specified for Enable Primary. Refer to “Local
Authentication Process” on page 4-16.
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2. Configure the Switch To Access a RADIUS Server

This section describes how to configure the switch to interact with a RADIUS
server for both authentication and accounting services.

Note If you want to configure RADIUS accounting on the switch, go to page 4-17:
“Configuring RADIUS Accounting” instead of continuing here.

Syntax: [no] radius-server host < ip-address >

Adds a server to the RADIUS configuration or (with no)
deletes a server from the configuration. You can configure
up to three RADIUS server addresses. The switch uses the
first server it successfully accesses. (Refer to “Changing
the RADIUS Server Access Order” on page 4-29.)

[auth-port < port-number >]

Optional. Changes the UDP destination port for authenti-
cation requests to the specified RADIUS server (host). If
you do not use this option with the radius-server host
command, the switch automatically assigns the default
authentication port number. The auth-port number must
match its server counterpart. (Default: 1812)

[acct-port < port-number >]

Optional. Changes the UDP destination port for account-
ing requests to the specified RADIUS server. If you do not
use this option with the radius-server host command, the
switch automatically assigns the default accounting port
number. The acct-port number must match its server coun-
terpart.(Default: 1813)

[key < key-string >]

Optional. Specifies an encryption key for use during
authentication (or accounting) sessions with the specified
server. This key must match the encryption key used on
the RADIUS server. Use this command only if the specified
server requires a different encryption key than configured
Jfor the global encryption key.

no radius-server host < ip-address > key

Use the no form of the command to remove the key for a
specified server.
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For example, suppose you have configured the switch as shown in figure 4-3
and you now need to make the following changes:

1.

Change the encryption key for the server at 10.33.18.127 to “source0127”.

2. Add a RADIUS server with an IP address of 10.33.18.119 and a server-

specific encryption key of “source0119”.

Serwver IP Addr

10.33.18.127

HF=zwitch# show radius

Fetransmit Attempts : 5
Global Encryption Eey :

huth Lect
Port Port
1812 1813

Status and Counters - General RADIUS Information
Deadtiwe (min) : 0O
Timeout (secs) @ 5

Encryption EKey

TemwpKeyO1l

Figure 4-3. Sample Configuration for RADIUS Server Before Changing the Key and
Adding Another Server

To make the changes listed prior to figure 4-3, you would do the following:

.

Pewitch (configl# show radius

Status and Counters - General RADITS Information

Deadtime (min)
Timeout [(secs)

u]
5

Fetranswmit Attempts
Flokhal Encryption Key :

Server IF Addr

Luth
Port

5

Loct
Port

Encryption Eey

10.33.18.127
10.33.18.119

sourcell1z7
sourcel119

HPswitchiconfig)# radius-server host 10.33.15.127 key source0lZ7<—— Changes the key

HP=witchiconfig)# radius-server host 10.33.15.119 key sourcedlls

\

for the existing
server to
“source0127"

Adds the new
RADIUS server
with its required
“source0119” key.

Lists the switch's
new RADIUS
server
configuration.
Compare this with

Figure 4-4. Sample Configuration for RADIUS Server After Changing the Key and Adding Another Server

To change the order in which the switch accesses RADIUS servers, refer to
“Changing RADIUS-Server Access Order” on page 4-29.
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3. Configure the Switch’s Global RADIUS Parameters

You can configure the switch for the following global RADIUS parameters:

m  Number of login attempts: In a given session, specifies how many
tries at entering the correct username and password pair are allowed
before access is denied and the session terminated. (This is a general
aaa authentication parameter and is not specific to RADIUS.)

m  Global server key: The server key the switch will use for contacts
with all RADIUS servers for which there is not a server-specific key
configured by radius-server host < ip-address > key < key-string >. This
key is optional if you configure a server-specific key for each RADIUS
server entered in the switch. (Refer to “2. Configure the Switch To
Access a RADIUS Server” on page 4-10.)

m  Server timeout: Defines the time period in seconds for authentica-
tion attempts. If the timeout period expires before a response is
received, the attempt fails.

m Server dead time: Specifies the time in minutes during which the
switch avoids requesting authentication from a server that has not
responded to previous requests.

m  Retransmit attempts: If the first attempt to contact a RADIUS
server fails, specifieshow many retries you want the switch to attempt
on that server.
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Syntax: aaa authentication num-attempts <1- 10>

Specifies how many tries for entering the correct user-
name and password before shutting down the session
due to input errors. (Default: 3; Range: 1 - 10).

[no] radius-server

key < global-key-string >

Specifies the global encryption key the switch uses with
servers for which the switch does not have a server-
specific key assignment. This key is optional if all
RADIUS server addresses configured in the switch
wnclude a server-specific encryption key. (Default:
Null.)

dead-time < 1- 1440 >

Optional. Specifies the time in minutes during which
the switch will not attempt to use a RADIUS server that
has notresponded to an earlier authentication attempt.
(Default: 0; Range: 1 - 1440 minutes)

radius-server timeout<1-15>

Specifies the maximum time the switch waits for a
response to an authentication request before counting
the attempt as a failure. (Default: 3 seconds; Range: 1
- 15 seconds)

radius-server retransmit<1-5>

If a RADIUS server fails to respond to an authentica-
tion request, specifies how many retries to attempt
before closing the session. Default: 3; Range: 1 - 5)

Where the switch has multiple RADIUS servers configured to support authen-
tication requests, if the first server fails to respond, then the switch tries the
nextserverinthe list, and so-on. If none of the servers respond, then the switch
attempts to use the secondary authentication method configured for the type
of access being attempted (console, Telnet, or SSH). If this occurs, refer to
“RADIUS-Related Problems” in the Troubleshooting chapter of the Manage-
ment and Configuration Guide for your switch.
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For example, suppose that your switch is configured to use three RADIUS
servers for authenticating access through Telnet and SSH. Two of these servers
use the same encryption key. In this case your plan is to configure the switch
with the following global authentication parameters:

m  Allow only two tries to correctly enter username and password.

m  Use the global encryption key to support the two servers that use the
same key. (For this example, assume that you did not configure these
two servers with a server-specific key.)

m  Use a dead-time of five minutes for a server that fails to respond to
an authentication request.

m  Allow three seconds for request timeouts.

m  Allow two retries following a request that did not receive a response.

HPswitch (config) # aaa authentication nuw—attewmpts 2
HPswitch (config) # radius-server key My-Globhal-Key-1099
HPswitch (config) # radius-server dead-time 5

HPzwitch (config) # radius-server timeout 3

HPswitch (config) # radius-server retransmit 2

HPswitch (config) § write mem

Figure 4-5. Example of Global Configuration Exercise for RADIUS Authentication
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HPswitch> show authentication

Status and Counters - Authentication Information
" Login Lttempts : z After two attempts failing due
e i to username or password
| Login Login Enable Enable entryerrors,thepswitchWiII
Aooess Task | Priwary Jecondary Primary Jecondary terminate the session.
___________ + —_———————e . e e ———— . ————————
Console | Local None Local None
Telnet | Radius Local FRadius Local
Port-iccess | Local
35H | Radius Local Radius Local

HPswitch> show radius

gtatus and Counters - General RADIUS Information Global RADIUS parameters

. Deadtime (min] : 5 R / from figure 4-5.
' Tiweout (secs) @ 3 !
v Retransmit Attempts : 2 !

‘. Global Encryption Eey : Hy—GlDbal—Key—lDE‘QI’ - .
S L A T T T L T I T T LT - Server-specific encryption key

for the RADIUS server that will
not use the global encryption
key.

buth Acct
Serwver IP Addr Port Port Encryption Eey

10.33.18.127 1812 1813  sourcedlls These two servers will use the
: 10.33.18.118 1812 18513 ' - global encryption key.
.10.33.15.151 15812 1813.

Figure 4-6. Listings of Global RADIUS Parameters Configured In Figure 4-5
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Local Authentication Process

When the switch is configured to use RADIUS, it reverts to local authentication
only if one of these two conditions exists:

m  “Local”isthe authentication option for the access method being used.

m  Theswitch has been configured to query one or more RADIUS servers
for a primary authentication request, but has not received aresponse,
and local is the configured secondary option.

Forlocal authentication, the switch uses the Operator-level and Manager-level
username/password set(s) previously configured locally on the switch. (These
are the usernames and passwords you can configure using the CLI password
command, the web browser interface, or the menu interface—which enables
only local password configuration).

m If the operator at the requesting terminal correctly enters the user-
name/password pair for either access level (Operator or Manager),
access is granted on the basis of which username/password pair was
used. For example, suppose you configure Telnet primary access for
RADIUS and Telnet secondary access for local. If a RADIUS access
attempt fails, then you can still get access to either the Operator or
Manager level of the switch by entering the correct username/pass-
word pair for the level you want to enter.

m Iftheusername/password pair entered at the requesting terminal does
notmatch eitherlocal username/password pair previously configured
in the switch, access is denied. In this case, the terminal is again
prompted to enter a username/password pair. In the default configu-
ration, the switch allows up to three attempts. If the requesting
terminal exhausts the attempt limit without a successful authentica-
tion, the login session is terminated and the operator at the requesting
terminal must initiate a new session before trying again.
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Controlling Web Browser Interface
Access When Using RADIUS
Authentication

Configuring the switch for RADIUS authentication does not affect web
browser interface access. To prevent unauthorized access through the web
browser interface, do one or more of the following:

m  Configure local authentication (a Manager user name and password
and, optionally, an Operator user name and password) on the switch.

m  Configure the switch’s Authorized IP Manager feature to allow web
browser access only from authorized management stations. (The
Authorized IP Manager feature does not interfere with TACACS+
operation.)

m Disable web browser access to the switch.

Configuring RADIUS Accounting

RADIUS Accounting Commands Page

[no] radius-server host < ip-address > 4-20
[acct-port < port-number >] 4-20
[key < key-string >] 4-20

[no] aaa accounting < exec | network | system > 4-23
< start-stop | stop-only> radius

[no] aaa accounting update 4-24
periodic < 1 - 525600 > (in minutes)

[no] aaa accounting suppress null-username 4-24

show accounting 4-28

show accounting sessions 4-29

show radius accounting 4-28
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Note

This section assumes you have already:

m  Configured RADIUS authentication on the switch for one or more
access methods

m  Configured one or more RADIUS servers to support the switch

If you have not already done so, refer to “General RADIUS Setup Procedure”
on page 4-5 before continuing here.

RADIUS accounting collects data about user activity and system events and
sends it to a RADIUS server when specified events occur on the switch, such
as alogoff or areboot. The switch supports three types of accounting services:

m  Network accounting: Provides records containing the information
listed below on clients directly connected to the switch and operating
under Port-Based Access Control (802.1x):

e Acct-Session-Id e Acct-Output-Packets  * Service-Type

e Acct-Status-Type e Acct-Input-Octets * NAS-IP-Address
* Acct-Terminate-Cause * Nas-Port * NAS-Identifier
e Acct-Authentic e Acct-Output-Octets * Called-Station-Id
e Acct-Delay-Time e Acct-Session-Time

e Acct-Input-Packets e Username

(For 802.1x information for the switch, refer to “Configuring Port-Based
Access Control (802.1x)” on page 7-1.)

m Exec accounting: Provides records holding the information listed

below about login sessions (console, Telnet, and SSH) on the switch:

¢ Acct-Session-ld e Acct-Delay-Time ¢ NAS-IP-Address
¢ Acct-Status-Type ¢ Acct-Session-Time ¢ NAS-Identifier
¢ Acct-Terminate-Cause ¢ Username ¢ C(alling-Station-Id
e Acct-Authentic e Service-Type

m  System accounting: Provides records containing the information

listed below when system events occur on the switch, including
system reset, system boot, and enabling or disabling of system

accounting.
e Acct-Session-Id e Acct-Delay-Time ¢ NAS-Identifier
e Acct-Status-Type e Username * (Calling-Station-Id
e Acct-Terminate-Cause * Service-Type
* Acct-Authentic * NAS-IP-Address
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The switch forwards the accounting information it collects to the designated
RADIUS server, where the information is formatted, stored, and managed by
the server. For more information on this aspect of RADIUS accounting, refer
to the documentation provided with your RADIUS server.

Operating Rules for RADIUS Accounting

You can configure up to three types of accounting to run simulta-
neously: exec, system, and network.

RADIUS servers used for accounting are also used for authentication.
The switch must be configured to access at least one RADIUS server.

RADIUS servers are accessed in the order in which their IP addresses
were configured in the switch. Use show radius to view the order. As
long as the first server is accessible and responding to authentication
requests from the switch, a second or third server will not be
accessed. (For more on this topic, refer to “Changing RADIUS-Server
Access Order” on page 4-29.)

If access to a RADIUS server fails during a session, but after the client
has been authenticated, the switch continues to assume the server is
available to receive accounting data. Thus, if server access fails during
a session, it will not receive accounting data transmitted from the
switch.

Steps for Configuring RADIUS Accounting

1.

Configure the switch for accessing a RADIUS server.

You can configure a list of up to three RADIUS servers (one primary, two
backup). The switch operates on the assumption that a server can operate
in both accounting and authentication mode. (Refer to the documentation
for your RADIUS server application.)

Use the same radius-server host command that you would use to
configure RADIUS authentication. Refer to “2. Configure the Switch
To Access a RADIUS Server” on page 4-10.

Provide the following:

— A RADIUS server IP address.

—  Optional—a UDP destination port for authentication requests.
Otherwise the switch assigns the default UDP port (1812; recom-
mended).
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—  Optional—if you are also configuring the switch for RADIUS
authentication, and need a unique encryption key for use during
authentication sessions with the RADIUS server you are desig-
nating, configure a server-specific key. This key overrides the
global encryption key you can also configure on the switch, and
must match the encryption key used on the specified RADIUS
server. For more information, refer to the key < key-string > param-
eter on page 4-10. (Default: null)

2. Configure accounting types and the controls for sending reports to the
RADIUS server.

e Accounting types: exec (page 4-18), network (page 4-18), or system
(page 4-18)

e Trigger for sending accounting reports to a RADIUS server: At
session start and stop or only at session stop

3. (Optional) Configure session blocking and interim updating options

e Updating: Periodically update the accounting data for sessions-in-
progress

e Suppress accounting: Block the accounting session for any
unknown user with no username access to the switch

1. Configure the Switch To Access a RADIUS Server

Before you configure the actual accounting parameters, you should first
configure the switch to use a RADIUS server. This is the same as the process
described on page 4-10. You need to repeat this step here only if you have not
yet configured the switch to use a RADIUS server, your server data has
changed, or you need to specify a non-default UDP destination port for
accounting requests. Note that switch operation expects a RADIUS server to
accommodate both authentication and accounting.
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Syntax: [no] radius-server host < ip-address >

Adds a server to the RADIUS configuration or (with no)
deletes a server from the configuration.

[acct-port < port-number >]

Optional. Changes the UDP destination port for
accounting requests to the specified RADIUS server. If
you do not use this option, the switch automatically
assigns the default accounting port number. (Default:
1813)

[key < key-string >]
Optional. Specifies an encryption key for use during
accounting or authentication sessions with the speci-
fied server. This key must match the encryption key
used on the RADIUS server. Use this command only if

the specified server requires a different encryption key
than configured for the global encryption key.

(For a more complete description of the radius-server command and its
options, turn to page 4-10.)

For example, suppose you want to the switch to use the RADIUS server
described below for both authentication and accounting purposes.

m P address: 10.33.18.151

m A non-default UDP port number of 1750 for accounting.

For this example, assume that all other RADIUS authentication parameters
for accessing this server are acceptable at their default settings, and that
RADIUS is already configured as an authentication method for one or more
types of access to the switch (Telnet, Console, etc.).
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HPawitch (config)# radius-server hoszt 10.33.18.151 acct-port 1750 key sourcedlsl
HPswitch (config) # write mem

HPswitchiconfig) # show radius

Jtatus and Counters - General RADIUS Informwmation
Deadtime (min) : 5
Tiweout (secs) @ 3
Retranswit Attempts : 2
Global Encryption Eey @

Because the radius-server command
includes an acct-port element with a non-
default 1750, the switch assigns this value to
the accounting port UDP port numbers.
Because auth-port was not included in the
command, the authentication UDP port is set
to the default 1812.

Auth Acct
Jerwver IP Addr Fort FPort | Encryption Key

10.33.15.151 1812 1750 szource0lsl

Figure 4-7. Example of Configuring for a RADIUS Server with a Non-Default Accounting UDP Port Number

The radius-server command as shown in figure 4-7, above, configures the
switch to use a RADIUS server at IP address 10.33.18.151, with a (non-default)
UDP accounting port of 1750, and a server-specific key of “source0151”.

2. Configure Accounting Types and the Controls for Sending
Reports to the RADIUS Server

Select the Accounting Type(s):

m  Exec:Useexecifyouwantto collectaccounting information onlogin
sessions on the switch via the console, Telnet, or SSH. (See also
“Accounting” on page 4-2.)

m  System: Use system if you want to collect accounting data when:

e A system boot or reload occurs
e System accounting is turned on or off

Note that there is no time span associated with using the system option. It
simply causes the switch to transmit whatever accounting data it cur-
rently has when one of the above events occurs.

m  Network: Use Network if you want to collect accounting information
on 802.1x port-based-access users connected to the physical ports on
the switch to access the network. (See also “Accounting” on page 2.)
For information on this feature, refer to “Configuring Port-Based
Access Control (802.1x)” on page 7-1.

Determine how you want the switch to send accounting data to a RADIUS
server:
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m Start-Stop:

e Send astart record accounting notice at the beginning of the account-
ing session and a stop record notice at the end of the session. Both
notices include the latest data the switch has collected for the
requested accounting type (Network, Exec, or System).

¢ Do not wait for an acknowledgement.
The system option (page 4-22) ignores start-stop because the switch sends

the accumulated data only when there is a reboot, reload, or accounting
on/off event.

m  Stop-Only:

e Send a stop record accounting notice at the end of the accounting
session. The notice includes the latest data the switch has collected
for the requested accounting type (Network, Exec, or System).

¢ Do not wait for an acknowledgment.
The system option (page 4-22) always delivers stop-only operation because

the switch sends the accumulated data only when there is areboot, reload,
or accounting on/off event.

Syntax: [no] aaa accounting < exec | network | system > < start-stop | stop-only >
radius

Configures RADIUS accounting type and how data will be
sent to the RADIUS server.

For example, to configure RADIUS accounting on the switch with start-stop
for exec functions and step-only for system functions:

HPswitch (config) # asa accounting exec start-stop radiu341::::=,_ Configures exec and system
HPswitch(config) # aaa accounting system stop-only radius accounting and controls.

e Sy T . T R T T, T T - T —T - === — = — bl

HPswitch(config) # show accounting
3tatus and Counters - Accounting Information
Interval (min) : O
Suppress Empty User : HNo

I
I
I / Summarizes the switch's
I accounting configuration.
I
I
I
I
I
Hetwork | None | Exec and System accounting are

Exec | Radius 3tart-3top j/'_,/ active. (Assumes the switch is
I configured to access a reachable

3ystem | Radius Stop-Only

|
|

|

|

|

|

I Type | Method HMode
|

|

|

|

|

Figure 4-8. Example of Configuring Accounting Types
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3. (Optional) Configure Session Blocking and Interim
Updating Options

These optional parameters give you additional control over accounting data.

m  Updates: In addition to using a Start-Stop or Stop-Only trigger, you
can optionally configure the switch to send periodic accounting
record updates to a RADIUS server.

m  Suppress: The switch can suppress accounting for an unknown user
having no username.

Syntax: [no] aaa accounting update periodic < 1 - 525600 >

Sets the accounting update period for all accounting ses-
stons on the switch. (The no form disables the update
Sfunction and resets the value to zero.) (Default: zero; dis-
abled)

Syntax: [no] aaa accounting suppress null-username

Disables accounting for unknown users having no user-
name. (Default: suppression disabled)

To continue the example in figure 4-8, suppose that you wanted the switch to:
m  Send updates every 10 minutes on in-progress accounting sessions.

m  Block accounting for unknown users (no username).

HPswitch(config) # asa accounting update periodic 10
HPswitchiconfig) # aaa accounting suppresz null-username

HPswitch (config) # show accounting

Ftatus and Counters - Accounting Information

Interval (min) : 10 - Update Period
Suppress Empty User : No
\ Suppress Unknown User
Type | Method Mode
_______ + —_—————— ——————— e ——
Network | None
Exec | Radius 3tart-3top
System | Radius Stop-Only

Figure 4-9. Example of Optional Accounting Update Period and Accounting Suppression on Unknown User
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Viewing RADIUS Statistics
General RADIUS Statistics

Syntax:

show radius [host < ip-addr >]

Shows general RADIUS configuration, including the server

IP addresses. Optional form shows data for a specific

RADIUS host. To use show radius, the server’s IP address must
be configured in the switch, which. requires prior use of the

radius-server host command. (See “Configuring RADIUS

Accounting” on page 4-17.)

dtatus and Counters -

Deadtime (min) : 5
Timeout(secs) : 10
Betransmit Attempts
=lobal Encryption Key

2Auth
Port

1312

derver IP Addr

192.33.12.65

HPswitch{config)# show radius
eneral RADIUS Information

Z
gl Olbal ke

Acct
Fort Encryption Eey

1813 mweBkey

Figure 4-10. Example of General RADIUS Information from Show Radius Command

S3erver

Aooess
Access
Access
Aocess

gtatus and Counters -

IP Addr

Authentication UDP Port
RBound Trip Time
Pending Regquests
Retransmissions
Timeouts
Malformed Responses
Bad Authenticators
Unknown Types
Packets Dropped

RPeguests

Challenges

Accepts
Rejects

192.33.12.65
181z

o J ey T e o Y s I o}

L]

HPswitch (config)# show radius host 192.33.12.65
RADIUS Server Information

Accounting UDF Port
FBound Trip Time
Fending Regquests
Retransmissions
Timeouts

Malformed Responses
Ead Authenticators
Unknown Types
Packets Dropped
Accounting Requests
Accounting Responses

[
[un]
[
o]

| e e e T o Y o Y s Y S |

Figure 4-11. RADIUS Server Information From the Show Radius Host Command

4-25



RADIUS Authentication and Accounting

Viewing RADIUS Statistics

Table 4-2. Values for Show Radius Host Output (Figure 4-11)

Term

Definition

Round Trip Time

Pending Requests

Retransmissions

Timeouts

Malformed Responses

Bad Authenticators
Unknown Types
Packets Dropped

Access Requests

Accounting Requests

Access Challenges
Access Accepts
Access Rejects

Responses

The time interval between the most recent Accounting-Response and the Accounting-
Request that matched it from this RADIUS accounting server.

The number of RADIUS Accounting-Request packets sent to this server that have not yet
timed out orreceived a response. This variable isincremented when an accounting-Request
is sent and decremented due to receipt of an Accounting-Response, a timeout or a
retransmission.

The number of RADIUS Accounting-Request packets retransmitted to this RADIUS
accounting server. Retransmissionsinclude retries where the Identifier and Acct-Delay have
been updated, as well as those in which they remain the same.

The number of accounting timeouts to this server. After a timeout the client may retry to the
same server, send to a different server, or give up. A retry to the same server is counted as
aretransmit as well as a timeout. A send to a different server is counted as an Accounting-
Request as well as a timeout.

The number of malformed RADIUS Accounting-Response packets received from this server.
Malformed packets include packets with aninvalid length. Bad authenticators and unknown
types are notincluded as malformed accounting responses.

The number of RADIUS Accounting-Response packets which contained invalid
authenticators received from this server.

The number of RADIUS packets of unknown type which were received from this server on
the accounting port.

The number of RADIUS packets which were received from this server onthe accounting port
and dropped for some other reason.

The number of RADIUS Access-Requests the switch has sent since it was last rebooted.
(Does not include retransmissions.)

The number of RADIUS Accounting-Request packets sent. This does not include
retransmissions.

The number of RADIUS Access-Challenge packets (valid orinvalid) received from this server.
The number of RADIUS Access-Accept packets (valid or invalid) received from this server.
The number of RADIUS Access-Reject packets (valid or invalid) received from this server.
The number of RADIUS packets received on the accounting port from this server.
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RADIUS Authentication Statistics

Syntax: show authentication

Displays the primary and secondary authentication meth-
ods configured for the Console, Telnet, Port-Access (802.1x),
and SSH methods of accessing the switch. Also displays the
number of access attempts currently allowed in a session.

show radius authentication

Displays NAS identifier and data on the configured RADIUS
server and the switch's interactions with this server.
(Requires prior use of the radius-server host command to
configure a RADIUS server IP address in the switch. See
“Configuring RADIUS Accounting” on page 4-17.)

HPswitch> show authentication

Jtatus and Counters - Authentication Information
Login Attewpts @ 2

| Login Login Enable

bocess Task | Primary Secondary Priwary
___________ + —_————— e — —_————— e — = —_————— e — =
Console | Local None Local
Telnet | Radius Local Radius
Port-Access | Local
S35H | Radius Local Radius

Enakle
Secondary

HNone
Local

Local

Figure 4-12. Example of Login Attempt and Primary/Secondary Authentication
Information from the Show Authentication Command

HPswitch {config)# show radius authentication

Status and Counters - RADIUS Authentication Information

NAZ Identifier : HPswitch
Invalid Zerver Addresses : 0O

UDE
gerver IP Addr Port Timeouts  Requests Challenges Accepts

192.33.12.65 1812 0 2 a 2

Figure 4-13. Example of RADIUS Authentication Information from a Specific Server

4-27



RADIUS Authentication and Accounting
Viewing RADIUS Statistics

RADIUS Accounting Statistics

Syntax: show accounting

Lists configured accounting interval, “Empty User” suppres-
ston status, accounting types, methods, and modes.

show radius accounting

Lists accounting statistics for the RADIUS server(s) config-
ured in the switch (using the radius-server host command,).

show accounting sessions

Lists the accounting sessions currently active on the switch.

HPswitch # show accounting
Status and Counters - Accounting Information

Interval {min) : 5
duppress Empty User : No

Type | Method Mode

_______ + _—————— —— e ————————
Network | Mone

Exec | Radius #tart-3top
8ystem | Radius Stop-Only

Figure 4-14. Listing the Accounting Configuration in the Switch

HPswitck # show radius accounting

Status and Counters - RADIUZ Accounting Information
NAZ Identifier : HPswitch
Invalid Server Addresses : 0
uDpe
Server IP addr Port Timeouts Requests Responses
192.33.12.65 18123 0 1 1

Figure 4-15. Example of RADIUS Accounting Information for a Specific Server
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HPswitch # show accounting sessions

Active Accounted actions on CONSOLE, User radius Priwv 2,
8ession ID 1, EXEC Accounting record, 00:02:32 Elapsed

Figure 4-16. Example Listing of Active RADIUS Accounting Sessions on the Switch

Changing RADIUS-Server Access Order

The switch tries to access RADIUS servers according to the order in which
their IP addresses are listed by the show radius command. Also, when you add
a new server IP address, it is placed in the highest empty position in the list.

Adding or deleting a RADIUS server IP address leaves an empty position, but
does not change the position of any other server addresses in the list. For
example if you initially configure three server addresses, they are listed in the
order in which you entered them. However, if you subsequently remove the
second server address in the list and add a new server address, the new
address will be placed second in the list.

Thus, to move a server address up in the list, you must delete it from the list,
ensure that the position to which you want to move it is vacant, and then re-
enterit. For example, suppose you have already configured the following three
RADIUS server IP addresses in the switch:

Deadtime (min)
Timeout [(secs)

Server IP Addr

10.10.10.1
10.10.10.2
10.10.10.3

HP=witch # show radius
Ftatus ahd Counters - General RADIUZ Information

Retransmit Attempts : 3
Global Encryption Eey

u]
5

RADIUS server IP addresses listed in the order
inwhich the switch will tryto access them. Inthis
case, the server at IP address 10.10.10.1 is first.

Luth Leoet
Port Port

____________________________ Note: If the switch successfully accesses the
1813 first server, it does not try to access any other
1512 1813 servers in the list, even if the client is denied
1812 1813 access by the first server.

Figure 4-17. Search Order for Accessing a RADIUS Server
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To exchange the positions of the addresses so that the server at 10.10.10.003

will

be the first choice and the server at 10.10.10.001 will be the last, you would

do the following:

1.

Delete 10.10.10.003 from the list. This opens the third (lowest) position in
the list.

2. Delete 10.10.10.001 from the list. This opens the first (highest) position in
the list.
3. Re-enter 10.10.10.003. Because the switch places anewly entered address
in the highest-available position, this address becomes first in the list.
4. Re-enter 10.10.10.001. Because the only position openis the third position,
this address becomes last in the list.
HPswitch (config)# no radius host 10.10.10.003 Removes the “003” and “001” addresses from
HP=switch (config) # no radius host 10.10.10.001 the RADIUS server list.
HPawitch (config) # radius host 10.10.10.003
HPswitch (config) # radius host 10.10.10.001 Inserts the “003” address in the first position in
the RADIUS server list, and inserts the “001”
HPswitch (config) # show radius address in the last position in the list.
Status and Counters - General RADIUS Informatiohn
Degdtime (tnin) : 0O
Timeour (secs) @ 5

Fetransmit Attempts

HE

Global Encryption Eey :

buth Acct
Serwver IP Addr Port Port Encryption Eey

10.10.10.3 131z 1313 Shows the new order in which the switch
10.10.10.2 |-—15T 013 searches for a RADIUS server.
10.10.10.1 1512 1813

Figure 4-18. Example of New

RADIUS Server Search Order
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Messages Related to RADIUS Operation

Message

Meaning

Can’t reach RADIUS server < X.X.X.X >.

A designated RADIUS server is not responding to an
authentication request. Try pinging the server to
determine whether it is accessible to the switch. If the
server is accessible, then verify that the switch is using
the correctencryption key and thatthe serveris correctly
configured to receive an authentication request from the
switch.

No server (s) responding.

The switch is configured for and attempting RADIUS
authentication, however it is not receiving a response
from a RADIUS server. Ensure that the switch is
configured to access at least one RADIUS server. (Use
show radius.) If you also see the message Can’ t
reach RADIUS server < X.X.X.X >,try
the suggestions listed for that message.

Not legal combination of
authentication methods.

Indicates an attempt to configure local as both the
primary and secondary authentication methods. If local
is the primary method, then none must be the secondary
method.
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Overview
Overview
Feature Default Menu CLI Web
Generating a public/private key pair on the switch No n/a page 5-10 n/a
Using the switch’s public key n/a n/a page 5-12 n/a
Enabling SSH Disabled n/a page 5-15 n/a
Enabling client public-key authentication Disabled n/a pages 5-19, n/a
5-21
Enabling user authentication Disabled n/a page 5-18 n/a

The HP switches covered in this guide use Secure Shell version 1 or 2 (SSHv1
or SSHv2) to provide remote access to management functions on the switches
via encrypted paths between the switch and management station clients
capable of SSH operation.

SSH provides Telnet-like functions but, unlike Telnet, SSH provides encrypted,
authenticated transactions. The authentication types include:

m Client public-key authentication

m  Switch SSH and user password authentication

Client Public Key Authentication (Login/Operator Level) with User
Password Authentication (Enable/Manager Level). This option uses
one or more public keys (from clients) that must be stored on the switch. Only
a client with a private key that matches a stored public key can gain access
to the switch. (The same private key can be stored on one or more clients.)

HP
Switch

(SSH
Server)

o1 Switch-to-Cli ication. |

|- Switch-to-Client SSH authentication. — ssH

Ir_________________________“l Client
-— 2.CI|ent-to-SV\_/|tch (login rsa) authentication . e———————— Work-
B — 3.User-to-Switch (enable password) authentication Station

, options: |

,  — Local |

| — TACACS+ I

I — RADIUS I

I — None !

Figure 5-1. Client Public Key Authentication Model
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Note

SSH in the HP Procurve is based on the OpenSSH software toolkit. For more
information on OpenSSH, visit http://www.openssh.com.

Switch SSH and User Password Authentication . This optionisasubset
of the client public-key authentication show in figure 5-1. It occurs if the switch
has SSH enabled but does not have login access (login public-key) configured
to authenticate the client’s key. As in figure 5-1, the switch authenticates itself
to SSH clients. Users on SSH clients then authenticate themselves to the
switch (login and/or enable levels) by providing passwords stored locally on
the switch or on a TACACS+ or RADIUS server. However, the client does not
use a key to authenticate itself to the switch.

HP
Switch

(SSH
Server)

e — - SSH
F———— 1. Switch-to-Client SSH r > Client
CCoCCICToooIToTIT Work-
|r . . 1_ Station
| —————— 2. User-to-Switch (login password and
enable password authentication)

| options:

I
,  — Local |
I

i — TACACS+

Figure 5-2. Switch/User Authentication

SSH on the HP ProCurve switches covered in this guide supports these data
encryption methods:

m  3DES (168-bit)
m  DES (56-bit)

Note

The HP ProCurve switches covered in this guide use the RSA algorithm for
internally generated keys (v1/v2 shared host key & v1 server key). However,
HP ProCurve switches support both RSA and DSA/DSS keys for client authen-
tication. All references to either a public or private key mean keys generated
using these algorithms unless otherwise noted
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Terminology

SSH Server: An HP ProCurve switch with SSH enabled.

Key Pair: A pair of keys generated by the switch or an SSH client
application. Each pair includes a public key, that can be read by
anyone and a private key, that is held internally in the switch or by a
client.

PEM (Privacy Enhanced Mode): Refers to an ASCII-formatted
client public-key that has been encoded for portability and efficiency.
SSHv2 client public-keys are typically stored in the PEM format. See
figures 5-3 and 5-4 for examples of PEM-encoded ASCII and non-
encoded ASCII keys.

Private Key: An internally generated key used in the authentication
process. A private key generated by the switch is not accessible for
viewing or copying. A private key generated by an SSH client applica-
tion is typically stored in a file on the client device and, together with
its public key counterpart, can be copied and stored on multiple
devices.

Public Key: An internally generated counterpart to a private key. A
device’s public key is used to authenticate the device to other devices.

Enable Level: Manager privileges on the switch.
Login Level: Operator privileges on the switch.

Local password or username: A Manager-level or Operator-level
password configured in the switch.

SSH Enabled: (1) A public/private key pair has been generated on
the switch (crypto key generate ssh [rsa]) and (2) SSH is enabled (ip
ssh). (You can generate a key pair without enabling SSH, but you
cannot enable SSH without first generating a key pair. See “2. Gener-
ating the Switch’s Public and Private Key Pair” on page 5-10 and “4.
Enabling SSH on the Switch and Anticipating SSH Client Contact
Behavior” on page 5-15.)
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Prerequisite for Using SSH

Before using the switch as an SSH server, you must install a publicly or
commercially available SSH client application on the computer(s) you use for
management access to the switch. If you want client public-key authentication
(page 5-2), then the client program must have the capability to generate or
import keys.

Public Key Formats

Any client application you use for client public-key authentication with the
switch must have the capability export public keys. The switch can accept
keys in the PEM-Encoded ASCII Format or in the Non-Encoded ASCII format.

“"Pub Key Gen 21 Dec 2861 1Z2:81"A1B3INz1y2+orEMYL . . . 0QBD8qDM1ozuic="=xx End of Pub Key »=x"
Comment & Beginning of actual SSHv2
describing public public key in PEM-Encoded
key identity. ASCII format.

Figure 5-3. Example of Public Key in PEM-Encoded ASCIl Format Common for SSHv2 Clients

512 37 7819330339201954579332184591450811585044807 0486918367 072008218589443776362026267, | .

NN )

Bit Exponent <e> Modulus <n>
Size

Figure 5-4. Example of Public Key in Non-Encoded ASCII Format (Common for SSHv1 Client Applications)
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Steps for Configuring and Using SSH for
Switch and Client Authentication

For two-way authentication between the switch and an SSH client, you must
use the login (Operator) level.

Table 5-1. SSH Options
Switch Primary SSH Authenticate Authenticate Primary Switch Secondary Switch
Access Authentication Switch PublicKey Client Public Key Password Password
Level to SSH Clients? to the Switch? Authentication Authentication
Operator ssh login rsa Yes Yes' No' local or none
(Login) ssh login Local Yes No Yes local or none
Level ssh login TACACS Yes No Yes local or none
ssh login RADIUS Yes No Yes local or none
Manager ssh enable local Yes No Yes local or none
(Enable) ssh enable tacacs Yes No Yes local or none
Level ssh enable radius Yes No Yes local or none

T For ssh login public-key, the switch uses client public-key authentication instead of the switch password options for
primary authentication.

The general steps for configuring SSH include:

A. Client Preparation

1.

Install an SSH client application on a management station you want
to use for access to the switch. (Refer to the documentation provided
with your SSH client application.)

Optional—If you want the switch to authenticate a client public-key
on the client:

a. Either generate a public/private key pair on the client computer
(if your client application allows) or import a client key pair that
you have generated using another SSH application.

b. Copy the client public key into an ASCII file on a TFTP server
accessible to the switch and download the client public key file to
the switch. (The client public key file can hold up to ten client
keys.) This topic is covered under “To Create a Client-Public-Key
Text File” on page 5-23.
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B. Switch Preparation

1.

Assign a login (Operator) and enable (Manager) password on the
switch (page 5-9).
Generate a public/private key pair on the switch (page 5-10).

You need to do this only once. The key remains in the switch even if
you reset the switch to its factory-default configuration. (You can
remove or replace this key pair, if necessary.)

Copy the switch’s public key to the SSH clients you want to access
the switch (page 5-12).
Enable SSH on the switch (page 5-15).
Configure the primary and secondary authentication methods you
want the switch to use. In all cases, the switch will use its host-public-
key to authenticate itself when initiating an SSH session with a client.
e SSH Login (Operator) options:
— Option A:
Primary: Local, TACACS+, or RADIUS password
Secondary: Local password or none

— Option B:
Primary: Client public-key authentication (login public-
key — page 5-21)
Secondary: Local password or none
Note that if you want the switch to perform client public-key
authentication, you must configure the switch with Option B.
e SSH Enable (Manager) options:

Primary: Local, TACACS+, or RADIUS
Secondary: Local password or none

Use your SSH client to access the switch using the switch’s IP address
or DNS name (if allowed by your SSH client application). Refer to the
documentation provided with the client application.
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General Operating Rules and Notes

m  Public keys generated on an SSH client must be exportable to the
switch. The switch can only store ten keys client key pairs.

m The switch’s own public/private key pair and the (optional) client
public key file are stored in the switch’s flash memory and are not
affected by reboots or the erase startup-config command.

m  Once you generate a key pair on the switch you should avoid re-
generating the key pair without a compelling reason. Otherwise, you
will have to re-introduce the switch’s public key on all management
stations (clients) you previously set up for SSH access to the switch.
In some situations this can temporarily allow security breaches.

m  On HP ProCurve switches that support stacking, when stacking is
enabled, SSH provides security only between an SSH client and the
stack manager. Communications between the stack commander and
stack members is not secure.

m  The switch does not support outbound SSH sessions. Thus, if you
Telnet from an SSH-secure switch to another SSH-secure switch, the
session s not secure.
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Configuring the Switch for SSH

Operation

SSH-Related Commands in This Section Page
show ip ssh 5-17
show crypto client-public-key [keylist-str] [< babble | fingerprint >] 5-24
show crypto host-public-key [< babble | fingerprint >] 5-14
show authentication 5-21
crypto key < generate | zeroize > ssh [rsa] 5-11
ip ssh 5-16
key-size < 5121768 | 1024 > 5-16
port < 1 - 65535/default > 5-16
timeout<5-120 > 5-16
version<11211-or-2 > 5-16
aaa authentication ssh
login < local | tacacs | radius | public-key > -18,5-20
<local I none > 5-18
enable <tacacs | radius | local > 5-18
<local I none > 5-18
copy tftp pub-key-file <tftp server IP> <public key file> 5-24
clear crypto client-public-key [keylist-str] 5-25

1. Assigning a Local Login (Operator) and Enable

(Manager) Password

At a minimum, HP recommends that you always assign at least a Manager
password to the switch. Otherwise, under some circumstances, anyone with

Telnet, web, or serial port access could modify the switch’s configuration.

To Configure Local Passwords. You can configure both the Operator and

Manager password with one command.

Syntax:  password < manager | operator | all >
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HPswitchiconfig) # password all

New password for Operator: FFFFa&FF

Please retype new password for Cperator: & #Fw&ass
New password for Manager: FF&F+F%%

Please retype hew password for Manager: FFF#&xF
HPswitch (config) #

Figure 5-5. Example of Configuring Local Passwords

2. Generating the Switch’s Public and Private Key Pair

You must generate a public and private host key pair on the switch. The switch
uses this key pair, along with a dynamically generated session key pair to
negotiate an encryption method and session with an SSH client trying to
connect to the switch.

The host key pair is stored in the switch’s flash memory, and only the public
key in this pair is readable. The public key should be added to a "known hosts"
file (for example, SHOME/ . ssh/known_hosts on UNIX systems) on the
SSH clients which should have access to the switch. Some SSH client appli-
cations automatically add the switch’s public key to a"known hosts" file. Other
SSH applications require you to manually create a known hosts file and place
the switch’s public key in the file. (Refer to the documentation for your SSH
client application.)

(The session key pair mentioned above is not visible on the switch. It is a
temporary, internally generated pair used for a particular switch/client ses-
sion, and then discarded.)
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When you generate a host key pair on the switch, the switch places the key
pair in flash memory (and not in the running-config file). Also, the switch
maintains the key pair across reboots, including power cycles. You should
consider this key pair to be "permanent"; that is, avoid re-generating the key
pair without a compelling reason. Otherwise, you will have to re-introduce the
switch’s public key on all management stations you have set up for SSH access
to the switch using the earlier pair.

Removing (zeroing) the switch’s public/private key pair renders the switch
unable to engage in SSH operation and automatically disables IP SSH on the
switch. (To verify whether SSH is enabled, execute show ip ssh.) However, any
active SSH sessions will continue to run, unless explicitly terminated with the
CLI kill command.

To Generate or Erase the Switch’s Public/Private RSA Host Key Pair.

Because the host key pair is stored in flash instead of the running-config file,
it is not necessary to use write memory to save the key pair. Erasing the key
pair automatically disables SSH.

Syntax: crypto key generate ssh [rsa]

Generates a public/private key pair for the switch. If a
switch key pair already exists, replaces it with a new
key pair. (See the Note, above.)

crypto key zeroize ssh [rsal

Erases the switch’s public/private key pair and dis-
ables SSH operation.

show crypto host-public-key

Displays switch’s public key. Displays the version 1
and version 2 views of the key.

[ babble]

Displays hashes of the switch’s public key in
phonetic format. (See “Displaying the Public
Key” on page 5-14.)

[ fingerprint ]

Displays fingerprints of the switch’s public key
in hexadecimal format. (See “Displaying the
Public Key” on page 5-14.)

5-11



Configuring Secure Shell (SSH)
Configuring the Switch for SSH Operation

For example, to generate and display a new key:

HPswitch(config)# crypto key generate ssh rsa

’ . Host Public
Installing new R34 key. If the key/entropy cache is Key for the
depleted, this could take up Lo a minute. Switch

HPswitch (config)# show crypto host-public-key

Version 1 format: |

lBE‘E 35 3219:29500310301145213720316950123871483472053250857207572254095727385821a7 |
4917312693741 322378132682763601543991735196419001172987720183390167543335892248319
l417591251865577102337316890708015585880718460531164552600040416069590120011153551 |

|9449254242176260739141950918771764467 |
| Version 1 and Version 2 Views

Version 2 format: of Same Host Public Key |

|

| ssh-rsa AALARINzaClvyo2EAlddRTwAdAHEANALAndbgl 3TynEs7 14l DTnSivVndldZnZlse+VETp /TG |
QzPZRsDDMILbAHHIErxPLIW/BARogp¥D O LWuVOhTo EV) geVibimdinyO0gEc0&olePwdrh 4+ FZevERLA

lJYGSCBHCZCRDfdeEI?FmeSSDI== |
L

Figure 5-6. Example of Generating a Public/Private Host Key Pair for the Switch

The 'show crypto host-public-key' displays data in two different formats
because your client may store it in either of these formats after learning the
key. If you wish to compare the switch key to the key as stored in your client's
known-hosts file, note that the formatting and comments need not match. For
version 1 keys, the three numeric values bit size, exponent <e>, and modulus
<n> must match; for PEM keys, only the PEM-encoded string itself must
match.

Notes "Zeroizing" the switch’s key automatically disables SSH (sets ip ssh to no).
Thus, if you zeroize the key and then generate a new key, you must also re-
enable SSH with the ip ssh command before the switch can resume SSH
operation.

3. Providing the Switch’s Public Key to Clients

When an SSH client contacts the switch for the first time, the client will
challenge the connection unless you have already copied the key into the
client’s "known host" file. Copying the switch’s key in this way reduces the
chance that an unauthorized device can pose as the switch to learn your access
passwords. The most secure way to acquire the switch’s public key for

5-12




Configuring Secure Shell (SSH)
Configuring the Switch for SSH Operation

distribution to clients is to use a direct, serial connection between the switch
and a management device (laptop, PC, or UNIX workstation), as described
below.

The public key generated by the switch consists of three parts, separated by
one blank space each:

Bit Size Exponent <e> Modulus <n>

e

896 35 427199470766077426366625060579924214851527933248752021855126493
2934075407047828604329304580321402733049991670046707698543529734853020
0176777055355544556880992231580238056056245444224389955500310200336191
3610469786020092436232649374294060627777506601747146563337525446401

Figure 5-7. Example of a Public Key Generated by the Switch
(The generated public key on the switch is always 896 bits.)

With a direct serial connection from a management station to the switch:

1. Use aterminal application such as HyperTerminal to display the switch’s
public key with the show crypto host-public-key command (figure 5-6).

2. Bringup the SSH client’s "known host" file in a text editor such as Notepad
as straight ASCII text, and copy the switch’s public key into the file.

3. Ensure that there are no changes in breaks in the text string. (A public
key must be an unbroken ASCII string. Line breaks are not allowed
Changes in the line breaks will corrupt the Key.) For example, if you are
using Windows® Notepad, ensure that Word Wrap (in the Edit menu) is
disabled, and that the key text appears on a single line.

E Motepad !E[E
File Edit Search Help
896 35 42710047076607742636662506057992421485152703324875202185512640329340875407 BA7E28604320: =]

4 | 2y

Figure 5-8. Example of a Correctly Formatted Public Key
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4. Addany datarequired by your SSH client application. For example Before
saving the key to an SSH client’s "known hosts" file you may have to insert
the switch’s IP address:

B Motepad H=] 3
File Edit Search Help
18.28.17.189 B%6 35 112?19911?B?ﬁﬁﬂ??!l2ﬁ366625[1635?9921l211185152?9332118?52ﬂ21855126h93293hﬂ?5hﬂ'd

foo

Inserted Bit Exponent <e> Modulus <n>
IP Size
Address E
4 | v

Figure 5-9. Example of a Switch Public Key Edited To Include the Switch’s IP Address

For more on this topic, refer to the documentation provided with your SSH
client application.

Displaying the Public Key. The switch provides three options for display-
ing its public key. This is helpful if you need to visually verify that the public
key the switch is using for authenticating itself to a client matches the copy

of this key in the client’s "known hosts" file:

m  Non-encoded ASCII numeric string: Requires a client ability to
display the keys in the “known hosts” file in the ASCII format. This
method is tedious and error-prone due to the length of the keys. (See
figure 5-8 on page 5-13.)

m  Phonetic hash: Outputs the key as a relatively short series of alpha-
betic character groups. Requires a client ability to convert the key to
this format.

m  Hexadecimal hash: Outputs the key as a relatively short series of
hexadecimal numbers. Requires a parallel client ability.

For example, on the switch, you would generate the phonetic and hexadecimal
versions of the switch’s public key in figure 5-8 as follows:
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Phonetic "Hash" of Switch’s Public Ke
HPSmltchicnnflq]# show crypto host-public-key babble # onefic Has Y

896 xozik-kobaf-daroh-fygas-bywveb-byniz-tupap-povaz-cesin-kafec- rixnx
|

host sshl
895 xefes-hikot-kyher-cukuz-balah-gezos-qunyn-rezif-horib-cicyp-poxyd Hexadecimal
— _ host sghzpub / ‘Fingerprints" of
HPSmltch(cnnflg]# show crypto host-public-key fingerprint the Same Switch

( 96 53:c0:l4:75:72:84:90:corch:ba: Seicar92: foic?: 5o host_sshl \
\EiBE bfifh:ifa:d0:10:5a:45:57:61:£9: Ga:6a:61:153: 6a: £b host_sshi. pu]:u/

Figure 5-10. Examples of Visual Phonetic and Hexadecimal Conversions of the Switch's Public Key

The two commands shown in figure 5-10 convert the displayed format of the
switch’s (host) public key for easier visual comparison of the switch’s public
key to a copy of the key in a client’s “known host” file. The switch has only
one RSA host key. The 'babble' and 'fingerprint' options produce two hashes
for the key--one that corresponds to the challenge hash you will see if con-
necting with a v1 client, and the other corresponding to the hash you will see
if connecting with a v2 client. These hashes do not correspond to different
keys, but differ only because of the way v1 and v2 clients compute the hash
of the same RSA key. The switch always uses ASCII version (without babble
or fingerprint conversion) of its public key for file storage and default display
format.

4. Enabling SSH on the Switch and Anticipating SSH
Client Contact Behavior
The ip ssh command enables or disables SSH on the switch and modifies

parameters the switch uses for transactions with clients. After you enable
SSH, the switch can authenticate itself to SSH clients.

Note Before enabling SSH on the switch you must generate the switch’s public/
private key pair. If you have not already done so, refer to “2. Generating the
Switch’s Public and Private Key Pair” on page 5-10.

When configured for SSH, the switch uses its host public-key to authenticate
itself to SSH clients. If you also want SSH clients to authenticate themselves
to the switch you must configure SSH on the switch for client public-key
authentication at the login (Operator) level. To enhance security, you should
also configure local, TACACS+, or RADIUS authentication at the enable
(Manager) level.

Refer to “5. Configuring the Switch for SSH Authentication” on page 5-18.
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Note

SSH Client Contact Behavior. At the first contact between the switch and
an SSH client, if you have not copied the switch’s public key into the client,
your client’s first connection to the switch will question the connection and,
for security reasons, give you the option of accepting or refusing. As long as
you are confident that an unauthorized device is not using the switch’s IP
address in an attempt to gain access to your data or network, you can accept
the connection. (As a more secure alternative, you can directly connect the
client to the switch’s serial port and copy the switch’s public key into the client.
See the following Note.)

When an SSH client connects to the switch for the first time, it is possible for
a "man-in-the-middle" attack; that is, for an unauthorized device to pose
undetected as the switch, and learn the usernames and passwords controlling
access to the switch. You can remove this possibility by directly connecting
the management station to the switch’s serial port, using a shew command to
display the switch’s public key, and copying the key from the display into a
file. This requires a knowledge of where your client stores public keys, plus
the knowledge of what key editing and file format might be required by your
client application. However, if your first contact attempt between a client and
the switch does not pose a security problem, this is unnecessary.

To enable SSH on the switch.

1. Generate apublic/private key pair if you have not already done so. (Refer
to “2. Generating the Switch’s Public and Private Key Pair” on page 5-10.)

2. Execute the ip ssh command.
To disable SSH on the switch, do either of the following:
m  Execute no ip ssh.

m Zeroize the switch’s existing key pair. (page 5-11).

Syntax; [no]ip ssh
Enables or disables SSH on the swilch.
[key-size <512 1768 | 1024 >] Version 1 only

The size of the internal, automatically generated key
the switch uses for negotiations with an SSH client. A
larger key provides greater security; a smaller key
results in faster authentication (default: 512 bits).
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[port < 1-65535 | default >]

The TCP port number for SSH connections (default:
22). Important: See “Note on Port Number” on page
5-17.

[timeout<5-120>]
The SSH login timeout value (default: 120 seconds).
[version<11211-0r-2 >

The version of SSH to accept connections from.
(default: 1-0r-2)

The ip ssh key-size command affects only a per-session, internal server key the
switch creates, uses, and discards. This key is not accessible from the user
interface. The switch’s public (host) key is a separate, accessible key that is

always 896 bits.
Note on Port HP recommends using the default TCP port number (22). However, you can
Number use ip ssh port to specify any TCP port for SSH connections except those

reserved for other purposes. Examples of reserved IP ports are 23 (Telnet)
and 80 (http). Some other reserved TCP ports on the HP ProCurve switches
are 49, 80, 1506, and 1513.

HPswitch(configl# ip ssh
HESwitch{config)# show ip ssh

—_—— — - — — — — — Lists the current SSH
/ SSH Enabled P Tes configuration and status.
| 535H Version t l-or-2 |

IF Port Number HEa

| Timeout (sec) ) ¢ lad transactions with clients. See the Caution on page
\Server Eey 3ize (bits) : 512 i 5-18.

_________ p——

Gez Tvpe | Protocol Source IP and Port

___________ + —_—— e -

1 console |

2 telhet | With SSH running, the switch allows one

3 =sh | 33H w2 17,355 255 2E5- 1§ console session and up to three other sessions

4 inactive | (SSH and/or Telnet). Web browser sessions are

Enables SSH on the switch.

| «—— The switch uses these five settings internally for

also allowed, but do not appear in the show ip ssh

Figure 5-11. Example of Enabling IP SSH and Listing the SSH Configuration and Status
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Caution

Note

Protect your private key file from access by anyone other than yourself. If
someone can access your private key file, they can then penetrate SSH security
on the switch by appearing to be you.

SSH does not protect the switch from unauthorized access via the web
interface, Telnet, SNMP, or the serial port. While web and Telnet access can
be restricted by the use of passwords local to the switch, if you are unsure of
the security this provides, you may want to disable web-based and/or Telnet
access (no web-management and no telnet). If you need to increase SNMP
security, you should use SNMP version 3 only. If you need to increase the
security of your web interface, refer to chapter 6, “Configuring Secure Socket
Layer (SSL)”. Another security measure is to use the Authorized IP Managers
feature described in the switch’s Management and Configuration Guide. To
protect against unauthorized access to the serial port (and the Clear button,
which removes local password protection), keep physical access to the switch
restricted to authorized personnel.

5. Configuring the Switch for SSH Authentication

Note that all methods in this section result in authentication of the switch’s
public key by an SSH client. However, only Option B (page 5-19) results in the
switch also authenticating the client’s public key. Also, for a more detailed
discussion of the topics in this section, refer to “Further Information on SSH
Client Public-Key Authentication” on page 5-21

HP recommends that you always assign a Manager-Level (enable) password
to the switch. Without this level of protection, any user with Telnet, web, or
serial port access to the switch can change the switch’s configuration. Also,
if you configure only an Operator password, entering the Operator pass-
word through telnet, web, SSH or serial port access enables full manager
privileges. See “1. Assigning a Local Login (Operator) and Enable (Manager)
Password” on page 5-9.

Option A: Configuring SSH Access for Password-Only SSH
Authentication. When configured with this option, the switch uses its pub-
lic key to authenticate itself to a client, but uses only passwords for client
authentication.
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Syntax; aaa authentication ssh login < local | tacacs | radius >[< local | none >]

Configures a password method for the primary and second-
ary login (Operator) access. If you do not specify an optional
secondary method, it defaults to none.

aaa authentication ssh enable < local | tacacs | radius>[< local | none >]

Configures a password method for the primary and second-
ary enable (Manager) access. If you do not specify an
optional secondary method, it defaults to none.

Option B: Configuring the Switch for Client Public-Key SSH
Authentication. If configured with this option, the switch uses its public
key to authenticate itself to a client, but the client must also provide a client
public-key for the switch to authenticate. This option requires the additional
step of copying a client public-key file from a TFTP server into the switch. This
means that before you can use this option, you must:

1. Create a key pair on an SSH client.

2. Copy the client’s public key into a public-key file (which can contain up
to ten client public-keys).

3. Copy the public-key file into a TFTP server accessible to the switch and
download the file to the switch.

(For more on these topics, refer to “Further Information on SSH Client Public-
Key Authentication” on page 5-21.)

With steps 1 - 3, above, completed and SSH properly configured on the switch,
if an SSH client contacts the switch, login authentication automatically occurs
first, using the switch and client public-keys. After the client gains login

access, the switch controls client access to the manager level by requiring the
passwords configured earlier by the aaa authentication ssh enable command.

Syntax: copy tftp pub-key-file < ip-address > < filename >
Copies a public key file into the switch.
aaa authentication ssh login public-key

Configures the switch to authenticate a client public-key at
the login level with an optional secondary password method
(Default: none).
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Caution

To allow SSH access only to clients having the correct public key, you must
configure the secondary (password) method for login public-key to none.
Otherwise a client without the correct public key can still gain entry by
submitting a correct local login password.

Syntax: aaa authentication ssh enable < local | tacacs | radius > < local | none >

Configures a password method for the primary and second-
ary enable (Manager) access. If you do not specify an
optional secondary method, it defaults to none.

For example, assume that you have a client public-key file named Client-
Keys.pub (on a TFTP server at 10.33.18.117) ready for downloading to the
switch. For SSH access to the switch you want to allow only clients having a
private key that matches a public key found in Client-Keys.pub. For Manager-
level (enable) access for successful SSH clients you want to use TACACS+ for
primary password authentication and local for secondary password authenti-
cation, with a Manager username of "leader" and a password of "mOns00n".
To set up this operation you would configure the switch in a manner similar
to the following:

HPSwitch (config) # password mansger user-name leader client whose
New password for Manager: #%&+##ass public key
Flease retype new password for Manager: #F##F&x+#®

HPSwitch (config) # write memory \

Configures Manageruser- Configures the
name and password. switch to allow
SSHaccessonlya

matches one ofthe
_______________ keys in the public
_______________ key file

Configures the primary and

Copies a public key file secondary password methods for
named "Client-Keys.pub" Manager (enable) access. (Becomes
into the switch. available after SSH accessiis granted

Figure 5-12. Configuring for SSH Access Requiring a Client Public-Key Match and Manager Passwords
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Figure 5-13 shows how to check the results of the above commands.

HPSwitch (config)# show authentication

Lists the current SSH
authentication
configuration.

tatus and Counters - Authentication Information
Login Attempts @ 3

| Login Login Enable Enahle
Locess Task | Primary Secondary Primary Secondary
___________ o e o Shows the contents of
the public key file
downloaded with the
copy tftp command in
figure 5-12. In this
example, the file
contains two client
public-keys

Console | Local None Local None
Telnet | Local Hone Local HNone
Port-Lccess | Local

ov 07 2002 Z1:25:4
1" ssh-rsa AARARIN=zaClyciZEALRADAQARALAAGqOC=SoNEMHIFECGEr3pl3adlThlEFznFhioquaP 2
SHTpalE 1Q0TnaC cr FU+QD LIE e YO Frl A2/ R InTdE e Sex Fr / 310 ccRaF T e 19U K3 0dE N gwE GEE
I_?VE}Jvalqd.ﬂkqhkEEX3EUI|]EIPSZKRILEFHSTZhnCWﬂTZDDGBBlfrlCﬁI==
[ 1,"[788-bit r=a, Local_crypto @ Localcrypto , Mon Dec 16 Z0O0Z 23:01:51]" ssh-rsa
AALARINzaClyo2EARALDANARALAL YD OtnEA32 JEgeuFIN0i T 3hfaoPEZ09JECP Qo xE VR THH-e L OMOX
vimEFuEpw/ fpghlwsESaGnSFIuTW/BE CEH gL P TEiVexNGh LiN0 /pg S auEvymEEnc 1 Gu / Lad9datl=

Figure 5-13. SSH Configuration and Client-Public-Key Listing From Figure 5-12

6. Use an SSH Client To Access the Switch

Test the SSH configuration on the switch to ensure that you have achieved the
level of SSH operation you want for the switch. If you have problems, refer to
"RADIUS-Related Problems" in the Troubleshooting chapter of the Manage-
ment and Configuration Guide for your switch.

Further Information on SSH Client
Public-Key Authentication

The section titled “5. Configuring the Switch for SSH Authentication” on page
5-18lists the steps for configuring SSH authentication on the switch. However,
if you are new to SSH or need more details on client public-key authentication,
this section may be helpful.
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When configured for SSH operation, the switch automatically attempts to use
its own host public-key to authenticate itself to SSH clients. To provide the
optional, opposite service—eclient public-key authentication to the switch—
you can configure the switch to store up to ten RSA or DSA public keys for
authenticating clients. This requires storing an ASCII version of each client’s
public key (without babble conversion, or fingerprint conversion) in a client
public-key file that you create and TFTP-copy to the switch. In this case, only
clients that have a private key corresponding to one of the stored public keys
can gain access to the switch using SSH. That is, if you use this feature, only
the clients whose public keys are in the client public-key file you store on
the switch will have SSH access to the switch over the network. If you do not
allow secondary SSH login (Operator) access via local password, then the
switch will refuse other SSH clients.

SSH clients that support client public-key authentication normally provide a
utility to generate a key pair. The private key is usually stored in a password-
protected file on the local host; the public key is stored in another file and is
not protected.

(Note that even without using client public-key authentication, you can still
require authentication from whoever attempts to access the switch from an
SSH client— by employing the local username/password, TACACS+, or
RADIUS features. Refer to “5. Configuring the Switch for SSH Authentication”
on page 5-18.)

If you enable client public-key authentication, the following events occur
when a client tries to access the switch using SSH:

1. The client sends its public key to the switch with a request for authenti-
cation.

2. The switch compares the client’s public key to those stored in the switch’s
client-public-key file. (As a prerequisite, you must use the switch’s copy
tftp command to download this file to flash.)

3. Ifthere is not a match, and you have not configured the switch to accept
alogin password as a secondary authentication method, the switch denies
SSH access to the client.

4. If there is a match, the switch:

a. Generates a random sequence of bytes.
b. Uses the client’s public key to encrypt this sequence.
c. Send these encrypted bytes to the client.

5. The client uses its private key to decrypt the byte sequence.
6. The client then:
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a. Combines the decrypted byte sequence with specific session data.

b. Uses asecure hash algorithm to create a hash version of this informa-
tion.

c. Returns the hash version to the switch.

7. The switch computes its own hash version of the data in step 6 and
compares it to the client’s hash version. If they match, then the client is
authenticated. Otherwise, the client is denied access.

Using client public-key authentication requires these steps:

1. Generate a public/private key pair for each client you want to have SSH
access to the switch. This can be a separate key for each client or the same
key copied to several clients.

2. Copy the public key for each client into a client-public-key text file.

3. Use copy tftp to copy the client-public-key file into the switch. Note that
the switch can hold 10 keys. The new key is appended to the client public-
key file

4. Use the aaa authentication ssh command to enable client public-key
authentication.

To Create a Client-Public-Key Text File. These steps describe how to
copy client-public-keys into the switch for RSA challenge-response authenti-
cation, and require an understanding of how to use your SSH client applica-
tion.

Bit Size

Y

Exponent <e> Modulus <n> Comment

.A”///’

1o2d 35 11407406661 7014465072638036522401205635127043
B0382521468263 0656203558204 122202564254 3282 764325243344
BEETR22ToR203160T6d28003604020634T034083T100288429323150345Y
T4541 3543 T6H609589268291 3860653556814 7055850510254 88576846523 smi thesupport. cairnes . com

\

111482882509286550110168603082
2263504381 02102854 70474005604
40235532111 95224685153140

Figure 5-14. Example of a Client Public Key

Notes

Comments in public key files, such as smith@support.cairns.com in figure 5-14,
may appear in a SSH client application’s generated public key. While such
comments may help to distinguish one key from another, they do not pose any
restriction on the use of a key by multiple clients and/or users.

Public key illustrations such as the key shown in figure 5-14 usually include
line breaks as a method for showing the whole key. However, in practice, line
breaks in a public key will cause errors resulting in authentication failure.
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1.

Use your SSH client application to create a public/private key pair. Refer
to the documentation provided with your SSH client application for
details. The switch supports the following client-public-key properties:

Property Supported Comments
Value

Key Format ASCII See figure 5-8 on page 5-13. The key must be one unbroken ASCII string. If you add
more than one client-public-key to a file, terminate each key (except the last one)
with a <CR><LF>. Spaces are allowed within the key to delimit the key’s components.
Note that, unlike the use of the switch’s public key in an SSH client application, the
format of a client-public-key used by the switch does not include the client’s IP
address.

Key Type RSA only

Maximum Supported 3072 bits Shorter key lengths allow faster operation, but also mean diminished security.

Public Key Length

Maximum Key Size 1024 Includes the hit size, public index, modulus, any comments, <CR>, <LF>, and all blank

characters spaces.

If necessary, you can use an editor application to verify the size of a key. For example,
placing a client-public-key into a Word for Windows text file and clicking on File |
Properties | Statistics, lets you view the number of characters in the file, including
spaces.

3.

Copy the client’s public key into a text file (filename.txt). (For example,
you can use the Notepad editor included with the Microsoft® Windows®
software. If you want several clients to use client public-key authentica-
tion, copy a public key for each of these clients (up to ten) into the file.
Each key should be separated from the preceding key by a <CR><LF>.

Copy the client-public-key file into a TFTP server accessible to the switch.

Copying a client-public-key into the switch requires the following:

Note on Public
Keys

The

One or more client-generated public keys. Refer to the documentation
provided with your SSH client application.

A copy of each client public key (up to ten) stored in a single text file
or individual on a TFTP server to which the switch has access.
Terminate all client public-keys in the file except the last one with a
<CR><LF>.

actual content of a public key entry in a public key file is determined by

the SSH client application generating the key. (Although you can manually add
or edit any comments the client application adds to the end of the key, such
as the smith@fellow at the end of the key in figure 5-14 on page 5-23.)
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Syntax: copy tftp pub-key-file <ip-address> <filename>

Copies a public key file from a TFTP server into flash
memory in the switch.

show crypto client-public-key [babble | fingerprint]

Displays the client public key(s) in the switch’s current
client-public-key file.

The habble option converts the key data to phonetic
hashes that are easier for visual comparisons.

The fingerprint option converts the key data to phonetic
hashes that are for the same purpose.

For example, if you wanted to copy a client public-key file named clientkeys.txt
from a TFTP server at 10.38.252.195 and then display the file contents:

HPSwitchiconfig) # coby tftp pub-key-file 10.35.252.195 Clientkeys.txt

HPSwitchiconfig) # show crypto client-public-key

0, "Maden name [1l0Z24-bit rsa, Jamie wilson [ Jamiewilson , Thu Nowv 07 2002 Z1:25:4
ZN" ssh-rsa ARALBGSNzaClycZEARLATANARALRLqIC=zoNEq=MHOFECAfrSul SadlThlEFanFhilgqugP 2
pelE,/ LQ0UnACcr FUHQD L IEcH /YO FEN /w2 kIR TAECc Sex i /5 L0 tcRaF Y= T 9T  KS 0 AEM awE GEE
CVwlogdhgbkaEX3d MaPS2xAr LCFHSTEWNCwITEDOGAE L locw==

L "[NeB-bit rza, Jamie wilsonfJamiewilson , Mon Dec 16 2002 23:01:51]" ssh-rsa
zallycZEARARDA0ABALAAYODOtnz A2 JEgeuFIN0i I 3b oo PEKZ0ATECP Qo EVE TH+eEL£ M0
w/tpahlwsEeenSFIuT /B2 cEH Ll LF e 761V exNGhLiNo /g S AuEymSEnc 16/ LyaMa dak=

Key Index Number

Figure 5-15. Example of Copying and Displaying a Client Public-Key File Containing Two Client Public Keys

Replacing or Clearing the Public Key File. The client public-key file
remains in the switch’s flash memory even if you erase the startup-config file,
reset the switch, or reboot the switch.

m  You canremove the existing client public-key file or specific keys by
executing the clear crypto public-key command.

Syntax:  clear crypto public-key
Deletes the client-public-key file from the switch.

Syntax:  clear crypto public-key 3
Deletes the entry with an index of 3 from the
client-public-key file on the switch.
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Caution

Enabling Client Public-Key Authentication. After you TFTP a client-
public-key file into the switch (described above), you can configure the switch
to allow one of the following:

m If an SSH client’s public key matches the switch’s client-public-key
file, allow that client access to the switch. If there is not a public-key
match, then deny access to that client.

m If an SSH client’s public key does not have a match in the switch’s
client-public-key file, allow the client access if the user can enter the
switch’s login (Operator) password. (If the switch does not have an
Operator password, then deny access to that client.

Syntax: aaa authentication ssh login public-key none

Allows SSH client access only if the switch detects a match
between the client’s public key and an entry in the client-
public-key file most recently copied into the switch.

aaa authentication ssh login public-key local

Allows SSH client access if there is a public key match (see
above) or if the client’s user enters the switch’s login (Oper-
ator) password.

With legin public-key local configured, if the switch does not have an Operator-
level password, it blocks client public-key access to SSH clients whose private
keys do not match a public key in the switch’s client-public-key file.

To enable client public-key authentication to block SSH clients whose public
keys are not in the client-public-key file copied into the switch, you must
configure the Login Secondary as none. Otherwise, the switch allows such
clients to attempt access using the switch’s Operator password.
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Messages Related to SSH Operation

Message

00000K Peer unreachable.

Indicates an error in communicating with the tftp server or
notfinding the file to download. Causesinclude suchfactors
as:

¢ Incorrect IP configuration on the switch
¢ Incorrect IP address in the command

¢ Case (upper/lower) error in the filename used in the
command

* Incorrect configuration on the TFTP server
¢ Thefile is notin the expected location.

¢ Network misconfiguration

* No cable connection to the network

00000K Transport error.

Indicates the switch experienced a problem when
trying to copy tftp the requested file. The file may not
be in the expected directory, the filename may be
misspelled in the command, or the file permissions
may be wrong.

Cannot bind reserved TCP port
<port-numbers>.

The ip ssh port command has attempted to configure a
reserved TCP port. Use the default or select another port
number. See “Note on Port Number” on page 5-17.

Client public key file corrupt or
not found. Use 'copy tftp pub-key-
file <ip-addr> <filename>' to down-
load new file.

The client key does not exist in the switch. Use copy
titp to download the key from a TFTP server.

Download failed: overlength key in

key file.

Download failed: too many keys in key
file.

Download failed: one or more keys is
not a valid public key.

The public key file you are trying to download has one of the

following problems:

e Akey inthe file is too long. The maximum key length is
1024 characters, including spaces. This could also mean
that two or more keys are merged together instead of
being separated by a <CR><LF>.

e There are more than ten public keys in the key file and
switchtotal. Delete some keys fromthe switch orfile. The
switch does not detect duplicate keys.

* One or more keys in the file is corrupted or is not a valid
rsa public key.

Refer to “To Create a Client-Public-Key Text File” on page
23 for information on client-public-key properties.

Error: Requested keyfile does not exist.

The client key does not exist in the switch. Use copy
titp to download the key from a TFTP server.
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Message

Meaning

Generating new RSA host key. If the
cache is depleted, this could take
up to two minutes.

After you execute the crypto key generate ssh [rsa]
command, the switch displays this message while it
is generating the key.

Host RSA key file corrupt or not
found. Use 'crypto key generate ssh

rsa'

to create new host key.

The switch’s key is missing or corrupt. Use the crypto
key generate ssh [rsa] command to generate a new
key for the switch.
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Configuring Secure Socket Layer (SSL)
Overview

Overview

Feature

Default Menu CLI Web

Generating a Self Signed Certificate on the switch No n/a page 6-9 page 6-13

Generating a Certificate Request on the switch No n/a n/a page 6-15

Enabling SSL

Disabled n/a page 6-17 page 6-19

Note

Note

The HP ProCurve switches covered by this manual use Secure Socket Layer
Version 3 (SSLv3) and support for Transport Layer Security(TLSv1) to provide
remote web access to the switches via encrypted paths between the switch
and management station clients capable of SSL/TLS operation.

HP ProCurve switches use SSL and TLS for all secure web transactions, and
all references to SSL mean using one of these algorithms unless otherwise
noted

SSL provides all the web functions but, unlike standard web access, SSL
provides encrypted, authenticated transactions. The authentication type
includes server certificate authentication with user password authentication.

SSL in HP Procurve switches is based on the OpenSSL software toolkit. For
more information on OpenSSL, visit http://www.openssl.com.

Server Certificate authentication with User Password
Authentication . This option is a subset of full certificate authentication of
the user and host. It occurs only if the switch has SSL enabled. As in figure 6-
1, the switch authenticates itself to SSL enabled web browser. Users on SSL
browser then authenticate themselves to the switch (operator and/or manger
levels) by providing passwords stored locally on the switch or on a TACACS+
or RADIUS server. However, the client does not use a certificate to authenti-
cate itself to the switch.
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Terminology

HP
Switch

(SSL
Server)

B —— itch-to-Cli ' > .
: 1. Switch-to-Client SSL Cert. k SSL Client

[——!9 User-to-Switch (login password and '~

e — - Browser

enable password authentication)
opions:
: — Local :
, — TACACS+ |
. — RADIUS |

Figure 6-1. Switch/User Authentication

SSL on the HP ProCurve switches supports these data encryption methods:

Note:

3DES (168-bit, 112 Effective)
DES (56-bit)
RC4 (40-bit, 128-bit)

HP ProCurve switches use RSA public key algorithms and Diffie-Hellman. All
references to a key mean keys generated using these algorithms unless
otherwise noted

Terminology

m  SSL Server: An HP switch with SSL enabled.

m Key Pair: Public/private pair of RSA keys generated by switch, of
which public portion makes up part of server host certificate and
private portion is stored in switch flash (not user accessible).

m Digital Certificate: A certificate is an electronic “passport” that is

used to establish the credentials of the subject to which the certificate
was issued. Information contained within the certificate includes:
name of the subject, serial number, date of validity, subject's public
key, and the digital signature of the authority who issued the certifi-
cate. Certificates on Procurve switches conform to the X.509v3 stan-
dard, which defines the format of the certificate.
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Terminology

Self-Signed Certificate: A certificate not verified by a third-party
certificate authority (CA). Self-signed certificates provide a reduced
level of security compared to a CA-signed certificate.

CA-Signed Certificate: A certificate verified by a third party certif-
icate authority (CA). Authenticity of CA-Signed certificates can be
verified by an audit trail leading to a trusted root certificate.

Root Certificate: A trusted certificate used by certificate authorities
to sign certificates (CA-Signed Certificates) and used later on to verify
that authenticity of those signed certificates. Trusted certificates are
distributed as an integral part of most popular web clients. (see

browser documentation for which root certificates are pre-installed).

Manager Level: Manager privileges on the switch.
Operator Level: Operator privileges on the switch.

Local password or username: A Manager-level or Operator-level
password configured in the switch.

SSL Enabled: (1) A certificate key pair has been generated on the
switch (web interface or CLI command: crypto key generate cert
[key size] (2) A certificate been generated on the switch (web
interface or CLI command: crypto host-cert generate self-signed
[arg-list]) and (3) SSL is enabled (web interface or CLI command:
web-management ssl). (You can generate a certificate without
enabling SSL, but you cannot enable SSL without first generating a
Certificate.
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Note:

Prerequisite for Using SSL

Before using the switch as an SSL server, you must install a publicly or
commercially available SSL enabled web browser application on the com-
puter(s) you use for management access to the switch.

Steps for Configuring and Using SSL for
Switch and Client Authentication

The general steps for configuring SSL include:

A. Client Preparation

1. Install an SSL capable browser application on a management station
you want to use for access to the switch. (Refer to the documentation
provided with your browser.)

The latest versions of Microsoft Internet Explorer and Netscape web browser
support SSL and TLS functionality. See the browser documentation for addi-
tional details

B. Switch Preparation

1. Assign alogin (Operator) and enable (Manager) password on the
switch (page 6-7).

2. Generate a host certificate on the switch (page 6-9).
i.  Generate certificate key pair
ii. Generate host certificate

You need to do this only once. The switch's own public/private
certificate key pair and certificate are stored in the switch's flash
memory and are not affected by reboots or the erase startup-config
command. (You can remove or replace this certificate, if necessary.)
The certificate key pair and the SSH key pair are independent of each
other, which means a switch can have two keys pairs stored in flash.

3. Enable SSL on the switch (page 6-17).

4. Useyour SSLenabled browser to access the switch using the switch’s
IP address or DNS name (if allowed by your browser). Refer to the
documentation provided with the browser application.
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General Operating Rules and Notes

Once you generate a certificate on the switch you should avoid re-
generating the certificate without a compelling reason. Otherwise,
you will have to re-introduce the switch’s certificate on all manage-
ment stations (clients) you previously set up for SSL access to the
switch. In some situations this can temporarily allow security
breaches.

The switch's own public/private certificate key pair and certificate
are stored in the switch's flash memory and are not affected by
reboots or the erase startup-config command

The public/private certificate key pair is not be confused with the SSH
public/private key pair. The certificate key pair and the SSH key pair
are independent of each other, which means a switch can have two
keys pairs stored in flash

On HP ProCurve switches that support stacking, when stacking is
enabled, SSL provides security only between an SSL client and the
stack manager. Communications between the stack commander and
stack members is not secure.
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Configuring the Switch for SSL

Operation
SSL-Related CLI Commands in This Section Page
web-management ssl page 6-19
show config page 6-19
show crypto host-cert page 6-12
crypto key
generate cert [rsa] <512 | 768 [1024> page 6-10
zeroize cert page 6-10

crypto host-cert
generate self-signed [arg-list] page 6-10

zeroize page 6-10

1. Assigning a Local Login (Operator) and Enable
(Manager)Password
At a minimum, HP recommends that you always assign at least a Manager

password to the switch. Otherwise, under some circumstances, anyone with
Telnet, web, or serial port access could modify the switch’s configuration.
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Using the web browser interface To Configure Local Passwords. You
can configure both the Operator and Manager password on one screen. To
access the web browser interface refer to the chapter titled “Using the HP
Web Browser Interface” in the Management and Configuration Guide for
your switch.

@ HP ProCurve Switch - Status: Information [jﬂ

Identity Siatns Gormigquration Security | Diagnostics | SUpport
Authorized Addresses | Port Security | Intrusion Log | SSL

T Read-Only Access Security Tab

Password Button Operator User Name:

Confirm Operator Password:

!
Operator Password: |
|

Read-VWrite Access

Manager User Name:

|
Manager Password: |
|

Confirm Manager Password:

Apply Changes Clear Changes

Figure 6-2. Example of Configuring Local Passwords
1. Proceed to the security tab and select device passwords button.

2. Click in the appropriate box in the Device Passwords window and enter
user names and passwords. You will be required to repeat the password
strings in the confirmation boxes.

Both the user names and passwords can be up to 16 printable ASCII
characters.

3. Click on Apply Changes button to activate the user names and pass-
words.
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Configuring Secure Socket Layer (SSL)
Configuring the Switch for SSL Operation

2. Generating the Switch’s Server Host Certificate

You must generate a server certificate on the switch before enabling SSL. The
switch uses this server certificate, along with a dynamically generated session
key pair to negotiate an encryption method and session with a browser trying
to connect via SSL to the switch. (The session key pair mentioned above is
not visible on the switch. It is a temporary, internally generated pair used for
a particular switch/client session, and then discarded.)

The server certificate is stored in the switch’s flash memory. The server
certificate should be added to your certificate folder on the SSL clients who
you want to have access to the switch. Most browser applications automati-
cally add the switch’s host certificate to there certificate folder on the first
use. This method does allow for a security breach on the first access to the
switch. (Refer to the documentation for your browser application.)

There are two types of certificated that can be used for the switch’s host
certificate. The first type is a self-signed certificate, which is generated and
digitally signed by the switch. Since self-signed certificates are not signed by
athird-party certificate authority, there is no audit trail to aroot CA certificate
and no fool-proof means of verifying authenticity of certificate. The second
type is a certificate authority-signed certificate, which is digitally signed by a
certificate authority, has an audit trail to a root CA certificate, and can be
verified unequivocally

There is usually a fee associated with receiving a verified certificate and the
valid dates are limited by the root certificate authority issuing the certificate.

When you generate a certificate key pair and/or certificate on the switch, the
switch places the key pair and/or certificate in flash memory (and not in
running config). Also, the switch maintains the certificate across reboots,
including power cycles. You should consider this certificate to be “perma-
nent”; that is, avoid re-generating the certificate without a compelling reason.
Otherwise, you will have to re-introduce the switch’s host certificate on all
management stations you have set up for SSL access to the switch using the
earlier certificate.

Removing (zeroizing) the switch's certificate key pair or certificate render the
switch unable to engage in SSL operation and automatically disables SSL on
the switch. (To verify whether SSL is enabled, execute show config.)
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To Generate or Erase the Switch’s Server Certificate with the
CLI

Because the host certificate is stored in flash instead of the running-config
file, it is not necessary to use write memory to save the certificate. Erasing the
host certificate automatically disables SSL.

CLI commands used to generate a Server Host Certificate.

Syntax: crypto key generate cert [rsa] <512 1768 11024 >
Generates a key pair for use in the certificate.
crypto key zeroize cert

Erases the switch’s certificate key and disables SSL opera-
tton.

crypto host-cert generate self-signed [arg-list]

Generates a self signed host certificate for the switch. If a
switch certificate already exists, replaces it with a new
certificate. (See the Note on page 6-9.)

crypto host-cert zeroize

Erases the switch’s host certificate and disables SSL opera-
tion.

To generate a host certificate from the CLI:
i. Generate a certificate key pair. This is done with the crypto key
generate cert command. The default key size is 512.

Note: If a certificate key pair is already present in the switch, it is not necessary to
generate a new key pair when generating a new certificate. The existing key
pair may be re-used and the crypto key generate cert command does not have
to be executed

ii. Generate anew self-signed host certificate. This is done with the
crypto host-cert generate self-signed [ Arg-List] command.

Note: When generating a self-signed host certificate on the CLI if there is not
certificate key generated this command will fail.
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Comments on Certificate Fields.

There are a number arguments used in the generation of a server certificate.
table 6-1, “Certificate Field Descriptions” describes these arguments.

Table 6-1.  Certificate Field Descriptions

Field Name Description

Valid Start Date  This should be the date you desire to begin using the SSL
functionality.

Valid End Date  This can be any future date, hevever good security practices would
suggest a valid duration of about one year between updates of
passwords and keys.

Common name  This should be the IP address or domain name associated with the
switch. Your web browser may warn you if this field does not match
the URL entered into the web browser when accessing the switch

Organization This is the name of the entity (e.g. company) where the switch is in
service.

Organizational This is the name of the sub-entity (e.g. department) where the

Unit switch is in service.

City or location This is the name of the city where switch is in service

State name Thisisthe name of the state or province where switchisin service

Country code Thisisthe ISO two-letter country-code where switchisinservice

For example, to generate a key and a new host certificate:

HPswitch (config>ficrupto key generate cert 512 <—
Installing new RSA key. If the keysentropy cache is

Generate New Key

depleted, this could take up to a minute. Generate New Certificate
HPswitch (configd#crypto host—cert_generate self-signed

"Walidity start date [B1,81,19781: @1.91.2003 !

|validity end date [01-081-280841: 81812084 |

Common name [A.A.8.A1: 1A_255_255_255

|Organizatinna1 unit [Dept Mamel: ProCurve Hetworking |/ Enter certificate Arguments
| Organization [Company Mamel: Hewlett—Packard |

City or location [City]l: Roseville

| Btate name [Statel: CA |

I_Cuuntry code [UsS1: UsS .

Figure 6-3. Example of Generating a Self-Signed Server Host certificate on the CLI for the Switch.
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Notes “Zeroizing” the switch’s server host certificate or key automatically disables
SSL (sets web-management ssl to No). Thus, if you zeroize the server host
certificate or key and then generate a new key and server certificate, you must
also re-enable SSL with the web-management ssl command before the switch
can resume SSL operation.

CLI Command to view host certificates.

Syntax: show crypto host-cert

Displays switch’s host certificate

To view the current host certificate from the CLI you use the show crypto
host-cert command.

For example, to display the new server host certificate:

HPSwitch{config)tshow crypto host-cert <— Show host certificate command

Version: 1 (0x0)

Serial Humber: B (0x0)

Issuer: CN=18.255.255.255, L=Roseville, $T=Ca, C=US, 0=Hewlett Packard, 0U=ProCurve Network

Validity

Mot Before: Jan 1 00:00:00 2002 GMT

Mot After : Jan 1 23:99:59 2084 GMT
Subject: CH=10.255.255.255, L=Roseville, $T=Ca, C=US, O=Hewlett Packard, OU=ProCurve Network
Subject Public Key Info:

Public Key Algorithm: rsaEncryption

RSA Public Key: (512 bit)

Modulus (512 bit):
00:db:18:4b:ce:3e:7d:5a:90:d8:a5:00:d>:2a:e9:
60:78:d1:35:82:e9:27:11:5d:45:8d:0a:h9:bk:55:
65:ct:dl:1c:4e:30:5e:20:a6:2d:62:9¢c:hc:cd: 40:
ab:6a:0b:ch:1c:ce:99:1c:2c:ad:26:fc:0b:07:ae:
db:11:65:d6:47

Exponent: 35 (0x23)

Signature Algorithm: mdSHithRSAEncryption
d6:dB:98:6b:b9:a5:54:96:d9:be:fa:b9:99:f9:d8: 67 :94:42:
30:ea:ch:1d:88:e6:7b:19:18:22:84:f6:8c:ea:46:d7:ab:42:
26:48:71:0c:60:57:8¢:33:bc:08:d8:f7:co:1f:ef:15:b1:24:
f3:fa:92:b1:1f:7d:%:cl:fd:83

MDS Fingerprint: C969 E196 49C3 4609 AFC6 BDE1 2087 A0A7
SHAL Fingerprint: 93C7 0753 F865 26DC 4E39 EAF2 9C18 174F 7A63 E3CS

Figure 6-4. Example of show crypto host-cert command
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Generate a Self-Signed Host Certificate with the Web browser

interface

You can configure SSL from the web browser interface. For more information
on how to access the web browser interface, refer to the chapter titled “Using
the HP Web Browser Interface” in the Management and Configuration Guide
for your switch.

To generate a self signed host certificate from the web browser interface:

i

ii.

iii.
iv.

Select the Security tab then the [SSL]button. The SSL configuration
screen is divided into two halves. The left half is used for creating
anew certificate key pair and (self-signed/ CA-signed) certificate.
The right half displays information on the currently installed
certificate.

Select the Create Certificate/Certificate Request radio button.
Select Self-Signed in the Certificate Type drop-down list.

Select the RSA Key Size desired. If you want to re-use the current
certificate key, select Current from this list.

Fill in the remaining certificate arguments. (Refer to “Comments
on Certificate Fields.” on page 6-11.)

Click on the [Apply Changes] button to generate new certificate and
key, if selected.

When generating a self-signed host certificate, if no key is present and the
current option is selected in the RSA key size box and error will be generated.
New key generation can take up to two minutes if the key queue is empty.
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For example, to generate a new host certificate via the web browsers inter-

face:
@) HP ProCurve Switch - Status: Information [,;ﬂ 2
Identity Siatls: CGonfguration Security s STPPOT;
Device Passwords ‘ Authorized Addresses | Port Security ‘ Intrusion Log |

S5L Settings

Create Certificate Button
SSL Enable: |Off ~| Port: (443

@ Create Certificate/ Certificate Request  Use Installed Certificate

. Certificate Type Box
Certificate [ | e
Type: 9 Certificate Type :
RSA K gy Size - - -
Size: ¥ o1 M RéAKey S Key Size Selection

- - - - - Validity End Date:
Certificate Information Fields Validity End Date:

Validity Start |Munthj |Dayj |Yearj Common Name :

|
|
. |
\D/:Itizlity End I Organization Name :
Date: Month | [Day ~/ |Year »| | Organization Unit :
| g
common - [10.255.255.255 o Cy
) | State: i
Organization - Certificate Arguments
Name: ICumpany Name : Country :
izati Fi int MD5:
Dr.gzlmlzatlon |Department Name | ingerprin
Unit: | SHA :
City: [City :
State: [State :
Country:  [US - United States =~
Apply Changes Clear Changes

Figure 6-5. Self-Signed Certificate generation via SSL Web Browser Interface Screen

Security Tab

SSL button

To view the current host certificate in the web browser interface:

1. Proceed to the Security tab
2. Then the [SSL] button
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+ HP ProCurve Switch - Status: Information
“ Hp. ProCu ch

| Identity | Status | Gonfiguration | Security | Dagnostics Support
Device Passwords | Authorized Addresses | Port Security | Intrusion Log ‘

SSL Settings Current SSL Host Certificate

SSL Enable: |Off x| Port: [443 /

 Create Certificate/ Certificate Request

j Installed Certificate
Certificate it cigned
Type :
RSA Key Size :512 bits
Validlity Start 1172002
Date:
Validity End
Date:

Common 10255 255 255
Name :

|10.255.255.255 Organization Hewlett Packard

Name :
IHewIett Packard Organization
Unit :
IPruCurve MNetwork City : Foseville
IRuseviIIe State: Ce
Country : s
ICa . Fingerprint BEO1 E39E D49C 2575
IUS - United States MD5: 200B 30E6 EO080 38C3
CES4 BFDE 86F3 18587

SHA : BEZ24 F173 5504 BEOA
4E0S 2C40

|Self Signed

-

17142003

FroCurve MNetwiork

Apply Changes Clear Changes

Figure 6-6. Web browser Interface showing current SSL Host Certificate

Generate a CA-Signed server host certificate with the Web
Browser Interface

This section describes how to install a CA-Signed server host certificate from
the web browser interface. (For more information on how to access the web
browser interface, refer to the chapter titled “Using the HP Web Browser
Interface” in the Management and Configuration Guide for your switch.)
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The installation of a CA-signed certificate involves interaction with other
entities and consists of three phases. The first phase is the creation of the CA
certificate request, which is then copied off from the switch for submission to
the certificate authority. The second phase is the actual submission process
that involves having the certificate authority verify the certificate request and
then digitally signing the request to generate a certificate response (the usable
server host certificate). The third phase is the download phase consisting of
pasting to the switch web server the certificate response, which is then
validated by the switch and put into use by enabling SSL.

To generate a certificate request from the web browser interface:

i.  Select the Security tab, then the [SSL] button.

ii. Select the Create Certificate/Certificate Request radio button.

iii. Select Create CA Request from the Certificate Type drop-down list.

iv. Select the key size from the RSA Key Size drop-down list. If you
want to re-use the current certificate key, select Current from this
list.

v. Fillin the remaining certificate arguments. (Refer to “Comments
on Certificate Fields.” on page 6-11.)

vi. Click on [Apply Changes] to create the certificate request. A new
web browser page appears, consisting of two text boxes. The
switch uses the upper text box for the certificate request text. The
lower text box appears empty. You will use it for pasting in the
certificate reply after you receive it from the certificate authority.
(This authority must return a none-PEM encoded certificate
request reply.)

vii. After the certificate authority processes your request and sends
you a certificate reply (that is, an installable certificate), copy and
paste the certificate into the lower text box.

viii. Click on the [Apply Changes] button to install the certificate.
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() HP ProCurve Switch .- Status: Information [ﬁp)

Iientrty Satis COTTIqur aton Security | Datnostics SUPPOTE

Device Passwords | Authorized Addresses | Port Security | Intrusion Log |
SSL Settings =
Certificate Request

SSL Enable: |Off > | Port: 443
Cerificate Reguest- Send to Certificate Authority(CA)

BEGIN CERTIFICATE REQUEST -
MIIBNTCB4ATIBADEIMRCWEQYDVOODEWARMC 4y NTUUM] UlL ] I1NTETMBEGA L UEB MK
Um9zZX % phGxl IDELMALGA 1 UBCBMCQZ ExC 2ATBgNVEAYTA LVTMRaWE g YDVQOKEwWY T
ZXAsEXROIFBhYZ themQxGTAX BgNVEAS TEFByb0N1enZ L IES ldHdvenswiljANBgkq
hki1GIwIBAQEFARNIADESAKEAZ BWGkX 3darWCqF O3/ DnouAVEAZ2DoulsaZvbaZ £5
LZr5Z042VhbYeBk/v2hKpDodwp IXcO+PPREONhNE NE kvaCwIBIGAAMADGCSqGS Ib3
DOERBAURADEAKAGVZ rtP2GEd6RA4b I rJARVTZ 45 TP 1pR3Logahax 3 jpeva+Us JwM
BVPLowIkVydlY¥tl4GoApCzl/weSCplaMEA==

Certificate Request Reply - Paste CA reply here Certificate Reuest Reply

BEGIN CERTIFICATE— <
MIICZDCCAc2gAWIBAGIDMAOXMAOGCSqGSIb3ADQEBBAUAMIGHMQswCQYDVQQGEwJa
QTEIMCAGA1UECBMZRKISIFRFU1RJTkcgUFVSUE9TRVMgT05MWTEdMBsGA1UEChMU
VGhhd3RIIENIcnRpZmljYXRpb24xFzZAVBgNVBASTDIRFU1QgVEVTVCBURVNUMRww
GgYDVQQDExNUaGF3dGUgVGVzdCBDQSBSb290MB4XDTAyMTEyMjIyNTIxN10XDTAy
MTIxMzIyNTIxN1owgYQxCzAJBgNVBAYTAlpBMRUWEwYDVQQIEwWxXZXNOZXJulENh
cGUXEjAQBgNVBACTCUNhcGUgVG93bjEUMBIGA IUEChMLT3Bwb3J0dW5pdGkxGDAW
BgNVBAsTD09ubGluZSBTZXJ2aWNIczEaMBgGA 1UEAXMRd3d3LmZvendhemQuY28u
emEwWjANBgkqhkiGOwWOBAQEFAANJADBGAKEAO+aMcXgVruVixw/xuASfj6G4gvXe
0uqQ7wl7sgvnTwly9HfdbV3Zto9fdA9ZIA6EqeWchkoMCYdle3 YrrjSRwwIBA6MI
MCMwEwYDVROIBAWwWCgYIKwYBBQUHAWEwWDAYDVROTAQH/BAIwADANBgkqhkiGOwW0B ﬂ

Abort Request

Apply Changes Clear Changes

Figure 6-7. Example of a Certificate Request and Reply

3. Enabling SSL on the Switch and Anticipating SSL
Browser Contact Behavior

The web-management ssl command enables SSL on the switch and modifies
parameters the switch uses for transactions with clients. After you enable SSL,
the switch can authenticate itself to SSL enabled browsers. The no web-
management ssl command is used to disable SSL on the switch.
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Note

Note

Before enabling SSL on the switch you must generate the switch’s host
certificate and key. If you have not already done so, refer to “2. Generating the
Switch’s Server Host Certificate” on page 6-9.

When configured for SSL, the switch uses its host certificate to authenticate
itself to SSL clients, however unless you disable the standard HP web browser
interface with the no webh-management command it will be still available for
unsecured transactions.

SSL Client Contact Behavior. At the first contact between the switch and
an SSL client, if you have not copied the switch’s host certificate into the
browser’s certificate folder, your browser’s first connection to the switch will
question the connection and, for security reasons, give you the option of
accepting or refusing. If a CA-signed certificate is used on the switch, for which
aroot certificate exists on the client browser side, then the browser will NOT
prompt the user to ensure the validity of the certificate. The browser will be
able to verify the certificate chain of the switch server certificate up to the
root certificate installed in the browser, thus authenticating the switch
unequivocally. As long as you are confident that an unauthorized device is not
using the switch’s IP address in an attempt to gain access to your data or
network, you can accept the connection.

When an SSL client connects to the switch for the first time, it is possible for
a “man-in-the-middle” attack; that is, for an unauthorized device to pose
undetected as the switch, and learn the usernames and passwords controlling
access to the switch. When using self-signed certificates with the switch, there
is a possibility for a “man-in-the-middle” attack when connecting for the first
time; that is, an unauthorized device could pose undetected as a switch, and
learn the usernames and passwords controlling access to the switch. Use
caution when connecting for the first time to a switch using self-signed
certificates. Before accepting the certificate, closely verify the contents of the
certificate (see browser documentation for additional information on viewing
contents of certificate).

The security concern described above does not exist when using CA-signed
certificates that have been generated by certificate authorities that the web
browser already trusts
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Using the CLI interface to enable SSL

Syntax: [no] web-management ssl
Enables or disables SSL on the switch.
[port < 1-65535 | default:443 >]

The TCP port number for SSL connections (default:
443). Important: See “Note on Port Number” on page
6-20.

show config
Shows status of the SSL server. When enabled, web-

management ssl appears in the config list.
To enable SSL on the switch

1. Generate a Host certificate if you have not already done so. (Refer to “2.
Generating the Switch’s Server Host Certificate” on page 6-9.)

2. Execute the web-management ssl command.
To disable SSL on the switch, do either of the following:
m Execute no web-management ssl.

m Zeroize the switch’s host certificate or certificate key. (page 6-10).

Using the web browser interface to enable SSL

To enable SSL on the switch
i. Proceed to the Security tab then the SSL button
ii. Select SSL Enable to on and enter the TCP port you desire to
connect on.
iii. Click on the [Apply Changes] button to enable SSL on the port.

To disable SSL on the switch, do either of the following:
i. Proceed to the Security tab then the SSL button
ii. Select SSL Enable to off .
iii. Click on the [Apply Changes] button to enable SSL on the port.
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@ HP ProCurve Switch

Ity

Device Passwords

Statis

Status: Information [}Eg]

Gonfiguration Security | Dagnostics | Stpport
| Authorized Addresses | Port Security | Intrusion Log |

SSL Settings

Enable SLL

$SL Enable: [Off jW/ and port number Selection

Figure 6-8. Using the web browser interface to enable SSL and select TCP port number

Note on Port
Number

Caution

HP recommends using the default IP port number (443). However, you can
use web-management ssl tep-port to specify any TCP port for SSL connections
except those reserved for other purposes. Examples of reserved IP ports are
23 (Telnet) and 80 (http). Some other reserved TCP ports on the switch are
49, 80, 1506, and 1513.

SSL does not protect the switch from unauthorized access via the Telnet,
SNMP, or the serial port. While Telnet access can be restricted by the use of
passwords local to the switch, if you are unsure of the security this provides,
youmay want to disable Telnet access (notelnet). If you need to increase SNMP
security, use SNMP version 3 only for SNMP access. Another security measure
istouse the Authorized IP Managers feature described in the switch’s Security
Guide. To protect against unauthorized access to the serial port (and the Clear
button, which removes local password protection), keep physical access to
the switch restricted to authorized personnel.
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Common Errors in SSL setup

Error During

Possible Cause

Generating host certificate on CLI

You have not generated a certificate
key. (Refer to “CLI commands used to
generate a ServerHost Certificate” m
page 6-10.)

Enabling SSL on the CLI or Web browser interface

You have not generated a host
certificate. (Refer to “Generate a Self-
Signed Host Certificate with the Web
browser interface” on page 6-13.)

You may be using areserved TCP pat.
(Refer to “Note on Port Number” on
page 6-20.)

Unable to Connect with SSL

You may not have SSL enabled (Refer
to “3. Enabling SSLon the Switch ad
Anticipating SSL Browser Contact
Behavior” on page 6-17.)

Your browser may not support SSLv3
or TLSv1 or it may be disabled. (Refer
to the documentation provided for
your browser.)
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Overview
Feature Default Menu cL Web
Configuring Switch Ports as 802.1x Authenticators Disabled n/a page 7-14 n/a
Configuring 802.1x Open VLAN Mode Disabled n/a page 7-20 n/a
Configuring Switch Ports to Operate as 802.1x Supplicants Disabled n/a page 7-33 n/a
Displaying 802.1x Configuration, Statistics, and Counters n/a n/a page 7-37 n/a
How 802.1x Affects VLAN Operation n/a n/a page 7-43 n/a
RADIUS Authentication and Accounting Referto “RADIUS Authentication and Accounting”

on page 4-1

Why Use Port-Based Access Control?

Local area networks are often deployed in a way that allows unauthorized
clients to attach to network devices, or allows unauthorized users to get
access to unattended clients on a network. Also, the use of DHCP services and
zero configuration make access to networking services easily available. This
exposes the network to unauthorized use and malicious attacks. While access
to the network should be made easy, uncontrolled and unauthorized access is
usually not desirable. 802.1x provides access control along with the ability to
control user profiles from a central RADIUS server while allowing users
access from multiple points within the network.

General Features

802.1x on the HP ProCurve switches covered in this manual includes the
following:

m  Switch operation as both an authenticator (for supplicants having a
point-to-point connection to the switch) and as a supplicant for point-
to-point connections to other 802.1x-aware switches.

e  Authentication of 802.1x clients using a RADIUS server and either the
EAP or CHAP protocol.

e Provision for enabling clients that do not have 802.1 supplicant soft-
ware to use the switch as a path for downloading the software and
initiating the authentication process (802.1x Open VLAN mode).

e  Supplicant implementation using CHAP authentication and indepen-
dent username and password configuration on each port.

m  Prevention of traffic flow in either direction on unauthorized ports.
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m Local authentication of 802.1x clients using the switch’s local user-
name and password (as an alternative to RADIUS authentication).

m Temporary on-demand change of a port’s VLAN membership status
to support a current client’s session. (This does not include ports that
are members of a trunk.)

m  Session accounting with a RADIUS server, including the accounting
update interval.

m  Use of Show commands to display session counters.

m  With port-security enabled for port-access control, limit a port to one
802.1x client session at a given time.

Authenticating Users. Port-Based Access Control (802.1x) provides
switch-level security that allows LAN access only to users who enter the
authorized RADIUS username and password on 802.1x-capable clients (sup-
plicants). This simplifies security management by allowing you to control
access from a master database in a single server (although you can use up to
three RADIUS servers to provide backups in case access to the primary server
fails). It also means a user can enter the same username and password pair
for authentication, regardless of which switch is the access point into the LAN.
Note that you can also configure 802.1x for authentication through the switch’s
local username and password instead of a RADIUS server, but doing so
increases the administrative burden, decentralizes username/password
administration, and reduces security by limiting authentication to one Oper-
ator/Manager password set for all users.

Providing a Path for Downloading 802.1x Supplicant Software. For
clients that do not have the necessary 802.1x supplicant software, there is also
the option to configure the 802.1x Open VLAN mode. This mode allows you
to assign such clients to an isolated VLAN through which you can provide the
necessary supplicant software these clients need to begin the authentication
process. (Refer to “802.1x Open VLAN Mode” on page 7-20.)

Authenticating One Switch to Another. 802.1x authentication also
enables the switch to operate as a supplicant when connected to a port on
another switch running 802.1x authentication.
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I:l Switch Running 802.1x and

[‘ Operating as an Authenticator

—

RADIUS Server

(

802.1x-Aware
Client
(Supplicant)

-

Switch Running 802.1x and
Connected as a Supplicant

Figure 7-1. Example of an 802.1x Application

Accounting . The switch also provides RADIUS Network accounting for
802.1x access. Refer to “Configuring RADIUS Accounting” on page 4-17.
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How 802.1x Operates

Authenticator Operation

This operation provides security on a direct, point-to-point link between a
single client and the switch, where both devices are 802.1x-aware. (If you
expect desirable clients that do not have the necessary 802.1x supplicant
software, you can provide a path for downloading such software by using the
802.1x Open VLAN mode—refer to “802.1x Open VLAN Mode” on page 7-20.)
For example, suppose that you have configured a port on the switch for 802.1x
authentication operation. If you then connect an 802.1x-aware client (suppli-
cant) to the port and attempt to log on:

1.

When the switch detects the client on the port, it blocks access to the LAN
from that port.

The switch responds with an identity request.

The client responds with a user name that uniquely defines this request
for the client.

The switch responds in one of the following ways:

If 802.1x (port-access) on the switch is configured for RADIUS
authentication, the switch then forwards the request to a RADIUS
server.

1.

ii.

iii.

iv.

The server responds with an access challenge which the switch
forwards to the client.

The client then provides identifying credentials (such as a user
certificate), which the switch forwards to the RADIUS server.
The RADIUS server then checks the credentials provided by the
client.

If the client is successfully authenticated and authorized to con-
nect to the network, then the server notifies the switch to allow
access to the client. Otherwise, access is denied and the port
remains blocked.

If 802.1x (port-access) on the switch is configured for local authenti-
cation, then:

1.

ii.

The switch compares the client’s credentials with the username
and password configured in the switch (Operator or Manager
level).

If the client is successfully authenticated and authorized to con-
nect to the network, then the switch allows access to the client.
Otherwise, access is denied and the port remains blocked.
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Switch-Port Supplicant Operation

This operation provides security on links between 802.1x-aware switches. For
example, suppose that you want to connect two switches, where:

m  Switch “A” has port Al configured for 802.1x supplicant operation.

m  You want to connect port Al on switch “A” to port B5 on switch “B”.

Switch “B”
Port B5
OO0O0OWOOOnO

Port A1 \

Switch “A”

Port A1 Configured as an

802.1x Supplicant
RADIUS Server

Figure 7-2. Example of Supplicant Operation

1. When port Al on switch “A” is first connected to a port on switch “B”, or
if the ports are already connected and either switch reboots, port Al
begins sending start packets to port B5 on switch “B”.

e If, after the supplicant port sends the configured number of start
packets, it does not receive a response, it assumes that switch “B” is
not 802.1x-aware, and transitions to the authenticated state. If switch
“B” is operating properly and is not 802.1x-aware, then the link should
begin functioning normally, but without 802.1x security.

e If after sending one or more start packets, port Al receives arequest
packet from port B5, then switch “B” is operating as an 802.1x
authenticator. The supplicant port then sends a response/ID packet.
Switch “B” forwards this request to a RADIUS server.

2. The RADIUS server then responds with an MD5 access challenge that
switch “B” forwards to port A1 on switch “A”.

3. Port Al replies with an MD5 hash response based on its username and
password or other unique credentials. Switch “B” forwards this response
to the RADIUS server.

4. The RADIUS server then analyzes the response and sends either a “suc-
cess” or “failure” packet back through switch “B” to port Al.

¢ A“success” response unblocks port B5 to normal traffic from port Al.
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e A “failure” response continues the block on port B5 and causes port
Al to wait for the “held-time” period before trying again to achieve
authentication through port B5.

You can configure a switch port to operate as both a supplicant and an
authenticator at the same time.

Terminology

802.1x-Aware: Refers to a device that is running either 802.1x authenticator
software or 802.1x client software and is capable of interacting with other
devices on the basis of the IEEE 802.1x standard.

Authorized-Client VLAN: Like the Unauthorized-Client VLAN, this is a
conventional, static VLAN previously configured on the switch by the
System Administrator. The intent in using this VLAN is to provide authen-
ticated clients with network services that are not available on either the
port’s statically configured VLAN memberships or any VLAN member-
ships that may be assigned during the RADIUS authentication process.
While an 802.1x port is amember of this VLAN, the port is untagged. When
the client connection terminates, the port drops its membership in this
VLAN.

Authentication Server: The entity providing an authentication service to
the switch when the switch is configured to operate as an authenticator.
In the case of an HP ProCurve switch running 802.1x, this is a RADIUS
server (unless local authentication is used, in which case the switch
performs this function using its own username and password for authen-
ticating a supplicant).

Authenticator: In HP ProCurve switch applications, a device such as a
switch that requires a supplicant to provide the proper credentials (user-
name and password) before being allowed access to the network.

CHAP (MD5): Challenge Handshake Authentication Protocol.

Client: In this application, an end-node device such as a management station,
workstation, or mobile PC linked to the switch through a point-to-point
LAN link.
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EAP (Extensible Authentication Protocol): EAP enables network access that
supports multiple authentication methods.

EAPOL: Extensible Authentication Protocol Over LAN, as defined in the
802.1x standard.

Friendly Client: A client that does not pose a security risk if given access to
the switch and your network.

MD5: An algorithm for calculating a unique digital signature over a stream of
bytes. Itis used by CHAP to perform authentication without revealing the
shared secret (password).

PVID (Port VID): This is the VLAN ID for the untagged VLAN to which an
802.1x port belongs.

Static VLAN: A VLAN that has been configured as “permanent” on the switch
by using the CLI vlan < vid > command or the Menu interface.

Supplicant: The entity that must provide the proper credentials to the switch
before receiving access to the network. This is usually an end-user work-
station, but it can be a switch, router, or another device seeking network
services.

Tagged VLAN Membership: This type of VLAN membership allows a port to
be a member of multiple VLANs simultaneously. If a client connected to
the port has an operating system that supports 802.1q VLAN tagging, then
the client can access VLANs for which the port is a tagged member. If the
client does not support VLAN tagging, then it can access only a VLAN for
which the port is an untagged member. (A port can be an untagged
member of only one VLAN at a time.) 802.1x Open VLAN mode does not
affect aport’s tagged VLAN access unless the port is statically configured
as amember of a VLAN that is also configured as the Unauthorized-Client
or Authorized-Client VLAN. See also “Untagged VLAN Membership”.

Unauthorized-Client VLAN: A conventional, static VLAN previously config-
ured on the switch by the System Administrator. It is used to provide
access to a client prior to authentication. It should be set up to allow an
unauthenticated client to access only the initialization services necessary
to establish an authenticated connection, plus any other desirable
services whose use by an unauthenticated client poses no security threat
to your network. (Note that an unauthenticated client has access to all
network resources that have membership in the VLAN you designate as
the Unauthorized-Client VLAN.) A port configured to use a given Unau-
thorized-Client VLAN does not have to be statically configured as a
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member of that VLAN as long as at least one other port on the switch is
statically configured as a tagged or untagged member of the same Unau-
thorized-Client VLAN.

Untagged VLAN Membership: A port can be an untagged member of only
one VLAN. (In the factory-default configuration, all ports on the switch
are untagged members of the default VLAN.) An untagged VLAN member-
ship is required for a client that does not support 802.1q VLAN tagging. A
port can simultaneously have one untagged VLAN membership and
multiple tagged VLAN memberships. Depending on how you configure
802.1x Open VLAN mode for a port, a statically configured, untagged
VLAN membership may become unavailable while there is a client session
on the port. See also “Tagged VLAN Membership”.

General Operating Rules and Notes

m  When a port on the switch is configured as either an authenticator or
supplicant and is connected to another device, rebooting the switch
causes a re-authentication of the link.

m  When a port on the switch is configured as an authenticator, it will
block access to a client that either does not provide the proper
authentication credentials or is not 802.1x-aware. (You can use the
optional 802.1x Open VLAN mode to open a path for downloading
802.1x supplicant software to a client, which enables the client to
initiate the authentication procedure. Refer to “802.1x Open VLAN
Mode” on page 7-20.)

m If a port on switch “A” is configured as an 802.1x supplicant and is
connected to a port on another switch, “B”, that is not 802.1x-aware,
access to switch “B” will occur without 802.1x security protection.

m  You can configure a port as both an 802.1x authenticator and an
802.1x supplicant.

m If a port on switch “A” is configured as both an 802.1x authenticator
and supplicant and is connected to a port on another switch, “B”, that
is not 802.1x-aware, access to switch “B” will occur without 802.1x
security protection, but switch “B” will not be allowed access to
switch “A”. This means that traffic on this link between the two
switches will flow from “A” to “B”, but not the reverse.
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m Ifaclient already has access to a switch port when you configure the
port for 802.1x authenticator operation, the port will block the client
from further network access until it can be authenticated.

m  On a port configured for 802.1x with RADIUS authentication, if the
RADIUS server specifies a VLAN for the supplicant and the port is a
trunk member, the port will be blocked. If the port is later removed
from the trunk, the port will try to authenticate the supplicant. If
authentication is successful, the port becomes unblocked. Similarly,
if the supplicant is authenticated and later the port becomes a trunk
member, the port will be blocked. If the port is then removed from
the trunk, it tries to re-authenticate the supplicant. If successful, the
port becomes unblocked.

m To help maintain security, 802.1x and LACP cannot both be enabled
on the same port. If you try to configure 802.1x on a port already
configured for LACP (or the reverse) you will see a message similar
to the following:

Error configuring port X: LACP and 802.1x cannot be run together.

Note on 802.1x To help maintain security, the switch does not allow 802.1x and LACP to both
and LACP be enabled at the same time on the same port. Refer to “802.1x Operating
Messages” on page 7-47
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General Setup Procedure for Port-Based
Access Control (802.1x)

Do These Steps Before You Configure 802.1x Operation

1. Configure a local username and password on the switch for both the
Operator (login) and Manager (enable) access levels. (While this may or
may not be required for your 802.1x configuration, HP recommends that
you use a local username and password pair at least until your other
security measures are in place.)

2. Determine which ports on the switch you want to operate as authentica-
tors and/or supplicants, and disable LACP on these ports. (See the “Note
on 802.1x and LACP” on page 7-10.)

3. Determine whether to use the optional 802.1x Open VLAN mode for
clients that are not 802.1x-aware; that is, for clients that are not running
802.1x supplicant software. (This will require you to provide download-
able software that the client can use to enable an authentication session.)
For more on this topic, refer to “802.1x Open VLAN Mode” on page 7-20.

4. For each port you want to operate as a supplicant, determine a username
and password pair. You can either use the same pair for each port or use
unique pairs for individual ports or subgroups of ports. (This can also be
the same local username/password pair that you assign to the switch.)

5. Unless you are using only the switch’s local username and password for
802.1x authentication, configure at least one RADIUS server to authenti-
cate accessrequests coming through the ports on the switch from external
supplicants (including switch ports operating as 802.1x supplicants). You
can use up to three RADIUS servers for authentication; one primary and
two backups. Refer to the documentation provided with your RADIUS
application.
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Note

Overview: Configuring 802.1x Authentication on the
Switch

This section outlines the steps for configuring 802.1x on the switch. For
detailed information on each step, refer to “Configuring the Switch for
RADIUS Authentication” on page 4-6 or “Configuring Switch Ports To Operate
As Supplicants for 802.1x Connections to Other Switches” on page 7-33.

1.

Enable 802.1x authentication on the individual ports you want to serve as
authenticators. On the ports you will use as authenticators, either accept
the default 802.1x settings or change them, as necessary. Note that, by
default, the port-control parameter is set to auto for all ports on the switch.
Thisrequires a client to support 802.1x authentication and to provide valid
credentials to get network access. Refer to page 7-14.

If you want to provide a path for clients without 802.1x supplicant soft-
ware to download the software so that they can initiate an authentication
session, enable the 802.1x Open VLAN mode on the ports you want to
support this feature. Refer to page 7-20.

Configure the 802.1x authentication type. Options include:

e Local Operator username and password (the default). This option
allows a client to use the switch’s local username and password as
valid 802.1x credentials for network access.

e EAP RADIUS: This option requires your RADIUS server application
to support EAP authentication for 802.1x.

e CHAP (MD5) RADIUS: This option requires your RADIUS server
application to support CHAP (MD5) authentication.

See page 7-18.
If you select either eap-radius or chap-radius for step 3, use the radius host

command to configure up to three RADIUS server IP address(es) on the
switch. See page 7-19.

Enable 802.1x authentication on the switch. See page 7-14.

Test both the authorized and unauthorized access to your system to
ensure that the 802.1x authentication works properly on the ports you
have configured for port-access.

If you want to implement the optional port security feature (step 7) on the
switch, you should first ensure that the ports you have configured as 802.1x
authenticators operate as expected.
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If you are using Port Security on the switch, configure the switch to allow
only 802.1x access on ports configured for 802.1x operation, and (if
desired) the action to take if an unauthorized device attempts access
through an 802.1x port. See page 7-31.

If you want a port on the switch to operate as a supplicant in a connection
with a port operating as an 802.1x authenticator on another device, then
configure the supplicant operation. (Refer to “Configuring Switch Ports
To Operate As Supplicants for 802.1x Connections to Other Switches” on
page 7-33.)
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Configuring Switch Ports as 802.1x

Authenticators
802.1x Authentication Commands Page
[no] aaa port-access authenticator < [ethernet] < port-list > 7-14
[control | quiet-period | tx-period | supplicant-timeout | 7-14

server-timeout | max-requests | reauth-period | auth-vid |
unauth-vid | initialize | reauthenticate | clear-statistics]

aaa authentication port-access 7-18
<local | eap-radius | chap-radius >

[no] aaa port-access authenticator active 7-14
[no] port-security [ethernet] < port-list > learn-mode port-access 7-31
802.1x Open VLAN Mode Commands 7-20
802.1x Supplicant Commands 7-33
802.1x-Related Show Commands 7-31
RADIUS server configuration 7-19

1. Enable 802.1x Authentication on Selected Ports

This task configures the individual ports you want to operate as 802.1x
authenticators for point-to-point links to 802.1x-aware clients or switches.
(Actual 802.1x operation does not commence until you perform step 5 on page
7-12 to activate 802.1x authentication on the switch.)

Note When you enable 802.1x authentication on a port, the switch automatically disables
LACP on that port. However, if the port is already operating in an LACP trunk, you
must remove the port from the trunk before you can configure it for 802.1x authen-
tication.
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Syntax:  aaa port-access authenticator < port-list >

Enables specified ports to operate as 802.1x authenti-
cators with current per- port authenticator configura-
tion. To activate configured 802.1x operation, you
must enable 802. 1x authentication. Refer to “5. Enable
802.1x Authentication on the switch” on page 7-12.

[control < authorized | auto | unauthorized >]
Controls authentication mode on the specified port:

authorized: Also termed Force Authorized. Grants access
to any device connected to the port. In this case, the
device does not have to provide 802.1x credentials or
support 802. 1x authentication. (However, you can still
configure console, Telnet, or SSH security on the port.)
auto (the default): The device connected to the port must
support 802. 1x authentication and provide valid
credentials in order to get network access. (You have
the option of using the Open VLAN mode to provide a
path for clients without 802. 1x supplicant software to
download this software and begin the authentication
process. Refer to “S02.1x Open VLAN Mode” on page
7-20.)

unauthorized: Also termed Force Unauthorized. Do not
grant access to the network, regardless of whether the
device provides the correct credentials and has 802.1x
support. In this state, the port blocks access to any
connected device.

[quiet-period < 0 - 65535 >]

Sets the period during which the port does not try to
acquire a supplicant. The period begins after the last
attempt authorized by the max-requests parameter fails
(next page). (Default: 60 seconds)

[tx-period < 0 - 65535 >]

Sets the period the port waits to retransmit the next
EAPOL PDU during an authentication session.
(Default: 30 seconds)

[supplicant-timeout < 1 - 300 >]

Sets the period of time the switch waits for a supplicant
response to an EAP re quest. If the supplicant does not
respond within the configured time frame, the session
times out. (Default: 30 seconds)
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aaa port-access authenticator < port-list > (Syntax Continued)
[server-timeout < 1-300 >]

Sets the period of time the switch waits for a server
response to an authentication request. If there is no
response within the configured time frame, the switch
assumes that the authentication attempt has timed
out. Depending on the current max-requests setting, the
switch will either send a new request to the server or
end the authentication session. (Default: 30 seconds)

[max-requests < 1-10>]

Sets the number of authentication attempts that must
time-out before authentication fails and the authenti-
cation session ends. If you are using the Local authen-
tication option, or are using RADIUS authentication
with only one host server, the switch will not start
another session until a client tries a new access
attempt. If you are using RADIUS authentication with
two or three host servers, the switch will open a session
with each server, in turn, until authentication occurs
or there are no more servers to try. During the quiet-
period (previous page), if any, you cannot reconfigure
this parameter. (Default: 2)

[reauth-period < 1 - 9999999 >]

Sets the period of time after which clients connected
must be re-authenticated. When the timeout is set to 0
the reauthentication is disabled (Default: O second)

[unauth-vid < vlan-id >]

Configures an existing static VLAN to be the Unautho-
rized-Client VLAN. This enables you to provide a path
JSorclients without supplicant software to download the
software and begin an authentication session. Refer to
“802.1x Open VLAN Mode” on page 7-20.

[auth-vid < vid >

Configures an existing, static VLAN to be the Autho-
rized-Client VLAN. Refer to “802.1x Open VLAN Mode”
on page 7-20.
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aaa port-access authenticator < port-list > (Syntax Continued)
[initialize]

On the specified ports, blocks inbound and outbound
traffic and restarts the 802. 1x authentication process.
This happens only on ports configured with control auto
and actively operating as 802. 1x authenticators. Note:
If a specified port is configured with control authorized
and port-security, and the port has learned an autho-
rized address, the port will remove this address and
learn a new one from the first packet it receives.

[reauthenticate]

Forces reauthentication (unless the authenticatoris in
'HELD' state).

[clear-statistics]

Clears authenticator statistics counters.
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3. Configure the 802.1x Authentication Method

This task specifies how the switch will authenticate the credentials provided

by a supplicant connected to a switch port configured as an 802.1x authenti-
cator.

Syntax:  aaa authentication port-access < local | eap-radius | chap-radius >

Determines the type of RADIUS authentication to use.

local Use the switch’s local username and password for
supplicant authentication.

eap-radius Use FAP-RADIUS authentication. (Refer to the
documentation for your RADIUS server.)

chap-radius Use CHAP-RADIUS (MD-5) authentication.
(Refer to the documentation for your RADIUS server appli-
cation.)

For example, to enable the switch to perform 802.1x authentication using one
or more EAP-capable RADIUS servers:

HPswitchiconfig)# asa authentication port-access eap-radius Configuration command
HPswitch(config)# show auth ¥~ for EAP-RADIUS
Statu= and Counters — Authentication Information authentication.
Login Attempts : 3
| Login Login Enable Enable
Ahooess Task | Primary Secondary  Primary Secondary
+
Console | Local Hone Local Hone
Telnet | Local Hone Local Hone 802.1x (Port-Access)
FPort—-Access | EapRadius configured for EAP--
SSH | Local Hone Local Hone RADIUS authentication.

Figure 7-3. Example of 802.1x (Port-Access) Authentication
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4. Enter the RADIUS Host IP Address(es)

Ifyou selected either eap-radius or chap-radius for the authentication method,
configure the switch to use 1 to 3 RADIUS servers for authentication. The

following syntax shows the basic commands. For coverage of all commands
related to RADIUS server configuration, refer to “RADIUS Authentication and

Accounting” on page 4-1.

Syntax:  radius host < ip-address >
Adds a server to the RADIUS configuration.
[key < server-specific key-string >]

Optional. Specifies an encryption key for use during
authentication (or accounting) sessions with the spec-
ified server. This key must match the key used on the
RADIUS server. Use this option only if the specified
server requires a different key than configured for the
global encryption key.

radius-server key < global key-string >

Specifies the global encryption key the switch uses for
sessions with servers_ for which the switch does not have
a server-specific key. This key is optional if all RADIUS
server addresses configured in the switch include a
server- specific encryption key.

5. Enable 802.1x Authentication on the Switch

After configuring 802.1x authentication as described in the preceding four
sections, activate it with this command:

Syntax:  aaa port-access authenticator active

Activates 802. 1x port-access on ports you have configured as
authenticators.

7-19



Configuring Port-Based Access Control (802.1x)

802.1x Open VLAN Mode

802.1x Open VLAN Mode

802.1x Authentication Commands page 7-14
802.1x Supplicant Commands page 7-34
802.1x Open VLAN Mode Commands

[no] aaa port-access authenticator [e] < port-list > page 7-29

[auth-vid < vlan-id >]

[unauth-vid < vlan-id >]
802.1x-Related Show Commands page 7-37
RADIUS server configuration pages 7-19

This section describes how to use the 802.1x Open VLAN mode to configure
unauthorized-client and authorized-client VLANs on ports configured as
802.1x authenticators.

Introduction

Configuring the 802.1x Open VLAN mode on a port changes how the port
responds when it detects a new client. In earlier releases, a “friendly” client
computer not running 802.1x supplicant software could not be authenticated
on a port protected by 802.1x access security. As a result, the port would
become blocked and the client could not access the network. This prevented
the client from:

m  Acquiring IP addressing from a DHCP server

m  Downloading the 802.1x supplicant software necessary for an authen-
tication session

The 802.1x Open VLAN mode solves this problem by temporarily suspending
the port’s static, tagged and untagged VLAN memberships and placing the port
in a designated Unauthorized-Client VLAN. In this state the client can
proceed with initialization services, such as acquiring IP addressing and
802.1x software, and starting the authentication process. Following client
authentication, the port drops its temporary (untagged) membership in the
Unauthorized-Client VLAN and joins (or rejoins) one of the following as an
untagged member:
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1. 1st Priority: The port joins a VLAN to which it has been assigned by a
RADIUS server during authentication.

2. 2nd Priority: If RADIUS authentication does not include assigning the
port to a VLAN, then the switch assigns the port to the VLAN entered in
the port’s 802.1x configuration as an Authorized-Client VLAN, if config-
ured.

3. 3rd Priority: If the port does not have an Authorized-Client VLAN
configured, but does have a static, untagged VLAN membership in its
configuration, then the switch assigns the port to this VLAN.

If the port is not configured for any of the above, then it must be a tagged
member of at least one static VLAN. If the client is capable of operating with
that tagged VLAN, then it r eceives access to the VLAN. Otherwise, the
connection fails.

After client authentication, the port resumes membership in any tagged
VLANSs for which it is configured. If the port belongs to a tagged VLAN used
for 1 or 2 above, then it operates as an untagged member of that VLAN while
the client is connected. When the client disconnects, the port reverts to tagged
membership in the VLAN.

Use Models for 802.1x Open VLAN Modes

You can apply the 802.1x Open VLAN mode in more than one way. Depending
on your use, you will need to create one or two static VLANs on the switch for
exclusive use by per-port 802.1x Open VLAN mode authentication:

m  Unauthorized-Client VLAN: Configure this VLAN when unauthen-
ticated, friendly clients will need access to some services before being
authenticated.

m  Authorized-Client VLAN: Configure this VLAN for authenticated
clients when the port is not statically configured as an untagged
member of a VLAN you want clients to use, or when the port is
statically configured as an untagged member of a VLAN you do not
want clients to use. (A port can be configured as untagged on only
one VLAN. When an Authorized-Client VLAN is configured, it will
always be untagged and will block the port from using a statically
configured, untagged membership in another VLAN.) Note that after
client authentication, the port returns to membership in any tagged
VLANS for which you have configured it. See the "Note", above.
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Table 7-1.

802.1x Open VLAN Mode Options

802.1x Per-Port Configuration

Port Response

No Open VLAN mode:

The port automatically blocks a client that cannot initiate an
authentication session.

Open VLAN mode with both of the following configured:

Unauthorized-Client VLAN

When the port detects a client, it automatically becomes an
untagged member of this VLAN. If you previously configured the
port as a static, tagged member of the VLAN, membership
temporarily changes to untagged while the client remains
unauthenticated.

If the port already has a statically configured, untagged
membership in another VLAN, then the port temporarily closes
access to this other VLAN while in the Unauthorized-Client VLAN.

To limit security risks, the network services and access available
onthe Unauthorized-Client VLAN should include only whata client
needs to enable an authentication session. If the port is statically
configured as a tagged member of any other VLANs, access to
these VLANSs is blocked while the port is a member of the
Unauthorized-Client VLAN.

Authorized-Client VLAN

After the clientis authenticated, the port drops membership inthe
Unauthorized-Client VLAN and becomes an untagged member of
this VLAN.

Note: if RADIUS authentication assigns a VLAN, the port
temporarily becomes a member of the RADIUS-assigned VLAN —
instead of the Authorized-Client VLAN—uwhile the client is
connected.

If the port is statically configured as a tagged member of a VLAN,
andthis VLAN is used as the Authorized-Client VLAN, then the port
temporarily becomes an untagged member of this VLAN when the
client becomes authenticated. When the client disconnects, the
port returns to tagged membership in this VLAN.

If the portis statically configured as a tagged member of a VLAN
thatis not used by 802.1x Open VLAN mode, the port returns to
tagged membership in this VLAN upon successful authentication.
This happens even if the RADIUS server assigns the port to
another, authorized VLAN. If the port is already configured as a
tagged member of a VLAN that RADIUS assigns as an authorized
VLAN, then the port becomes an untagged member of that VLAN
for the duration of the client connection. After the client
disconnects, the port returns to tagged membership in that VLAN.
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802.1x Per-Port Configuration Port Response

Open VLAN Mode with Only an Unauthorized-Client VLAN Configured:

¢ When the port detects a client, it automatically becomes an

untagged member of this VLAN. To limit security risks, the network
services and access available on this VLAN should include only
whata clientneedsto enable an authentication session. [f the port
is statically configured as an untagged member of another VLAN,
the switch temporarily removes the port from membership in this
other VLAN while membership in the Unauthorized-Client VLAN
exists.

e After the clientis authenticated, and if the port is statically
configured as an untagged member of another VLAN, the port's
access to this other VLAN is restored.

Note: If RADIUS authentication assigns a VLAN to the port, this
assignment overrides any statically configured, untagged VLAN
membership on the port (while the client is connected).

¢ |fthe portis statically configured as a tagged member of a VLAN
that is not used by 802.1x Open VLAN mode, the port returns to
tagged membership in this VLAN upon successful client
authentication. This happens even if the RADIUS server assigns
the portto another, authorized VLAN. Note thatifthe portis already
configured as a tagged member of a VLAN that RADIUS assigns
as an authorized VLAN, then the port becomes an untagged
member of that VLAN for the duration of the client connection.
After the client disconnects, the port returns to tagged
membership in that VLAN.

Open VLAN Mode with Only an Authorized-Client VLAN Configured:

¢ Port automatically blocks a client that cannot initiate an
authentication session.

¢ |fthe clientsuccessfully completes an authentication session, the
port becomes an untagged member of this VLAN.

Note: if RADIUS authentication assigns a VLAN, the port
temporarily becomes an untagged member of the RADIUS-
assigned VLAN —instead of the Authorized-Client VLAN—while
the clientis connected.

¢ |f the portis statically configured as atagged member of any other
VLAN, the port returns to tagged membership in this VLAN upon
successful clientauthentication. This happens evenifthe RADIUS
server assigns the port to another, authorized VLAN. If the portis
already configured as a tagged member of a VLAN that RADIUS
assigns as an authorized VLAN, then the port becomes an
untagged member of that VLAN for the duration of the client
connection. After the client disconnects, the port returns to
tagged membership in that VLAN.
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Operating Rules for Authorized-Client and
Unauthorized-Client VLANSs

Condition

Rule

Static VLANSs used as Authorized-
Client or Unauthorized-Client VLANs

VLAN Assignment Received from a
RADIUS Server

These must be configured on the switch before you configure an
802.1x authenticator port to use them. (Use the vlan < vlan-id >
command or the VLAN Menu screen in the Menu interface.)

Ifthe RADIUS server specifies a VLAN for an authenticated supplicant
connected to an 802.1x authenticator port, this VLAN assignment
overrides any Authorized-Client VLAN assignment configured on the
authenticator port. This is because both VLANSs are untagged, and the
switch allows only one untagged VLAN membership per-port. For
example, suppose you configured port A4 to place authenticated
supplicants in VLAN 20. If a RADIUS server authenticates supplicant
“A" and assigns this supplicant to VLAN 50, then the port can access
VLAN 50 as an untagged member while the client session is running.
When the client disconnects from the port, then the port drops these
assignments and uses the untagged VLAN memberships for which it
is statically configured. (After client authentication, the port resumes
any tagged VLAN memberships for which itis already configured. For
details, refer to the Note on page 7-21.)

Temporary VLAN MembershipDuring * Port membership in a VLAN assigned to operate as the

a Client Session

Effect of Unauthorized-Client VLAN
session on untagged port VLAN
membership

Unauthorized-Client VLAN is temporary, and ends when the client
receives authentication or the client disconnects from the port,
whichever is first.

e Port membershipinaVLAN assigned to operate as the Authorized-
Client VLAN is also temporary, and ends when the client
disconnects from the port.If a VLAN assignment from a RADIUS
server is used instead, the same rule applies.

¢ When an unauthenticated client connects to a port that is already
configured with a static, untagged VLAN, the switch temporarily
moves the port to the Unauthorized-Client VLAN (also untagged).
(While the Unauthorized-Client VLAN is in use, the port does not
access the static, untagged VLAN.)

* Whenthe client either becomes authenticated or disconnects, the
port leaves the Unauthorized-Client VLAN and reacquires its
untagged membership in the statically configured VLAN.

7-24



Configuring Port-Based Access Control (802.1x)
802.1x Open VLAN Mode

Condition

Rule

Effect of Authorized-Client VLAN
session on untagged port VLAN
membership.

Multiple Authenticator Ports Using
the Same Unauthorized-Client and
Authorized-Client VLANs

Effect of Failed Client Authentication
Attempt

IP Addressing for a Client Connected
to a Port Configured for 802.x Open
VLAN Mode

802.1x Supplicant Software for a
Client Connectedto a Port Configured
for 802.1x Open VLAN Mode

e When a client becomes authenticated on a port that is already
configured with a static, untagged VLAN, the switch temporarily
moves the port to the Authorized-Client VLAN (also untagged).
While the Authorized-Client VLAN is in use, the port does not have
access to the statically configured, untagged VLAN.

e Whenthe authenticated clientdisconnects, the switch removesthe
port from the Authorized-Client VLAN and moves it back to the
untagged membership in the statically configured VLAN. (After
client authentication, the port resumes any tagged VLAN
memberships for which itis already configured. For details, refer to
the Note on page 7-21.)

You can use the same static VLAN as the Unauthorized-Client VLAN
for all 802.1x authenticator ports configured on the switch. Similarly,
you can use the same static VLAN as the Authorized-Client VLAN for
all 802.1x authenticator ports configured on the switch.

Caution: Do not use the same static VLAN for both the unauthorized
and the Authorized-Client VLAN. Using one VLAN for both creates a
security risk by defeating the isolation of unauthenticated clients.

When there is an Unauthorized-Client VLAN configured on an 802.1x
authenticator port, an unauthorized client connected to the port has
access only to the network resources belonging to the Unauthorized-
Client VLAN. This access continues until the client disconnects from
the port. (If there is no Unauthorized-Client VLAN configured on the
authenticator port, the port simply blocks access for any unauthorized
client that cannot be authenticated.)

Aclient can either acquire an IP address from a DHCP server or have
a preconfigured, manual IP address before connecting to the switch.

Afriendly client, without 802.1x supplicant software, connecting to an
authenticator port must be able to download this software from the
Unauthorized-Client VLAN before authentication can begin.

Note: If you use the same VLAN as the Unauthorized-Client VLAN for all authenti-
cator ports, unauthenticated clients on different ports can communicate with
each other. However, in this case, you can improve security between authen-
ticator ports by using the switch’s Source-Port filter feature. For example, if
you are using ports Bl and B2 as authenticator ports on the same Unautho-
rized-Client VLAN, you can configure a Source-Port filter on B1 to drop all
packets from B2 and the reverse.
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Caution

Setting Up and Configuring 802.1x Open VLAN Mode

Preparation. This section assumes use of both the Unauthorized-Client and
Authorized-Client VLANs. Refer to Table 7-1 on page 7-22 for other options.

Before you configure the 802.1x Open VLAN mode on a port:

Statically configure an “Unauthorized-Client VLAN” in the switch. The
only ports that should belong to this VLAN are ports offering services
and access you want available to unauthenticated clients. (802.1x
authenticator ports do not have to be members of this VLAN.)

Do not allow any port memberships or network services on this VLAN that
would pose a security risk if exposed to an unauthorized client.

Statically configure an Authorized-Client VLAN in the switch. The
only ports that should belong to this VLAN are ports offering services
and access you want available to authenticated clients. 802.1x authen-
ticator ports do not have to be members of this VLAN.

Note thatif an 802.1x authenticator port is an untagged member of another
VLAN, the port’s access to that other VLAN will be temporarily removed
while an authenticated client is connected to the port. For example, if:

i. Port A5 is an untagged member of VLAN 1 (the default VLAN).

ii. You configure port A5 as an 802.1x authenticator port.

iii. You configure port A5 to use an Authorized-Client VLAN.

Then, if a client connects to port A5 and is authenticated, port A5 becomes
an untagged member of the Authorized-Client VLAN and is temporarily
suspended from membership in the default VLAN.

If you expect friendly clients to connect without having 802.1x suppli-
cant software running, provide a server on the Unauthorized-Client
VLAN for downloading 802.1x supplicant software to the client, and
a procedure by which the client initiates the download.

A client must either have a valid IP address configured before
connecting to the switch, or download one through the Unauthorized-
Client VLAN from a DHCP server. In the latter case, you will need to
provide DHCP services on the Unauthorized-Client VLAN.

Ensure that the switch is connected to a RADIUS server configured
to support authentication requests from clients using ports config-
ured as 802.1x authenticators. (The RADIUS server should not be on
the Unauthorized-Client VLAN.)
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Note that as an alternative, you can configure the switch to use local
password authentication instead of RADIUS authentication. However,
this is less desirable because it means that all clients use the same
passwords and have the same access privileges. Also, you must use 802.1x
supplicant software that supports the use of local switch passwords.

Ensure that you do not introduce a security risk by allowing Unauthorized-
Client VLAN access to network services or resources that could be compro-
mised by an unauthorized client.

Configuring General 802.1x Operation: These steps enable 802.1x
authentication, and must be done before configuring 802.1x VLAN operation.

1.

Enable 802.1x authentication on the individual ports you want to serve

as authenticators. (The switch automatically disables LACP on the ports
on which you enable 802.1x.) On the ports you will use as authenticators
with VLAN operation, ensure that the (default) port-control parameter is
set to auto. (Refer to “1. Enable 802.1x Authentication on Selected Ports”
on page 7-14.) This setting requires a client to support 802.1x authenti-

cation (with 802.1x supplicant operation) and to provide valid credentials
to get network access.

Syntax:  aaa port-access authenticator e < port-list > control auto

2.

Activates 802. 1x port-access on ports you have configured as
authenticators.

Configure the 802.1x authentication type. Options include:

Syntax:  aaa authentication port-access < local | eap-radius | chap-radius >

Determines the type of RADIUS authentication to use.

local: Use the switch’s local username and password for
supplicant authentication (the default).

eap-radiusUse EAP-RADIUS authentication. (Refer to the
documentation for your RADIUS server.

chap-radiusUse CHAP-RADIUS (MD5) authentication.
(Refer to the documentation for your RADIUS server
software.)
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3. Ifyou selected either eap-radius or chap-radius for step 2, use the radius
host command to configure up to three RADIUS server IP address(es) on
the switch.

Syntax:  radius host < ip-address >
Adds a server to the RADIUS configuration.
[key < server-specific key-string >]

Optional. Specifies an encryption key for use with the
specified server. This key must match the key used on
the RADIUS server. Use this option only if the specified
server requivres a different key than configured for the
global encryption key.

radius-server key < global key-string >

Specifies the global encryption key the switch uses for
sessions with servers for which the switch does not
have a server-specific key. This key is optional if all
RADIUS server addresses configured in the switch
include a server- specific encryption key.

4. Activate authentication on the switch.

Syntax:  aaa port-access authenticator active

Activates 802.1x port-access on ports you have config-
ured as authenticators.

5. Test both the authorized and unauthorized access to your system to
ensure that the 802.1x authentication works properly on the ports you
have configured for port-access.

Note If you want to implement the optional port security feature on the switch, you
should first ensure that the ports you have configured as 802.1x authenticators
operate as expected. Then refer to “Option For Authenticator Ports: Configure
Port-Security To Allow Only 802.1x Devices” on page 7-31.

After you complete steps 1 and 2, the configured ports are enabled for 802.1x
authentication (without VLAN operation), and you are ready to configure
VLAN Operation.
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Configuring 802.1x Open VLAN Mode. Use these commands to actually
configure Open VLAN mode. For a listing of the steps needed to prepare the
switch for using Open VLAN mode, refer to “Preparation” on page 7-26.
Syntax:  aaa port-access authenticator [e] < port-list >

[auth-vid < vlan-id >]

Configures an existing, static VLAN to be the Authorized-
Client VLAN.

[< unauth-vid < vlan-id >]

Configures an existing, static VLAN to be the Unautho-
rized-Client VLAN.

For example, suppose you want to configure 802.1x port-access with Open
VLAN mode on ports A10 - A20 and:

m These two static VLANSs already exist on the switch:
e Unauthorized, VID = 80
e  Authorized, VID = 81
m  Your RADIUS server has an IP address of 10.28.127.101. The server

uses rad4all as a server-specific key string. The server is connected to
a port on the Default VLAN.

m  The switch's default VLAN is already configured with an IP address
of 10.28.127.100 and a network mask of 255.255.255.0
HPswitch(config)# aaa authentication port-access eap-radius
Configures the switch for 802.1x authentication using an EAP-RADIUS server.
HPswitch(config)# aaa port-access authenticator al0-a20
Configures ports A10 - A20 as 802.1 authenticator ports.
HPswitch(config)# radius host 10.28.127.101 key rad4all

Configures the switch to look for a RADIUS server with an IP address of 10.28.127.101
and an encryption key of rad4all.

HPswitch (config)# aaa port-access authenticator e al0-a20 unauth-vid 80
Configures ports A10 - A20 to use VLAN 80 as the Unauthorized-Client VLAN.

HPswitch(config)# aaa port-access authenticator e al0-a20 auth-vid 81
Configures ports A10 - A20 to use VLAN 81 as the Authorized-Client VLAN.

HPswitch(config)# aaa port-access authenticator active

Activates 802. 1x port-access on ports you have configured as authenticators.
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Inspecting 802.1x Open VLAN Mode Operation. Forinformationandan
example on viewing current Open VLAN mode operation, refer to “Viewing
802.1x Open VLAN Mode Status” on page 7-39.

802.1x Open VLAN Operating Notes

m  Although you can configure Open VLAN mode to use the same VLAN
for both the Unauthorized-Client VLAN and the Authorized-Client
VLAN, this is not recommended. Using the same VLAN for both
purposes allows unauthenticated clients access to a VLAN intended
only for authenticated clients, which poses a security breach.

m  While an Unauthorized-Client VLAN is in use on a port, the switch
temporarily removes the port from any other statically configured
VLAN for which that port is configured as a member. Note that the
Menu interface will still display the port’s statically configured
VLAN(s).

m A VLAN used as the Unauthorized-Client VLAN should not allow
access to resources that must be protected from unauthenticated
clients.

m Ifaportisconfigured as atagged member of VLAN "X" that is not used
as an Unauthorized-Client, Authorized-Client, or RADIUS-assigned
VLAN, then the port returns to tagged membership in VLAN "X" upon
successful client authentication. This happens even if the RADIUS
server assigns the port to another, authorized VLAN "Y". Note that if
RADIUS assigns VLAN "X" as an authorized VLAN, then the port
becomes an untagged member of VLAN "X" for the duration of the
client connection. After the client disconnects, the port returns to
tagged membership in VLAN "X". (If there is no Authorized-Client or
RADIUS-assigned VLAN, then an authenticated client without tagged
VLAN capability can access only a statically configured, untagged
VLAN on that port.)

m  When a client’s authentication attempt on an Unauthorized-Client
VLAN fails, the port remains a member of the Unauthorized-Client
VLAN until the client disconnects from the port.

m  During an authentication session on a port in 802.1x Open VLAN
mode, if RADIUS specifies membership in an untagged VLAN, this
assignment overrides port membership in the Authorized-Client
VLAN. If there is no Authorized-Client VLAN configured, then the
RADIUS assignment overrides any untagged VLAN for which the port
is statically configured.
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m If an authenticated client loses authentication during a session in
802.1x Open VLAN mode, the port VLAN membership reverts back to
the Unauthorized-Client VLAN. If there is no Unauthorized-Client
VLAN configured, then the client loses access to the port until it can
reauthenticate itself.

Note

Option For Authenticator Ports:
Configure Port-Security To Allow Only
802.1x Devices

If you use port-security on authenticator ports, you can configure it to learn
only the MAC address of the first 802.1x-aware device detected on the port.

Then, only traffic from this specific device is allowed on the port. When this
device logs off, another 802.1x-aware device can be authenticated on the port.

Syntax:  port-security [ethernet] < port-list >
learn-mode port-access

Configures port-security on the specified port(s) to allow
only the first 802. 1x-aware device the port detects.

action < none | send-alarm | send-disable >

Configures the port’s response (in addition to blocking
unauthorized traffic) to detecting an intruder.

Port-Security operates with 802.1x authentication as described above only if
the selected ports are configured as 802.1x; that is with the control mode in
the port-access authenticator command set to auto. For example, to configure
port A10 for 802.1x authenticator operation and display the result:

HPswitch (config)# aaa port-access authenticator e Al0
control auto

HPswitch (config)# show port-access authenticator e Al0
config
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Note on
Blocking a Non-
802.1x Device

If the port’s 802.1x authenticator control mode is configured to authorized (as
shown below, instead of auto), then the first source MAC address from any
device, whether 802.1x-aware or not, becomes the only authorized device on
the port.

aaa port-access authenticator < port-list > control authorized

With 802.1x authentication disabled on a port or set to authorized (Force
Authorize), the port may learn a MAC address that you don’t want authorized.
If this occurs, you can block access by the unauthorized, non-802.1x device
by using one of the following options:

m If802.1x authentication is disabled on the port, use these command
syntaxes to enable it and allow only an 802.1x-aware device:
aaa port-access authenticator e < port-list >
Enables 802.1x authentication on the port.
aaa port-access authenticator e < port-list > control auto

Forces the port to accept only a device that supports 802.1x
and supplies valid credentials.

If 802.1x authentication is enabled on the port, but set to authorized (Force
Authorized), use this command syntax to allow only an 802.1x-aware
device:

aaa port-access authenticator e < port-list > control auto

Forces the port to accept only a device that supports 802.1x
and supplies valid credentials.
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Configuring Switch Ports To Operate As
Supplicants for 802.1x Connections to
Other Switches

802.1x Authentication Commands page 7-14
802.1x Supplicant Commands
[no] aaa port-access < supplicant < [ethernet] < port-list > page 7-34

[auth-timeout | held-period | start-period | max-start | initialize |  page 7-35
identity | secret | clear-statistics]

802.1x-Related Show Commands page 7-37
RADIUS server configuration pages 7-19

You can configure a switch port to operate as a supplicant in a connection to
a port on another 802.1x-aware switch to provide security on links between

802.1x-aware switches. (Note that a port can operate as both an authenticator
and a supplicant.)

For example, suppose that you want to connect two switches, where:
m  Switch “A” has port Al configured for 802.1x supplicant operation

m  You want to connect port Al on switch “A” to port B5 on switch “B”.

Switch “B”

[ENEIE] EIEEIN|

Port A1 \

Switch “A”
Port A1 Configured as an I:l
802.1x Supplicant

RADIUS Server

Figure 7-4. Example of Supplicant Operation
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Note

1. When port Al on switch “A” is first connected to a port on switch “B”, or
if the ports are already connected and either switch reboots, port Al
begins sending start packets to port B5 on switch “B”.

e If, after the supplicant port sends the configured number of start
request packets, it does not receive aresponse, it assumes that switch
“B” is not 802.1x-aware, and transitions to the authenticated state. If
switch “B” is operating properly and is not 802.1x-aware, then the link
should begin functioning normally, but without 802.1x security.

e If after sending one or more start request packets, port Al receives
a request packet from port B5, then switch “B” is operating as an
802.1x authenticator. The supplicant port then sends a response/ID
packet. If switch “B” is configured for RADIUS authentication, it
forwards this request to a RADIUS server. If switch “B” is configured
for Local 802.1x authentication (page 7-18), the authenticator com-
pares the switch “A” response to its local username and password.

2. The RADIUS server then responds with an access challenge that switch
“B” forwards to port Al on switch “A”.

3. Port Al replies with a hash response based on its unique credentials.
Switch “B” forwards this response to the RADIUS server.

4. The RADIUS server then analyzes the response and sends either a “suc-
cess” or “failure” packet back through switch “B” to port Al.

e A“success” response unblocks port B5 to normal traffic from port Al.

e A “failure” response continues the block on port B5 and causes port
Al to wait for the “held-time” period before trying again to achieve
authentication through port B5.

You can configure a switch port to operate as both a supplicant and an
authenticator at the same time.

Enabling a Switch Port To Operate as a Supplicant. You can configure
one or more switch ports to operate as supplicants for point-to-point links to
802.1x-aware ports on other switches. You must configure a port as a
supplicant before you can configure any supplicant-related parameters.

Syntax: [no] aaa port-access supplicant [ethernet] < port-list >

Configures a port to operate as a supplicant using either the
default supplicant parameters or any previously configured
supplicant parameters, whichever is the most recent. The
“no” form of the command disables supplicant operation on
the specified ports.
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Configuring a Supplicant Switch Port. Note that you must enable suppli-
cant operation on a port before you can change the supplicant configuration.
This means you must execute the supplicant command once without any other
parameters, then execute it again with a supplicant parameter you want to
configure. If the intended authenticator port uses RADIUS authentication,
then use the identity and secret options to configure the RADIUS-expected
username and password on the supplicant port. If the intended authenticator
port uses Local 802.1x authentication, then use the identity and secret options
to configure the authenticator switch’s local username and password on the
supplicant port.

Syntax:  aaa port-access supplicant [ethernet] < port-list >

To enable supplicant operation on the designated ports,
execute this command without any other parameters.
After doing this, you can use the command again with
the following parameters to configure supplicant oper-
tion. (Use one instance of the command for each
parameter you want to configure The no form disables
supplicant operation on the designated port(s).

[identity < username >]

Sets the username and password to pass to the authen-
ticator port when a challenge-request packet is received
Sfrom the authenticator port in response to an authen-
tication request. If the intended authenticator port is
configured for RADIUS authentication, then < user-
name > and < password > must be the username and
password expected by the RADIUS server. If the
intended authenticator port is configured for Local
authentication, then <username > and < password >
must be the username and password configured on the
Authenticator switch. (Defaults: Null)

[secret]

Enter secret: < password >
Repeat secret: < password >

Sets the secret password to be used by the port suppli-
cant when an MD5 authentication request is recetved
Srom an authenticator. The switch prompts you to enter
the secret password after the command is invoked.
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aaa port-access supplicant [ethernet] < port-list > (Syntax Continued)
[auth-timeout < 1 - 300 >]

Sets the period of time the port waits to receive a
challenge from the authenticator. If the request times
out, the port sends another authentication request, up
to the number of attempts specified by the max-start
parameter. (Default: 30 seconds).

[max-start<1-10>]

Defines the maximum number of times the supplicant
port requests authentication. See step 1 on page 7-34

JSor a description of how the port reacts to the authen-
ticator response. (Default: 3).

[held-period < 0 - 65535 >]

Sets the time period the supplicant port waits after an
active 802. 1x session fails before trying to re- acquire
the authenticator port. (Default: 60 seconds)

[start-period < 1 - 300 >]

Sets the time period between Start packet retransmis-
sions. That is, after a supplicant sends a start packet,
it waits during the start-period for a response. If no
response comes during the start- period, the supplicant
sends a new start packet. The max-start setting (above)
specifies how many start attempts are allowed in the
session. (Default: 30 seconds)

aaa port-access supplicant [ethernet] < port-list >
[initialize]
On the specified ports, blocks inbound and outbound

traffic and restarts the 802. 1x authentication process.
Affects only ports configured as 802.1x supplicants.

[clear-statistics]

Clears and restarts the 802.1x supplicant statistics
counters.
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Displaying 802.1x Configuration,
Statistics, and Counters

802.1x Authentication Commands page 7-14
802.1x Supplicant Commands page 7-33
802.1x Open VLAN Mode Commands page 7-20
802.1x-Related Show Commands
show port-access authenticator below
show port-access supplicant page 7-42
Details of 802.1x Mode Status Listings page 7-39
RADIUS server configuration pages 7-19

Show Commands for Port-Access Authenticator

Syntax: show port-access authenticator [[e] < port-list >]
[config | statistics | session-counters]

Without [< port-list > [config | statistics | session-
counters]], displays whether port-access
authenticator is active (Yes or No) and the status of
all ports configured for 802.1x authentication. The
Authenticator Backend State in this data refers to the
switch’s interaction with the authentication server.
With < port-list > only, same as above, but limits port
status to only the specified port. Does not display
data for a specified port that is not enabled as an
authenticator.

With [< port-list > [config | statistics | session-counters]],
displays the [config | statistics | session-counters] data
JSor the specified port(s). Does not display data for a
specified port that is not enabled as an authenticator.
With [config | statistics | session-counters] only,
displays the [config | statistics | session-counters] data
JSor all ports enabled as authenticators.

For descriptions of [config | statistics | session-counters]
refer to the next section of this table.
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show port-access authenticator (Syntax Continued)
config [[e] < port-list >]

Shows:
e Whether port-access authenticator is active

e The 802.1x configuration of the ports configured as
802.1x authenticators

If you do not specify < port-list >, the command lists all
ports configured as 802. 1x port-access authenticators.
Does not display data for a specified port that is not
enabled as an authenticator.

statistics [[e] < port-list >]

Shows:

e Whether port-access authenticator is active

e The statistics of the ports configured as 802.1x
authenticators, including the supplicant’s MAC
address, as determined by the content of the last
EAPOL frame received on the port.

Does not display data for a specified port that is not
enabled as an authenticator.

session-counters [[e] < port-list >]

Shows:
o Whether port-access authenticator is active

® The session status on the specified ports configured
as 802.1x authenticators

Also, for each port, the “User” column lists the user
name the supplicant included in its response packet.
(For the switch, this is the identity setting included in
the supplicant command—page 7-35.) Does not display
data for a specified port that is not enabled as an
authenticator.
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Viewing 802.1x Open VLAN Mode Status

You can examine the switch’s current VLAN status by using the show port-
access authenticator and show vlan < vlan-id > commands as illustrated in this
section. Figure 7-5 shows an example of show port-access authenticator output,
and table 7-1 describes the data that this command displays. Figure 7-6 shows
related VLAN data that can help you to see how the switch is using statically
configured VLANSs to support 802.1x operation.

HP =witch(config)# show port-acoess suthenticator bi-kg  AnUnauth VLANID appearing in the
Current VLAN ID column for the same port
indicates an unauthenticated client is

Port Access Authenticator 3tatus connected to this port.

(Assumes that the port is not a statically

Port—-access authenticator activated [Mo] : Yes configured member of VLAN 100,
Aooess huthenticator Authenticator Unauth Auth Current

Port 3tatus Control 3State Backend State WVLALN ID WVLAN JD VLA ID

Bl Clo=sed Auto Conhnecting Idle

B2 \’9]_3_5'_1_1\/ Luto |:A1_1t_h|:|_r_iz_ea> Idle

E3 Clozsed Auto connecting Idle

B4 | Closed Auto Disconnected  Idle 100 101 \ No FVIDy

Items 1 through 3 indicate that an authenticated client is

connected to port B2: 4. A“0" inthe rowfor port B3 indicates thereis no
1. Open in the Status column Authorized VLAN configured for port B3.
2. Authorized in the Authenticator State column 5. “No PV'B';/TXI?InS thebre ishgurrently “54
3. The Auth VLAN ID (101) is also in the Current VLAN ID untagge membership on port B4.

column. (This assumes that the port is not a statically
configured member of VLAN 101.)

Figure 7-5. Example Showing Ports Configured for Open VLAN Mode
Thus, in the show port-access authenticator output:

m  When the Auth VLAN ID is configured and matches the Current VLAN ID
in the above command output, an authenticated client is connected
to the port. (This assumes the port is not a statically configured
member of the VLAN you are using for Auth VLAN.)
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m  When the Unauth VLAN ID is configured and matches the Current VLAN
ID in the above command output, an unauthenticated client is
connected to the port. (This assumes the port is not a statically
configured member of the VLAN you are using for Unauth VLAN.)

Note that because a temporary Open VLAN port assignment to either an
authorized or unauthorized VLAN is an untagged VLAN membership, these
assignments temporarily replace any other untagged VLAN membership that
is statically configured on the port. For example, if port A12 is statically
configured as an untagged member of VLAN 1, but is configured to use VLAN
25 as an authorized VLAN, then the port’s membership in VLAN 1 will be
temporarily suspended whenever an authenticated 802.1x client is attached
to the port.

Table 7-2.  Open VLAN Mode Status

Status Indicator

Meaning

Port

Lists the ports configured as 802.1x port-access authenticators.

Status

Closed: Eitherno clientis connected orthe connected clienthas notreceived authorization through
802.1x authentication.

Open: An authorized 802.1x supplicant is connected to the port.

Access Control

This state is controlled by the following port-access command syntax:

HPswitch(config)# aaa port-access authenticator < port-list > control < authorized | auto | unauthorized >

Auto: Configures the port to allow network access to any connected device that supports 802.1x
authentication and provides valid 802.1x credentials. (This is the default authenticator setting.)

FA: Configures the port for “Force Authorized”, which allows access to any device connected to
the port, regardless of whether it meets 802.1x criteria. (You can still configure console, Telnet, or
SSH security on the port.)

FU: Configures the port for “Force Unauthorized”, which blocks access to any device connected
to the port, regardless of whether the device meets 802.1x criteria.

Authenticator State

Connecting: A client is connected to the port, but has not received 802.1x authentication.

Force Unauth: Indicates the “Force Unauthorized” state. Blocks access to the network, regardless
of whether the client supports 802.1x authentication or provides 802.1x credentials.

Force Auth: Indicates the “Force Authorized” state. Grants access to any device connected to the
port. The device does not have to support 802.1x authentication or provide 802.1x credentials.

Authorized: The device connected to the port supports 802.1x authentication, has provided 802.1x
credentials, and has received access to the network. This is the default state for access control.

Disconnected: No client is connected to the port.

Authenticator
Backend State

Idle: The switch is not currently interacting with the RADIUS authentication server. Other states
(Request, Response, Success, Fail, Timeout, and Initialize) may appear temporarily to indicate
interaction with a RADIUS server. However, these interactions occur quickly and are replaced by
Idle when completed.
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Status Indicator Meaning

Unauthorized VLAN < vlan-id >: Lists the VID of the static VLAN configured as the unauthorized VLAN for the indicated
ID port.

0: No unauthorized VLAN has been configured for the indicated port.

<vlan-id >: Lists the VID of the static VLAN configured as the authorized VLAN for the indicated port.

Authorized VLAN ID 0: No authorized VLAN has been configured for the indicated port.

Current VLAN ID < vlan-id >: Lists the VID of the static, untagged VLAN to which the port currently belongs.
No PVID: The port is not an untagged member of any VLAN.

Syntax:  show vlan < vlan-id >

Displays the port status for the selected VLAN, including an
indication of which port memberships have been temporarily
overridden by Open VLAN mode.

HPswitch(config)# show wlan 1
Status and Counters - VLAN Information - FPorts - VLAN 1

G0Z.1Q VLAN ID : 1

Narne : DEFAULT VLAN

3tatus 1 Static

Port Information Mode Unknown WLAN Ztatus

Al Untagged Learn Tp

b2 Untagged Learn Up

L3 Tntagged Learn TUp

I'A‘l 1 Untagged Learn TUp

Note that ports B1 and B3 are 1Bz ! Untagged Learn Up
notin the upperullstmgf but are 'B‘*/I Tagged Learn Up
included under_ Over_rldden _ \BE Untagged Learn Doun
Port VLAN configuration”. This
shows that static, untagged . . ) .
VLAN memberships on ports B1 . . . .
and B3 have been overridden BZ3 Untagged Learn Tp
bytemporary assignmentto the Ez 4 Untagged Learn Tp

authorized or unauthorized
VLAN. Using the show port-
access authenticator < port-
list> command shown in figure
7-5 provides details.

Crrerridden Fort VLAN configuration

FPort HMode

El Tntagged
E3 Tntagged

Figure 7-6. Example of Showing a VLAN with Ports Configured for Open VLAN Mode
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Show Commands for Port-Access Supplicant

Syntax:  show port-access supplicant [[e] < port-list >] [statistics]
show port-access supplicant [[e] < port-list >]

Shows the port-access supplicant configuration

(excluding the secret parameter) for all ports or < port-

list > ports configured on the switch as supplicants. The

Supplicant State can include the following:

Connecting - Starting authentication.

Authenticated - Authentication completed (regardless
of whether the attempt was successful).

Acquired - The port received a request for
identification from an authenticator.

Authenticating - Authentication is in progress.

Held - Authenticator sent notice of failure. The
supplicant port is waiting for the authenticator’s
held-period (page 7-35).

For descriptions of the supplicant parameters, refer to
“Configuring a Supplicant Switch Port” on page 7-35.

show port-access supplicant [[e] < port-list >] statistics

Shows the port-access statistics and source MAC
address(es) for all ports or < port-list > ports configured
on the switch as supplicants. See the “Note on Suppli-
cant Statistics”, below.

Note on Supplicant Statistics. For each port configured as a supplicant,
show port-access supplicant statistics [e] < port-list >] displays the source MAC
address and statistics for transactions with the authenticator device most
recently detected on the port. If the link between the supplicant port and the
authenticator device fails, the supplicant port continues to show datareceived
from the connection to the most recent authenticator device until one of the
following occurs:

m The supplicant port detects a different authenticator device.

m  You use the aaa port-access supplicant [e] < port-list > clear-statistics
command to clear the statistics for the supplicant port.

m  The switch reboots.

Thus, if the supplicant’s link to the authenticator fails, the supplicant retains
the transaction statistics it most recently received until one of the above
events occurs. Also, if you move a link with an authenticator from one
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supplicant port to another without clearing the statistics data from the first
port, the authenticator’s MAC address will appear in the supplicant statistics
for both ports.

How RADIUS/802.1x Authentication
Affects VLAN Operation

Static VLAN Requirement. RADIUS authentication for an 802.1x client on
a given port can include a (static) VLAN requirement. (Refer to the documen-
tation provided with your RADIUS application.) The static VLAN to which a

RADIUS server assigns a client must already exist on the switch. If it does not
exist or is a dynamic VLAN (created by GVRP), authentication fails. Also, for
the session to proceed, the port must be an untagged member of the required

VLAN. Ifitis not, the switch temporarily reassigns the port as described below.

If the Port Used by the Client Is Not Configured as an Untagged
Member of the Required Static VLAN: When a client is authenticated on
port “N”, if port “N” is not already configured as an untagged member of the
static VLAN specified by the RADIUS server, then the switch temporarily
assigns port “N” as an untagged member of the required VLAN (for the duration
of the 802.1x session). At the same time, if port “N” is already configured as
an untagged member of another VLAN, port “N” loses access to that other
VLAN for the duration of the session. (This is because a port can be an
untagged member of only one VLAN at a time.)
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For example, suppose that a RADIUS-authenticated, 802.1x-aware client on
port A2 requires access to VLAN 22, but VLAN 22 is configured for no access
on port A2, and VLAN 33 is configured as untagged on port A2:

==========================- CONSOLE - MANAGER MODE —============================
Jwitch Configuration - VLAN - VLAN Port ALssighment

Porc defaulc vlan wvlan Zz wlan 33 vlan 44
—_ + ________________________________________________
Al | Untagged /Tiagged Ho _ _ _ Mo
A2 | Mo ‘_No A \/\Untaggeq\,‘ No
43 | Untagged Forh Forbid Forbid
Ad | Tntagged Tagged Tagged k Tagged Scenario: An
: : N N - authorized 802.1x

client requires access
to VLAN 22 from port
Edit Save Help A2. However, access
to VLAN 22 is blocked
Cancel changes and return to previous sScreen. (not untagged or
Use arrow kewvs to chahoge action selection ahd <Enter> to eXecut tagged) on port A2 and

Figure 7-7. Example of an Active VLAN Configuration

In figure 7-7, if RADIUS authorizes an 802.1x client on port 2 with the
requirement that the client use VLAN 22, then:

m  VLAN 22 becomes available as Untagged on port A2 for the duration
of the session.

m  VLAN 33 becomes unavailable to port A2 for the duration of the
session (because there can be only one untagged VLAN on any port).

You can use the show vlan < vlan-id > command to view this temporary change
to the active configuration, as shown below:

m  You can see the temporary VLAN assignment by using the show vlan
<vlan-id > command with the < vlan-id > of the static VLAN that the
authenticated client is using.
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HPswitch(config)# show wlan 22
Ftatus and Counters - VLAN Information - Ports - VLAN Z:2
S502.1Q VLAN ID : 22

Natme P vlan 22
3tatus 1 Btatic
Port Information Mode Onknown VLAN Status

This entry shows that port A2 is temporarily untagged on
VLAN 22 for an 802.1x session. This is to accommodate
an 802.1x client’s access, authenticated by a RADIUS
server, where the server included an instruction to put
the client's access on VLAN 22.

Note: With the current VLAN configuration (figure 7-7),
the only time port A2 appears in this show vlan 22 listing
is during an 802.1x session with an attached client.
Otherwise, port A2 is not listed.

Figure 7-8. The Active Configuration for VLAN 22 Temporarily Changes for the 802.1x Session

m  With the preceding in mind, since (static) VLAN 33 is configured as
untagged on port A2 (see figure 7-7), and since a port can be untagged
on only one VLAN, port A2 loses access to VLAN 33 for the duration
of the 802.1x session involving VLAN 22. You can verify the temporary
loss of access to VLAN 33 with the show vlan 33 command.

Even though port A2 is HP=zwitch# show wlan 33
configured as Untagged
on (static) VLAN 33 (see Statuz and Counters - VLAN Information — Ports — VLAN 33
figure 7-7), it does not
appear in the VLAN 33 a0z .10 VLAN ID. ©33
listing while the 802.1x gi‘mi : E%AE—.g 3
session is using VLAN 22 tatws - oetatde oo
Il-rl]ot:vzyenrtzgf]tgeidtlféa;g;x / Port Information Mode Tnlnown VLAN Status \\
' . I

session with VLAN 22 \  hd4 Tagged Learn Up /’
ends, the active N -
configuration returns port
A2 to VLAN 33. Cwerridden Port WLAN configuration

Port Mode

AZ Tntagged

Figure 7-9. The Active Configuration for VLAN 33 Temporarily Drops Port 22 for the 802.1x Session
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When the 802.1x client’s session on port A2 ends, the port discards the
temporary untagged VLAN membership. At this time the static VLAN
actually configured as untagged on the port again becomes available.
Thus, when the RADIUS-authenticated 802.1x session on port A2 ends,
VLAN 22 access on port A2 also ends, and the untagged VLAN 33 access
on port A2 is restored.

P ———

HP=witch# show vlan 33

N
/

Statu=s and/ Counters — VLAN Information — Port=s — VLAN 33

VLAN ID : 33
ane o WLAN_33
Status= ;. Static

After the 802.1x session
on VLAN 22 ends, the
active configuration
again includes VLAN 33
on port A2.

Port Information Mode Mnknown VLAN Status

’\??1.2\/\ Untagged Learn Down
Ad Tagged Learn Down

Figure 7-10. The Active Configuration for VLAN 33 Restores Port A2 After the 802.1x Session Ends

Notes Any port VLAN-ID changes you make on 802.1x-aware ports during an 802.1x-
authenticated session do not take effect until the session ends.

With GVRP enabled, a temporary, untagged static VLAN assignment created
on a port by 802.1x authentication is advertised as an existing VLAN. If this
temporary VLAN assignment causes the switch to disable a configured
(untagged) static VLAN assignment on the port, then the disabled VLAN
assignment is not advertised. When the 802.1x session ends, the switch:

m Eliminates and ceases to advertise the temporary VLAN assignment.

m Re-activates and resumes advertising the temporarily disabled VLAN
assignment.
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Messages Related to 802.1x Operation

Table 7-3.  802.1x Operating Messages

Message

Port < port-list > is not an
authenticator.

The ports in the port list have not been enabled as 802.1x

authenticators. Use this command to enable the ports as

authenticators:

HPswitch(config)# aaa port-access
authenticator e 10

Port < port-list > is not a
supplicant.

Occurs when there is an attempt to change the supplicant
configuration on a port that is not currently enabled as a
supplicant. Enable the port as a supplicant and then make
the desired supplicant configuration changes. Refer to
“Enabling a Switch Port To Operate as a Supplicant” on
page 7-34.

No server(s) responding.

This message can appear if you configured the switch for
EAP-RADIUS or CHAP-RADIUS authentication, but the
switch does not receive a response from a RADIUS server.
Ensure that the switch is configured to access at least one
RADIUS server. (Use show radius.) If you also see the
message Can’t reach RADIUS server <
Xx.x.X.x >, trythe suggestions listed for that message
(page 4-31).

LACP has been disabled on 802.1x
port (s) .

Error configuring port < port-number
>: LACP and 802.1x cannot be run
together.

To maintain security, LACP is not allowed on ports
configured for 802.1x authenticator operation. If you
configure port security on a port on which LACP (active or
passive) is configured, the switch removes the LACP
configuration, displays a notice that LACP is disabled on the
port(s), and enables 802.1x on that port.

Also, the switch will not allow you to configure LACP on a
port on which port access (802.1x) is enabled.
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Overview

Note

Overview

Feature Default Menu CLI Web
Displaying Current Port Security n/a — page 8-10  page 8-17
Configuring Port Security disabled — page 8-12  page 8-17
Intrusion Alerts and Alert Flags  n/a page 8-24  page 8-22  page 8-24

Using Port Security, you can configure each switch port with a unique list of
the MAC addresses of devices that are authorized to access the network
through that port. This enables individual ports to detect, prevent, and log
attempts by unauthorized devices to communicate through the switch.

This feature does not prevent intruders from receiving broadcast and multi-
cast traffic.

Basic Operation

Default Port Security Operation. The default port security setting for
each port is off, or continuous. That is, any device can access a port without
causing a security reaction.

Intruder Protection. A port that detects an “intruder” blocks the intruding
device from transmitting to the network through that port.
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General Operation for Port Security. On a per-port basis, you can
configure security measures to block unauthorized devices, and to send notice
of security violations. Once you have configured port security, you can then
monitor the network for security violations through one or more of the
following:

m  Alert flags that are captured by network management tools
m  Alert Log entries in the switch’s web browser interface
m  Event Log entries in the console interface

m Intrusion Log entries in either the menu interface, CLI, or web
browser interface

For any port, you can configure the following:

m  Authorized (MAC) Addresses: Specify up to eight devices (MAC
addresses) that are allowed to send inbound traffic through the port.
This feature:

e (loses the port to inbound traffic from any unauthorized devices
that are connected to the port.

e Provides the option for sending an SNMP trap notifying of an
attempted security violation to a network management station
and, optionally, disables the port. (For more on configuring the
switch for SNMP management, refer to “Trap Receivers and
Authentication Traps” in the Management and Configuration
Guide for your switch.)

Blocking Unauthorized Traffic

Unless you configure the switch to disable a port on which a security violation
is detected, the switch security measures block unauthorized traffic without
disabling the port. This implementation enables you to apply the security
configuration to ports on which hubs, switches, or other devices are
connected, and to maintain security while also maintaining network access to
authorized users. For example:
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Overview
Physical Topology i Logical Topology for Access to Switch A
Switch A- | Switch A
Port Security | Port Security
Configured PC1 Configured PC1
MAC Address Authorized I MAC Address Authorized
by Switch A | by Switch A
- I
Switch B PC2 | [SwitchB
MAC Address || MAC Address NOT MAC Address
Authorized by Authorized by Switch A | Authorized by
Switch A Switch A
I
PC3 L - - — - — A
sztch c MAC A.ddI'ESS M
MAC Address NOT Authorized by Switch A
Authorized b .
S:vitgrzlf: Y PC1 can access Switch A.

PCs2and 3 can access Switch B and Switch C, but are
blocked from accessing switch A by the port security
settings in switch A.

Switch C is not authorized to access Switch A.

Figure 8-1. Example of How Port Security Controls Access

Note Broadcast and Multicast traffic is not “unauthorized” traffic, and can be read

by intruders connected to a port on which you have configured port security.

Trunk Group Exclusion

Port security does not operate on either a static or dynamic trunk group. If
you configure port security on one or more ports that are later added to a trunk
group, the switch will reset the port security parameters for those ports to the
factory-default configuration. (Ports configured for either Active or Passive
LACP, and which are not members of a trunk, can be configured for port
security.)
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Planning Port Security

1. Plan your port security configuration and monitoring according to the
following:

On which ports do you want port security?

b. Which devices (MAC addresses) are authorized on each port and
how many devices do you want to allow per port (up to 8)?

c. Within the devices-per-port limit, do you want to let the switch
automatically accept devices it detects on a port, or do you want it
to accept only the devices you explicitly specify? (For example, if
you allow three devices on a given port, but specify only one MAC
address for that port, do you want the switch to automatically accept
the first two additional devices it detects, or not?)

d. For each port, what security actions do you want? (The switch
automatically blocks intruders detected on that port from transmit-
ting to the network.) You can configure the switch to (1) send
intrusion alarms to an SNMP management station and to (2) option-
ally disable the port on which the intrusion was detected.

e. How do you want to learn of the security violation attempts the
switch detects? You can use one or more of these methods:

—  Through network management (That is, do you want an
SNMP trap sent to a net management station when a port
detects a security violation attempt?)

—  Through the switch’s Intrusion Log, available through the
CLI, menu, and web browser interface

—  Through the Event Log (in the menu interface or through the
CLI show log command)

2. Usethe CLI or web browser interface to configure port security operating
and address controls. The following table describes the parameters.
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Port Security Command Options and
Operation

Port Security Commands Used in This Section

show port-security 8-11
port-security 8-12

<[ethernet] port-list> 8-12

[learn-mode] 8-12
[address-limit] 8-12
[mac-address] 8-12
[action] 8-12

[clear-intrusion-flag] ~ 8-12

no port-security 8-12

This section describes the CLI port security command and how the switch
acquires and maintains authorized addresses.

Note Use the global configuration level to execute port-security configuration
commands.
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Syntax: port-security [e] < port-list >
learn-mode < continuous | static | configured | port-access >

Continuous (Default): Appears in the factory-default
setting or when you execute no port-security. Allows the port
to learn addresses from inbound traffic from any
device(s) to which it is connected. In this state, the port
accepts traffic from any device(s) to which it is
connected. Addresses learned this way appear in the
switch and port address tables and age out according to
the MAC Age Interval in the System Information configura-
tion screen of the Menu interface or the show system-
information listing.

Static: The static-learn option enables you to use the mac-
address parameter to specify the MAC addresses of the
devices authorized for a port, and the address-limit
parameter to specify the number of MAC addresses
authorized for the port. You can authorize specific
devices for the port, while still allowing the port to accept
other, non-specified devices until the port reraches the
configured address limit. That is, if you enter fewer MAC
addresses than you authorized, the port fills the
remainder of the address allowance with MAC addresses
it automatically learns. For example, if you specify three
authorized devices, but enter only one authorized MAC
address, the port adds the one specifically authorized
MAC address to its authorized-devices list and the first
two additional MAC addresses it detects. If, for example:
- You authorize MAC address 0060b0-880a80 on port A4.

— You allow three devices on port A4, but the port
detects these MAC addresses:
1. 080090-1362f2 3. 080071-0c45a1
2. 00f031-423fc1 4. 0060b0-880a80 (the authorized
address.)
Port A4 then has the following list of authorized
addresses:
080090-1362f2 (The first address detected.)
00f031-423fc1  (The second address detected.)
0060b0-880a80 (The authorized address.)
Theremaining MAC address, 080071-0cd5al, is an intruder.
See also “Retention of Static Addresses” on page 8-10.

Caution: When you use learn-mode static with a device limit
greater than the number of MAC addresses you specify with
mac-address, an unwanted device can become “authorized”.
This canoccur because the port, in order to fulfill the number of
devices allowed by address-limit, automatically adds devices it
detects until it reaches the specified limit.
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Syntax: port-security [e] < port-list > (- Continued -)

learn-mode < continuous | static | configured | port-access >
(- Continued -)

Configured: The static-configured option operates the same
as the static-learn option on the preceding page, except that
1t does not allow the swiltch to accept non-specified
addresses to reach the address limit. Thus, if you configure
an address llimit of 3, but only configure two MAC
addresses, the switch will handle as intruders all non-
specified MAC addresses it detects.

Note: As of May, 2003, this optionis available in the HP ProCurve
Series 2600 switches and the Switch 6108 running software
release H.07.30 (or greater). For availability in other switch
products, refer to the latest release notes for such products on
the HP ProCurve website. (Refer to “Getting Documentation
From the Web” on page 1-8.)

Port-Access: Enables you to use Port Security with (802.1x)
Port-Based Access Control. Refer to “Configuring Port-
Based Access Control (802.1x)” on page 7-1.

address-limit < integer >

When Learn Mode is set to static (static-learn) or configured
(static-configured), this parameter specifies the number of
authorized devices (MAC addresses) to allow. Default: 1;
Range: 1 to 8.

mac-address < mac-addr >

Available for static (static-learn and configured-learn)
modes. Allows up to eight authorized devices (MAC
addresses) per port, depending on the value specified in
the address-limit parameter.

e If you use mac-address with learn-mode configured, but
enter fewer devices than you specified in the address-
limit field, the port accepts only the devices you specified
with mac-address. (See the Note, above.)

¢ If you use mac-address with learn-mode static, but enter
fewer devices than you specified in the address-limit
field, the port accepts the specified devices AND as many
other devices as it takes to reach the device limit.
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Syntax: port-security [e] < port-list > (- Continued -)
action < none | send-alarm | send-disable >

Specifies whether an SNMP trap is sent to a network man-
agement station. Operates when:

e Learn mode is set to learn-mode static (static-learn) or
learn-mode configured (static-configured) and the port
detects an unauthorized device.

e Learn mode is set to learn-mode continuous and there is a
MAC address change on a port.

none (the default): Prevents an SNMP trap from being sent.

send alarm: Causes the switch to send an SNMP trap to a
network management station.

send-disable: Available only with learn-mode configured and
learn-mode static. Causes the switch to send an SNMP trap
to a network management station and disable the port. If
you subsequently re-enable the port without clearing the
port’s intrusion flag, the port will block further intruders,
but the switch will not disable the port again until you reset
the intrusion flag. See the Note on page 8-19.

For information on configuring the switch for SNMP
management, refer to the Management and Configuration
Guide for your switch.

clear-intrusion-flag

Clears the intrusion flag for a specific port. (Refer to
“Reading Intrusion Alerts and Resetting Alert Flags” on
page 8-17.)
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Retention of Static MAC Addresses

Learned MAC Addresses

In the following two cases, a port in Static learn mode (learn-mode static)
retains a learned MAC address even if you later reboot the switch or disable
port security for that port:

m  Theportlearns a MAC address after you configure the port with learn-
mode static in both the startup-config file and the running-config file
(by executing write memory).

m Theportlearns a MAC address after you configure the port with learn-
mode static in only the running-config file and, after the address is
learned, you execute write memory to configure the startup-config file
to match the running-config file.

Assigned/Authorized MAC Addresses

If you manually assign a MAC address (using mac-address < mac-addr >) and
then execute write memory, the assigned MAC address remains in memory
unless removed by one of the methods described below.

Removing Learned and Assigned Static MAC Addresses

To remove a static MAC address, do one of the following:

m Delete the address by using ne pert-security < port-number > mac-
address < mac-addr >.

m  Download a configuration file that does not include the unwanted
MAC address assignment.

m  Reset the switch to its factory-default configuration.

Displaying Current Port Security Settings
The CLI uses the same command to provide two types of port security listings:
m  All ports on the switch with their Learn Mode and (alarm) Action

m  Onlythespecified ports with their Learn Mode, Address Limit, (alarm)
Action, and Authorized Addresses
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Using the CLI To Display Port Security Settings.

Syntax:  show port-security
show port-security [e] <port number>
show port-security [e] [<port number>-<port number]. . .[,<port number>]

Without port parameters, show port-security displays operating control settings
for all ports on a switch. For example:

HPswitch({config)# show port-security
Fort Security
Fort Learn Mode | Aotion
—_——— e ——— + ________________________
a1l 1 @tatic | @end Alarm, Disakle FPort
a2 2 Btatie | Send Alarm, Disahle Port
A3 3 Static | Send Alarm
hd 4 gtatic | @end Alarm
A5 5 Static | Send Alarm
A6 6 Static | Send Alarm
a7 7 Continuous | None
A% B Continucus | HNone

Figure 8-2. Example Port Security Listing (Ports A7 and A8 Show the Default
Setting)

With port numbers included in the command, show port-security displays Learn
Mode, Address Limit, (alarm) Action, and Authorized Addresses for the spec-
ified ports on a switch. The following example lists the full port security
configuration for a single port:

HPawitch (config)# show port-security a3

FPort Security
FPort : A3

Learn Mode [Continuou=s]: Static Address Limit[1l]:

Action [Hone]: Send Alarm

Authorized Addresses

no0z06ad-fdec00

Figure 8-3. Example of the Port Security Configuration Display for a Single Port
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The following command example shows the option for entering a range of
ports, including a series of non-contiguous ports. Note that no spaces are
allowed in the port number portion of the command string:

HPswitch(config)# show port-security Al-A3,A6,AS8

Configuring Port Security
Using the CLI, you can:
m  Configure port security and edit security settings.

m  Add or delete devices from the list of authorized addresses for one or
more ports.

m  Clear the Intrusion flag on specific ports

Syntax:  port-security [e] < port-list >
[learn-mode < continuous | static | configured | port-access >]
[address-limit < integer >]
[mac-address < mac-addr >] [< mac-addr > ... < mac-addr >]
[action < none | send-alarm | send-disable >]
[clear-intrusion-flag]

(For the configured option, above, refer to the Note on page 8-8.

no port-security < port-list > mac-address < mac-addr > [< mac-addr > . ..
< mac-addr >]

Specifying Authorized Devices and Intrusion Responses

Learn-Mode Static. This example configures port Al to automatically
accept the first device (MAC address) it detects as the only authorized device
for that port. (The default device limit is 1.) It also configures the port to send
an alarm to a network management station and disable itself if an intruder is
detected on the port.

HPswitch(config)# port-security al learn-mode static
action send-disable

The next example does the same as the preceding example, except that it
specifies a MAC address of 0c0090-123456 as the authorized device instead of
allowing the port to automatically assign the first device it detects as an
authorized device.
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HPswitch(config)# port-security al learn-mode static
mac-address 0c0090-123456 action send-disable

This example configures port Ab to:

m  Allow two MAC addresses, 00c100-7fec00 and 0060b0-889¢e00, as the
authorized devices.

m  Send an alarm to a management station if an intruder is detected on
the port.

HPswitch (config)# port-security a5 learn-mode static
address-limit 2 mac-address 00cl100-7fec00 0060b0-889e00
action send-alarm

If you manually configure authorized devices (MAC addresses) and/or an
alarm action on a port, those settings remain unless you either manually
change them or reset the switch to its factory-default configuration. You can
“turn off” device authorization on a port by configuring the port to continuous
Learn Mode, but subsequently reconfiguring the port to static Learn Mode
restores the configured device authorization.

Learn-Mode Configured. This option allows only MAC addresses specifi-
cally configured with learn-mode configured mac-address < mac-address >, and
does not automatically learn non-specified MAC addresses learned from the
network. This example configures port Al to:

m  Allow only a MAC address of 0c0090-123456 as the authorized device

m  Reserve the option for adding two more specified MAC addresses at
a later time without having to change the address-limit setting.

m  Send an alarm to a management station if an intruder is detected on
the port.

HPswitch (config)# port-security Al learn-mode configured
mac-address 0c0090-123456 address-limit 3 action send-
disable

Adding a MAC Address to an Existing Port List

To simply add a device (MAC address) to a port’s existing Authorized
Addresses list, enter the port number with the mac-address parameter and the
device’s MAC address. This assumes that Learn Mode is either static or
configured and the Authorized Addresses list is not already full (as deter-
mined by the current address-lmit value). For example, suppose port Al allows
two authorized devices, but has only one device in its Authorized Address list:
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Although the Address HPswitch(config)# show port-security al
Limit is set to 2, only ,

one device has been Port Security

manmdmrmwpom Fort : Al

In this case you can add

another without having Learn Mode [Continuous] : 3tatic Address Limit [1] 4 2
to also increase the . .
Address Limit. detion [None] @ Mone

Authorized Addreszes
The Address Limit has not
been reached

0cz0090-123456

Figure 8-4. Example of Adding an Authorized Device to a Port

With the above configuration for port Al, the following command adds the
0c0090-456456 MAC address as the second authorized address.

HPswitch (config)# port-security al mac-address 0c0090-
456456

After executing the above command, the security configuration for port Al
appears as:

HPFzwitchiconfig) # show port-security al
Fort Security

Port : A4l
Learn Mode [Continuous] : 3tatic hddrezzs Limit [1] :, =2
Aetion [Mone] @0 None [

Authorized Addresses The Address Limit has been

———————————————————— reached
Oc0090-123456

Ocz0090-456456

Figure 8-5. Example of Adding a Second Authorized Device to a Port

Note The message Inconsistent value appears if the new MAC address exceeds the
current Address Limit or specifies a device that is already on the list. If you
change a port from static to continuous learn mode, the port retains in memory
any authorized addresses it had while in static mode. If you subsequently
attempt to convert the port back to static mode with the same authorized
address(es),the Inconsistent value message appears because the port
already has the address(es) in its “Authorized” list.
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If you are adding a device (MAC address) to a port on which the Authorized
Addresses list is already full (as controlled by the port’s current Address Limit
setting), then you must increase the Address Limit in order to add the device,
even if you want to replace one device with another. Using the CLI, you can
simultaneously increase the limit and add the MAC address with a single
command. For example, suppose port Al allows one authorized device and
already has a device listed:

HPswitch(config) # show port-security al
Port 3Zecurity

Portc : 41
Learn Mode [Continuous] : Static Address Limit [1]:1
Letion [MNone] @0 None

Ithorized Addresses

De0090-123456
Figure 8-6. Example of Port Security on Port A1 with an Address Limit of “1”

To add a second authorized device to port Al, execute a port-security command
for port Al that raises the address limit to 2 and specifies the additional
device’s MAC address. For example:

HPswitch(config)# port-security al mac-address 0c0090-
456456 address-limit 2

Removing a Device From the “Authorized” List for a Port Configured
for Learn-Mode Static. This command option removes unwanted devices
(MAC addresses) from the Authorized Addresses list. (An Authorized Address
list is available for each port for which Learn Mode is currently set to “Static”.
See the “MAC Address” entry in the table on 8-8.)

The address-limit setting controls how many MAC addresses are allowed in
the Authorized Addresses list for a given port. If you remove a MAC address
without also reducing the address limit by 1, the port may later detect and
accept the same or another MAC address that you do not want in the Autho-
rized Address list. Thus, if you use the CLI to remove a MAC address that is
no longer authorized, you should first reduce the Address Limit (address-limit)
integer by 1, as shown in the next example. This prevents the possibility of the
same device or another device on the network from automatically being
accepted as “authorized” for that port. (You can prevent the port from learning
unauthorized MAC addresses by using the learn-mode configured option
instead of the learn-mode static option. Refer to the Note on page 8-8.)
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Note

To remove a device (MAC address) from the “Authorized” list and when the
current number of devices equals the Address Limit value, you should first
reduce the Address Limit value by 1, then remove the unwanted device.

When you have configured the switch for learn-mode static operation, you can
reduce the address limit below the number of currently authorized addresses
on a port. This enables you to subsequently remove a device from the “Autho-
rized” list without opening the possibility for an unwanted device to automat-
ically become authorized. (If you use learn-mode configured instead, the
switch cannot automatically add detected devices not included in the mac-
address configuration. Refer to the Note on page 8-8.)

For example, suppose port Al is configured as shown below and you want to
remove 0c0090-123456 from the Authorized Address list:

HPawitchiconfig)# show port-security al

Port Security
Port @ Al
Learn Mode [Continucus] : 3tatic Iddress Limit [1] : &
letion [None] @ Wone j
Luthorized Addresses When removing 0c0090-123456, first
____________________ reduce the Address Limit by 1 to prevent

the portfrom automatically adding another

Oc0090-123456 device that it detects on the network.
0c0090-456456

Figure 8-7. Example of Two Authorized Addresses on Port A1

The following command serves this purpose by removing 0c0090-123456 and
reducing the Address Limit to 1:

HPswitch(config)# port-security al address-limit 1
HPswitch(config) # no port-security al mac-address 0c0090-
123456

The above command sequence results in the following configuration for port
Al:




Configuring and Monitoring Port Security
Weh: Displaying and Configuring Port Security Features

HPswitch(config)# show port-sec al

FPort Security
FPort : &l
Learn Mode : Static Address Limit : 1

Lotlon @ None

Authorized Addresses

Oc0020-456456
Figure 8-8. Example of Port A1 After Removing One MAC Address

Web: Displaying and Configuring Port
Security Features

1. Click on the Security tab.

2. Click on [Port Security].

3. Select the settings you want and, if you are using the Static Learn Mode,
add or edit the Authorized Addresses field.

4. Implement your new data by clicking on [Apply Changes].

To access the web-based Help provided for the switch, click on [?]in the web
browser screen.

Reading Intrusion Alerts and Resetting
Alert Flags

Notice of Security Violations

When the switch detects an intrusion on a port, it sets an “alert flag” for that
port and makes the intrusion information available as described below. While
the switch can detect additional intrusions for the same port, it does not list
the next chronological intrusion for that port in the Intrusion Log until the
alert flag for that port has been reset.
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When a security violation occurs on a port configured for Port Security, the
switch responds in the following ways to notify you:

The switch sets an alert flag for that port. This flag remains set until:

You use either the CLI, menu interface, or web browser interface
to reset the flag.

The switch is reset to its factory default configuration.

The switch enables notification of the intrusion through the following
means:

In the CLI:

—  The show port-security intrusion-log command displays the
Intrusion Log

—  The log command displays the Event Log
In the menu interface:
— The Port Status screen includes a per-port intrusion alert

— The Event Log includes per-port entries for security viola-
tions

In the web browser interface:

— The Alert Log’s Status | Overview window includes entries for
per-port security violations

—  The Intrusion Log in the Security | Intrusion Log window lists
per-port security violation entries

In an active network management environment via an SNMP trap
sent to a network management station

How the Intrusion Log Operates

When the switch detects an intrusion attempt on a port, it enters a record of
this event in the Intrusion Log. No further intrusion attempts on that port will
appear in the Log until you acknowledge the earlier intrusion event by reset-
ting the alert flag.

The Intrusion Log lists the 20 most recently detected security violation
attempts, regardless of whether the alert flags for these attempts have been
reset. This gives you a history of past intrusion attempts. Thus, for example,
if there is an intrusion alert for port Al and the Intrusion Log shows two or
more entries for port 1, only the most recent entry has not been acknowledged
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(by resetting the alert flag). The other entries give you a history of past
intrusions detected on port Al.

HF=witch# show port—-security intrusion-log

gtatus and Counters - Intrusion Log
Fort MaC Address Date / Time
Al 020003-e53d4f 07/03/02 21:09:34
Al 0E00053-21aec4d 0D7/03/02 17:26:27

Al 080009-e23d4f prior to 07/03/702 17:18:43

Figure 8-9. Example of Multiple Intrusion Log Entries for the Same Port

The log shows the most recent intrusion at the top of the listing. You cannot
delete Intrusion Log entries (unless you reset the switch to its factory-default
configuration). Instead, if the log is filled when the switch detects a new
intrusion, the oldest entry is dropped off the listing and the newest entry
appears at the top of the listing.

Keeping the Intrusion Log Current by Resetting Alert
Flags

When a violation occurs on a port, an alert flag is set for that port and the
violation is entered in the Intrusion Log. The switch can detect and handle
subsequent intrusions on that port, but will not log another intrusion on the
port until you reset the alert flag for either all ports or for the individual port.

On agiven port, if the intrusion action is to send an SNMP trap and then disable
the port (send-disable), and then an intruder is detected on the port, the switch
sends an SNMP trap, sets the port’s alert flag, and disables the port. If you re-
enable the port without resetting the port’s alert flag, then the port operates
as follows:

m  The port comes up and will block traffic from unauthorized devices
it detects.

m If the port detects another intruder, it will send another SNMP trap,
but will not become disabled again unless you first reset the port’s
intrusion flag.

This operation enables the port to continue passing traffic for authorized
devices while you take the time to locate and eliminate the intruder. Other-
wise, the presence of an intruder could cause the switch to repeatedly disable
the port.
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Menu: Checking for Intrusions, Listing Intrusion Alerts, and
Resetting Alert Flags

The menu interface indicates per-port intrusions in the Port Status screen, and
provides details and the reset function in the Intrusion Log screen.

1. From the Main Menu select:

1. Status and Counters
4, Port Status

CONZBOLE - MANAGER MODE

Status and Counters - Port Status

Intrusion Flow

Fort Type Alert Enabled Status Mode Ctrl
The Intrusion Alert nz 10/100T% Mo Yes Up Auto off
column shows “Yes” ——P_a3 10/100T%  Yes Yes up Auto off
for any port on which a4 10/100T%  MNo Yes Up Auto off
: . . A5 10/100TY  Nao Yes Up Auto off

a security violation

has b yd — AG 10/100T% Mo Yes Down Auto off
as been detected. a7 10/100TX Mo ves up Auto off
A 10/100TE Mo Yes Down Auto off

Intrusion log Help

Feturn to pr 1.
Use up/down arrow keys to scroll to other entries, left/right arrow keys to
change action selection, and <Enter> to execute action.

Figure 8-10. Example of Port Status Screen with Intrusion Alert on Port A3
2. Type [l (Intrusion log) to display the Intrusion Log.

CONSOLE - MANAGER MODE

Status and Counters - Intrusion Log
MAC Address of . .
Intruding Device Port g MaC Address Date / Time ,/— System Time of Intrusion on Port A3
on Port A3

A1 00&0k0-2856e00 08/08/02 15:28:21
A3 08000%-<£5568f prior to 08708702 10:28:38

Indicates this intrusion on port A3
occurred priorto areset(reboot) at
the indicated time and date.

Actions-» Reset alert flags Help

[Feturn to pr Er.

Use up/down arrow keys to scroll to other entries, left/right arrow keys to
change action selection, and <Enter> to execute action.

Figure 8-11. Example of the Intrusion Log Display
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The above example shows two intrusions for port A3 and one intrusion
for port Al. In this case, only the most recent intrusion at port A3 has not
been acknowledged (reset). This is indicated by the following:

e Because the Port Status screen (figure 8-10 on page 8-20) does
not indicate an intrusion for port Al, the alert flag for the intru-
sion on port Al has already been reset.

¢  Since the switch can show only one uncleared intrusion per port,
the older intrusion for port A3 in this example has also been
previously reset.

(The intrusion log holds up to 20 intrusion records and deletes an
intrusion record only when the log becomes full and a new intrusion
is subsequently detected.)

Note also that the “prior to” text in the record for the earliest intrusion
means that a switch reset occurred at the indicated time and that the
intrusion occurred prior to the reset.

3. To acknowledge the most recent intrusion entry on port A3 and enable
the switch to enter a subsequently detected intrusion on this port, type
[R] (for Reset alertflags). (Note that if there are unacknowledged intrusions
on two or more ports, this step resets the alert flags for all such ports.)

If you then re-display the port status screen, you will see that the Intrusion
Alert entry for port A3 has changed to “No”. That is, your evidence that the
Intrusion Alert flag has been acknowledged (reset) is that the Intrusion Alert
column in the port status display no longer shows “Yes” for the port on which
the intrusion occurred (port A3 in this example). (Because the Intrusion Log
provides a history of the last 20 intrusions detected by the switch, resetting
the alert flags does not change its content. Thus, displaying the Intrusion Log
again will result in the same display as in figure 8-11, above.)
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CLI: Checking for Intrusions, Listing Intrusion Alerts, and
Resetting Alert Flags

The following commands display port status, including whether there are
intrusion alerts for any port(s), list the last 20 intrusions, and either reset the
alert flag on all ports or for a specific port for which an intrusion was detected.
(The record of the intrusion remains in the log. For more information, refer
to “Operating Notes for Port Security” on page 8-25.)
Syntax: show interfaces brief
List intrusion alert status (and other port status informa-
tion)’.
show port-security intrusion-log
List intrusion log content.
clear intrusion-flags
Clear intrusion flags on all ports.
port-security [e] < port-number > clear-intrusion-flag

Clear the intrusion flag on one or more specific ports.

In the following example, executing show interfaces brief lists the switch’s port
status, which indicates an intrusion alert on port Al.

HP=switch# show interfaces brief Intrusion Alert on port A1.
Status and Counters - Port Btatus
| Intrusion Flow
Fort Type | Alert Enab¥ed &tatus Mode Ctrl
____________ + ——— e ————— ———— _—————— —_—— i ————— _—— e —————
al 10/100T% | Yes Yes Up 10HDx off
AZ 10/100T% | WMo Yes Up 10HDx off
A3 10/100T% | No Yes Up 10HDx aff
hd 10/100T% | Mo Vs U 10HDx off

Figure 8-12. Example of an Unacknowledged Intrusion Alert in a Port Status Display

If you wanted to see the details of the intrusion, you would then enter the show
port-security intrusion-log command. For example:
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HP=switch# show port-security intrusion-log

MAC Address of latest . Dates and Times of

Intruder on Port A1 Btatus and Counters - Intrusion Log Intrusions
Port MAC Address Date / Time /

Earlier intrusi rt TN T TTTTTTTTT TTTTTTTTTooommm T

Al that have already been al N 0BO005-e33d4f 07/03/02 21:09:34

cleared (that s, the Alert Y 020009-21as84 07/03/02 17:26:27

Flag has been reset at 4 080009-e93d4f prior to 07/03/02 17:13:43

least twice before the
most recent intrusion
occurred.

Figure 8-13. Example of the Intrusion Log with Multiple Entries for the Same Port

The above example shows three intrusions for port Al. Since the switch can
show only one uncleared intrusion per port, the older two intrusions in this

example have already been cleared by earlier use of the clear intrusion-log or
the port-security < port-list > clear-intrusion-flag command. (The intrusion log

holds up to 20 intrusion records, and deletes intrusion records only when the
log becomes full and new intrusions are subsequently added.) The “prior to”

text in the record for the third intrusion means that a switch reset occurred

at the indicated time and that the intrusion occurred prior to the reset.

To clear the intrusion from port Al and enable the switch to enter any
subsequent intrusion for port Al in the Intrusion Log, execute the port-security
clear-intrusion-flag command. If you then re-display the port status screen, you
will see that the Intrusion Alert entry for port Al has changed to “No”.
(Executing show port-security intrusion-log again will result in the same display
as above, and does not include the Intrusion Alert status.)

HPswitch (config)# port-security al clear-intrusion-flag
HPswitch (config)# show interfaces brief

Intrusion Alert on port A1 is now cleared.

Ftatus and Counters - Fort 3dtatus

| Intrusion Flow Ecast
Fort Type | Alert Enabled Status Mode Ctrl Limit
—_——— | e ——————— + ____________________________________________
al 10/100TE | Mo = Up 10HDx= off o
AZ 10/100TX | Mo Yes Up 10HDx= off o
A 10/100TE | Mo Yes Up 10HDx off ]

Figure 8-14. Example of Port Status Screen After Alert Flags Reset

For more on clearing intrusions, see “Note on Send-Disable Operation” on
page 8-19
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Using the Event Log To Find Intrusion Alerts

The Event Log lists port security intrusions as:

W MM/DD/YY HH:MM:SS FFI: port A3 - Security Violation

where “W” is the severity level of the log entry and FFl is the system module
that generated the entry. For further information, display the Intrusion Log,
as shown below.

From the CLI. Type the log command from the Manager or Configuration
level.

Syntax:  log [search-text |

For search-text, you can use ffi, security, or violation. For example:

HPswitch(config) # log security <€—m— Log Command with “security”

Eeys: W=Warning I=Information for Search String
______ M=Major _ _ D=bebwg  _ _ _ _ _ _ _ _ __ __ ____
— - ;————— Ewent Log listing: Ewvents Zince Boot  ———-— K
Log Listing with W 08/01/02 01:18:15 FFI: port AZ — Security Violation

Security Violation

|

|

W 08/01/02 04:25:08 FFI: port A1 — Security Yiolation |

Detected |

| ———— Bottow of Log : Ewents Listed = 2 ———

HPzswitch (config)# log security

Log Listing with No Feys: I|1.T=Waxl:n:|.ng I:Informat:l. or
Security Violation =~ — M=Major  D=D ebugy .
Detected -—--- Ewvent Loy listing: Ewvents &ince Boot -—----

--—-- Bottom of Log : Events Listed = 0 ----

Figure 8-15. Example of Log Listing With and Without Detected Security Violations

From the Menu Interface: In the Main Menu, click on 4. Event Log and use
Next page and Prev page to review the Event Log contents.

For More Event Log Information. See “Using the Event Log To Identify
Problem Sources” in the “Troubleshooting” chapter of the Management and
Configuration Guide for your switch.

Web: Checking for Intrusions, Listing Intrusion Alerts,
and Resetting Alert Flags

1. Checkthe Alert Log by clicking on the Status tab and the [Overview]button.
If there is a “Security Violation” entry, do the following:
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Click on the Security tab.

b. Click on [Intrusion Log]. “Ports with Intrusion Flag” indicates any ports
for which the alert flag has not been cleared.

c. To clear the current alert flags, click on [Reset Alert Flags].

To access the web-based Help provided for the switch, click on [?] in the web
browser screen.

Operating Notes for Port Security

Identifying the IP Address of an Intruder. The Intrusion Log lists
detected intruders by MAC address. Proxy Web Servers

If you are using the switch’s web browser interface through a switch port
configured for Static port security, and your browser access is through a proxy
web server, then it is necessary to do the following:

m  Enter your PC or workstation MAC address in the port’s Authorized
Addresses list.

m  Enter your PC or workstation’s IP address in the switch’s IP Autho-
rized Managers list. See chapter 9, “Using Authorized IP Managers”.)

Without both of the above configured, the switch detects only the proxy
server’s MAC address, and not your PC or workstation MAC address, and
interprets your connection as unauthorized.

“Prior To” Entries in the Intrusion Log. If youresetthe switch (using the
Reset button, Device Reset, or Reboot Switch), the Intrusion Log will list the
time of all currently logged intrusions as “prior to” the time of the reset.

Alert Flag Status for Entries Forced Off of the Intrusion Log. If the
Intrusion Log is full of entries for which the alert flags have not been reset, a
new intrusion will cause the oldest entry to drop off the list, but will not change
the alert flag status for the port referenced in the dropped entry. This means
that, even if an entry is forced off of the Intrusion Log, no new intrusions can
be logged on the port referenced in that entry until you reset the alert flags.
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LACP Not Available on Ports Configured for Port Security. To main-
tain security, LACP is not allowed on ports configured for port security. If you
configure port security on a port on which LACP (active or passive) is
configured, the switch removes the LACP configuration, displays a notice that
LACP is disabled on the port(s), and enables port security on that port. For
example:

HPswitch (config)# port-security e al7 learn-mode static
address-limit 2

LACP has been disabled on secured port(s).

HPswitch (config) #

The switch will not allow you to configure LACP on a port on which port
security is enabled. For example:

HPswitch(config)# int e al7 lacp passive

Error configuring port Al7: LACP and port security cannot
be run together.

HPswitch (config) #

To restore LACP to the port, you must remove port security and re-enable
LACP active or passive.
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Overview

Overview

Authorized IP Manager Features

Feature Default Menu CLI Web
Listing (Showing) Authorized n/a page9-5 page9-6  page9-8
Managers

Configuring Authorized IP None page 9-5 page 9-6 page 9-8
Managers

Building IP Masks n/a page 9-9 page 9-9 page 9-9
Operating and Troubleshooting  n/a page 9-12 page9-12 page9-12
Notes

The Authorized IP Managers feature enhances security on the switch by using
IP addresses and masks to determine which stations (PCs or workstations)
can access the switch through the network. This covers access through the
following means:

— Telnet and other terminal emulation applications

— The switch’s web browser interface

— SNMP (with a correct community name)

—  File transfers using TFTP (for configurations and software

updates)

Also, when configured in the switch, the Authorized IP Managers feature takes
precedence over local passwords, TACACS+, RADIUS, Port-Based Access
Control (802.1x), and Port Security. This means that the IP address of a
networked management device must be authorized before the switch will
attempt to authenticate the device by invoking any other access security
features. If the Authorized IP Managers feature disallows access to the device,
then access is denied. Thus, with authorized IP managers configured, having
the correct passwords is not sufficient for accessing the switch through the
network unless the station attempting access is also included in the switch’s
Authorized IP Managers configuration.

You can use Authorized IP Managers along with other access security features
to provide a more comprehensive security fabric than if you use only one or
two security options. Refer to table 1-1, “Management Access Security Protec-
tion” (page 1-4) for a listing of access security features with the security
coverage they provide.
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Caution

Options

You can configure:

m  Up to 10 authorized manager addresses, where each address applies
to either a single management station or a group of stations

m  Manager or Operator access privileges

Configuring Authorized IP Managers does not protect access to the switch
through a modem or direct connection to the Console (RS-232) port. Also, if
the IP address assigned to an authorized management station is configured in
another station, the other station can gain management access to the switch
even though a duplicate IP address condition exists. For these reasons, you
should enhance your network’s security by keeping physical access to the
switch restricted to authorized personnel, using the other password features
built into the switch, and preventing unauthorized access to data on your
management stations.

Access Levels

For each authorized manager address, you can configure either of these access
levels:

m  Manager: Enables full access to all web browser and console inter-
face screens for viewing, configuration, and all other operations
available in these interfaces.

m  Operator: Allows read-only access from the web browser and
console interfaces. (This is the same access that is allowed by the
switch’s operator-level password feature.)
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Defining Authorized Management
Stations

m Authorizing Single Stations: The table entry authorizes a single
management station to have IP access to the switch. To use this
method, just enter the IP address of an authorized management
station in the Authorized Manager IP column, and leave the IP Mask
set to 255.255.255.255. This is the easiest way to use the Authorized
Managers feature. (For more on this topic, see “Configuring One
Station Per Authorized Manager IP Entry” on page 9-9.)

m  Authorizing Multiple Stations: The table entry uses the IP Mask
to authorize access to the switch from a defined group of stations.
This is useful if you want to easily authorize several stations to have
access to the switch without having to type an entry for every station.
All stations in the group defined by the one Authorized Manager IP
table entry and its associated IP mask will have the same access
level—Manager or Operator. (For more on this topic, refer to “Config-
uring Multiple Stations Per Authorized Manager IP Entry” on page
9-10.)

To configure the switch for authorized manager access, enter the appropriate
Authorized Manager IP value, specify an IP Mask, and select either Manager
or Operator for the Access Level. The IP Mask determines how the Authorized
Manager IP value is used to allow or deny access to the switch by a manage-
ment station.

Overview of IP Mask Operation

The default IP Mask is 255.255.255.255 and allows switch access only to a
station having an IP address that is identical to the Authorized Manager IP
parameter value. (“255” in an octet of the mask means that only the exact value
in the corresponding octet of the Authorized Manager IP parameter is allowed
in the IP address of an authorized management station.) However, you can
alter the mask and the Authorized Manager IP parameter to specify ranges of
authorized IP addresses. For example, a mask of 255.255.255.0 and any value
for the Authorized Manager IP parameter allows a range of 0 through 255 in
the 4th octet of the authorized IP address, which enables a block of up to 254
IP addresses for I[P management access (excluding 0 for the network and 255
for broadcasts). A mask of 255.255.255.252 uses the 4th octet of a given Autho-
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Using Authorized IP Managers
Defining Authorized Management Stations

rized Manager IP address to authorize four IP addresses for management
station access. The details on how to use IP masks are provided under
“Building IP Masks” on page 9-9.

The IP Mask is a method for recognizing whether a given IP address is
authorized for management access to the switch. This mask serves a different
purpose than IP subnet masks and is applied in a different manner.

Menu: Viewing and Configuring IP Authorized
Managers

From the console Main Menu, select:
2. Switch Configuration ...
1. IP Authorized Managers

======-— TELHET - HAMAGER HODE -
Switch Configuration - IPF Hanagers

Authorized Manager IP IP Mask Access Level
13.28.227.181 255 255,255,252 Manager

13.28.227.104 255,255 255,25 Manager

13.28.227.106 255_255.255.8 Operator

13.28.227.125 255 _255 _255.255 Hanager

1. Select Add to add an authorized manager
/‘ to the list.
Actions->  Back ndd | Edit Delete Help

Return to previous screen.
Use up/down arrouw keys to change record selection, left/right arrow keys to
change action selection, and <Enter> to execute action.

Figure 9-1. Example of How To Add an Authorized Manager Entry
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CONSOLE - MANAGER MODE ‘

Authorized Manager
IF Mask [255.255.2

Aotions-> Cancel

Enter the IF addres

Use arrow keys to <

Aocess Level @ Manager

and <Enter® to go to Actions.

switch Contiguration - IB)  ppier an Authorized Manager IP address here.
[l

e : I 3. Usc the default mask to allow access by one

35.235] & 255.255.255.255<—  management device, or edit the mask to allow
access by a block of management devices. See
\ “Building IP Masks"” on page 9-9.
[
4. Use the Space barto select Manager or Operator
Edit Bave Help access.

hange fielf selectida. “SP2C"5  Press [Enter], then [S] (for Save) to configure the

IP Authorized Manager entry.

Figure 9-2. Example

of How To Add an Authorized Manager Entry (Continued)

Editing or Deleting an Authorized Manager Entry. Go to the I[P Manag-
ers List screen (figure 9-1), highlight the desired entry, and press [E] (for Edit)
or [D] (for Delete).

CLIL Viewing and Configuring Authorized IP Managers

Authorized IP Managers Commands Used in This Section

Command Page

show ip authorized-managers below

ip authorized-managers 9-7
<ip-address> 9-8
mask <mask-bits> 9-8

<operator | manager>

Listing the Switch’s Current Authorized IP Manager(s)

Use the show ip authorized-managers command to list IP stations authorized to
access the switch. For example:

HP=witch# show ip authorized-managers

IF Managers

Authorized Manager IF IF Mask Aocess Level
10.2B8.227.101 255.255.255. 252 Manager
10.2Z8.227.104 £553.2Z553.255.254 Manager
10.28.227.125 £535.2553.255.2553 Manager
10.28.227.104 255.255.255.0 Cperator

Figure 9-3. Example of the Show IP Authorized-Manager Display
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The above example shows an Authorized IP Manager List that allows stations
to access the switch as shown below:

IP Mask Authorized Station IP Address:  Access Mode:
255.255.255.252 10.28.227.100 through 103 Manager
255.255.255.254 10.28.227.104 through 105 Manager
255.255.255.255 10.28.227.125 Manager
255.255.255.0 10.28.227.0 through 255 Operator

Configuring IP Authorized Managers for the Switch

Syntax: ip authorized-managers < ip address >
Configures one or more authorized IP addresses.
[mask < mask-bits >]
Configures the IP mask for < ip address >
< operator | manager >
Configures the privilege level for <ip address >.

To Authorize Manager Access. This command authorizes manager-level
access for any station having an IP address of 10.28.227.0 through
10.28.227.255:

HPswitch(config)# ip authorized-managers 10.28.227.101
mask 255.255.255.0 manager

Similarly, the next command authorizes manager-level access for any station
having an IP address of 10.28.227.101 through 103:

HPswitch (config)# ip authorized-managers 10.28.227.101
mask 255.255.255.252 manager

If you omit the mask when adding a new authorized manager, the switch
automatically uses 255.255.255.255 for the mask. If you do not specify either
Manager or Operator access, the switch automatically assigns the Manager
access. For example:

HPswitch (config)# ip authorized-managers 10.28.227.105
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The result of entering the preceding example is:
e Authorized Station IP Address: 10.28.227.105
e [P Mask: 255.255.255.255, which authorizes only the specified station

(10.28.227.105 in this case). (See “Configuring Multiple Stations Per
Authorized Manager IP Entry” on page 9-10.)

e Access Level: Manager

To Edit an Existing Manager Access Entry. To change the mask or
access level for an existing entry, use the entry’s IP address and enter the new
value(s). (Notice that any parameters not included in the command will be set
to their default.):

HPswitch(config)# ip authorized-managers
10.28.227.101 mask 255.255.255.0 operator

The above command replaces the existing mask and access level for IP
address 10.28.227.101 with 255.255.255.0 and operator.

The following command replaces the existing mask and access level for IP
address 10.28.227.101 with 255.0.0.0 and manager (the defaults)
because the command does not specify either of these parameters.

HPswitch(config)# ip authorized-managers 10.28.227.101

To Delete an Authorized Manager Entry. This command uses the IP
address of the authorized manager you want to delete:

HPswitch(config)# no ip authorized-managers 10.28.227.101

Web: Configuring IP Authorized
Managers

In the web browser interface you can configure IP Authorized Managers as
described below.

To Add, Modify, or Delete an IP Authorized Manager address:

1. Click on the Security tab.

2. Click on [Authorized Addresses].

3. Enter the appropriate parameter settings for the operation you want.
4

Click on[Add], [Replace], or [Delete] to implement the configuration change.
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For web-based help on how to use the web browser interface screen, click on
the [?] button provided on the web browser screen.

Building IP Masks

The IP Mask parameter controls how the switch uses an Authorized Manager
IP value to recognize the IP addresses of authorized manager stations on your
network.

Configuring One Station Per Authorized Manager IP
Entry

This is the easiest way to apply a mask. If you have ten or fewer management
and/or operator stations, you can configure them quickly by simply adding the
address of each to the Authorized Manager IP list with 255.255.255.255 for the
corresponding mask. For example, as shown in figure 9-3 on page 9-6, if you
configure an IP address of 10.28.227.125 with an IP mask of 255.255.255.255, only
a station having an IP address of 10.28.227.125 has management access to the
switch.

Table 9-1.  Analysis of IP Mask for Single-Station Entries
1st 2nd  3rd 4th Manager-Level or Operator-Level Device Access
Octet Octet Octet Octet
IP Mask 255 255 255 255 The “255” in each octet of the mask specifies that only the exact value in
. that octet of the corresponding IP address is allowed. This mask allows
:\'\nl:::;':f:ip 10 2 221 125 management access only to a station having an IP address of 10.33.248.5.
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Building IP Masks

Configuring Multiple Stations Per Authorized Manager
IP Entry

The mask determines whether the IP address of a station on the network meets
the criteria you specify. That is, for a given Authorized Manager entry, the
switch applies the IP mask to the IP address you specify to determine a range
of authorized IP addresses for management access. As described above, that
range can be as small as one IP address (if 255 is set for all octets in the mask),
or can include multiple IP addresses (if one or more octets in the mask are set
to less than 255).

If a bit in an octet of the mask is “on” (set to 1), then the corresponding bit in
the IP address of a potentially authorized station must match the same bit in
the IP address you entered in the Authorized Manager IP list. Conversely, if a
bit in an octet of the mask is “off” (set to 0), then the corresponding bit in the
IP address of a potentially authorized station on the network does not have to
match its counterpart in the IP address you entered in the Authorized Manager
IP list. Thus, in the example shown above, a “255” in an IP Mask octet (all bits
inthe octet are “on”) means only one value is allowed for that octet—the value
you specify in the corresponding octet of the Authorized Manager IP list. A “0”
(all bits in the octet are “off”) means that any value from 0 to 255 is allowed

in the corresponding octet in the IP address of an authorized station. You can
also specify a series of values that are a subset of the 0-255 range by using a

value that is greater than 0, but less than 255.
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Figure 9-4. Analysis of IP Mask for Multiple-Station Entries

1st 2nd  3rd 4th Manager-Level or Operator-Level Device Access
Octet Octet Octet Octet

IP Mask 255 255 255 0 The “255” in the first three octets of the mask specify that only the exact
. value in the octet of the corresponding IP address is allowed. However,
:\'\nl:::":f:lp 10 2 221 125 the zero (0) in the 4th octet of the mask allows any value between 0 and
9 255inthatoctet ofthe corresponding IP address. This mask allows switch
accessto any device having an IP address of 10.28.227.xxx, where xxx is
any value from 0 to 255.

IP Mask 255 255 255 249 In this example (figure 9-5, below), the IP mask allows a group of up to 4
Authorized 10 28 977 125 management stations to access the switch. This is useful if the only

IP Address dev[ces in the IP address group allowed by the mask are management

stations. The “249” in the 4th octet means that bits 0 and 3 - 7 of the 4th
octet are fixed. Conversely, bits 1 and 2 of the 4th octet are variable. Any
value that matches the authorized IP address settings for the fixed bits is
allowed for the purposes of IP management station access to the switch.
Thus, any management station having an IP address of 10.28.227.121, 123,
125, or 127 can access the switch.

4th Octet of IP Mask: 249
4th Octet of Authorized IP Address: 5

Bit Numbers Bit Bit Bit Bit Bit Bit Bit Bit
17 6 5 4 3 2 1 0

Bit Values 128 64 4 2 1

32 16 8
4th Octet of Bits 1 and 2 in the mask are “off”, and bits 0 and 3
IP Mask (249) -7 are “on”, creating a value of 249 in the 4th octet.

Where a mask bitis “on”, the corresponding bit

4th Octet of setting in the address of a potentially authorized

IP Authorized station must match the IP Authorized Address

Address (125) I I I I I setting for that same bit. Where a mask bitis “off”
the corresponding bit settinginthe address can be

either “on” or “off”. In this example, in order for a
station to be authorized to access the switch:

¢ Thefirstthree octets of the station’s IP address
must match the Authorized IP Address.

e Bit0and Bits 3through 6 of the 4th octet in the
station’s address must be “on” (value = 1).

e Bit 7 of the 4th octet in the station’s address
must be “off” (value = 0).

e Bits 1and 2 can be either “on” or “off".

This means that stations with the IP address

13.28.227 X (where X is 121, 123, 125, or 127) are

authorized.

Figure 9-5. Example of How the Bitmap in the IP Mask Defines Authorized Manager Addresses
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Additional Examples for Authorizing Multiple Stations

Entries for Authorized Results
Manager List

IP Mask 255 255 0 255 This combination specifies an authorized IP address of 10.33.xxx.1. It could be

. applied, for example, to a subnetted network where each subnetis defined by the
m:::":ffp 10 33 2481 third octet and includes a management station defined by the value of “1” in the
9 fourth octet of the station’s IP address.

IP Mask 255 238 255 250 Allows 230, 231, 246, and 247 in the 2nd octet, and 194, 195, 198, 199 in the 4th octet.

Authorized 10 247 100 195
Manager IP

Operating Notes

m  Network Security Precautions: You can enhance your network’s
security by keeping physical access to the switch restricted to autho-
rized personnel, using the password features built into the switch, and
preventing unauthorized access to data on your management stations.

m  Modem and Direct Console Access: Configuring authorized IP
managers does not protect against access to the switch through a
modem or direct Console (RS-232) port connection.

m  Duplicate IP Addresses: If the IP address configured in an autho-
rized management station is also configured in another station, the
other station can gain management access to the switch even though
a duplicate IP address condition exists.

m  Web Proxy Servers: If you use the web browser interface to access
the switch from an authorized IP manager station, it is recommended
that you avoid the use of a web proxy server in the path between the
station and the switch. This is because switch access through a web
proxy server requires that you first add the web proxy server to the
Authorized Manager IP list. This reduces security by opening switch
access to anyone who uses the web proxy server. The following two
options outline how to eliminate a web proxy server from the path
between a station and the switch:
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Even if you need proxy server access enabled in order to use
other applications, you can still eliminate proxy service for web
access to the switch. To do so, add the IP address or DNS name
of the switch to the non-proxy, or “Exceptions” list in the web
browser interface you are using on the authorized station.

If you don’t need proxy server access at all on the authorized
station, then just disable the proxy server feature in the station’s
web browser interface.
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