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PREFACE

This preface describes the audience, use, and organization of the HP ProCurve Secure Access
700w Series Wireless Data Privacy Configuration Guide. It also outlines the document
conventions, related documentation, support information, and revision history.

Audience

The primary audience for this document are network administrators who want to enable
their network users to communicate using the 700wl Series system. This document is
intended for authorized personnel who have previous experience working with network
telecommunications systems or similar equipment. It is assumed that the personnel using
this document have the appropriate background and knowledge to complete the procedures
described in this document.

How To Use This Document

This document contains procedural information describing how to configure an HP
ProCurve Integrated Access Manager 760wl or an HP ProCurve Access Control Server 740wl
to provide support for client connections via IPsec, PPTP (Point-to-Point Tunneling Protocol),
and L2TP/IPsec (Layer 2 Tunnel Protocol over IPsec). It also describes how to configure the
client system to use an IPsec, PPTP, or L2TP/IPsec client for its VPN connection.

Where applicable, navigation aids also refer you to supplemental information such as figures,
tables, and other procedures in this document or another document. Main chapters are
followed by supplemental information such as appendices and an index.

Organization

This document is organized as follows.

Chapter 1 — Overview of Security Protocols

This chapter provides an overview of the security protocols that can be used with the 700wl
Series system.

Chapter 2 — Configuring Security on the 700wl| Series

This chapter describes the configuration of the 700wl Series Rights Manager.



Vi

Chapter 3 — Client Configuration

This chapter describes client security configuration.

Chapter 4 — Setup Scripts for L2TP/IPSec on Windows 2000 or XP

This chapter describes the use of scripts to setup L2TP/IPSec connections on Windows
systems.

Related Documentation

The following lists related documentation:
« HP ProCurve Secure Access 700wl Series Management and Configuration Guide

« HP ProCurve Secure Access 700wl Series Release Notes

Document Conventions

The following text conventions are used in this document:

Table 1. Text Conventions

Convention ‘ Definition

Boldface Arial Screen menus that you click to select, commands that you select, or field
names are in boldface Arial.

Boldface Italic Palatino New terms that are introduced are in boldface italic Palatino.

Italic Palatino Emphasized terms are in italic Palatino.

Courier Filenames and text that you type are in Courier.

The following icons are used to alert you to important information.

Table 2. Alert Icons

Icon Notice Type Alerts you to...

None Note Helpful suggestions or information that is of special importance in
certain situations.

None Caution Risk of loss of system functionality or loss of data.

A Warning Risk of personal injury, system damage, or irrecoverable loss of
data.

HP ProCurve Secure Access 700wl Series Wireless Data Privacy



Support Information

See the HP ProCurve Networking web site at www. hp.com/go/procurve. Click on technical
support and select support services for a list of available support resources and options for
contacting HP.

HP ProCurve Secure Access 700wl Series Wireless Data Privacy Configuration Guide vii
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OVERVIEW OF SECURITY PROTOCOLS

This chapter provides an overview of security protocols. It consists of the following sections:

Wireless Data Privacy in the HP ProCurve 700wl Series System ......... 1-1
IR S . 1-1
PP P e e 1-2
L2TP OVer IPSeC . ... e 1-2
SSH L 1-3

Wireless Data Privacy in the HP ProCurve 700wl Series

IPSec

System

The HP ProCurve Secure Access 700wl Series is used to enhance the security and availability
of client connections at the edge of the network. The connections can be made from both
wired and wireless networks.

The client must be authenticated by the 700wl Series system before he/she can gain access to
the network. The client connection can be secured through a Virtual Private Network (VPN)
established between the client system and the 700wI Series system.

This document describes how to configure the HP ProCurve Integrated Access Manager
760wl to provide support for client connections via IPSec, PPTP (Point-to-Point Tunneling
Protocol), and L2TP/I1PSec (Layer 2 Tunnel Protocol over IPSec). It also describes how to
configure the client system to use an IPSec, PPTP, or L2TP/IPSec client for its VPN
connection. The client configuration procedures are described based on Windows XP,
Windows 2000, Windows 98, and Apple’s MacOS 9.

The configuration procedures described in this document are also applicable for a 700wl
Series system using a combination of HP ProCurve Access Control Server 740wl and Access
Controller 720wl instead of the Integrated Access Manager 760wl.

IPSec is a protocol suite that provides security services at the IP layer. IPSec enables a system
to select required security protocols, determine the algorithm(s) to use for the service(s), and
put in place any cryptographic keys required to provide the requested services.
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Overview of Security Protocols

IPSec can be used to protect communications between a pair of security gateways, or between
a security gateway and a host. In a 700wI Series system, the Integrated Access Manager and
Access Controller are used as the security gateway.

IPSec uses two protocols to provide traffic security: Authentication Header (AH) and
Encapsulating Security Payload (ESP). See more details on these two protocols in RFCs 2402°
and 24068, respectively.

The Integrated Access Manager 760wl and Access Controller 720wl only provide support for
the IPSec ESP protocol. ESP completely encapsulates user data and provides optional
authentication. Cryptographic keys or shared secret values are used for both
authentication/integrity and encryption services. IPSec relies on a separate set of
mechanisms for putting these keys in place, one of which uses the Internet Key Exchange
(IKE) protocol. IKE is used between the client and the security gateway for negotiating what
kind of IPSec attributes to use. The attributes are, for example, the encryption algorithm, the
authentication algorithm, and the key length, and so on.

This document describes how to configure both the IPSec client and server. Two applications,
namely SafeNet SoftRemote and PGPnet, are used as IPSec clients on Windows platforms.
PGPnet is also available for Mac OS 9 and is very similar in configuration to the PGPnet for
Windows.

PPTP

Point-to-Point Tunneling Protocol (PPTP) is a network protocol used to secure Point-to-Point
(PPP) connections by creating a VPN (tunneling) across a public TCP/IP network. The
security of a VPN relies on the strength of authentication and encryption protocols used.

This document describes PPTP-based security only on the Microsoft implementation.

Authentication protocols used in Microsoft PPTP include the Microsoft Challenge/Reply
Handshake Protocol (MS-CHAP) and its new version MS-CHAPV2.

The encryption protocol used in Microsoft PPTP is Microsoft Point to Point Encryption
(MPPE). The minimum encryption key length for PPTP is 40 bits, and the maximum is 128
bits.

Configuration of both the PPTP client and server to use MS-CHAPvV2 with the 128-bit
encryption key length is described.

L2TP over IPSec

Layer-2 Tunneling Protocol (L2TP) is an extension of PPP similar to PPTP described in the
previous section. L2TP tunnels PPP traffic across a public TCP/IP network.

L2TP inherits the authentication, encryption, and compression control protocols from PPP. It
also includes support for tunnel authentication, which can be used to mutually authenticate
the tunnel endpoints. However, L2TP does not define tunnel protection mechanisms.
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The IPSec protocol suite described in Section 2.1 can be used to protect the L2TP traffic over
IP networks. The implementation of L2TP using IPSec is referred to as L2TP over IPSec
(L2TP/1PSec). See more details in RFC 31932,

This document describes how to configure both the L2TP/IPSec client and server. Windows
XP and Windows 2000 are used as L2TP/IPSec clients.

SSH

Secure Shell (SSH) is a UNIX-based command interface and protocol for users on a local
computer (SSH Client) to log into and execute commands on a remote computer (SSH
Server).

SSH provides secure encrypted communications between the local and remote computers,
which include X11 connections and applications running on arbitrary TCP/IP ports. Both
ends of the client/server connection are authenticated using a digital certificate, and
passwords are protected by being encrypted. SSH uses RSA public key cryptography for both
connection and authentication. Encryption algorithms include AES (SSH2 only), Blowfish,
3DES, and DES.

There are two versions of SSH: version 1 (SSH1) and version 2 (SSH2). SSH2, the latest
version, is a proposed set of standards from the Internet Engineering Task Force (IETF). The
700wl Series system supports both versions.

SSH is widely used among network administrators to control Web and other application
servers remotely. SSH is also available on Microsoft Windows and Apple MacOS platforms.

This document describes how to configure the 700wl Series system to function as the SSH
server. A freeware application, named “PuTTY” is used as the SSH client on a Windows
platform. User traffic is tunneled through the opened SSH session into the network.

HP ProCurve Secure Access 700wl Series Wireless Data Privacy Configuration Guide 1-3
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CONFIGURING SECURITY ON THE
700wL SERIES

This chapter provides an overview of the HP ProCurve 700wl Series system wireless data
privacy configuration. It consists of the following sections:

Configuration OVErview . ...t e e e 2-1
IPSec Configuration ............. . 2-1
PPTP Configuration . ........... . ... e 2-7
L2TP/IPSec Configuration ......... ... . .. ... .. 2-12
SSH Configuration .......... .. . . . . 2-17

Configuration Overview

There are two parts to the configuration procedure for each security protocol. The first part is
to configure the security protocol for each Location, using the Rights Manager interface in
either the Access Control Server 740wl or the Integrated Access Manager 760wl. The second
is to enable the selected VPN protocols using the Wireless Data Privacy settings through the
Administrative Interface. This globally enables these protocols for all Access Controllers in
the system.

You may access the Administrative Interface of an Integrated Access Manager either from the
secured side of the network, or through a client (downlink) port. You can connect to an
Access Control Server only from the network, because the Access Control Server does not
have any client ports.

To access the Administrative Interface from the network, point your browser to the IP
address or host name of the unit you want to access. The special IP address used for
referencing the 700wl Series unit through a downlink port is 42.0.0.1.

For all examples in this document, the 700wl Series built-in authentication service is assumed
as the method used to authenticate users.

IPSec Configuration

This section describes how to configure the HP ProCurve Integrated Access Manager 760wl
as the VPN Gateway for IPSec clients. Note that the Integrated Access Manager serves as
both the Access Control Server and the Access Controller in one system.
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Configuring the Rights Manager for IPSec

Do the following to configure the Rights Manager:

Step 1. To access the Administrative Interface from the network, set your browser to the IP
address or hostname of the Integrated Access Manager or Access Control Server. If
your system is connected through a downlink port on an Integrated Access Manager,
set your browser to https://42.0.0.1:445.

Note that if you are connected to the client port and have not logged on to the
network, you will see a Logon page on the screen when you first start the web
browser. You may ignore the Logon page if you are configuring the Integrated Access
Manager and then open the given URL to access the Main Menu. If you are
configuring the Access Control Server you can either logon to the network as a
normal user or access the unit from the secured side of the network. You can find the
information on how to create a normal user account in HP ProCurve 700wl Series
Management and Configuration Guide, accessible through the HELP menu.

Step 2. Enter the Administrator username and password in the appropriate fields and click

Login.
LOG OUT
Integrated Access Manager 760wl (ﬁﬂ]
HELP Main Menu invent
Configuration System Functions
B Admin Authorization (] Backup and Restore
@ HTIP Proxy B Distribute Logons
B Hetwork B Shutdown
@ Shared Secret Authorization ] Update Software
@ SHmP Vi
B Specify Location Information lews
B Specify Session Loggin B Active Access Managers
@ Time and Date @ Active Clients
; . @ Active Sessions
Wireless Data Privacy Setup @ LogFile
B IPSec @ Version and License Information
@ PPTP and L2TP
@ ssH GO TO RIGHTS MANAGER
(] Tunneling

Figure 2-1. Main Menu on an Integrated Access Manager

Step 3. Click the GOTO RIGHTS MANAGER button to access the Rights Manager Clients page
(see Figure 2-2).
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Addr
MENU =
- Rights Manager (jﬂ
HELP Clients JE—
CLIENTSI CONFIGLIRK‘I‘IONI USERS I GROI.IPSI I.OCK‘I‘IONSI LOGS I‘I'ROUELESHOO‘HNGI RICHTS IHPOKT_

[ UserName | User WAC Address P Address | Expiration |
|00:02:20:15:23:62 [Access Pam =] _Update || 00:0220:15:23:62 [AM11b_pd_dea [ 1921881191 | Motloggedon
|00.02:2d:3e:bre3 [NatanAP: =] _Update |[00:022D:3E:BFE3 [AM11b_pd_dea[ 19218811582 | Motloggedon
|00:02:20:47:04:¢5 [Access Pams =] _Update || 00:02:20:47:04:C5 [AM21a_pd_ded[ 1921682192 | Motloggedon
00:02:20:62.09:6 [NatanAP: =] _Update || 00:02:2062:00:C6 | AM31a_s3pd [1921683192 |  Motloggedon
|00:02:20:62:16:02 [Access Pam =] _Update || 00:0220:62:16:02 [AM21b_pd_ded [ 1921882191 | Motloggedon
00:30:65:1¢:67:5¢ [NatanAP: =] _Update || 00:30:651C:67:5C [AM11b_pd_dea[192.16811.132]  Motlogged on
00:60:1¢ b7t [NatanAP: =] _Update [[00:60:1D: 1B:BAT1 [AM11a_pd_ded[ 1921681192 | Motloggedon
| alex \ Mat an AP [00:20E0:88:21°98 | AM31a_s3p4 [192.168.31.142 [Wed Dec 18 20:18:51 2002
[ arnber \ Mot an AP [00:20:E0:8B:29:C3 |AMZ1b_p4d_dcO | NAT |Wed Dec 18 22.58:01 2002
[ ambrisk \ Mot an AP | 00:40:96:32:81:14 [AM11a_p4_dc0[192.163.11.146 [Wed Dec 18 22:08:10 2002
[ arlene \ Mot an AP | 00:40:96:45:95:D3 [AMZ21b_p4_dc0[192.168 21.147 [Wed Dec 18 19:52:20 2002
[ bruce \ Mot an AP [00:02:20:4CFT:11 [AM11b_p4_dc0[192.168.11.141 [Wed Dec 18 22:23:27 2002
[ david \ Mot an AP [00:20:E0:8A:49:4D |AMZ1b_p4d_dc0 | NAT [ Thu Dec 19 01:43:47 2002
| doreen \ Mot an AP | 00:20:E0:34:29:FD [AMZ1b_p4_dc0[192.168 21.141 | Thu Dec 19 01:42:12 2002
[ douglan \ Mot an AP [00:20:E0:88:23:8F | AM31a_s3pd [192.168 31143 [Wed Dec 18 22:23:43 2002
| jana \ Mot an AP [ 00:02:2D:09:94.FE [AMZ1b_pd_dc0[192.168.21.135 [Wed Dec 15 20:23:33 2002
[ janelle \ Mot an AP [00:02:20:3A.73:CC | AM31a_s3pa | NAT | Thu Dec 19 00:06:56 2002
[ fosset \ Mot an AP |00:02:20:28:22.98 | AM31a_s3p4 [192.168 31.145 [Wed Dec 18 22:17:22 2002
[ img \ Mot an AP | 00:02:20:2CE1:37 [AM11a_p4_dc0[192.168 11.131 | Thu Dec 19 00:32:09 2002
| richard \ Mot an AP [ 00:02:20:42:44:AA [AMZ21b_pd_dc0[192.168 21.137 [Wed Dec 18 22:24:46 2002
[ janen \ Mot an AP | 00:30:65:04:08FA | AM31a_s3pd [192.168 31.134 [Wed Dec 18 22:18:28 2002
[ Klein \ Mot an AP [ 00:60:1D:F0:AF:91 | AM31a_s3pd [192.163 31.150 [Wed Dec 18 20:11:00 2002
[ ruberr \ Mot an AP [00:02:20:2E:75:D1 [AMZ1b_p4_dc0[192.168 21.114 | Thu Dec 19 02:46:39 2002
| MNone  [WetenAP: =] Update || 0DE0ETT:TASF [AM10_pd_de0 [192188.1022 | Motloggedon

Figure 2-2. Rights Manager Clients page

Step 4. Click CONFIGURATION to access the Rights Manager’s Configuration page.
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; Rights Manager : Configuration - Microsoft Internet Explorer

JF\Ie Edit Wiew Favorites Tools  Help

=10/

| address [@] hitps:152,168.10.116:444/cgi-binfauth?auth_action=menu

o
j WGD

MAIN MENLU

Rights Manager

HELP Configuration

inwent

LOG OUT

cuenTs | conmGuration | users | Groues | Locamions | Los | TRouBLESHOOTING| RIGHTS IMPORT

Accounting
B Semvices
Authentication
B Authentication Services
B Authentication Realms
YWeb-based Logon
B Customize Weh Pages by Location
Yireless Data Privacy Logon
B Encryption/Authentication per Location
Monitored Logon
B Enable 802.1x/NT Logons per Where
B 802.1x Logon Settings
Group Retrieval
B External Group Retrieval

MAC Address Users
B Retrieve MAC address users via LDAP

Figure 2-3. Rights Manager Configuration Page

Step 5. Click Encryption/Authentication per Location in the Wireless Data Privacy Logon

section of the Configuration Menu

Control Console

B Network Access
DNSWINS

@ DNS Servers

@ DNS Allow/Redirect Pairs

@ WINS Servers

B WINS Allow/Redirect Pairs
HTTP Proxy

B Automatic Proxy per Group
Logging

[ ] Setup Logging
Security

B Spoofing Detection
@ SSL Certificate

The Encryption/Authentication per Location page appears, as shown in Figure 2-4.

Suppose you want to configure an existing location, named Finance, to support IPSec.
Note that there is currently no encryption configured for that location.

; Rights Manager : Encryption;/Authentication per Location - Microsoft Internet Explorer & Dlﬂ
J File Edit View Favortes Tools Help |
| address [@] hitps: 1192, 168.10,116: 444/cgi-bin location?loc_action=vpn | @

MAIN MENU

Rights Manager

HELP EncryptionfAuthentication per Location

2

invent

‘ =

LOG OUT

CLIENTSI CONFIGURATION I USERS IGROUPSI LCICATIGNSI LOGS ITROUBLESHOO’HNGI RIGHTS IMPORT

VPN Settings per Location

Location Encryption PPTP/LZTP Authentication

Everywhere Else Mo Encryption Not Applicable

Finance Mo Encryption
Headiuarters Mo Encryption

Mot Applicable

Mot Applicable

Click on a location link to go to its Location Editor
Click on an Encryption link to maodify encryption settings per location
Click on PPTR/LZTP Authentication link to modify settings per location

Figure 2-4. VPN Settings per Location table, with default settings

Step 6. Click No Encryption in the Finance row.
The Specify Encryption per Location page appears.
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7} Rights Manager : Specify Encryption per Location - Microsoft Internet Explorer : o =]

JF\Ie Edit  Wiew Favorites Tools  Help |

| address [&] htps: 192,165, 10.116:444/eg-bin/location?loc_name=Finance;loc_artion=encryption =] @

MAIN MENU Rights Manager [ﬁa

HELP Specify Encryption per Locaton | T F :

Wz 2l CLIENTSI CONFIGURATION I USERS Icnouws] Loc.vmoNsI LOGS ITROUELEHO(!'"NGI RIGHTS IMPORT _

Select a Location to Edit

Location |Fmance 'I
Apply Selection

Encryption Options
Location Name: Finance

" Disable Encryption
@ Allow the follawing protocols 4—
L2TP+PSec
FFTF
S5H
& Encryption allowed, but not required
 Require encryption
" Require encryption except for. |Access Point
Confractars
Finance
Guest
Logon
Mo Access
User

Mote: The require encryption setting causes unencrypted, non-negotiation packets to be discarded

Submit Changes Cancel Changes Reset To Defaults

Figure 2-5. Setting IPSec on the Specify Encryption per Location page

Step 7. Select Allow the following protocols and then select IPSec from the list

If encryption is required for all clients connecting to this location, you must select the
Require encryption option. Leaving the setting at Encryption allowed by not required
allows access to unencrypted clients through this location as well.

Step 8. Click the Submit Changes button to save the settings.

To verify the new settings in the VPN Settings per Location page, click the Configuration tab
and then Encryption/Authentication per Location. The new setting should appear in the
VPN Settings per Location page (see Figure 2-6).
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3 Rights Manager : Encryption;/ Authentication per Location - Microsoft Internet Explorer : s | a ﬂ
J File Edit vView Favorites Tools Help ‘
| addvess J@] nitps:/r192.168.10,116:444/cq binflocation?loc _action=vpn x| @

MAIN MEMU

=
Rights Manager [ﬁa
HELP EncryptionfAuthentication per Location P

LoG out cuems] conncummon] USERS Icnoups] Lcmmous] LOGS ITROUBLESHOO‘HNGI RIGHTS IMFGRT_

VPN Settings per Location

Location Encryption  PPTP/L2TP Authentication
Everywhere Else Mo Encryption Mot Applicable
Finance Mot Applicable
Headguarters Mo Encryption Mot Applicable

Click on a location link to go to its Location Editor
Click on an Encryption link to modify encryption settings per location
Click on PPTR/AZTP Authentication link to modify settings per location

4750 P

192.168.10.116

Figure 2-6. VPN Settings per Location table showing IPSec enabled for location Finance

Step 9. Since Finance is an existing location, you should refresh the group’s rights in order to
apply the new settings to active users.

Click CLIENTS at the top of the screen to go to the Rights Manager Clients page.
Once the Clients page appears, click the Refresh every client's rights to refresh the
rights of all users. Note that you may choose to refresh the client’s rights on a per-
user basis by clicking on each individual user’s link in the Clients table.

Enabling IPSec Wireless Data Privacy

Enabling IPSec in the Wireless Data Privacy Setup is a global setting that affects all Access
Controllers in the system. The following procedure is also applicable to an Access Control
Server.

Do the following to enable IPSec:

Step 1. To access the Administrative Interface from the network, set your browser to the IP
address or hostname of the Integrated Access Manager or Access Control Server. If
your system is connected through a downlink port on an Integrated Access Manager,
set your browser to https://42.0.0.1:445.

Step 2. Enter the Administrator username and password in the appropriate fields and click
Login.

Step 3. Once the Main Menu appears, click IPSec in the Wireless Data Privacy Setup section
of the Main Menu.

The IPSec Configuration page appears, as shown in Figure 2-7.
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MAIN MENY Integrated Access Manager 760wl (ﬁﬂ]

HELP IPSec Configuration

inwvent

IPSec Configuration For All Access Managers
Enable IPSec? € Yes & MNo

© Public Key Certificate | CONFIGURE CERTIFICATE I
Select IKE Authentication Method:
& |PSec Shared Secret: | Caonfirm: |
IKE Encryption: ¥ DES V¥ 3-DES [T Blowfish [~ CAST
IKE Integrity: M SHA-1 I~ mDs
IKE Diffie-Hellman: ¥ Group1 W Group2 [ Group s
ESP Encryption: W DES ¥ 3-DES W EBlowfish T~ CAST 7 AES T~ MNone
ESP Integrity: ™ MDS ¥ SHAA ™ Nane

YWarning: Any change will require current clients to restart their IPSec connections.

Submit Changes Cancel Changes Feset To Defaults

Figure 2-7. IPSec Configuration page

Step 4. Select Yes to enable IPSec.

Step 5. To use an IPSec shared secret, enter the secret in the appropriate field and confirm it
in the second field.

You can use a Public Key Certificate as the alternative to using the shared secret.
Click CONFIGURE CERTIFICATE to setup the Public Key Certificate. Make sure that
the client uses the same certificate key and certificate authority when making IPSec
connection to the Access Controller (please see the HP ProCurve 700wl Series
Management and Configuration Guide for details).

Step 6. Make any necessary changes to the various settings for IKE Integrity, Encryption,
ESP Integrity, Encryption, and so on.

Note: If you plan to use PGPnet as the IPSec client software, you must enable
MD?5 for IKE Integrity. If you plan to use SSH Sentinel as the IPSec client
software, you should enable AES for ESP Encryption. Otherwise, the client
connection will fail.

Step 7. Click Submit Changes to save the modification.

The Integrated Access Manager is now ready for the IPSec clients.

PPTP Configuration

This section describes how to configure the HP ProCurve Integrated Access Manager or
Access Control Server as a PPTP server.
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Configuring the Rights Manager for PPTP

Do the following to configure the Rights Manager:

Step 1. To access the Administrative Interface from the network, set your browser to the IP
address or hostname of the Integrated Access Manager or Access Control Server. If
your system is connected through a downlink port on an Integrated Access Manager,
set your browser to https://42.0.0.1:445.

Step 2. Enter the Administrator username and password in the appropriate fields and click
Login.

Note that if you are connected to the client port and have not logged on to the
network, you will see a Logon page on the screen when you first start the web
browser. You may ignore the Logon page if you are configuring the Integrated Access
Manager and then open the given URL to access the Main Menu. If you are
configuring the Access Control Server you can either logon to the network as a
normal user or access the unit from the secured side of the network. You can find the
information on how to create a normal user account in HP ProCurve 700wl Series
Management and Configuration Guide accessible through the HELP menu.

Step 3. Once the Main Menu appears, click the GOTO RIGHTS MANAGER button to access the
Rights Manager Clients page.

Step 4. Click CONFIGURATION to access the Rights Manager’s Configuration page, as shown

in Figure 2-8.
; Rights Manager : Configuration - Microsoft Internet Explorer 3 =10 5[
J File Edit View Favortes Tools Help |
| address [@] hitps:152,168.10.116:444/cgi-binfauth?auth_action=menu | @
MAIN MENU =
AINHER Rights Manager [ﬁﬂl
HELP Configuraton [ TE )
0G ouT CLIENTSI CONFIGURATION I USERS Icnoups] LCICATIGNSI LOGS ITROUBLESHOO‘HNGI RIGHTS IMPORT _
Accounting Control Console
B Services B Hetwork Access
Authentication DNS/WINS
B Authentication Services B DHS Servers
B Authentication Realms B DHS Allow/Redirect Pairs
Web-based Logon @ WIS Servers .
B Customize Web Pages by Location @ WINS AllowRedirect Pairs
Wireless Data Privacy Logon HTTP Proxy
B Lncryption‘futhentication per Location @ Automatic Proxy per Group
Monitored Logon Logging
B Enable 802.1x/NT Logons per Where @ Setup Logging
B 802.1x Logon Settings Security
Group Retrieval B Spoofing Detection
B Lxternal Group Retrieval B 551 Certificate

MAC Address Users
B Retrieve MAC address users via LDAP

Figure 2-8. Rights Manager Configuration page

Step 5. Click Encryption/Authentication per Location in the Wireless Data Privacy Logon
section of the Configuration Menu.

The Encryption/Authentication per Location page appears, as shown in Figure 2-9.
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Suppose you want to configure an existing location, named Finance, to support PPTP
encryption. Note that there is currently no encryption configured for that location.

/3 Rights Manager : Encryption/Authentication per Location - Microsoft Internet Explorer

ol x|
JF\Ie Edit  View Favorites Tools  Help

J»Qddl’ass I@ https: /192,168, 10.116:444fcgi-bin/location?loc_action=vpn

|
j fﬁGn

B
MAINHENY Rights Manager [ﬁﬂ
HELP EncryptionfAuthentication per Location Cheent
LOG OUT

cuenTs | conmGuration | users | Groues | Locamions | Los | TRouBLESHOOTING| RIGHTS IMPORT
VPN Settings per Location

Location Encryption PPTP/LZTP Authentication
Everywhere Else Mo Encryption Mot Applicable
Finance Mo Encryption Mot Applicable
Headguarters Mo Encryption Mot Applicable

Click on & location link to go to its Location Editor
Click on an Encryption link to modify encryption settings per location
Click on PPTR/LZTP Authentication link to modify settings per location

Figure 2-9. Encryption/Authentication per Location page, default settings

Step 6. Click No Encryption in the Finance row.

The Specify Encryption per Location page appears.

HELP

Rights Manager [ﬁa

E
MAIN MENU
Specify Encryption per Location ‘

invent

CLIENTSI CONFIGURATION I USERS IGROUPSI LCICATIGNSI LOGS ITROUBLESHOO‘HNGI RIGHTS IMPORT
Select a Location to Edit

Location IFWEHEE 'I
Apphy Selection

Encryption Options

Location Mame: Finance

" Disable Encryptinn
& Allow the following protocals

@ Encryption allowed, but not required
" Require encryption

" Require encryption except for. |Access Point
Contractars
Finance
Guest
Logon

Mo Access
User

Mote: The require encryption setting causes unencrypted, non-negotiation packets to be discarded

Submit Changes Cancel Changes Reset To Defaults

Figure 2-10. Setting PPTP on the Specify Encryption per Location page
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Step 7. Select Allow the following protocols and then select PPTP from the list.

If encryption is required for all clients connecting to this location, select the Require

encryption option. With this selection, the user must connect to the system using
PPTP encryption, or the connecting attempt will fail. Leaving the setting at

Encryption allowed by not required allows access to unencrypted clients through this

location as well.

Step 8. Click Submit Changes to save the settings.

The new settings update the VPN Settings per Location table, as shown in
Figure 2-11.

HMAIN MEN) Rights Manager [ﬁﬂ ‘

LOG

VPN Settings per Location

HELP Encryption/Authentication per Location

out cuenTs | conmGuration | usrs | Groues | Locamions | Loes | TRousLEsHooTING | RIGHTSIMPORT_

Location Encryption PPTP/LZTP Authentication

Everywhere Else Mo Encryption Mot Applicable

Finance PPTP Allowed Realm Default Realtn with MS-CHAP +2 and PPTP/L2TP Encryption Stateless

Headguarters Mo Encryption Mot Applicable

Click on & location link to go to its Location Editor
Click on an Encryption link to modify encryption settings per location
Click on PPTR/LZTP Authentication link to modify settings per location

192.168.10.116

Figure 2-11. VPN Settings per Location table showing PPTP enabled

Step 9. Click Realm Default Realm with MS-CHAP v2 and PPTP/L2TP Encryption Stateless in

the Finance row under the PPTP/L2TP column. This step is required in order to
include an authentication realm in the encryption options.

The Specify PPTP/L2TP per Location page appears, as shown in Figure 2-12.
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MAIN MENU Rights Manager [ﬁF] ‘

HELP Specify PPTP/L2TP perLocation | U7 °= !

LoG out CLIENTSl CONFIGURATION | USERS |cncups | Loc.lmoNs' LOGS |TROUBLESH00‘I1NG RIGHTS IMPORT _

Select a Location to Edit

Location: [Finance =]
Apphy Selection

PPTP/LZTP Options

Location: Finance

@ PPTR/LZTP Authentication realm: | Default Fealm ‘I
© Shared secret: Confirrn Secret I

Minimum session key length: | 128 hits =

PPTR/L2TP Encryption @ Stateless € Stateful

& MS-CHAP 2
€ MS-CHAP or MS-CHAP v2

[ Allow LZTP o use PAP authentication using the selected realm

Submit Changes Cancel Changes Reset To Defaults

192.168.10 118

15:42:00 P b

Figure 2-12. PPTP/L2TP Options for PPTP

Step 10.Select a realm to use for authentication or PPTP clients, or leave this set to the Default
Realm,

Step 11.Click Submit Changes to save the settings.
The new settings update the PPTP/L2TP Authentication column of the VPN Settings
per Location table.

Step 12.Since Finance is an existing location, you should refresh the group’s rights in order to
apply the new settings to active users.
a. Click CLIENTS at the top of the screen to go to the Rights Manager clients page.

b. Once, the client page appears, click Refresh every client’s rights to refresh the
rights of all users. You may choose to refresh the client’s rights on a per-user basis
by clicking on each individual user’s link in the Clients table.

Enabling PPTP Wireless Data Privacy

Enabling IPSec in the Wireless Data Privacy Setup is a global setting that affects all Access
Controllers in the system. The following procedure is also applicable to an Access Control

Server.
Do the following to enable PPTP:

Step 1. To access the Administrative Interface from the network, set your browser to the IP
address or hostname of the Integrated Access Manager or Access Control Server. If
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your system is connected through a downlink port on an Integrated Access Manager,
set your browser to https://42.0.0.1:445.

Step 2. You will be prompted for the Administrator username and password. Type the
username and password in the appropriate text boxes and then click the Login
button.

Step 3. Click PPTP and L2TP in the Wireless Data Privacy Setup section of the Main Menu.
The PPTP and L2TP Configuration page appears.

HAIN MENY Integrated Access Manager 760wl [ﬁﬂ]
HELP PPTP and L2TP Configuration Y

PPTP and L2TP Configuration For All Access Managers
& Yes
 No

-
Enable L2TP?  '°°
& Mo

Enable FPTP?

Submit Changes I Cancel Changes Feset To Defaults

Figure 2-13. Enabling PPTP on the PPTP and L2TP Configuration page

Step 4. Select Yes to enable PPTP.

Step 5. Click the Submit Changes button to save the settings.

The Integrated Access Manager is now ready for the PPTP clients.

L2TP/IPSec Configuration

This section describes how to configure the Integrated Access Manager or Access Control
Server as the L2TP/IPSec server.

Configuring the Rights Manager for L2TP/IPSec

Do the following to configure the Rights Manager:

Step 1. To access the Administrative Interface from the network, set your browser to the IP
address or hostname of the Integrated Access Manager or Access Control Server. If
your system is connected through a downlink port on an Integrated Access Manager,
set your browser to https://42.0.0.1:445.

Step 2. Type the Administrator username and password in the appropriate fields and click
Login.

If you are connected to a client port and have not logged on to the network, you will
see a Logon page on the screen when you first start the web browser. You may ignore
the Logon page if you are configuring the Integrated Access Manager and then open
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the given URL to access the Main Menu. If you are configuring the Access Control
Server you can either logon to the network as a normal user or access the unit from
the secured side of the network. You can find the information on how to create a
normal user account in the HP ProCurve 700wl Series Management and Configuration
Guide accessible through the HELP menu.

Step 3. Once the Main Menu appears, click the GOTO RIGHTS MANAGER button to access the
Rights Manager Clients page.

Step 4. Click CONFIGURATION to access the Rights Manager’s Configuration page, then click

Encryption/Authentication per Location in the Wireless Data Privacy Logon section of
the Configuration Menu.

The Encryption/Authentication per Location page appears, as shown in Figure 2-14.

; Rights Manager : Encryption;Authentication per Location - Microsoft Internet Explorer s | a ﬂ
J File Edit Wiew Favorites Tools Help ‘
| address [@] https:/192.168.10,118:444jcgi-binflocationHoc _sction=vpn | P

MAIN MENU

=
Rights Manager [ﬁa
HELP Encryption/Authentication per Location P

LoG out CLIENTSI cc:NFlGummon] USERS I cRoupsI Loc.mous] LOGS ITROUBLESHOO‘HNGI RIGHTS IMFGRT_

VPN Settings per Location

Location Encryption  PPTP/LZTP Authentication
Everywhere Else Mo Encryption Mot Applicable
Finance Mo Encryption Mot Applicable
Headguarters Mo Encryption Mot Applicable

Click on  location link to go to its Location Editor
Click on an Encryption link to modify encryption settings per location
Click on PPTP/LZTP Authentication link to modify settings per location

Figure 2-14. Encryption/Authentication per Location page, default settings

Suppose you want to configure an existing location, named Finance, to support
L2TP/1PSec encryption. Note that there is currently no encryption configured for
that location.

Step 5. Click No Encryption in the Finance row.

The Specify Encryption per Location page appears, as shown in Figure 2-15.
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MAIN MENU Rights Manager [ﬁF]

E
HELP Specify Encryption per Location ‘

invent

LoG out CLIENTSI CONFIGURATION I USERS Icnoups] LCICATIGNSI LOGS ITROUBLESHOO‘HNGI RIGHTS IMPORT

Select a Location to Edit

Location IFWEHEE 'I
Apphy Selection

Encryption Options

Location Mame: Finance

" Disable Encryptinn
& Allow the following protocols: |IPSec

PFTF

S5H
@ Encryption allowed, but not required
© Require encryption
" Require encryption except for. |Access Point
Contractars
Finance
Guest
Logon
Mo Access
User

Mote: The require encryption setting causes unencrypted, non-negotiation packets to be discarded

Submit Changes Cancel Changes Reset To Defaults

Figure 2-15. Setting L2TP with IPSec on the Specify Encryption per Location Page

Step 6. Select Allow the following protocols and then select L2TP+IPSec from the list

If encryption is required for all clients connecting to this location, you must select the
Require encryption option. With this selection, the user must connect to the system
using L2TP/IPSec encryption. Otherwise, the connecting attempt will fail.

Step 7. Click the Submit Changes button to save the settings.
The new settings will update the VPN Settings per Location table (Figure 2-16).

HMAIN MEN) Rights Manager [ﬁﬂ

HELP Encryption/Authentication per Location

‘ H

invent

LoG ouT cuenTs | conmGuration | users | Groues | Locamions | Los | TRouBLESHOOTING| RIGHTS IMPORT

VPN Settings per Location

Location Encryption PPTP/LZTP Authentication

Everywhere Else Mo Encryption Mot Applicable

Finance ( IPSec and L2TP Allowed Realr Default Realrn with MS-CHAP +2 and PPTR/LZTP Encryption Stateless,

Headguarters Mo Encryption Mot Applicable

Click on & location link to go to its Location Editor
Click on an Encryption link to modify encryption settings per location
Click on PPTR/LZTP Authentication link to modify settings per location

Figure 2-16. VPN Settings per Location table showing L2TP and IPSec enabled
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Step 8. Click Realm Default Realm with MS-CHAP v2 and PPTP/L2TP Encryption Stateless in
the Finance row under the PPTP/L2TP column. This step is required in order to
include an authentication realm in the encryption options.

The Specify PPTP/L2TP per Location page appears, as shown in Figure 2-17.

MAIN MENU Rights Manager [ﬁF] ‘

HELP Specify PPTP/L2TP perLocation | U7 °= !

LoG out CLIENTSl CONFIGURATION | USERS |cncups | Loc.lmoNs' LOGS |TROUBLESH00‘I1NG RIGHTS IMPORT _

Select a Location to Edit

Location: [Finance =]
Apphy Selection

PPTP/LZTP Options

Location: Finance

@ PPTR/LZTP Authentication realm: | Default Fealm ‘I
© Shared secret: Confirrn Secret I

Minimum session key length: | 128 hits =

PPTR/L2TP Encryption @ Stateless € Stateful

& MS-CHAP 2
€ MS-CHAP or MS-CHAP v2

(l-AIInw LZTP to use PAP authentication using the selected realm )

Submit Changes Cancel Changes Reset To Defaults

Figure 2-17. PPTP/L2TP Options for L2TP

Step 9. (Optional) If an external LDAP server is used to authenticate the user, selecting the
Allow L2TP to use PAP authentication option enables the Rights Manager to obtain
group information for the client from the LDAP server. This option allows the Rights
Manager to assign the appropriate group rights to the user once authenticated.
Group information from the LDAP server cannot be obtained through MS-CHAP v2
or MS-CHAP.

Once this option is selected, the user must also customize their L2TP/1PSec
connection properties on the Windows client to use PAP as well. Please see details on
the client-side configuration in Step 12 and 13 of “Windows XP Clients” and in
Step 11 and 12 of “Windows 2000 Clients”.

Step 10. Click Submit Changes to save the settings
The new settings update the PPTP/L2TP Authentication column of the VPN Settings
per Location table.

Step 11.Since Finance is an existing location, you should refresh the group’s rights in order to
apply the new settings to active users.

a. Click CLIENTS at the top of the screen to go to the Rights Manager clients page.
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b. Once, the client page appears, click Refresh every client’s rights to refresh the
rights of all users. You may choose to refresh the client’s rights on a per-user basis
by clicking on each individual user’s link in the Clients table.

Enabling L2TP/IPSec Wireless Data Privacy

Enabling L2TP/IPSec in the Wireless Data Privacy settings must be done per Access
Controller. The following procedures are also applicable to the Integrated Access Manager.

Since this security protocol is L2TP over IPSec, you are required to enable not only L2TP but
also IPSec.

Do the following to enable L2TP/IPSec:

Step 1. To access the Administrative Interface from the network, set your browser to the IP
address or hostname of the Integrated Access Manager or Access Control Server. If
your system is connected through a downlink port on an Integrated Access Manager,
set your browser to https://42.0.0.1:445.

Step 2. You will be prompted for the Administrator username and password. Type the
username and password in the appropriate text boxes and then click the Login
button.

Step 3. Click PPTP and L2TP in the Wireless Data Privacy Setup section of the Main Menu.
The PPTP and L2TP Configuration page appears.

HAIN MENY Integrated Access Manager 760wl [ﬁﬂ]
HELP PPTP and L2TP Configuration Y

PPTP and L2TP Configuration For All Access Managers

 Yes
& No

Enable FPTP?

I
Enable L2TP? Ves

Submit Changes I Cancel Changes Feset To Defaults

Figure 2-18. Enabling L2TP on the PPTP and L2TP Configuration page

Step 4. Select Yes to enable L2TP.
Step 5. Click Submit Changes to save the modification.

Step 6. Follow the instructions in “IPSec Configuration” on page 2-1 and “Enabling IPSec
Wireless Data Privacy” on page 2-6 to enable IPSec.

The Integrated Access Manager is now ready for the L2TP/IPSec clients.
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SSH Configuration

This section describes how to configure the Integrated Access Manager or Access Control
Server as the SSH server.

Configuring the Rights Manager for SSH

To configure the Rights Manager to allow SSH, do the following:

Step 1. To access the Administrative Interface from the network, set your browser to the IP
address or hostname of the Integrated Access Manager or Access Control Server. If
your system is connected through a downlink port on an Integrated Access Manager,
set your browser to https://42.0.0.1:445.

Step 2. Type the administrator username and password in the appropriate fields and then
click the Login button.

If you are connected to a client port and have not logged on to the network, you will
see a Logon page on the screen when you first start the web browser. You may ignore
the Logon page if you are configuring the Integrated Access Manager and then open
the given URL to access the Main Menu. If you are configuring the Access Control
Server you can either logon to the network as a normal user or access the unit from
the secured side of the network. You can find the information on how to create a
normal user account in the HP ProCurve 700wl Series Management and Configuration
Guide accessible through the HELP menu.

Step 3. From the Main Menu click GOTO RIGHTS MANAGER to access the Rights Manager
Clients page, then click CONFIGURATION.

Step 4. Click Encryption/Authentication per Location in the Wireless Data Privacy Logon
section of the Configuration Menu.

The Encryption/Authentication per Location page appears, as shown in Figure 2-19.

2} rights Manager : Encryption/Authentication per Location - Microsoft Internet Explorer 5 =10ix
J File Edit Wiew Favorites Tools Help ‘
JAddress I@ https: {192,165, 10.116:444/ cai-binflocationoc_action=vpn j o

MAN MENU Rights Manager [ﬁa ‘

HELP Encryption/Authentication per Location

T CLIENTSI CONFIGURATION I USERS I GRUUPSI LOCAT'\ONSI LOGS ITRCIUBLEHCICITINGI RIGHTS IMPORT _

VPN Settings per Location

Location Encryption PPTP/LZTP Authentication
Everywhere Elze o Encryption Mot Applicable
Finance Mo Encryption Mot Applicable
Headguarters Mo Encryption Mot Applicable

Click on a location link to go to its Location Editor
Click on an Encryption link to modify encryption settings per location
Click on PPTR/LZTP Authentication link to modify settings per location

182, 168.10.116

Figure 2-19. Encryption/Authentication per Location page, default settings
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Suppose you want to configure the default location, Everywhere Else, to support SSH.
Note that the IPSec protocol assigned by default to the Everywhere Else location.

Step 5. Click IPSec Allowed in the Everywhere Else row.
The Specify Encryption per Location page appears, as shown in Figure 2-20.

MAIN MENU Rights Manager [ﬁF] ‘

HELP Specify Encryption per Location | TR !

LoG out CLIENTSl CONFIGURATION | USERS |cncups | Loc.lmoNs' LOGS |TROUBLESH00‘I1NG RIGHTS IMPORT _

Select a Location to Edit

Location IEverywhere Else 'I
Apphy Selection

Encryption Options
Location Name: Everywhere Else

" Disable Encryptinn

@ Allow the fallowing protocols 4—
LETP+IFSec
PETP

@ Encryption allowed, but not required
" Require encryption

" Require encryption except for. |Access Point
Contractars

Finance
Guest
Logon

Mo Access
User

Mote: The require encryption setting causes unencrypted, non-negotiation packets to be discarded

Submit Changes Cancel Changes Reset To Defaults

Figure 2-20. Setting IPSec and SSH on the Specify Encryption per Location page

Step 6. Make sure that the Allow the following protocols option is selected.

Step 7. Select both SSH and IPSec from the protocol list. To select multiple entries in the
panel, press and hold the CTRL key and then click the desired protocols one at a time.
This preserves the default setting (IPSec) and adds SSH to it.

If encryption is required for all clients connecting to this location, select the Require
encryption option. With this selection, the user must connect to the system using the
specified protocols. Otherwise, the connecting attempt will fail.

Step 8. Click Submit Changes to save the settings.
The new settings will update the VPN Settings per Location table (see below).
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; Rights Manager : Encryption;/Authentication per Location - Microsoft Internet Explorer & Dlﬂ
J File Edit View Favortes Tools Help |

| address [@] hitps: 1192, 168.10,116: 444/cgi-bin location?loc_action=vpn | @

MAIN MENU

Rights Manager [ﬁa
HELP EncryptionfAuthentication per Location

LoG out CLIENTSI CONFIGURATION I USERS Icnoups] LCICATIGNSI LOGS ITROUBLESHOO‘HNGI RIGHTS IMPORT _

VPN Settings per Location

Location Encryption PPTP/L2TP Authentication
Everywhere Else |PSec and S5H Allowed Mot Applicable
Finance Mo Encryption Mot Applicable
Headguarters Mo Encryption Mot Applicable

Click on a location link to go to its Location Editor
Click on an Encryption link to maodify encryption settings per location
Click on PPTR/LZTP Authentication link to modify settings per location

192.168.10 118

Figure 2-21. VPN Settings per Location Table showing SSH and IPSec enabled

Step 9. Since Everywhere Else is an existing location, you should refresh the group’s rights in
order to apply the new settings to active users.
a. Click CLIENTS at the top of the screen to go to the Rights Manager clients page.

Once the client page appears, click Refresh every client’s rights to refresh the
rights of all users. You may choose to refresh the client’s rights on a per-user basis
by clicking on each individual user’s link in the Clients table.

Enabling SSH Wireless Data Privacy

Enabling SSH in the Wireless Data Privacy Setup is a global setting that affects all Access

Controllers in the system. The following procedure is applicable to both an Integrated Access
Manager and an Access Control Server.

To enable SSH, do the following:

Step 1. Start your web browser and open the URL, https://42.0.0.1:445, to access the
Main Menu of the Integrated Access Manager. Use the appropriate IP address instead

of 42.0.0.1 if you are accessing the unit via its Uplink port or you are configuring
the Access Control Server.

Step 2. Enter the administrator username and password in the appropriate fields and then
click the Login button.

Step 3. Click SSH in the Wireless Data Privacy Setup section of the Main Menu.
The SSH Configuration page appears.
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MAIN MENU Integrated Access Manager 760wl ()
HELP SSH Configuration [ﬂ]

inwvent

SSH Configuration For All Access Managers

& Yes
 No

Submit Changes I Cancel Changes Feset To Defaults

Enable SSH?

Figure 2-22. Enabling SSH

Step 4. Select Yes to enable SSH.

Step 5. Click the Submit Changes button to save the modification.

The Integrated Access Manager is now ready for SSH clients.
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This chapter provides an overview of client configurations. It consists of the following

sections:
IPSec Client Configuration ........... ... ... . i, 3-1
PPTP Client Configuration ............ ... .. ., 3-25
L2TP/IPSec Client Configuration ............. .. .. .. ..., 3-52
SSH Client Configuration ........... ... ... . . i 3-72

IPSec Client Configuration

This section describes how to configure computers running Microsoft Windows as IPSec
clients.

SafeNet SoftRemote for Windows

The following procedures configures SafeNet SoftRemote for use as an IPSec client.

Note:€ This procedure assumes you have already installed the SoftRemote software on
your system. SoftRemote should start automatically after the software installation
and system reboot.

The following procedure is based on a Windows XP client. You may follow the same
procedure for configuring the software on different Windows platforms.

Step 1. Start the SoftRemote software Security Policy Editor:

=« Double-click the SoftRemote icon in the desktop taskbar’s notification area (lower-
right corner) to open the Security Policy Editor window

or

< From the Start menu select Programs, then SoftRemote, then click Security Policy
Editor.

The Security Policy Editor — SafeNet SoftRemote window appears (Figure 3-1).
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Sﬂ Security Policy Editor - SafeNet SoftRemote
File Edit Options Help

&%= +[4] S|
Metwork. Securty Policy

1 My Connections
+ @8 Other Connections

Figure 3-1. Security Policy Editor — SafeNet Remote Window

Step 2. Click Options to display the Options menu.

Select Secure and then select All Connections. This will force all network connections
through the secure tunnel.

The Connection Security Panel appears (Figure 3-2).
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File Edit Options Help
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Netwaork Security Policy
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Connection Security
(¢ Secure

- ]

S|

¥ Connect using | Secure Gateway Tunnel

ID Type|IP Address

=

[42.0.0.1

Click here to find out about program add-ons.

K

Figure 3-2. Security Policy Editor — SafeNet Remote Window, Connection Security Panel

Step 3. Click to select the Connect using checkbox and make sure that Secure Gateway Tunnel
is selected. Also make sure that ID Type is set to IP Address. Next, enter 42.0.0.1 in
the text box below the ID Type menu.

Step 4. Expand All Connections in the Network Security Policy panel and select My Identity.
The displays the My Identity panel (Figure 3-3).
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51 Security Policy Editor - SafeNet SoftRemote
File Edit Options Help

&g c[x|d| 2[4 \S|
MNebwaork Security Policy
=By Al Connections My dentity
My Identity . Pre-Shared Key
i & Securty Policy Select Certificate
|Nme ll
ID Type Poit
||F‘ Addiess ﬂ | J |
IAny
Virtual Adapter | Disabled ~|

Internet Interface
Name [Any EI

IP Addr [Any

Figure 3-3. Security Policy Editor — SafeNet Remote Window, My Identity Panel

Make sure that Select Certificate is set to None.

Step 5. Click the Pre-Shared Key button. The Pre-Shared Key window appears (Figure 3-4).

Enter Pre-Shared Key [at least 8 characters)

Thig key is used duning Authentication Phasa if the
Authentication Method Proposal is "Pre-Shared key”,

oK | Cancel

Figure 3-4. Pre-Shared Key Dialog

Step 6. Click the Enter Key button and then enter the shared key in the text box. The key
must be at least 8 characters long and it must be the same key as you entered when
you configured IPSec in the 700wl Series system.

Click OK.
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Step 7. Expand Security Policy in the Network Security Policy panel. Also expand all items
below Security Policy, including: Authentication (Phase 1) and Key Exchange
(Phase 2) (see Figure 3-5).

Si Security Policy Editor - SafeNet SoftRemote Qu = :El
File Edit Options Help

2l [x[@] #[4] S
Network Security Paolicy
-1 48 All Connections

= 5 g::j;:lglw Authentication Method and Algonthms
- =5 Authentication (Phase 1) Authentication Method

Pre-Shared Key LI

= f..g F.ey Exchange [Phase 2)
D Proposal 1 Encryption and Data Integrity Algornthms

Encrypt Alg m
Hash Alg SHA -

Seconds
SA Life |Unspeciied j [

Key Group |Difie-HeIIman Group 1 j

Figure 3-5. Security Policy Editor — SafeNet Remote Window, Authentication Method Panel

Step 8. Setup the authentication method.

Select Proposal 1 below Authentication (Phase 1). Make sure that the Authentication
Method is set to Pre-Shared Key.

Note the default settings of SafeNet SoftRemote work with the default settings of the
700wl Series system. If a different authentication algorithm is used, make sure that
the settings match those configured on the 700wl Series unit.

Step 9. Setup the key exchange protocol.

Select Proposal 1 below Key Exchange (Phase 2). You may keep the default settings
(see Figure 3-6) because they work with the default settings on the 700wl Series unit.
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3-6

S‘] Security Policy Editor - SafeNet SoftRemote
File Edit Options Help

GIC-JRREST" 1 AXY \S|
Metwark, Security Policy
= gy Al Connections IPSec Protocols
G My dentity Seconds  KBytes
-1 83 Secuity Policy SA Life [Unspecified | | |
- Authentication [Phase 1) :
D Proposal 1 Compression |N°"'3 ﬂ
- ﬁﬁ”lpha“a ¥ Encapsulation Protocol (ESP)
Enciypt &g |DES A
Hash &lg SHa- -

Encapsulation [T, nnel =

| Authentication Protocol [&H)

shat <]
[Twnel <]

Figure 3-6. Security Policy Editor — SafeNet Remote Window, IPSec Protocols Panel

If a different encapsulation protocol is used, you must modify the settings on the
700wl Series unit accordingly.

Step 10.Pull down the File menu and then select Save Changes. Next, pull down the File
menu again, and click Exit.

At this point, your system should be able to establish the secured connection with the server.

You should see the icon as shown below in the notification area on the lower right corner of
the desktop.

——
- i
-

%8 5 11:12am

Figure 3-7. Connection Icon

If the connection failed, you will not see the yellow key in the icon. In this case, the
easiest approach to resolving the problem is by rebooting your system. You must also
make sure that the settings on the HP ProCurve Integrated Access Manager or Access
Control Server for IPSec match those on your client system.
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SSH Sentinel for Windows

This configuration procedure is based on SSH Sentinel version 1.3.2 (build 2) installed on
Windows XP Professional. You may follow the same procedures for configuring the software
on different Windows platforms.

Note: This procedure assumes you have already installed the SSH Sentinel software on
your system.

To configure the SSH Sentinel IPSec client, do the following:
Step 1. Start SSH Sentinel Policy Editor:

< From the Start menu select All Programs, then SSH Sentinel, then SSH Sentinel
Policy Editor

or

< Right click the Sentinel icon in the notification area (lower-right corner of the
desktop) and then select Run Policy Editor....

Step 2. The SSH Sentinel Policy Editor window appears. Click the Key Management tab and
then select My Keys (Figure 3-8).

* 2 55H Sentinel Policy Editor : 21 x|

Security Policy  Fer Management |

[ |zl Trusted Policy Senvers
=-[&4 Trusted Certificates
[ A Certification Autharities
[ L& Femote Hosts

-] Directon Services

=97 host kep

- ] maethinkpad certificate

i Add.

Add %J Hemove Fioperhes. =

[~ Pescrption
The kevs that are uzed for authenticating the lbocal host.

| oK I Cancel Al

Figure 3-8. SSH Sentinel Policy Editor Window, Key Management Tab

%
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Step 3. Click the Add button to start the New Authentication Key wizard (Figure 3-9).

New Authentication Key x|

This wizard gquides you through the ganaration of a new
authentication kep

What kind of an sutherticstion key wauld you ke to
create?

" Craste an authertication key par and a cadificate
r Enrol fap &eentiicate
* Create a pre-chared ey

cHard IWI Cancel I

Figure 3-9. New Authentication Key Wizard

Step 4. Select the Create a pre-shared key option and then click Next>.

Step 5. The Create Pre-Shared Key window appears (Figure 3-10).

Preshared Key Information

Create Pre-S5hared Key
Type in the shared secral,

Give the pre-shated key a neme that @ lor vout refererce only. Type the shated seciat
hence to avold typos. Use the fingarprint to venly the seciet with the ather party involved
i the communication without revealing the actual secret

~ Preshared key .
Name: IM:.I prechated key
Shared seciet; I-u-ooo----

Canfitm shared secral; IIII sEnsEss
Fingerpont (SHAT}  Bd9963ac

<Back [ Fmsh | Cancel |

Figure 3-10. Create Pre-Shared Key window
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Step 6. Type the Pre-shared key name, the Shared secret, and Confirm the shared secret in
the appropriate fields. Click Finish.

The new entry appears in the My Keys list.

Step 7. Click the Security Policy tab to create a new policy (Figure 3-11).

®2 55H Sentinel Policy Editor i d B

Security Policy | ey Management |

Policy | =] (WP

Ao §ls

(&1 Pre-PSec Filter
& [#f) VPN Connections
&-[#] Secured Connections
¥ Secured Metworks
(G2 Default Responise
¥ -[=] Post|PSec Filker

[ Ao &l teatfic

MEILLEM R STINE

{1 lal o]

Add Hemove Froperties. I Disgnostics.

i Descriphon =
| 55H Sentinel(tm] Yerzion 1.3.2 [build 2]
| Windows %P Version 5.1 [Build 2600 ]

I oK | Cancel Anply |

7

Figure 3-11. SSH Sentinel Policy Editor Window, Security Policy Tab

Step 8. Select VPN Connections and then click Add.

Step 9. The Add VPN Connection window appears (Figure 3-12).

24
0”% Gateway name: {42001 |IF]

Remate network: }any wi.
Authentication key: |5~ My preshared key |

[ Use legacy proposal

Disgostics... | Propeties.. [[ 0k | Cancel |

Figure 3-12. Add VPN Connection Dialog
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Step 10. Do the following:
e Enter42.0.0.1 in the Gateway name field.
= Specify the Remote network (default is any — 0.0.0.0/0.0.0.0) that this computer will
access through the VPN connection.
= Pull down the Authentication key menu and then select the pre-shared key entry
created in Step 6.

Step 11.(Optional) Click the Diagnostics button to test the connection.

Step 12.Click OK to finish the settings.

Step 13. Do the following to establish the VPN connection:
= Right click the Sentinel icon in the notification area to display the SSH Sentinel

menu.
< Move the pointer to the Select VPN submenu and then select 42.0.0.1 (any), which
is the VPN connection created in the previous section.

- ¥iew Statistics
B0 run pelicy Edeor
Auditing k
User Kay Agent »
Select Active Policy L4
=_:: Sttt Bolice Matattr
= Stop Pollcy Manager
=
i Help...
t.:f Online Support 4
| Hide Tray

Figure 3-13. Select VPN Submenu
The computer will open the VPN connection to the 700wl Series unit (42.0.0.1).

Step 14. Verify the VPN Connection:
Double click the Sentinel icon in the notification area to view the statistics of the VPN
connection.

Notice that the 42.0.0.1 entry appears in the Security Associations panel along with
the detailed information of the encryption protocol (Figure 3-14).
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SSH Sentinel Statistics ] x|

Secuiy Associations | IPSec Stafistios |

R emote
[F142001

- Security association details
ESP. tunnel mode, rindael-cbc [ 128 bits |, _
hmac-md5-36 fife: 409425 kBytes Teminate

Figure 3-14. SSH Sentinel Statistics Window

PGPnet for Windows

This section describes the procedure for configuring the PGPnet IPSec client software.

Note: This procedure assumes you have already installed the PgP software on your
system. PGPnet should start automatically after the software installation and system
reboot.

The following procedure is based on a Windows 2000 client. You may follow the same
procedures for configuring the software on different Windows platforms.

Step 1. Start the PGPnet software:
< From the Start menu select Programs, then Pgp, then click PGPnet.
or

< Rightclick the PgP icon in the notification area (lower-right corner of the desktop)
and then select Run Policy Editor....

The PGPnet window appears (Figure 3-15).

HP ProCurve Secure Access 700wl Series Wireless Data Privacy Configuration Guide 3-11



Client Configuration

JRI=TE]
File ‘Wiew Help
| ;
5w | @ | Bion | rgan )
Dreztination | Pratocol | E ncmption | Authenticationl Expires | Sent / Heowvd |
Froperties Save... Bemoyve
|status: on |D active S4s v

Figure 3-15. PGPnet Window

Step 2. Select the VPN tab and then click the Add button. The Host/Gateway window
appears.

Step 3. Setup the VPN gateway by entering the desired name and IP address in the
appropriate text boxes. Pull-down the menu below IP Address and then select VPN
Gateway. Next, select Require manual connection from the Connection Options.

If the button in the Shared Secret section shows Set Shared Passphrase, you must
click the button to setup the Pre-shared key. On the other hand, if the button shows
Clear Shared Passphrase but you are not sure that the passphrase is setup correctly,
you may click the button to clear the previous setting and then setup a new one.

When you are done, click OK.
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2|

Mame: IM}I\:"F’N

IP &ddress: | 42 . 0

.0

OMS Lookup... |

I\r"F’N 3 ateway 'I

— Connection Options

™ Connect automatically

[ Aggressive Mode

* ‘Fequire manual connectiors

|Jsemame: I

 Acquire vitual identity
I" | Erclusive gatevsay

Authentication Type : I Mormal faa I

— Shared Secret

Set Shared Pazzphraze...

— Remaote Authentication

% Ay valid key " PGP Key 3 B09 Certificate
| 5
Usge Wizard... | ak. I Cancel |
Figure 3-16. Host/Gateway Window

Client Configuration

A new entry appears in the PGPnet panel, with the name you entered (“MyVPN” in

this example).

The following steps show how to create a secured connection to the internal network
with the address 192.168.2.0/24 using the VPN gateway created in Step 3.

Step 4. Highlight the entry you created in the previous step and then click Add.
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il x|
File Wiew Help
 PGPN
o Status WPN | I=|:|g | ET O
Mame | Address | Authentication | 54 |

42001

Properties Remove Add... Connect

|status: on |EI active Sas

Figure 3-17. PGPnet Window, VPN Panel

You will be prompted with the following window. Click Yes.

pepnet X
@ Do wou wank to create this new host entry behind gateway
My 7
Yes Mo

Figure 3-18. PGPnet Create Host Entry Confirmation

The Host/Gateway window appears.

Step 5. Enter the desired name and IP address in the appropriate text boxes. Pull down the
menu below IP Address and then select Subnet. The Host/Gateway window will be

reduced to that shown below. Make sure that the Subnet Mask value is 255.255.255.0
(/724). Click OK.
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t arme: I‘l 92.168.2 network,

IPAddress: (192 163 . 2 . 0

Subnet j
Subnet Mazk: |255 J2RR2RR 0

Uze Wizard... | Ok I Cancel

Figure 3-19. Host/Gateway Window, Reduced

Note that based on the above settings, all traffic going to this subnet will be
encrypted.

A new entry appears below the MyVPN entry (you must expand the MyVPN entry to
see it) as shown below.

25 PGPnet

File Wwiew Help

P Status EPN ||_-09 |

Marne | Address | Authentication | SA |
= & R 420,01
R 192.168.2 network 192168.20 /24

Froperties Eemowve | Add.. I Lannect

|status: on |D active Sas 4

Figure 3-20. PGPnet Window, VPN Panel

Repeat Steps 4 and 5 to create additional subnet/host entries to which your system will
encrypt the traffic and send it through the VPN gateway.

Note: If you plan to encrypt all IP traffic through the VPN gateway, you must create the
following subnet entries:

0.0.0.1 /1 (covers 0.0.0.1 — 127.255.255.255)
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128.0.0.0 /1 (covers 128.0.0.0 — 255.255.255.255)

Step 6. The last configuration step is to change the order of how the PGPnet client attempts
to connect to the VPN gateway.

Pull down the View menu and then select Options. The PGP Options window
appears. Next, click the VPN Advanced tab. In the Proposals section, highlight the
Shared Key MD5 TripleDES 1024 in the IKE panel. Click Move Up repeatedly
until the entry is at the top of the panel. Furthermore, highlight the None MDS5,
TripleDES None entry in the IPSec panel and then move the entry up to the top of
the panel. The final settings are shown in the picture below.

General I Files I Hotkeys I Servers | Ch | Advanced |
WPN | PN duthentication WP Advanced
—Allawed Remate Propozals
Ciphers: ¥ CAST I¥ TripeDES [ Mone
Hashes: v SHA-1 v MD5 [~ Mone
Diffie-Hellmar: v 1024 btz [+ 1536 bits
Compressior: v LZ5 v Deflate
— Propozalz
IKE | Authentication | Hazh | Cipher | OH | o Mew
Shared Key D5 TripleDES 1024 |
Shared ey SHA CAST 1536
055 Signat SHA CasT 1536 = |
moc C!gfél.u.[f (=3 N .8 Tenl-MECC 1074 ;I Edll
IPsec [AH | ESP iPPCR | Remove. |
Maone D5, TripleDES Maone
Nane SHA, CAST Mone EZTN
Mone D5, CAST Maone [ e Dot |
Perfect Forward Secrecy: INc.ne "I

Default Settings |

ok I Cancel Help

Figure 3-21. PGP Options Window

At this point, PGPnet should be ready for connecting to the IPSec server.

Step 7. Highlight the VPN gateway (MyVPN in this example) and then click Connect.

After the VPN connection has been made, you will see a green icon on the SA column
of each entry. Otherwise, you will get a red icon indicating that the VPN connection

has failed.
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JRI=E
File Wiew Help
- pepner )
o Shatu =
M arne | Address | Authentication | 5S4 |
= {3 PN 42001 @ @
192.168.2 netwark. 192168.20/24 )
Froperties Bemave Add.. LConnect
[status: on [1 active sas A

Figure 3-22. PGPnet Window, VPN Panel

If you have problems connecting to the VPN server, you can click the Log tab for
information. You may also view additional information from the Log File on the

700wl Series unit.

When you click the Status tab, you should see the Sent/Rcvd values increase every

time traffic is generated to your defined subnets.

25 PGPnet '

File Wiew Help

@ | B |

lPGPNET

=10l x|

| Sent / Fevd

Destination | Frotocal | Encryption | Authentication | Expires
42001 ESP TripleDES  HMAC MD5 2N5/200210:24.33.. BBEKB /532KB
Froperties SavE., Bemave
|status: on |'I ackive SAs i

Figure 3-23. PGPnet Window, Status Panel
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PGPnet for Mac OS 9.x
In this section, the procedures for configuring PGPnet 7.1 on Apple Mac OS 9.x are described.

The following procedures are created based on Mac OS 9.2.2. You may follow the same
procedures for configuring the software on different Mac OS versions.

Step 1. After the installation and system restart, PGPnet is started automatically. Click the
PGPnet icon on the upper-right corner of the desktop (left of Finder) and then select
PGPnet.

The PGPnet window appears.

==———— Pt —-—————— 5
f@ Status VPNVO FirewallVd Intruders I.lJl_]\\PGPNE‘Il @
_ Protocol | Encryption| auth | Expires | sent/revd

Properties %1 | | Remove ¥R |

PGPnet is active. |z

Figure 3-24. PGPnet Window, Status Tab

Step 2. Select the VPN tab and then click the Add button. The Host/Gateway window
appears.

Step 3. Setup the VPN gateway by entering the desired name and IP address in the
appropriate text boxes. Pull-down the menu below IP Address and then select VPN
Gateway. Next, select Require manual connection from the Connection Options.

If the button in the Shared Secret section shows Set Shared Passphrase, you must
click the button to setup the Pre-shared key. On the other hand, if the button shows
Clear Shared Passphrase but you are not sure that the passphrase is setup correctly,
you may click the button to clear the previous setting and then setup a new one.

Click OK when you are done.

3-18 HP ProCurve Secure Access 700wl Series Wireless Data Privacy Configuration Guide



Host/Gateway

Name : [VPN gateway 1

IP Address: [420.0.1 | [ owS Lookup... |

— Type: [ YPN Gateway i]

Connection Options

O Connect automatically

Q Require manual connection
O Acquire virtual identity

[__ Exclusive Gateway

D Aggressive  Username: I

Authentication Type:

~ Shared Secret

I Clear Shared Passphrase I

Remote Authentication

@ Any valid key {J PGP Key () X.509 Certificate

[roamcell]| [Broke)

Figure 3-25. Host/Gateway Window
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Based on the above settings a new entry named VPN gateway 1, appears in the

PGPnet panel.

The following shows how to create a secured connection to the internal network with
the address 192.168.0.0 /16 using the VPN gateway created in Step 3.

Step 4. Highlight the entry you created in the previous step and then click Add.

HP ProCurve Secure Access 700wl Series Wireless Data Privacy Configuration Guide

3-19



Client Configuration

MWVO Firewall \ / @ Irltrllders\@ mg\\mﬂn @
I, e e I

& vrn gateway 1 42.0.0.1 3]

Y
-

| Properties 21| | Remove 3R | | Add %D | || Connect %S I

PGPnet is active. |

D

Figure 3-26. PGPnet Window, VPN Panel

The Host/Gateway window appears.

Step 5. Enter the desired name and IP address in the appropriate text boxes. Pull down the
menu below IP Address and then select Subnet. The Host/Gateway window will be

reduced to that shown below. Make sure that the Subnet Mask value is 255.255.0.0
(716). Click OK.
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Host/Gateway

Name : [192_168 network

IP Address: [15216300 | | DNS Lookup... |
— Type: [ Subnet i]

Subnet Mask: 255,255.D_d

[roamcell]| [Broke)

Figure 3-27. Host/Gateway Window

Note that based on the above settings, all traffic going to this subnet will be
encrypted.

A new entry appears below the VPN gateway 1 entry (you must expand the VPN
gateway 1 entry to see it) as shown below.
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O

PGPnet="——————— H

W veN\ /U Firewall\ / @ Intruders \ / 5] log\\PGPNE‘I' O
T e T

< & PN gateway 1 42.0.0.1 @
EB 192.168 network 192.168.0.0 / 16

F

-

| Properties 21| | Remove 2R | | Add %D | || Connect %S I

PGPnet is active. |z

Figure 3-28. PGPnet Window, VPN Panel

Step 6. Repeat Steps 4 and 5 to create additional subnet/host entries to which your system
will encrypt the traffic and send it through the VPN gateway.

Note:

Step 7.

3-22

If you plan to encrypt all IP traffic through the VPN gateway, you must create the
following subnet entries:

0.0.0.1 /1 (covers 0.0.0.1 — 127.255.255.255)

128.0.0.0 /1 (covers 128.0.0.0 — 255.255.255.255)

The last configuration step is to change the order of how the PGPnet client attempts
to connect to the VPN gateway.

a.

Pull down the Edit menu and then select Preferences.... The PGP Preferences
window appears.

Select VPN Advanced from the Preference Panels

In the Proposals section, highlight the Shared Key MD5 TripleDES 1024 bits in
the IKE panel and then click Move Up repeatedly until the entry is at the top of
the panel.

Highlight the None MD5,TripleDES None entry in the IPSec panel and then
move the entry up to the top of the panel.

The final settings are shown in the picture below.
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- PGP Preferences
Preference Panels ¥YPN Advanced
General — Allowed Remote Proposals
Files Ciphers: [ casT TripleDES  [] Mone
Email Hashes: [MsHa-1 [ rs [ None
Menu Diffie-Hellman: ¥ 1024 bits [ 1536 bits
Server Compression: [V]LZS [ Defiate

Certificate Authority

— Proposals
Advanced
. [ Hash [cipher [ on | [ mew ke |
Personal Firewall/1DS IKE: | Shared Key MDS  TripleDES 1024 bits =
von - _
Shared Key  SHA  CAST 1536 bits
¥PN Authentication .
DSSSignature  SHA  CAST 1536 bits - | Edit |
¥PN Advanced ) . |
| [eSSiorsture  SHA  TrinleDFS 1024 hits (= |
i ermove
PGPdisk !P I — I
IPsec: | Mane  MDS, TripleDES  Mone E | Move Up |
Nome  SHA, CAST None a| [Move Down |
None  MDS, CAST Mone v

Perfect Forward Secrecy :

[ Default Settings |

Q]

Cancel I |! 0K l

Figure 3-29. PGP Preferences Settings
e. Click oK.

At this point, PGPnet is ready for connecting to the IPSec gateway.

Step 8. Highlight the VPN gateway (in this example — VPN gateway 1) and then click
Connect.

After the VPN connection has been made, you will see a green icon on the SA
column of each entry. Otherwise, you will get a red icon indicating that the VPN
connection has failed.
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O PGPnet=r—————— H
[ status\ /@ veN\ /T Firewall\ / @ Intruders\ / L] mq\\l Gpner | O
B T
< & vPN gateway 1 42.0.0.1 @ )
2P 192.168 network 192.168.0.0/ 16 o
[ Properties 1| [ Remove %R | | Add %D | [ Disconnect %S |
PGPnet is active. 7

Figure 3-30. PGPnet Window, VPN Panel

If you have problems connecting to the VPN server, you can click the Log tab for

information. You may also view additional information from the Log File on the
700w!I Series unit.

When you click the Status tab, you should see the Sent/Rcvd values increase every
time traffic is generated to your defined subnets.

O PGPnet —  H
/& status\ /@ veN\ /T Firewall\ /@ Intruders )\ /L] Log\\l el @
[Destination | Protacl | Encryption| Auth | Expires | sent/reva

@ 42001 ESP TripleDES  MDS

8/20/02 6:18:48 PM OKB/0 KB

s
-

FPGPnet is active.

Properties %1 | | Remove ¥R |

N

Figure 3-31. PGPnet Window, Status Panel

HP ProCurve Secure Access 700wl Series Wireless Data Privacy Configuration Guide



Client Configuration

PPTP Client Configuration

This section describes how to configure computers running Windows XP, 2000, and 98SE as
PPTP clients.

Windows XP Clients

Do the following to configure the Windows XP client:
Step 1. Open the Network Connections window:

Click the Start button and then move the pointer to My Network Places. Right-click
My Network Places to display the pop-up menu and then select Properties.

The Network Connections window appeatrs.

Step 2. Click the Create a new connection link on the Network Tasks panel.
The New Connection Wizard window appears.

Step 3. Click the Next> button to go to the Network Connection Type page.

New Connection Wizard

Welcome to the New Connection
@ Wizard

This wizard helps you:

* Connect to the Internet,

* Connect to a private network, such as your workplace
nietwork.

* Set up a home or small office network.

To continue, click MNext.

Next > ][ Cancel ]

Figure 3-32. New Connection Wizard

Step 4. Select the Connect to the network at my workplace option and then click the Next>
Button.
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New Connection Wizard

MNetwork Connection Type
What do you want to da?

() Connect to the Internet
Connect to the Internet so you can browse the Web and read email.

(¥) Connect to the network at my workplace
Connect to a business network [using dial-up or VPN] 2o you can work from home,
a field office, or anather location.

() Set up a home or small office network
Connect to an existing home or small office network, or set up a new one.

() Set up an advanced connection

Connect directly to anather computer using your serial, parallel, or infrared port, or
set up this computer so that other computers can connect to it

[ < Back “ Mext > l[ Cancel J

Figure 3-33. Network Connection Type Window

Step 5. Select the Virtual Private Network connection option. Click Next>.

New Connection Wizard

Metwork Connection
How do you want to connect to the network at pour workplace?

Create the following connection:

() Dial-up connection

Connect using a modern and a regular phone line or an Integrated Services Digital
Metwork [ISDN] phone line.

(*) Virtual Private Network connection

Connect to the network using a virtual private netwark [WPN) connection over the
Internet,

[ < Back “ Mext > l[ Cancel J

Figure 3-34. Network Connection Window
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Step 6. Enter the desired connection name in the Company Name text box. Click Next>.

New Connection Wizard

Connection Hame
Specify a name for this connection to vour workplace.

Type a name for this connection in the following box.

Company Name

My Workplace via PPTP

For example, pou could type the name of your workplace or the name of a server you
will connect ta,

[ < Back “ Mext > l[ Cancel J

Figure 3-35. Connection Name Window
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Step 7. Enter the IP address of the VPN server in the Host name or IP address text box. In this
case, the internal address 42.0.0.1 of the 700wl Series unit (either the Integrated
Access Manager or Access Controller) is used. Click Next>.

New Connection Wizard
VPN Server Selection
What is the name or address of the VPN gerver?

Type the host name or Intemet Protocol (IP) address of the computer to which you are
connecting.

Host name or IP address [for example, microsoft.com or 157.54.0.1 J;
42001

< Back ][ Next > ][ Cancel

Figure 3-36. VPN Server Selection Window

The Completing the New Connection Wizard page appears.

Step 8. Click the Finish button. You may choose to add a shortcut to this connection to the
desktop before clicking the Finish button.
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New Connection Wizard

Completing the New Connection

@ Wizard
“r'ou have successfully completed the steps needed to

create the following connection:

My Workplace via PPTP
* Share with all users of this computer

The connection will be saved in the Netwark
Connections folder.

Add a shortcut to this connection to my desktop

To create the connection and close this wizard, click Finish.

| <Back || Finish | | Cancel

Figure 3-37. New Connection Wizard Completion Window
At this point, an icon representing the new connection appears in the Network Connections

window under the Virtual Private Network section. In the meantime, the Sign-on window
should appear on the screen; otherwise, double-click the new connection icon.

Connect My Workplace via PPTP rzg]

User name:

Password:

[[] Save this user name and password for the following users:

| Connect ][ Cancel l[ Propeities H Help ]

Figure 3-38. Sign-on Window
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Step 9. You need to customize the properties of your connection to use PPTP and match the
settings of the 700wl Series unit. Click the Properties button to open the connection’s
properties window.

& My Workplace via PPTP Properties rz|®

General lﬂplims Secunty | Networking | Advanced |

Host name o IP address of destination (such as microsoft com or
157.54.0.1):

42001

First connect

Windows can first connect the public network, such as the
Intemet, before trying to establizh this vitual connection.

[ Dial ancther connection first:

Show icon in notification area when connected

I 0K I[ Cancel ]

Figure 3-39. PPTP Properties Window, General Tab

Step 10.Click the Networking tab to specify the type of VPN.

Pull down the Type of VPN menu and select PPTP VPN. Make sure that Internet
Protocol (TCP/IP) is selected.
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# My Workplace via PPTP Properties

| General | Options | Security| Networking | Advanced

Type of YPN:

Automatic v

|Automalic |
L2TP IPSec VPN

o

This connection uses the following items:

Intemet Protocal [TCPAR)
S 05 Packet Scheduler
g File and Printer Sharing for Microsoft Networks
™ & Deterministic Network Enhancer

| =1 Client for Microsoft Networks o
Description

Transmission Contral Pratocol/Internet Protocol The default
wide area network protocol that provides communication
acioss diverse interconnected networks.

| ok || cancel |

Figure 3-40. PPTP Properties Window, Networking Tab

Step 11.Click the Security tab to customize the security protocols.
Select Advanced (custom settings) and then click the Settings button.
The Advanced Security Settings window appears.

Step 12. Make sure that Microsoft CHAP (MS-CHAP) is not selected. Note that this protocol is
selected by default. You must deselect this option so that only MS-CHAP v2 is used.

Step 13.Pull down the Data Encryption menu and select Maximum strength encryption
(disconnect if server declines). This will set the length of the encryption key to 128
bits.

Step 14.Click OK to go back to the connection’s properties window.
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Advanced Security Settings El@

Data encryption:

Require encryption [disconnect if server declines) v

Ma encryption allowed [server will disconnect if it requires encryption)
Dptional encryption [connect even if no encryption)

Require encryption (disconnect if server declines
Maximum strength encryption [disconnect if server declines)

(&) Allow these protocols
[] Unencrypted password [PAP)
[] Shiva Password Authentication Pratocol [SPAP)
[T] Challenge Handshake Authentication Pratocol [CHAF]
[] Microsoft CHAP [MS-CHAP)

Microsoft CHAP Version 2 [MS-CHAP v2)

[] For MS-CHAP based protocols, automatically use my
Windows logon name and password [and domain if any)

[ oK || Cancel |

Figure 3-41. Advanced Security Settings Window

Step 15.Click OK to go back to the Sign-on window.

Before starting the VPN connection, you must make sure your system has established the
network connection with the server, and the server has assigned an IP address to your
system.

Step 16.Enter your username and password in the appropriate boxes and then click the
Connect button to connect to the server. You may choose to save this username and
password for future uses before clicking the Connect button.
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Connect My Workplace via PPTP

Username: | iohn }

Password: sssssenee l

[#] Save this user name and password for the following users:

@ Me orly
() Anyone who uses this computes

[ _Comnect | [ Cancel | [ Propeties | [ Hep |

Figure 3-42. Sign-on Window

After the connection is made, the connection icon appears in the notification area on
the lower-right corner of the screen as shown below.

Figure 3-43. Connection Icon

You may double-click the icon to display the status of the connection.
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# My Workplace via PPTP Status

General | Detals

Connection
Status: Connected
Duration: 00:27:11
Achivity -
Sent g‘l Received
Bytes: 57,795 554,385
Compression: 0% 0%
Emors: 0 0
Properties ] [ Disconnect

# My Workplace via PPTP Status E|®

. Gene[a|| Details |

Property WValue

Device Name WAN Miniport [PPTF]
Device Type vpn

Server type FPPP

Transports TCPAP
Authentication MS CHAP W2
Encryption MPPE 128
Compression [none)

PPP multiink framing  OFf
Server [P address 192.168.217
Client IP address 192.168.212

Close

Figure 3-44. Connection Status Windows

Notice that your system is how connected to the server via the VPN device using
PPTP protocol with 128-bit session key and MS CHAP v2 authentication.

Windows 2000/NT Clients

In this section, the procedures for configuring a PPTP connection on Windows 2000/NT are
described.
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The following procedures are created based on a Windows 2000 client. You may follow
similar procedures for configuring PPTP on Windows NT (RAS).

Step 1. Open the Network and Dial-up Connections window:

Click the Start button. Move the pointer to and select Programs, Accessories, and
Communications, respectively. Click Network and Dial-up Connections on the
Communications menu.

The Network and Dial-up Connections window appears.
Step 2. Double-click the Make new connection icon.
The Network Connection Wizard window appears.

Network Connection Wizard

Welcome to the Network
@ Connection Wizard
Using this wizard you can create a connection to other

computers and networks, enabling applications such as
e-mail, Web browsing, hle shanng, and printing.

To continue, click Next

Nest » Cancel
[ N> |

Figure 3-45. Network Connection Wizard
Step 3. Click the Next> button to go to the Network Connection Type page. Select the

Connect to a private network through the Internet option and then click the Next>
button.

HP ProCurve Secure Access 700wl Series Wireless Data Privacy Configuration Guide 3-35



Client Configuration

Network Connection Wizard

Network Connection Type
‘Y'ou can choose the type of network connection you want to create, based on

vour network configuration and your networking needs.

(" Dial-up to private network
Connect using my phone line (modem or ISDN).

" Dial-up to the Internet
Connect to the Intemet using my phone line [modem or ISDN).

+ Connect to a private network through the Internet
Create a Virtual Private Netwaork [VPN) connection or tunnel’ through the Intermet.

" Accept incoming connections
Let other computers connect to mine by phone line, the Intemet, or direct cable.

" Connect directly to another computer
Connect using my senial, parallel, or infrared port.

< Back Next > Canicel

Figure 3-46. Network Connection Type Window

Step 4. Enter the destination address in the Host name or IP address text box. In this case, the
internal address 42.0.0.1 of the 700wl Series unit (either Integrated Access Manager
or Access Controller) is used. Click Next>.

Network Connection Wizard I

Destination Address
What is the name or address of the destination?

TypelhghostnameorIPadd‘essdﬁwemnpmcrumetwmktnwﬁchpwae
connecting.

Host name or IP address [such as microsoft. com or 123.45.6.78)
|42_0.IJ_1

< Back Nest » Cancel

Figure 3-47. Destination Address Window
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Step 5. The network connection wizard will display the Public Network screen if other dial-

up connections exist. Select the Do not dial the initial connection option and then click
Next>.

If no other dial-up connection is previously created, the Connection Availability
window shown in Step 6 is displayed.

Step 6. Select the desired Connection Availability option, e.g., Only for myself. Click Next>.

Network Connection Wizard »

Connection Availability
‘You may make the new connection available to all users, or just yourself.

You may make this connection available to all users, or keep it only for pour own use. A
connection stored in your profile will not be available unless you are logged on.

Create this connection:

" For all users

& Only for myself

< Back Nest > Cancel

Figure 3-48. Connection Availability Window

Step 7. Click the Finish button. You may choose to add a shortcut to this connection to the
desktop before clicking the Finish button.

HP ProCurve Secure Access 700wl Series Wireless Data Privacy Configuration Guide 3-37



Client Configuration

Network Connection Wizard

Completing the Network
@ Connection Wizard
Type the name you warit to use for this connection:

To create this connection and save it in the
Network and Dial-up Connections folder, click
Finish

To edit this connection in the Network and Dial-up
Connections folder, select it, click File, and then click
Properhes.

V¥ Add a shortcut to my desktop

< Back I Finish l Cancel

Figure 3-49. Network Connection Wizard Completion Window
At this point, an icon, named Virtual Private Network, representing the new connection

appears in the Network and Dial-up Connections window. In the meantime, the Sign-on
window should appear on the screen; otherwise, double-click the new connection icon.

Connect Virtual Private Connection 2| x|

User name: |

Password: I

[T Save Password

Connect I Cancel I Properties I Help

Figure 3-50. Sign-on Window
Step 8. You need to customize the properties of your connection to use PPTP and match the

settings of the 700wl Series unit. Click the Properties button to open the connection’s
properties window.
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rtualprivate Connection 3 status T
General | Detals |
~ Connection

Status: Connected
Duration: 00:04:30

Activity ‘
Sent — #’ —— Received

LS

Bytes: 25,254 103.045
Compression: 0% 0%
Ermors: 0 5

Figure 3-51. Virtual Private Connection Window, General Tab

Step 9. Click the Networking tab to specify the type of VPN. Next, pull down the Type of
VPN menu and select PPTP. Make sure that Internet Protocol (TCP/IP) is selected.

s prvate comnection SR
Genetal | Options | Securty Networking | Sharing |

Type of VPN server | am caling:

Automatic _"_I
Automatic

Layer-2 Tunneling Protocal [L2TP]

Components checked are used by this connection:
% Y Intemet Protocol [TCP/IP)

¥ = File and Printer Sharing for Microsoft Networks
[ ™ Client for Microsoft Networks

nstall. | Uninstal | Propeties

-~ Description
Transmission Control Protocol/Intemet Protocol. The default

wide area network protocol that provides communication
across diverse interconnected networks.

[ ok | cancel |

Figure 3-52. Virtual Private Connection Window, Networking Tab
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Step 10. Click the Security tab to customize the security protocols. Next, select Advanced
(custom settings) and then click the Settings button.

20
General | Options  Security | Networking | Shating |

Security oplions
" Typical (recommended settings)

hdate my jdentty ‘&3 follow:

& Advanced (custom settings)

Using these settings requires a knowledge :
of security protocols, Sk

| oK | Cancel

Figure 3-53. Virtual Private Connection Window, Security Tab

The Advanced Security Settings window appears.

Step 11. Make sure that Microsoft CHAP (MS-CHAP) is not selected. Note that this protocol is
selected by default. You must deselect this option so that only MS-CHAP v2 is used.

Step 12.Pull down the Data Encryption menu and select Maximum strength encryption
(disconnect if server declines). This will set the length of the encryption key to 128
bits.
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21
Data encryption:

Require encryption (disconnect if server dechines) ;]

Mo encryption allowed (server will disconnect if it requires encryption)
ﬂplponai encryphon [connect even if no ernc:fypluon]

& Allow these protocols
™ Unenciypted password [PAP)
[~ Shiva Password Authentication Protacol [SPAP)
[ Challenge Handshake Authentication Pratocol [CHAF)
[T Microsoft CHAP (MS-CHAP)
I S0 Blde M AR i far WiRdalns 55 sarver
¥ Microsoft CHAP Version 2 [MS-CHAP v2)

[~ For MS-CHAP based protocols, automatically use my
Windows logon name and password [and doman if any)

| oK I Cancel

Figure 3-54. Advanced Security Settings Window

Step 13.Click OK to go back to the connection’s properties window.

Step 14. Click OK to go back to the Sign-on window.

Before starting the VPN connection, you must make sure your system has established the
network connection with the server, and the server has assigned an IP address to your
system.

Step 15.Enter your username and password in the appropriate boxes and then click the
Connect button to connect to the server. You may choose to save this username and
password for future uses before clicking the Connect button.
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Connect Yirtual Private Connection ]

V¥ Save Password

Cornect Cancel Froperties Help

Figure 3-55. Sign-on Window

After the connection is made, the connection icon appears in the notification area on the
lower-right corner of the screen as shown below

12:33PM

© i€

Figure 3-56. Connection Icon

You may double-click the icon to display the status of the connection.
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20
General |Dgtak|
- Connection
Status: Connected
Duration: 00:07:29
Activi
Sent — %’ ~——  Received
e
Bytes; 206,164 385.703
Compression: 0% 0%
Ermors: ul L]
Properties Disconnect |
Cloze

Figure 3-57. Virtual Private Network Status Window, General Tab

yirtual Private Network Status 2 x|

General Detals |
Property | Value -
Server type PPP
Transports TCRAP
Authentication MS CHAP V2
Encryption MPPE 128 s
Compression [none]
PPP multilink framing On -,
« 7 il |

Close

Figure 3-58. Virtual Private Network Status Window, Details Tab

Client Configuration

Notice that your system is now connected to the server via PPP using 128-bit encryption and

MS CHAP v2 authentication.

Windows 98/95/ME Clients

This section describes the procedures for configuring a PPTP connection on Windows

98/95/ME.
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For Windows 95, make sure that Dial-up Networking has been updated to version 1.3 and
Virtual Private Networking for Windows 95 has been installed.

For Windows 98, make sure that the Virtual Private Networking has been updated. You
should read Article Q237691 at http://www.microsoft.com prior to updating the software.

The software updates for both Windows 95 and 98 can be found at the Microsoft web site.
The easiest approach to find all the information at once is by searching for the keyword
“DUN” at the web site.

The following procedures are created based on a Windows 98 client. You may follow similar
procedures for configuring PPTP on Windows 95 and ME.

Step 1. Open the Dial-Up Networking window:

Move the pointer to the My Computer icon on the desktop. Right-click the icon to
display the pop-up menu and then select Explore.

The Exploring - My Computer window appears.
Double-click the Dial-Up Networking link on the Network Tasks panel.

The New Connection Wizard window appears.

EN Exploring - Dial-Up Metworking
| Fle Edt View Go Favoes Tooks Cornections Help Ea
= - 7 N = = e [ 3
#-».333‘%@%@%@,
Back Fonaard Up Create Tz, Cutt Copy Paste Undo Delete  Properties |
IAﬂdresle;'ﬂ Dial-Up Metworking - |
e 4 _— =
E_d Desktop 'A:?
= ,_5 My Campuiter Make Mew
-8 3% Floppy (&) Dia I_ u p Connection
#& (C) .
-G System_save (D) Networking
-4 [E)
[#] Printers
(%] Cantrol Panel F:::e:ltei‘:n
(52] DiakUp Metworking
(1] Scheduled Tasks The Make New
[+] .__,_ ‘Web Falders Connection wizard
[+]-4555 My Documents walks you step-by-
: ] step through adding
g @ Internet Explarer Dial-Up MNetworking
[+]-g8] Netwark Neighbothood connections. Just
'&§ Recycle Bin follow the
59 My Brisfcase instructions on each
screen.
a |
| 7

Figure 3-59. New Connection Wizard Window
Step 2. Double-click the Make New Connection icon to start the Make New Connection

wizard (see Figure 3-60). Enter the desired connection name in the text box. Pull-
down the Select a device menu and then select Microsoft VPN Adapter. Click Next>.
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Make New Connection E3

Type a name for the computer you are dialing:
|My \Workplace via PPTP

Select a device:

32 [Lucent 56K V.30 PCI DF Modem =l
Lucent 56K V.90 PCI DF Moder

SafeNet VPN 1

CHa0 m Cancel

Figure 3-60. Make New Connection Window, selecting a device

Note that if Microsoft VPN Adapter does not appear on the menu, you must cancel the
Make New Connection activities and add the VPN adapter to the Network’s
Properties.

Step 3. Enter the IP address of the VPN server in the Host name or IP address text box. In this
case, the internal address 42.0.0.1 of the 700wl Series unit (either Access Controller
or Integrated Access Manager) is used. Click Next>.

Make New Connection |

o e Type the name or address of the VPN server:

Host name or IP Address:
{42001

cBack [ New> |  Cancel |

Figure 3-61. Make New Connection Window, VPN server address
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Step 4. Click the Finish button to complete the process.

Make New Connection [ x|

“You have successfully created a new Dial-Up Networking
connhection called:

My Workplace via PPTP,
Click Firizh to save it in your Dial-Up Networking folder.
Double-click it to connect.
To edit this connection later, click it, click the File menu
and then click Properties.

<Back Finish Cancel |

Figure 3-62. Make New Connection Window, Final Screen

At this point, an icon representing the new connection appears in the Dial-Up Networking
window as shown below.

&8 Exploring - Dial-Up Metworking
J File Edt View Go Favomtes Tool: Connections Help |
f = = [ o e 3
.2 -@ |8 2|4 B 3. Bl
Back Frfward Up Create | Cut Copy Paste Undo Delete  Properties
| Address [z DiakUp Networking =l
Folders x |_J = .
-
:\ﬂ Desktop | \,‘Lié 5%
= g My Computer Make Ngw My workplace
=4 3% Floppy (&) Dia I_U p Cannection via PPTP
#-a (C) .
[ System_save (D] Networkln‘
B (E)
[#] Printers
(%) Control Panel Make New
Connection
{z#] DialUp Metworking
(@] Scheduled Tasks The Make New
[+ <4 Web Folders Connection wizard
#1425 My Documents walks you step-by-
step through adding
[+ g Internat E xplorer Dial-Up Netwarking
[+-g8 Metwork Neighborhood connections. Just
g Recycle Bin follow the
9 My Briefcase instructions on each
screen.
o (o
[ [ | 4

Figure 3-63. Dial-up Networking Window with new connection icon
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Step 5. To set the default gateway for the remote network, right-click the new connection

icon, and select Properties from the pop-up menu.
Go to the Server Types tab and click the TCP/IP Settings... button. The TCP/IP
Settings window appears (see Figure 3-64).
Check the box for Use default gateway on remote network at the bottom of the
window.
Click OK to close the window, and OK in the Properties window.

TCP/IP Settings EH |

i+ Sever azzigned IP address

™ Specify an IP address

I

addiess; | [0 AR e |

i+ Sever azsigned name server addreszes

{0 Specify name zerver addreszes
Frimemone: [0 0T o o |
& =il = B
Frittian s 5 | EI5 FE ot e |

S EEEr ar s | B, k]

Lan

.|.;.1|_'|_r_‘._.'_1|

W Use IP header compression

W Use default gateway on remate netwark:

(] I Cancel

Figure 3-64. TCP/IP Settings window

Step 6.

Before starting the VPN connection, you must make sure your system has established
the network connection with the server, and the server has assigned an IP address to
your system.

Double-click the new connection icon to start connecting. The Connect To window
appears. Enter your username and password in the appropriate boxes and then click
the Connect button to connect to the server. You may choose to save this username
and password for future uses before clicking the Connect button.
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*Connect To

Figure 3-65. Connect To Window

After the connection is made, the connection icon appears in the notification area on the
lower-right corner of the screen as shown below.

Figure 3-66. Connection Icon

You may double-click the icon to display the status of the connection.
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: Connected to My Workplace via PPTP E

gg‘ ; Connected at 10,000,000 bps oK |

Duration: 000:02:12

Eytes received: 43,381 Disconnect I

Butes sent: 19,284

Device: Microsoft VPN Adapter
Server type:  PPP: Intemet, Windows NT Server, Windows
Protocols:
Microsoft encryphion ;]
Microsoft mutual challenge handshake authentication
TCP/IP =

Figure 3-67. Connection Status Window

Notice that your system is now connected to the server via PPP using Microsoft
encryption and Microsoft mutual challenge handshake (MS CHAP) authentication.
This PPP connection is certainly using a 128-bit encryption key and MS CHAP v2
authentication because the server is configured to accept only this type of the
connection.

Note: If the server rejects the connection, it is highly likely that the 128-bit encryption key
does not work.

You need to access the Rights Manager to modify the Location’s properties to lower
the minimum encryption key length to 40 bits (see “Configuring the Rights Manager
for PPTP” on page 2-8).

LAN Tunnel Builder (PPTP) for Mac OS 9

In this section, the procedures for configuring LAN Tunnel Builder, which is a PPTP client
software for Mac OS 9, are described.

Step 1. Configure Tunnel Builder in the TCP/IP control panel.

Select LAN TunnelBuilder from the Connect via menu and Using PPP Server from the
Configure menu. Next, enter the DNS server address in the Name server addr. text
box.
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Subnet mask :

Fouter address:

< mot available =

< mot available =

| TCR/IP {PPTP - TunnelBuilder)
Connect via: [ L AN Tunne IBuilder i]
— Setup
Configure: [ Using PPP Server 3 Select Hosts File. . I
Implicit Search Path:
Starting domain name :
P Address: 42657667 | |

Ending dornain narme

additional
Search domains

MNarme server addr.: 192.168.2.248

Figure 3-68. TCP/IP (PPTP - TunnelBuilder) Dialog

Step 2. Double-click the LAN TunnelBuilder Settings icon to start the application.

[0 () NTS TunnelBuilder™ HE
9items, 1. 46 GE available
===
About TunnelBuilder Installer Log File LAN Tunnel Builder Settings
R
B
NTS PPF Dialer NTS SecurlD Authenticator Ping
[Ecenars] 3
i
Q e
Scripting NTS PRPP TunnelBuilder E¥AL info TunnelBuilder Mac UG ™
[4]r ]2

Figure 3-69. TunnelBuilder Settings Icon

Step 3. Once the LAN TunnelBuilder window appears, do the following to configure the
application:
a. Select Airport from the Connect via menu
b. Select Using DHCP Server from the Configure menu

c. Select PPTP from the VPN Protocol menu
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e. Enter the corresponding password in the VPN Password text box

f. Enter 42.0.0.1 in the VPN Server Address text box

g. Select MPPE from the Encryption menu

LANM TunnelBuilder

=]

Connect via: [ AirFort

— Setup

Configure: [Using DHCF Server E I

DHCP Client ID: |

Subnet Mask:  [0,0.0.0

Router Address: |I:|.D_I:|.D

Marme Server Address: ||:|,E|_l:|,l:|

WPN Protocel: | PPTP

WP Username : |wan

YPN Pazsword: |"-“-"n|-|-

YR Server Adddress: |42,D_I:I.1

Enctyption ==

International encryption suppart installed.

-
hd

— Status

Mot connected.

[Connect ]

Figure 3-70. LAN TunnelBuilder Window

Step 4. Click the Connect button to initiate a PPTP tunnel.

After a successful connection, the status section in the LAN TunnelBuilder window is
updated with the connection information.
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[0 =—— LANTunnelBuilder =F"c=—7=H

Connect via: [ AirPort i]

— Setup

DHCP Client ID: |

Subnet Mask:  [0,0.0.0

Router Address: |I:|.D_E|.D

Configure: [Using [HCF Server ij
|
|
|
|

Name Server dddress: |l:|,D_I:|.Cl

WPN Protocal: | PPTP B

WEN Username: |.wa|-.

|
WPMN Pazzword: |1-|-"n|-|n“n |
|

WFN Server Address: |42,E|_I:I.1

Enctyphion: MPPE ¥

International encryption support installed.

—Status

Connected using FFTF with 40=bit RC4 encryption
to server at 42.0.0.1.

T

Figure 3-71. LAN TunnelBuilder Window

Note: Tunnel Builder will not work with the default settings of the 700wl Series system.

You need to go to the Rights Manager to modify the Location’s properties to lower
the Minimum encryption key length to 40 bits and select MS-CHAP or MS-CHAP v2
(See “Configuring the Rights Manager for PPTP” on page 2-8).

L2TP/IPSec Client Configuration

This section describes how to configure computers running Windows XP and Windows 2000
as L2TP/IPSec clients.

Windows XP Clients

3-52

Before configuring the L2TP/IPSec client, please read Chapter 4 “Setup Scripts for
L2TP/1PSec on Windows 2000 or XP”. The instructions in Chapter 4 will guide you through
the uses of Microsoft Connection Manager Administration Kit to create a script for setting up
an L2TP/1PSec connection on Windows XP. If you use the script, you do not need to use the
procedure described here.
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Do the following to configure the Windows XP client:

Step 1. Open the Network Connections window:

Click the Start button and then move the pointer to My Network Places. Right-click My
Network Places to display the pop-up menu and then select Properties.

The Network Connections window appeatrs.

Step 2. Click the Create a new connection link on the Network Tasks panel.

The New Connection Wizard window appears.

Step 3. Click the Next> button to go to the Network Connection Type page.

New Connection Wizard

Welcome to the New Connection
@ Wizard

This wizard helps you
* Connect to the Intemet.

* Connect to a private network, such as your workplace
network

* Set up a home or small office network.

To continue, click Next.

[ Next » ][ Cancel

Figure 3-72. New Connection Wizard

Step 4. Select the Connect to the network at my workplace option and then click the Next>
button.
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New Connection Wizard

Network Connection Type s
What do you want to do?

() Connect to the Internet
Connect to the Intermet o you can browse the Web and read email

(+) Connect to the network at my workplace
Connect to a business network [using dial-up or YPN] so you can work from home,
a field office, or anather location.

() Set up a home or small office network
Connect to an existing home or small office network or set up a new one,

() Set up an advanced connection

Connect directly to another computer using your senal, parallel, or infrared port, or
set up this computer so that other computers can connect to it.

[ < Back “ Next > ll Cancel ]

Figure 3-73. Network Connection Type Window

Step 5. Select the Virtual Private Network connection option. Click Next>.

New Connection Wizard

Network Connection -
How do you want to connect ta the network at your workplace?

Create the following connection:

() Dial-up connection
Connect using a modem and a regular phone line o an Integrated Services Digital
MNetwork ISDN] phone line.

() Virtual Private Network connection

Connect to the network using a virtual private network [YPN] connection over the
Internet.

[ < Back ][ Next » Il Cancel J

Figure 3-74. Network Connection Window

Step 6. Enter the desired connection name in the Company Name text box. Click Next>.
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New Connection Wizard

Connection Name
Specify a name for this connection to your workplace.

Type a name for this connection in the following box.
Company Mame

My Workplace via L2TP

For example, you could type the name of your workplace or the name of a server pou
will connect to.

< Back " Next > I[ Cancel

Figure 3-75. Connection Name Window

Step 7. Enter the IP address of the VPN server in the Host name or IP address text box. In this
case, the internal address 42.0.0.1 of the 700wl Series unit (either Access Controller
or Integrated Access Manager) is used. Click Next>.

New Connection Wizard

VPN Server Selection
“What i the name or address of the VPN server?

Type the host name or Intemet Protocol (IF) address of the computer to which you are
connecting.

Host name or IP address [for example, microsoft.com or 157.54.0.1 );

420,01

[ < Back ][ MNext > ][ Cancel

Figure 3-76. VPN Server Selection Window
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The Completing the New Connection Wizard page appears.

Step 8. Click the Finish button. You may choose to add a shortcut to this connection to the
desktop before clicking the Finish button.

New Connection Wizard

Completing the New Connection

@ Wizard
You have successfully completed the steps needed to

create the following connection;

My Workplace via L2TP
* Share with all users of this computer

The connection will be saved in the Network
Connections folder,

&dd a shorteut to this connection to my desktop

To create the connection and close this wizard, click Finigh,

[ < Back J[ Finish l [ Cancel J

Figure 3-77. New Connection Wizard, Completion Window
At this point, an icon representing the new connection appears in the Network Connections

window under the Virtual Private Network section. In the meantime, the Sign-on window
should appear on the screen; otherwise, double-click the new connection icon.
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Connect My Workplace via L2TP

User name: ‘ ‘

Paszword: ‘ . ‘

[]Save this user name and password for the following users:

nyone who uses this computer

[ Connect | [ Cancel || Properties | [ Hep |

Figure 3-78. Sign-on Window

Step 9. You need to customize the properties of your connection to use L2TP/IPSec and
match the settings of the 700wl Series unit. Click the Properties button to open the

connection’s properties window.

Step 10. Click the Networking tab to specify the type of VPN.

Pull down the Type of VPN menu and select L2TP IPSec VPN. Make sure that Internet
Protocol (TCP/IP) is selected.
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# My Workplace via L2TP Properties

| General | Options | Security| Networking | Advanced |
Type of YPN:

_ Automatic

Automatic
PPTP VPN
L2TP IPSec VPN

This connection uses the following items:

TEPJ'IIFI]

eduler

o = File and Printer Sharing for Microsoft Networks
4 &1 Deterministic Network Enhancer

| B Client for Microsoft Networks |
Description

Transmission Contral Pratocol/Internet Protocol The default
wide area network protocol that provides communication
across diverse interconnected networks.

| OK H Cancel ]

Figure 3-79. L2TP Properties Window, Networking Tab

Step 11.Click the Security tab to customize the security protocols.

Select Advanced (custom settings) and then click the Settings button.
The Advanced Security Settings window appears.

Step 12. Make sure that Microsoft CHAP (MS-CHAP) is not selected. Note that this protocol is
selected by default. You must clear the selection so that only MS-CHAP v2 is used.

If an external LDAP server is used for user authentication with PAP (an Option in the

Location properties), then make sure that only Unencrypted password (PAP) is
selected.

Step 13.Pull down the Data Encryption menu and select Maximum strength encryption

(disconnect if server declines). This will set the length of the encryption key to 128
bits.

If an external LDAP server is used for user authentication with PAP, then select
Optional encryption (connect even if no encryption) from the Data encryption menu.
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Data encryption:

Require enciyption [disconnect if server declines)

v

(*) Allow these protocols
[T] Unencrypted password (PAP)

[T] Microsoft CHAP [MS-CHAP)

Microsoft CHAP Version 2 [M5-CHAP v2)

Mo encryption allowed [server will disconnect If it requires encryption)
Optional encryption [connect even if no encryption)
Require enciyption [disconnect if server declines

Maximum strength encryption [disconnect if server declines)

[] Shiva Password Authentication Pratocol (SPAP)
["] Challenge Handshake &uthentication Protocal (CHAP)

[] For MS-CHAP based protocals, automatically use my
‘Windows logon name and password [and domain if any)

oK

|[ Cancel ]

Figure 3-80. Advanced Security Settings Window

Step 14.Click OK to return to the Security tab.

Step 15.Click the IPSec Settings button.

The IPSec Settings window appears.

Step 16.Enter the appropriate pre-shared key in the Key text box. Click OK.

IPSec Settings

Use pre-shared key for authentication

EERRHNKRKREE KRN

Key:

2

[ ok

|

[ Cancel ]

Figure 3-81. IPSec Settings Authentication Window

Step 17.Click OK to go back to the Sign-on window.

Before starting the VPN connection, you must make sure your system has established the
network connection with the server, and the server has assigned an IP address to your

system.
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Step 18.Enter your username and password in the appropriate boxes and then click the
Connect button to connect to the server. You may choose to save this username and
password for future uses before clicking the Connect button.

Connect My Workplace via L2TP

User name: ‘ ichn ‘

Password: ‘-noocccooo ‘

Save this user name and paszsword for the following users:

() Me only
(%) Anyone who uses this computer

| Connect ][ Cancel ][ Properties ][ Help ]

Figure 3-82. Sign-on Window

After the connection is made, the connection icon appears in the notification area on the
lower-right corner of the screen as shown below.

Figure 3-83. Connection Icon

You may double-click the icon to display the status of the connection.
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& My Workplace via L2TP Status

General | Details

Connection
Status: Connected
Duration; 00:06:56
Activity
Sent —— §1 _—— Received
Bytes: 21,607 180,556
Compression: 0% 0%
Emors: 0 i}
[ Properties i [ Disconnect

Close

Figure 3-84. Connection Status Window, General Tab

# My Workplace via L 2TP Status

| General ‘w|
Property Yalue
Device Name WAN Miniport (L2TP)
Device Type vpn
Server type PPP
Transports TCPAP
Authentication MS CHAP W2
IPSEC Encryption IPSec, ESP 3DES
Compression [none)

PPP multiink. framing ~ OFf
Server IP address 192.168.217
Chent IP address 42.65.76.67

Close

Figure 3-85. Connection Status Window, Details Tab

Client Configuration

Notice that your system is now connected to the server via IPSec using 3DES (168-bit)

encryption and MS CHAP v2 authentication.
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Windows 2000 Clients

Before configuring the L2TP/IPSec client, please read Chapter 4 “Setup Scripts for
L2TP/1PSec on Windows 2000 or XP”. The instructions in Chapter 4 will guide you through
the uses of Microsoft Connection Manager Administration Kit to create a script for setting up
an L2TP/IPSec connection on Windows 2000. If the script is used, it is not required to follow
the instructions described below.

Do the following to configure the L2TP/IPSec connection on Windows 2000:

Step 1. Open the Network and Dial-up Connections window:

Click the Sstart button. Move the pointer to and select Programs, Accessories, and
Communications, respectively. Click Network and Dial-up Connections on the
Communications menu.

The Network and Dial-up Connections window appears.
Step 2. Double-click the Make new connection icon.

The Network Connection Wizard window appears.

Network Connection Wizard

Welcome to the Network

@ Connection Wizard
Using this wizard you can create a connection to other

computers and networks, enabling applications such as
e-mail, Web browsing, file shanng, and printing.

To continue, click Nest

I Nest » | Cancel

Figure 3-86. Network Connection Wizard

Step 3. Click the Next> button to go to the Network Connection Type page.

Step 4. Select the Connect to a private network through the Internet option and then click the
Next> button.
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Network Connection Wizard 1

MNetwork Connection Type
You can choose the type of network connection you want to create, based on

vour network configuration and your networking needs.

(" Dial-up to private network
Connect using my phone line [modem or ISDN).

" Dial-up to the Internet
Connect to the Intemet using my phone line [modem or ISDNJ.

+ Connect to a private network through the Interet
Create a Virtual Private Network [VPN] connection or 'tunnel’ through the Internet.

" Accept incoming connections
Let other computers connect to mine by phane line, the Intemet, or direct cable.

" Connect directly to another computer
Connect using my senial, parallel, or infrared port.

< Back Nest > Cancel

Figure 3-87. Network Connection Type Window

Step 5. Enter the destination address in the Host name or IP address text box. In this case, the
internal address 42.0.0.1 of the 700wl Series unit (either Access Controller or
Integrated Access Manager) is used. Click Next>.

Network Connection Wizard
-~

Destination Address
‘w'hat is the name or address of the destination? @

Type the host name or [P address of the computer or netwark to which you are
connecting.

Hast name or [P address [such as microsoft.com or 123 45.6.78)

42001

< Back Next » Cancel

Figure 3-88. Destination Address Window
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Step 6. The network connection wizard will display the Public Network screen if other dial-
up connections exist. Select the Do not dial the initial connection option and then click

Next>.

If no other dial-up connection is previously created, the Connection Availability
window shown in Step 6 is displayed.

Step 7. Select the desired Connection Availability option, e.g., Only for myself. Click Next>.

Network Connection Wizard

Connection Availability
Y'ou may make the new connection available to all users, or just yourself.

“Y'ou may make this connection available to all users, or keep it only for your own use. A
connection stored in your profile will not be available unless you are logged on.

Create this connection:
" For all users

@ Only for myself

¢ Back Nest > Cancel

Figure 3-89. Connection Availability Window

Step 8. Enter the desired name for this connection in the text box and then click the Finish
button. You may choose to add a shortcut to this connection to the desktop before
clicking the Finish button.
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Network Connection Wizard '

Completing the Network
@ Connection Wizard
Type the name you want ta use for this connection:

|M y Workplace via L2TP

To create this connection and save it in the
Metwark and Dial-up Cannections folder, click
Firush.

To edit this connection in the Network and Dial-up
Connections folder, select it, click File, and then click
Properties.

V¥ 4dd a shortcut to my desktop

< Back I Finish I Cancel

Figure 3-90. Network Connection Wizard, Completion Window

At this point, an icon, named Virtual Private Network, representing the new connection
appears in the Network and Dial-up Connections window. In the meantime, the Sign-on
window should appear on the screen; otherwise, double-click the new connection icon.

Connect My Workplace via L2TP 21|

User name: I
Password: |
[ Save Password
Connect Cancel Properties Help

Figure 3-91. Sign-on Window

Step 9. You need to customize the properties of your connection to use L2TP over IPSec and
match the settings of the 700wl Series unit. Click the Properties button to open the
connection’s properties window.
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21
General | Options | Secuity | Networking | Shaing |

Host name or [P address of destination (such as miciosoft com or
123.456.78):

 First connect

Windows can first connect the public network, such as the
Intemnet, before tving to establish this virtual connection.

I sl ancther conrection first
| E

¥ Show icon in taskbar when connected

| oK | Cancel

Figure 3-92. L2TP Connection Properties Window, General Tab

Step 10.Click the Networking tab to specify the type of VPN. Next, pull down the Type of
VPN menu and select L2TP. Make sure that Internet Protocol (TCP/IP) is selected.
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[y workplace viatzrp ST
General | Options | Secuity Networking | Sharing |

Type of VPN server | am calling:

Automatic _'_J

Automatic
Paint to Point Tunneling Protocol (PPTP

Components checked are used by this connection:
™~ Intemet Protocol [TCPAP)

[ 2= File and Printer Sharing for Microsoft Networks
& 3 Client for Microsoft Networks

Install... Uninstall I Properties I

Description

Transmission Control Protocol/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks.

| oK [ Cancel

Figure 3-93. L2TP Connection Properties Window, Networking Tab

Step 11.Click the Security tab to customize the security protocols. Next, select Advanced
(custom settings) and then click the Settings button.
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3-68

21
General | Options  Secuiity | Networking | Shaing |

Securty options
" Typical [recommended settings)

hdate my idertity s follow,

& Advanced (custom settings)

Using these settings requires a knowledge .
of security protocols. M

| 0K | Cancel

Figure 3-94. Virtual Private Connection Window, Security Tab

The Advanced Security Settings window appears.

Step 12. Make sure that Microsoft CHAP (MS-CHAP) is not selected. Note that this protocol is
selected by default. You must deselect this option so that only MS-CHAP v2 is used.

If an external LDAP server is used for user authentication with PAP (an Option in the
Location properties), then make sure that only Unencrypted password (PAP) is
selected.

Step 13.Pull down the Data Encryption menu and select Maximum strength encryption
(disconnect if server declines). This will set the length of the encryption key to 128
bits.

If an external LDAP server is used for user authentication with PAP, then select
Optional encryption (connect even if no encryption) from the Data encryption menu.
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Advanced Security Settings | 21l

Data encryption:

Require encryption [disconnect if server declines) _:]
Mo encryption allowed (server will disconnect if it requires encryption)
Optional encryption [connect even if no encryption]

Require encryption (disconnect if server declines
Maamum strength encryphion [disconnect if server declr

& Allow these protocols
™ Unenciypted password [PAP)
[™ Shiva Password Authentication Protocol [SPAP)
[™ Challenge Handshake Authentication Protocol [CHAP)
[T Microsoft CHAP (MS-CHAP)
I DA A0 Bl e M B EH AR Smrsion for WiRdolvs 55 sarver
v Microsoft CHAP Version 2 [MS-CHAP v2)

[~ For MS-CHAP based protocols, automatically use my
Windows logon name and password [and domain if any)

| oK I Cancel

Figure 3-95. Advanced Security Settings Window

Step 14.Click OK to go back to the connection’s properties window.

Step 15. Click OK to go back to the Sign-on window

Before starting the VPN connection, you must make sure your system has established the
network connection with the server, and the server has assigned an IP address to your
system.

Step 16.Enter your username and password in the appropriate boxes and then click the
Connect button to connect to the server. You may choose to save this username and
password for future uses before clicking the Connect button.
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Connect My Workplace via L2ZTP 2] x|

¥ Save Password

Connect I Cancel Properties ] Help

Figure 3-96. Sign-on Window

After the connection is made, the connection icon appears in the notification area on the
lower-right corner of the screen as shown below.

12:33PM

@ &

Figure 3-97. Connection Icon

You may double-click the icon to display the status of the connection.
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Yirtual Private Connection 3 Status o _'LI_X_I

General | Details |

~ Connection
Status: Connected
Duration: 00:04:30
Achivity -
Sent — %’_ —— Received
A/

Bytes: 25,254 103,045
Compression: 0% 0%
Emors: 0 5

Figure 3-98. Virtual Private Connection Status Window, General Tab

217 psec stotus ST

General Details I
Property | Value =
Server type PPP
Transports TCPAP
Authentication MS CHAP V2
IPSEC Enciyption IPSec, ESP 3DES .
Compression [mone)
PPF multilink. framing On -
4 | »

LClose

Figure 3-99. L2TP-IPSec Status Window, Details Tab

Notice that your system is now connected to the server via IPSec using 3DES (168-bit)
encryption and MS CHAP v2 authentication.
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SSH Client Configuration

There are many Windows-based SSH client programs available for download on the Internet.
One popular freeware is “PuTTY” which can be obtained from:

http://www.chiark.greenend.org.uk/~sgtatham/ putty/download.html.

This section describes how to configure a computer running Microsoft Windows as an SSH
client using PUTTY.

PuTTY for Windows

3-72

The following procedure is based on a Windows XP client. You may follow the same
procedures for configuring the software on different Windows platforms.

Step 1. Start “putty.exe” from the location where you stored the downloaded file

g putty.exe

Figure 3-100. The PuTTY desktop icon

Step 2. The PUTTY Configuration window appears.

i PUTTY Configuration =]
Categoy
[=- Seszion Buazic options for pour PuT T session
Logaging — Specity your connection by host name or [P address
= Tesrinal Host Mame [or IP addresz) Pt
; Eeiﬂlhﬂad [ELTE 22
o
Protocok
-~ Features ;
' f" f" ¥
5 Window Raw Telnet Rlogin ~ + S55H
Appesrance | —|oad, save or delate 2 stored session
- Ao Saved Session:
Tranzlation I42 T
- Selection —
Colours Ezaf&l.l-_llll-lﬁctllngs Load
[=- Cannection ppn o
-~ Promy
i Telnet Delete
- Rlogin
= 55H
i Auth
3 gunnels Cloze warndow on exit;
ugE " Always  © Mever = Onlyon clean et
About | Open | Cancel

Figure 3-101. The PuTTY Configuration window
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Step 3. Enter 42.0.0.1 in the Host Name (or IP address) field and then select SSH for
Protocol. Note that once SSH has been selected the Port field is automatically
updated to “22”.

Step 4. (Optional) Enter 42.0.0.1 in the Saved Sessions field and then click Save to store
the setting so that it can be reused in the next logon attempt.

Step 5. (Optional) Configure port forwarding tunnels to encrypt application data such as
SMTP, POP3, and IMAP via the SSH session to the appropriate servers inside the
network

a. Click Tunnels in the Category panel. The window displays tunneling
configuration options (Figure 3-102).

b. Type the Source port and Destination address in the appropriate fields.
c. Click Add.

d. Repeatthe above steps to include all desired applications. In the example shown
in Figure 3-102, the Forwarded ports include SMTP, Proxy, POP3, and IMAP.

5 PUTTY Configuration il =
Categony
= Session | Dptions contioling $5H tunneling
Logging 211 forwarding
&- Teminal ™ Enable 11 fowardng
Keoard X display location
Bel [locabietDd
- Features |
=] Window e
: :EE:::::: ® | I Local ports sceent connections from other hosts
Tianclstion [ Bemote poits do the same [S5H »2 only)

- Geleclion Forwarded porls:

Colours (25 1921682 24825
=l Connection L2080 192158.2 2058080

- Prosy L1110 1921682242110
Telnet

- Rlosgin

=- 55H Add new forwarded port:
[ Auith Source poit [143 Add
- Tunrels
L e Destination  [192.168.2.248:143

= Lacal " Aemote

Ahout | Open Cancel

Figure 3-102. SSH Tunneling options

Note that, in changing the configuration, you are required to save the settings again
so that the parameters can be reused.

When applicable, clients that use port forwarding must be reconfigured to use
localhost or 127.0.0.1 (Loopback) as the server address.

Step 6. Click Open.

Step 7. If the client connects to the Integrated Access Manager/Access Controller for the first
time, you will be prompted to save the server’s digital certificate. Select Yes or Save.
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Step 8. The PUTTY window displaying the login prompt appears (Figure 3-103).
Step 9. Type the username and press ENTER.

Step 10. Type the password and then press ENTER. You will not see anything you’ve typed for
password.

At this point, you should be able to access the network normally. Please make sure to leave
the PUTTY window open to stay connected.

£*42.0.0.1 - PUTTY y =18]=l

login as: evelyn |
Sent username “evelyn*
evelynBE42 . 8.0.1"'s password:
Copyright {c) 1988, 1983, 1984, 1988, 1998, 1991, 1993, 1994
The Regents of the University of California. All rights reserved.

Uernier Hetworks welcomes you.
http:/fuww.verniernetworks .con/

=

Figure 3-103. PuTTY login window

You may logoff the network by selecting the PUTTY window and then typing CTRL-D (CTRL
and D keys together).
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SETUP SCRIPTS FOR L2TP/IPSEC ON
WINDOWS 2000 or XP

This chapter describes the setup of L2TP/IPSec connections on Windows systems. It includes
the following sections:

SCHIPLS OVEIVIBW .ot e 4-1
What's in the Package? ............ i 4-1
Setting Up WINdows 2000 . . ...ttt 4-2
Setting Up WIindows XP .. ... 4-5
How to Rebuild a CMAK Package ........... .. ... .. . ... 4-8

The information described in this section is intended for use by an administrator.

Scripts Overview

This section describes how to setup an L2TP/IPSec connection to the 700wl Series system on
Windows 2000 and Windows XP.

Two scripts, one for Windows 2000 and the other for Windows XP, are used to streamline the
setup process. Both scripts make use of Microsoft’'s CMAK (Connection Manager
Administration Kit), which allows you to build a client connection installation package that
reflects customer’s settings. In addition to CMAK, the script for Windows 2000 makes use of
Microsoft ipsecpol.exe command line program, which is a tool for configuring Internet
Protocol Security (IPSec) policies on the computer.

Note: The CMAK package is part of the adminpak that is found on the Windows 2000
Server distribution and Windows XP Professional. One can download the Beta 1.3
Distribution from the Microsoft download site (search for adminpak).

The ipsecpol tool for Windows 2000 can also be downloaded from the Microsoft
download site (search for ipsecpol).

It should be noted that without the two scripts, you still can create a new L2TP/IPSec

connection using New Connection Wizard available by default on both Windows 2000 and
Windows XP. See Chapter 3, “Client Configuration” for instructions.

What's in the Package?

The package contains two important subdirectories, including win2k and winxp. The list of
files in each subdirectory is shown in Table 4-1.

4-1
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Table 4-1. Files Contained In Package Subdirectories

Platform Subdirectory Files

Windows 2000 win2k IPSECPOL.EXE
IPSECUTIL.DLL
prohibitiPSec.reg
setupL2TP.cmd
TEXT2POL.DLL
uninstallL2Tp.cmd
u_prohibitIPSec.reg
MyL2TP.txt
MyL2TP.exe
MyL2TP.inf
[MyL2TP_PAP]
[MyL2TP_STD]

Windows XP winxp setupl2tp_XP.cmd
uninstalll2tp_XP.cmd
MyL2TP.exe
MyL2TP.inf
[MyL2TP_PAP]
[MYL2TP_STD]

Note: [MyL2TP_PAP] is the subdirectory containing files for setting up an L2TP connection
that uses PAP (clear text) for authentication. If PAP is required, e.g. L2TP/IPSec via
LDAP authentication, then copy all files in this subdirectory and place them in the
win2k directory. This will overwrite the existing files.

[MyL2TP_STD] is the subdirectory containing files for setting up the L2TP
connection that uses MS-CHAP v2 for authentication. This is the default set of files.
All files in this subdirectory are only used for restoration purposes.

Setting Up Windows 2000

Do the following to install and configure a new L2TP/IPSec connection on Windows 2000.

Step 1. Download the supplied ZIP package, WIN2K_SETUP.zip, from the 700w!I Series
system. This ZIP package is also available on the documentation CD.

Step 2. Extract the ZIP package to a directory, then go to the win2k subdirectory.

Step 3. To setup your IPSec shared secret, use a text editor, such as Notepad, to edit the file,
MyL2TP.txt, and then replace the default shared secret, “mysecret” (see the figure
below), with the one that is set on the 700wl Series system.
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RT=E
File Edit Format Help
-w REG —-p MyL2TP -r MyL2TP_Rule —aPRESHARE(mysecret }f 0:1701+42.0.0.1:%:UDP -x =]

Figure 4-1. Editing MyL2TP.txt File

Step 4. Run setupL2TP.cmd. The script will modify the system’s registry to allow the uses of
shared secret and create the MMC IPSec policy, named My _L2TP. In addition, a new
Network Connection shortcut, Shortcut to My L2TP, is created on the desktop.

Figure 4-2. Desktop Shortcut

Step 5. Reboot the system.

Note: Without rebooting, any attempt to make the L2TP connection will fail.

Step 6. Double-click the Shortcut to My L2TP icon. The My L2TP connection window
appears.

Step 7. Enter the User name and Password information in the appropriate textboxes. If
required, enter the Logon domain information in the third text box. You may select
the Save password and/or Connect automatically options by clicking the appropriate
checkboxes.
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P My L2TP

s

User name: IUSET'I

Passward: | ““““““““

W Save password [ Connect automatically

- Connection statu:

Click Connect ta begin connecting. Ta wark offline, click “._l

Cancel.
=
Connect I Cancel Properties | Help |

Figure 4-3. My L2TP Connection Window

Step 8. (Optional) Click the Properties button to modify the number of Redial attempts and
the minutes of Idle time before disconnecting. After finishing the modification, click
OK.

Step 9. Click the Connect button to make the VPN connection to the HP ProCurve 700wl
Series system.

Once the connection is made, you will see a new connection icon appeared in the notification
tray (lower-right corner of your desktop). You may click the icon to view the connection

status.
General Details |
Property | Yalue -
Server type FFP
Transports TCRAP
Authentication M5 CHAP w2
Enciyption MPPE 128 it
Compression [hone]
PPP multilink. framing On -
4| | »

Cloze |

Figure 4-4. My L2TP Status Window, General Tab
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General | Details |

21

— Conhection
Connected
00:08: 45

Status:

Duration:

— Auctivity

mp

Sent —— 1 —— Received

2 BE7
0%
0

Buytes:

Cormpression:

Emors:

Disconnect |

Setup Scripts for L2TP/IPSec on Windows 2000 or XP

Cloze |

Figure 4-5. My L2TP Status Window, Details Tab

Setting Up Windows XP

Do the following to install and configure a new L2TP/IPSec connection on Windows XP.

Step 1.

Download the supplied ZIP package, WIN2K_SETUP.zip, from the 700wl Series

system. This ZIP package is also available on the documentation CD.

Step 2.
Step 3. Run setupl2tp_XP.cmd.

Step 4.

Extract the ZIP package to a directory, then go to the winxp subdirectory.

You will be prompted to enter the PIN for pre-shared key. Enter the PIN and then

click OK. See details in “How to Rebuild a CMAK Package” on how to rebuild the
CMAK package which includes the information on how to setup the PIN and the

pre-shared key.

Enter PIN for Pre-shared Key

Enter the PIN associated with this profile. If you
enter the inconrect PIN, or click Cancel, the
installation will be cancelled.

X

ERRER

o]

Cancel

Figure 4-6. PIN Entry Dialog

Step 5. A new Network Connection shortcut, Shortcut to My L2TP, is created on the desktop.
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.2
He

Shortcut to My
LITP

Figure 4-7. Desktop Shortcut

Step 6. Double-click the Shortcut to My L2TP icon. The My L2TP connection window
appears.

Step 7. Enter the User name and Password information in the appropriate textboxes. You
may select the Save password and/or Connect automatically options by clicking the
appropriate checkboxes.

Connect My LZTP

User name: ladmin |

Password: | |

Save this user name and password forthe following users:

{#) Me only
() Aryone wha uses this computer

L Connect ]’_ Cancel ][ Properties ][ Help ]

Figure 4-8. Sign-on Window
Step 8. (Optional) Click the Properties button to modify the number of Redial attempts and

the minutes of Idle time before disconnecting. The Advanced tab is used to enable
packet filtering for this connection. Click OK to save the settings.
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& My L 7TP Properties

| General | Options |Securit:.' I -Networking | Advanced |

Dialing options
Display progress while connecting
Prompt for name and password, certificate, etc.

[ Include Windows logon domain

Redialing options
Redial attempts: 3

< ¥

Time between redial attempts: 1 minute

II

Idle time before hanging up: never

[] Redial if line is dropped

[ ok ][ canca |

Figure 4-9. My L2TP Properties Window, Options Tab

Step 9. Click the Connect button to make the VPN connection to the HP ProCurve 700wl
Series system.

Step 10.Once the connection is made, you will see a new connection icon appeared in the
notification tray (lower-right corner of your desktop). You may click the icon to view
the connection status.

& My | 2TP Status

General | Details |
Connection
Status: Connected
Duration: 00:00:17
Activity =
Sent { Received
Bytes: 4033 | 340
Compression: 0% 0%
Errars: 0 1]
[ Froperties ] l Disconnect

Figure 4-10. My L2TP Status Window, General Tab
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& My L2TP Status

General | Details |

Property Value
WAN Miniport (LZTF)
Device Type vpn

Server type FPF

Transports TCFRAP
Authentication MS CHAP V2

IPSEC Encryption IPSec, ESP 3DES
Compression (none)

PPP multiink framing ~ Off
Server P address 172.16.1.189
Client IP address 172.16.1.185

Close

Figure 4-11. My L2TP Status Window, Details Tab

Note: Both PIN and IPSec shared secret are embedded into the CMAK package. The
only method to change either PIN or IPSec shared secret is to rebuild the CMAK
package.

See “How to Rebuild a CMAK Package” for instructions on how to rebuild a CMAK
package.

How to Rebuild a CMAK Package

Step 1. Start the CMAK Wizard
Start — Run... —> Enter “cmak” in the Open text box — OK
The Welcome screen of the CMAK Wizard appears. Click Next>.
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Connection Manager Administration Kit Wizard x|

Welcome to the Connection Manager

@ Administration Kit Wizard

This wizard helps you create a setvice profile that
customizes Connection Manager for users of your service.

For a list of tasks to complete before you start this wizard, click
Help. For more information about any other page in this wizard,
click Help on that page.

To continue, chck Next.

I Newt » I Cancel Help

Figure 4-12. Connection Manager Administration Kit Wizard

Step 2. The Service Profile Selection screen appears. Make sure that New profile is selected
and then click Next>.

Step 3. The Service and File Names screen appears. Enter the Service name and File name in
the appropriate textboxes. Click Next>.

Step 4. The Realm Name screen appears. Make sure that Do not add a realm name to the user
name is selected. Click Next>.

Step 5. The Merging Profile Information screen appears. Click Next>.

Step 6. Select Phone book from this profile. Enter 42.0.0.1 in the Always use the same VPN
server text box and then check Use the same user name and password for VPN and
dial-up connections. Click Next>.
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Connection Manager Administration Kit Wizard

VPN Support

‘You can set up this profile to support VPN connections for remote access to private
networks over the Intemet.

Establish a virtual private network [VPN)] connection when the user dials a phone
number from these phone books:

¥ Phane book fram this profile

I | Phare books from the merged prafiles
VPN Server name or IP Address
(= Always use the same VPN server

|42.0.0.1

€ Allow the user to choose a VPN server before cannecting
I Browse... |

[V Use the same user name and password for VPN and dial-up connections

< Back Mext > Cancel Help

Figure 4-13. VPN Support Screen

Step 7. The VPN Entries screen appears. Select the entry you just created (named after the
Service name specify in Step 3) and then click Edit.

Connection Manager Administration Kit Wizard x|

VPN Entries
Virtual Private Networking entries provide configuration data for one or more VPN
Servers.

Provide the network and security configuration ta enable a clent to connect to a VPN
server. Click Edit to specify these settings.

Wirtual Private Networking entries:

Detault L2ZTP Turnel <Default;

New.. || e, | oo |

< Back Mext » Cancel Help

Figure 4-14. VPN Entries Screen
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Step 8. The Edit Virtual Private Networking Entry window appears. Click the Security tab
and then click the Configure... button.

Edit Virtual Private Networking Entry x|
General | TCPAP Settings  Secuity |

There are cammon settings that you can apply to all of your remate
access cli

Windows 2000 and later operating systems support additional, more
specific settings that you can apply instead of the common settings.

Corlfigure. .. I

Windows 2000 specific security settings:

Larfigure

| oK I Cancel Help

Figure 4-15. Edit Virtual Private Networking Entry Window

Step 9. The Security Settings window appears. Select Use L2TP/IPSec if available and then
select the Use a pre-shared key when using L2TP/IPSec option. Click OK.

Security Settings x|

- User authentication methad -
& Allow any method
(" Require a secured password
" Requite a Microsoft secured password
I™ | Bequire data enciiption

~ VPN strategy
" Always use PPTP
% Use L2ZTRP/PSec if available

V¥ Use a pre-shared key when using L2TP/IPSec

0K |  Cancel Help

Figure 4-16. Security Settings Window

Step 10.Click OK to return to the VPN Entries screen. Click Next>.
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Step 11. The Pre-shared Key screen appears. Enter your shared secret in the Enter key field
and then enter the PIN and the confirmation in the appropriate textboxes. Note that
you must enter a PIN; otherwise, the system does not use a shared secret. Click
Next>.

Connection Manager Administration Kit Wizard

Pre-shared Key
‘You can configure this profile to use a pre-shared key to provide authentication for your
L2TP over IPSec connections.

Note: Computer certificates are the recommended method of authentication. Pre-shared
key is a relatively weak authentication method.

Enter key: mysecret

Using a PIN to encrypt the pre-shared key increases the security of your
deployment. Users will need the PIN in order to install the profile. The PIN
must be between 4 and 15 characters long.

¥ Encrypt the pre-shared key using a PIN

Enter PIN: I‘“’"‘

Confirm PIN: |~

< Back Next > Cancel Help

Figure 4-17. Pre-Shared Key Screen

Step 12. The Phone Book screen appears. Make sure that the Automatically download phone
book updates option is cleared. Click Next>.

Step 13. The Dial-up Networking Entries screen appears. Select the entry, which is named
after the Service name defined in Step 3 and then click Next>.

Step 14. The Routing Table Update screen appears. Click Next>.
Step 15. The Automatic Proxy Configuration screen appears. Click Next>.
Note: Note that if the Proxy support is required, you must create a PAC file, which

contains the proxy information. However, this is beyond the scopes of this
document. The detailed information is not provided.

Step 16. The Custom Actions screen appears. Click Next>.

Step 17. The Logon Bitmap screen appears. Click Next>.

Step 18. The Phone Book Bitmap screen appears. Click Next>.

Step 19. The Icons screen appears. Click Next>.

Step 20. The Notification Area Shortcut Menu screen appears. Click Next>.

Step 21. The Help File screen appears. Click Next>.
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Step 22. The Support Information screen appears. Click Next>.

Step 23. The Connection Manager Software screen appears. Click Next>.
Step 24.The License Agreement screen appears. Click Next>.

Step 25. The Additional Files screen appears. Click Next>.

Step 26. The Ready to Build the Service Profile screen appears. Select Advanced customization.
Click Next>.

Step 27. The Advanced Customization screen appears.

Connection Manager Administration Kit Wizard x|

Advanced Customization
‘Y'ou can modify files that are included in this profile.

Select a file and a section of the file. and then select the key that you want to modify.
Type a new value, and then click Apply.

File name:
I L2TP.cms _:_I

Section name:
IF‘tcfiIe Format :I

Key name:
IVasmn Ll

Value:
|4

__tob |

Back Mext » Cancel Help

Figure 4-18. Advanced Customization Screen

Make the following modifications (click Apply after each change):

a. Select Connection Manager from the Section name menu. Select Dialup from the
Key name menu. Enter 0 in the Value field. Click Apply.
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Connection Manager Administration Kit Wizard

4-14

Figure 4-19. Advanced Customization Screen

b. Select Networking&Default L2TP Tunnel from the Section name menu. Select
VpnStrategy from the Key name menu. Enter 3 in the Value field. Click Apply and

then click Next>.

ection Manager Adminis on Kit Wizard

L2TP.cms

Nehwkh@ﬁdﬂhﬁ L2TP Tunnel

VpnStiateay

Figure 4-20. Advanced Customization Screen
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This will build your files.

Connection Manager Administration Kit Wizard i ]

Completing the Connection Manager

Administration Kit Wizard
@ You have successfully completed the Connection Manager
Administration Kit Wizard Your new service profile, a
self-installing executable [ exe] file, is located at:

| C:\Program Files\CMAK\Profiles\L2TPAL2TF exe

To close this wizard, click Finish,

Help

Figure 4-21. Connection Manager Administration Kit Wizard, Completion Window

Step 28. Click Finish.

You are now ready to install this connection on a client device. Copy the output files, e.g.,
L2TP.exe and L2TP.inf files from C:\Program Files\CMAK\Profile\L2TP to any target directory.

To install, use the following command:

12tp /q:a /c:“cmstp.exe 12tp.inf /u /s”
12tp /q:a /c:“cmstp.exe 12tp.inf /s”

The first line will uninstall this connection if it exists and the second line will install the
connection.
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