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INTRODUCTION

This document provides instructions for a basic configuration of the HP ProCurve Secure
Access 700wl Series that allows a demonstration user to:

= Connect to the 700wl Series system using a secure protocol (PPTP)

= Log in and be authenticated through the HP ProCurve 700wl Series built-in database

= Pass IP traffic and have access to network resources
A system running with this configuration is suitable for basic evaluation or demonstration
purposes. Two types of deployment are described in this document; one using the Access

Control Server 740wl and Access Controller 720wl, and the other for the stand-alone
Integrated Access Manager 760wl.

This document may be used as a supplement to the HP ProCurve Secure Access 700wl Series
Quick Start Guide shipped with each 700wl Series unit, which covers the basic installation
and network configuration of the 700wl Series system components.

The instructions provided here include configuring the 700wl Series system to function as a
VPN gateway, which allows the user to secure the connection via encryption using a protocol
such as PPTP. User authentication as described in this document is based on either HP’s
simple built-in database, or optionally on an external RADIUS authentication server.

Note: This configuration does not require the use of an Access Point. The demonstration
user connects to the 700wl Series system directly through a downlink port on the
Access Controller 720wl or Integrated Access Manager 760wl.

Objectives

This document will guide you to accomplish the following:
= Install the components of the 700wl Series system onto your network

= Configure the 700wl Series system to create a demonstration user account (“demouser”)
that will be authenticated through the HP built-in user database

= Configure the 700wl Series system as a VPN gateway using PPTP encryption

= Configure a Windows client system to establish a network connection using the PPTP
protocol

= Connect to the 700wl Series system as a client using the PPTP protocol, and authenticate
the demonstration user (“demouser’) against the built-in database

< (Optional) Configure the 700wl Series system to use an AAA RADIUS server for user
authentication

1-1
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DEPLOYING AN ACCESS CONTROL SERVER 740wWL
AND ACCESS CONTROLLER 720wL

Procedure Overview

To accomplish the objectives listed in the Introduction to this document, these instructions
lead you through the following steps:

Step 1.

Step 2.

Step 3.

Step 4.

Step 5.

Step 6.
Step 7.

Step 8.

Preparation

Install the 700wl Series system consisting of an Access Control Server 740wl and an
Access Controller 720wl onto your network. If you are comfortable using the
command language interface (CLI), you can follow the instructions in the HP
ProCurve Secure Access 700wl Series Quick Start Guide that was included with your
700wl Series hardware. Otherwise, follow the instructions in Step | “Hardware
Setup” on page 2-2.

Create a “‘normal” user account (login ID and password) in the Rights Manager’s
built-in database.

Connect a Windows client system to the 700wl Series system through a downlink
port of the Access Controller 720wl. Log in as the user created in Step 2 against the
built-in database using the 700wI Series system Logon page. The user should then
have full IP access to the network. This shows that the user can successfully connect
to the system and gain network access.

Configure the 700wl Series system as a VPN gateway using PPTP encryption.

Configure the Windows client to establish a PPTP connection with the 700wl Series
system. Then connect to the 700wl Series system using the PPTP connection process.
Again, this shows that the client can connect to the system and gain access to the
network.

(Optional) Log the client off the system.

(Optional) Configure the 700wl Series system to use an AAA RADIUS server for user
authentication.

(Optional) Log in using a user account known to the RADIUS authentication server,
and verify network access.

Before you begin the system installation and configuration process, review the following list
to make sure you have the required components available and/or configured as specified:

Step 1.

One Windows-based PC or laptop preset to obtain an IP address automatically (via
DHCP). This system will be used both to perform the configuration of your HP
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Deploying an Access Control Server 740wl and Access Controller 720wl

Step I.

2-2

Step 2.

Step 3.

Step 4.

Step 5.

ProCurve Access Control Server 740wl and Access Controller 720wl, and to function
as a client once the configuration is complete.

Three standard (straight-through) Ethernet cables for the Network Uplinks of the
Access Control Server 740wl, Access Controller 720wl, and to connect the PC/laptop
to the Access Controller.

A DHCP server that can provide IP configuration information for the Access Control
Server 740wl and Access Controller 720wl Network Uplinks.

Note: If no DHCP server is available, then you must configure a static IP address
for the Network Uplink port of each unit. Configuration parameters include:
IP address, subnet mask, default router’s IP address, and DNS server’s IP
address.

(Optional) One DB-9 Null Modem cable, required only if you plan to use the CLI to
set up a static IP address, or if you intend to do the initial network configuration
following the procedure in the Quick Start Guide.

(Optional) One AAA RADIUS server. You must configure the RADIUS server to
accept authentication requests from the Access Control Server 740wl, which acts as a
RADIUS client. A user account must be created in the RADIUS database. Consult the
online HP ProCurve Secure Access 700wl Series Configuration and Management Guide for
more information on other supported external authentication servers.

Hardware Setup

Note:

Step 1.

Step 2.

Step 3.

Step 4.

Step 5.

Step 6.

These steps duplicate much of the information found in the HP ProCurve 700wl
Series Quick Start Guide. If you have already set up your system following the
instructions in the Quick Start Guide, you can skip to Step V “Creating a User
Account in the Built-In Database” on page 2-5.

Connect the power cord to the Access Control Server 740wl (rear side) and into an
electrical outlet.

Connect the power cord to the Access Controller 720wl (rear side) and into an
electrical outlet.

Connect Ethernet cables to the Network Uplink ports of the Access Control Server
740wl and Access Controller 720wl, respectively. The other ends of the cables are
plugged into a Hub or Switch port on the internal (secured) network.

Power on the two units and wait approximately 60 seconds or until they are
completely booted (by observing the status on the LCD panel of each unit).

Connect the remaining Ethernet cable from the configuration PC to a Hub or Switch
port on the internal (secured) network and then power on the PC. Note that the PC
should receive an IP address from a DHCP server in the internal network.

To configure your 700wl Series units with static IP addresses, continue with “Static IP
Configuration for the Access Control Server (Optional)”.

If you plan to use the IP address provided by DHCP, skip to Step 1V, “Configuring
the Shared Secret Authorization” on page 2-4.
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Step Il.  Static IP Configuration for the Access Control Server
(Optional)

If you want your Access Control Server to use a static IP address, and you have not already
configured the unit using the instructions in the HP ProCurve Secure Access 700wl Series Quick
Start Guide, do the following:

Step 1. Connect the Null Modem cable to the Serial Console port of the Access Control Server
740wl and into a COM port, such as COM1, of the Windows PC.

Step 2. Start a terminal emulation program such as HyperTerminal in Microsoft Windows,
and set the COM port properties to 9600 bps, 8 data bits, no parity, 1 stop bit, and no
flow control.

Step 3. Initialize the terminal connection. A Login prompt appears in the terminal window.
Step 4. Logon to the system as the administrator. The default login is admin with password admin.

Step 5. Enter the following commands:

CLI Command Example

set iIp <ipaddress> [<netmask>] set ip 192.168.10.71 255.255.255.0

set gateway <ipaddress> set gateway 192.168.10.254

set dns <ipaddress> [<ipaddress>] set dns 192.168.2.250 192.168.31.123

Step lll.  Static IP Configuration for the Access Controller
(Optional)

To give your Access Controller a static IP address, if you have not already configured the
unit using the instructions in the HP ProCurve Secure Access 700wl Series Quick Start Guide,
do the following:

Step 1. Connect the Null Modem cable to the Serial Console port of the Access Control Server
740wl and into a COM port, such as COM1, of the Windows PC.

Step 2. Start a terminal emulation program such as HyperTerminal in Microsoft Windows,
and set the COM port properties to 9600 bps, 8 data bits, no parity, 1 stop bit, and no
flow control.

Step 3. Initialize the terminal connection. A Login prompt appears in the terminal window.
Step 4. Logon to the system as the administrator. The default login is admin with password admin.

Step 5. Enter the following commands:

CLI Command Example

set iIp <ipaddress> [<netmask>] set ip 192.168.10.71 255.255.255.0

set gateway <ipaddress> set gateway 192.168.10.254

set dns <ipaddress> [<ipaddress>] set dns 192.168.2.250 192.168.31.123

Getting Started Guide 2-3
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Step IV. Configuring the Shared Secret Authorization

The shared secret is used by the Access Control Server to validate the association with an
Access Controller. The shared secret you configure on the Access Control Server must also
be entered on each Access Controller that will attempt to associate with this Access Control
Server.

Step 1. Start your web browser and set it to the IP address of the Access Control Server:
http://<I1Paddress>, for example, http://192.168.10.71. The Administrator
Login page appears.

LoG out Access Control Server 740wl [ﬁﬂ]

HELP Main Menu

inwvent

Administrator Login

Username: |

Passwaord: |

Yourweb browser must accept cookies to login.

Figure 2-1. Administrator Login page

Step 2. Enter the default Administrator Username and Password (admin and admin) in the
appropriate fields, then click Login. The Main Menu appears.

LOG OUT
Access Control Server 740wl [ﬁﬂl
HELP Main Menu invent
Configuration System Functions
B Admin Authorization (] Backup and Restore
B H1TP Proxy B Distribute Logons
B Network B Shutdown
@ Shared Secret Authorization (] Update Software
@ sumpP Vi
B Specify Session Loggin lews
B Time and Date B Active Access Managers
i i B LogFile
Wireless Data Prwacy SEtup @ Version and License Information
@ 1PSec
@ PPTP and L2TP GO TO RIGHTS MANAGER
@ ssH
(] Tunneling

Figure 2-2. Main Menu
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Step 3. Click Shared Secret Authorization.
The Shared Secret Authorization Configuration page appears.

MAIN MENU Access Control Server 740wl [ﬁﬂ]

HELP Shared Secret Authorization Configuration

Configure Access Managers Shared Secret

Enter the Shared Secret that Access Managers use to validate themselves to this Access Control Server 740wl

Shared Secret: I
Confirrn Shared Secret: I

Submit Changes Cancel Changes Feset To Defaults

Figure 2-3. Shared Secret Authorization Configuration page

Step 4. Enter the shared secret text into the Shared Secret and Confirm Shared Secret fields
and click Submit Changes.

Step 5. Click the MAIN MENU button (in the upper-left corner of the page) to return to the
Main Menu.

Step V. Creating a User Account in the Built-In Database

In order for a user to log in, the 700wl Series system must be able to authenticate the user
through some authentication service. The simplest form of authentication service is the built-
in database included in the 700wl Series system Rights Manager. In this step, you add a user
to the built-in database so you can login to your network as that user through the 700wl
Series system.

Step 1. From the Main Menu, click GO TO RIGHTS MANAGER.

Step 2. The Rights Manager Clients page appears.
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4} Rights Manager : Clients - Microsoft Internet Explorer

J File Edit ‘iew Favorites Tools  Help

=102

J GBack - = - D ot | Qhsearch [ Favorites £ #History ‘ - S

| address ] hitps:/f192. 168.10.116:444jcgi-binjhome =l @
MAIN MEMU Rights Man ager

Clients ﬂﬂ ‘ |

invent

CLIENTS CONFIGURAT‘\ONI USERS IGROUPSI LOCAT‘IONSI LOGS ITROUBLESHOO'HNG RIGHTSIMPORT_

Mo clients present.

Figure 2-4. Rights Manager Clients page

Step 3. Click USERS at the top of the page.

The Users page appears, with an empty Users list.

3 Rights Manager : Users - Microsoft Internet Explorer

o =1oix|
|J File Edit Wew Favorites Tools  Help Hnddress I@ https:[192.168.10.82: 444/ cgi-binjusers. cgi

ER |
MAIN MEN Rights Manager

2]
—

imvent
cuenTs | conFicuraTion | users | Groups | LocaTions | LoGs | TRouBLESHOOTING| RIGHTS IMPORT
Filter
Lines per Page: IWDD 'I
Show Groups Column: & Yes © Mo
Apply Filter | Reset Filter |
Users

Mo Users Found

Go To the User Editor

Figure 2-5. Users page

Step 4. Click the Go To the User Editor link (see Figure 2-6).€

Getting Started Guide



Deploying an Access Control Server 740wl and Access Controller 720wl

3 Rights Manager : User Editor - Microsoft Internet Explorer ;IEILI

|J File Edit Wew Favorites Tools  Help H Address I@ https:f{192.168.10.82: 444/cgi-binjuser. cqi j o ﬁ
MAIN MEMNU :I
s Rights Manager [da ‘

HELP. User Editor

invent

cuenTs | conricuraTion | users | Groups | LocaTions | LoGs | TRouBLESHOOTING| RIGHTS IMPORT

Select a User to Edit

© User I_LI

& New User

Apply Selection

User Details

User Mame: |demouser
User Pagsword:  [eses==
Confirm Paggword: o=

& Mormal

" Registered Guest
© MAL Address
 Access Point

This User is a Member of the Following Groups

Add User to Group: | Access Point ¥ Add to Group | EditMew Group |

Group Name Group Type Remove
Mo Groups Found

Submit Changes | Cancel Changes | Delete User

User Type

Figure 2-6. User Editor page

Step 5. Enter the following information:
= User Name: “demouser” (or any name you like)
e User Password: “password” (or any password you like)

= Confirm Password: “password” (must be the same as that entered into the first
password field)

Step 6. Click Submit Changes.
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Step VI. Associating the Access Controller 720wl to the

Access Control Server 740wl

In order to authenticate users and receive access rights for those users, you must enable
communication between the Access Controller and the Access Control Server.

Step 1. Set your web browser to the IP address of the Access Controller:

http://<1Paddress>, for example, http://192.168.10.66. The Administrator

Login page appears.

Step 2. Enter the default Administrator Username and Password (admin and admin) in the
appropriate fields, then click Login. The Access Controller Main Menu appears.

LOG OUT Access Controller 720wl
HELP Main Menu

A

inwvent

Configuration System Functions
B Admin Authorization (] Backup and Restore
@ Control Server B Shutdown
B Network (] Update Software
B SHMP .
@ Specify Location Information Views
B Specify Session Loggin B Active Clients
@ Time and Date @ Active Sessions

@ LogFile

@ Version and License Information

SPECIFY CONTROL SERVER

Figure 2-7. Access Controller Main Menu

Step 3. Click Control Server.

The Specify Access Control Server page appears.

2-8
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MAIN MENU Access Controller 720wl [ﬁﬂ]

HELP Specify Control Server

Specify Control Server and Enter Shared Secret

Control Server IP Address: I
Secret Key: I
Confirrn Secret Key: I

Submit Changes | Cancel Changes | Feset To Defaults

| GO TO CONTROL SERVER I

Figure 2-8. Specify the Access Control Server shared secret

Step 4. Enter the following information;
= Access Control Server IP Address: the IP Address of the Access Control Server
= Shared Secret: the shared secret that you defined for the Access Control Server

= Confirm Shared Secret: type the shared secret a second time
Step 5. Click Submit Changes.
Step 6. Click GO TO CONTROL SERVER.

If the settings are correct, the Administrator Login page of the Access Control Server appears
in your browser.

Step VII. User Authentication Through the 700wl Series
Logon Page

In the following steps, the Windows PC you have been using for configuration will also be
used as a client system. If the PC’s network interface is configured to use a static IP address,
you must change its properties so that it will obtain an IP address automatically using
DHCP.

In this step, you connect your Windows PC to an Access Controller port and log onto your
network using the username and password you added to the built-in database. If this is
successful, you should be able to access the Internet and other resources on your network as
usual.

Step 1. Release the IP configuration (in Windows) from the network interface of the
configuration PC/laptop as follows:

From the Start menu, click Run... then enter the command ipconfig /release.

Step 2. Unplug the Ethernet cable connecting the PC to your network through the
Hub/Switch port and plug it into one of Access Controller 720wl’s downlink ports.

Getting Started Guide 2-9
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Step 3. Obtain a new IP configuration from DHCP through the Access Controller 720wl:
From the Start menu, click Run... then enter the command ipconfig /renew.
The PC should receive an IP address in the 42_x_x.x range.

Step 4. Start your web browser and go to any web site. The web browser will display the
700wl Series Logon page:

7 Hewlett-Packard Company Secure Logon - Microsoft Internet Explarer (=] 5|

Jale Edit  View Favorites Tools  Help

H Eoak = - (@ ) 2| @Qoearch Ggreeortes Chrstoy | Ey- S E R

D |

invent

You are not logged on.

Registered Users

Username: ||
Password

Logon as a Guest

Copyright ® 2001-2003 Vemier Netnors, Inc. All rights resene d

Figure 2-9. HP ProCurve 700w| Series Login page

Step 5. Enter “demouser” and “password” (or the username and password you created) in
the Username and Password fields and click Logon User.

At this point, the web page you requested should appear, and you should be able to access
the network normally.

Step VIII. PPTP Gateway Configuration (Access Control

2-10

Server 740wl)

This step configures the 700wl Series system to act as a VPN termination for PPTP. After
configuring the PPTP client on your PC (see Step IX, “PPTP Client Configuration (Windows
XP)”), you should be able to logon to the network via the PPTP connection interface.

Step 1. Set your web browser to the IP address of the Access Control Server:
http://<IPaddress>, for example, http://192.168.10.71. The Administrator
Login page appears.

Step 2. Enter the default Administrator Username and Password (admin and admin) in the
appropriate fields, then click Login. The Access Control Server Main Menu appears.

Getting Started Guide
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Step 3. Click the PPTP and L2TP link in the Airwave Security Setup section of the Main
Menu.

Step 4. The PPTP and L2TP Configuration page appears.

MAIN MENU Access Control Server 740wl [ﬁﬂ
HELP PPTP and L2TP Configuration

inwvent

PPTP and L2TP Configuration For All Access Managers

I
Enable PRTP? - 5%
Mo

-
Enable L2TP?  '°°
& Mo

Submit Changes I Cancel Changes Feset To Defaults

Figure 2-10. PPTP and L2TP Configuration page

Step 5. Click Yes to Enable PPTP? and then click Submit Changes.€

Step 6. Click MAIN MENU to return to the Main Menu.€

Step 7. Click GO TO RIGHTS MANAGER.€

Step 8. The Rights Manager Clients page appears. €

Step 9. Click CONFIGURATION at the top of the page. The Configuration page appears.€
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2-12

; Rights Manager : Configuration - Microsoft Internet Explorer

=10l

JFiIe Edit View Faworites Tools  Help Hnddress €1 https: /192, 168, 10,5821444 /cgi-bin/ auth?auth_action=menyu

3 eo I

MAIN MENU

Rights Manager

HELP Configuration

@

invent

LoG out CLIENTSI CONFIGURATIONI USERS Icnoupsl LcmmoNsI LOGS ITROUBLESHOO’HNGI RIGHTS IMPORT

Accounting Control Console
B Services B Network Access
Authentication DNS/WINS

B Authentication Services @ DNS Servers

B DNS Allow/Redirect Pairs
B WINS Servers
@ WINS Allow/Redirect Pairs

B Authentication Realms
Web-based Logon
B Customize Weh Pages by Location

Wireless Data Privacy Logon HTTP Proxy

@ Encryption/Authentication per Location B Automatic Proxy per Group
Monitored Logon Logging

B Enable 802.1x/NT Logons per Where B Setup Logging

W 802.1x L ogon Settings Security

Group Retrieval
B External Group Retrieval

@ Spoofing Detection
@ SSL Certificate

MAC Address Users
B Retrieve MAC address users via LDAP

Figure 2-11. Rights Manager Configuration page

Step 10. Click the Encryption/Authentication per Location link. The Encryption/Authentication

per Location page appears.

/A Rights Manager : Encryption/Authentication per Location - Microsoft Internet Explorer

_lojx|

“ Fle Edit \view Favorites  Tools  Help “Addrass @https:”lgz.168.10.82:444J‘cgi—binf\ocation?\oc_act\on=vpn

< oo I

MAIN MENU

Rights Manager

HELP Encryption/Authentication per Location

inveont

a
o]

CLIENTSI CONFIGURATION I USERS I GROUPSI LCICAT\ONSI LOGS ITR(JUBLESH(J(JTINGI RIGHTS IMPORT

VPN Settings per Location

Location

Encryption PPTP/LZTP Authentication

Everywhere Elé IPSec Allowed ,

Click on a location link to go to its Location Editor
Click on an Encryption link to modify encryption settings per location
Click on PPTR/2TP Authentication link to madify settings per location

Mot Applicable

Figure 2-12. Encryption/Authentication per Location page

Step 11.Click the IPSec Allowed link in the Encryption column for the Everywhere Else

location.

Step 12.In the Specify Encryption per Location page, select the Allow the following protocols

option and then select PPTP from the panel to the right.
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/J rights Manager : Specify Encryption per Location - Microsoft Internet Explorer =0l

“ File Edit View Favorites Tools  Help Hnddrass I@ ttps:j,n’lgz.ls&1D.82:4441(g\-binflucat\un?luc_name:Everywhere%ZDEIsE;Iuc_actiun=encryptiunj @GD ﬁ

|
MAIMN MEMLU nghts Manager &
2 Specify Encryption per Location [a

inovent

CLIENTSI CONFIGURATION I USERS I GROUPSI LCICAT‘!ONSI LOGS ITROUBLFSHOO'I'INGI RIGHTS IMPORT

Select a Location to Edit

Lacation IEverywhere Else vl
Apply Selection

Encryption Options

Location Name: Everywhere Else

" Disable Encryption

& Allow the following protocals: [IPSec

% Encryption allowed, but not reguired
" Require encryption
' Require encryption except for: [Access Point

Mo Access
User

Mote: The require encryption setting causes unencrypted, non-negotiation packets to be discarded

Submit Changes Cancel Changes Feset To Defaults

Figure 2-13. Specifying Encryption Options for a location

Step 13.Click Submit Changes.€
Step 14.Click CLIENTS to return to the Rights Manager’s Clients page.€

Step 15.Click the Refresh every client’s rights link.€

Step IX. PPTP Client Configuration (Windows XP)

This step configures the PPTP client on the Windows PC:

Step 1. Open the Network Connections window:
= Click the Start button and select Control Panel.
= From the Control Panel window, double-click Network Connections.
The Network Connections window appears.

Step 2. Click the Create a new connection link on the Network Tasks panel.

The New Connection Wizard window appears.
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MNew Connection Wizard
Metwork Connection Type
‘what do you want to do?

() Connect to the Internet
Connect to the Intemet so you can biowse the Web and read email.

@) C t to the k at my
Connect to a business network. [using dial-up or VPN) so you can work from home,
a field office, or another location.

() Set up a home or small office network
Connect ta an existing home of small office network of set up a new one.

() Set up an advanced connection

Connect directly to another computer using your senal, parallel, or infrared port, or
set up this computer so that other computers can connect to it

[ < Back ]I Mest > l[ Cancel

Figure 2-14. Network Connection Type page

Step 3. Click Next> to go to the Network Connection Type page.

Step 4. Select the Connect to the network at my workplace option and then click Next>.

Step 5. Select the Virtual Private Network connection option. Click Next>.

Step 6. Enter the desired connection name in the Company Name textbox and then click

Next>.

Step 7. The Public Network page appears. Select the Do not dial the initial connection option

and then click Next>.

Step 8. You should now be at the VPN Server Selection window (see Figure 2-15). Enter
42.0.0.1 in the Host name or IP address text box and then click Next>.

New Connection Wizard
VPN Server Selection
What is the name or address of the VPN server?

Type the host name or Intemet Protocol (IP) addiess of the computer to which you are
conhecting.

Host name or IP address (for example, miciosoft.com or 157.54.001 |

42001

[ < Back ” Mext > ][ Cancel ]

Figure 2-15. New Connection Wizard, VPN Server Selection
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Step 9. The Completing the New Connection Wizard page appears. You may choose to add
a shortcut to this connection to the desktop, then click Finish.

An icon representing the new connection appears in the Network Connections window
under the Virtual Private Network section. In addition, the Sign-on window should appear
on the screen; if it does not, double-click the new connection icon.

Connect My Workplace via PPTP

User name: [

Password: |

[ Save this user name and password for the following users:

Anuone who usas bhis comouter

[ Connect JE Cancel ][ Properties ” Help

Figure 2-16. Sign-on window

Step 10.Click the Properties button to open the connection’s properties window.

General | Options | Secuity  Networking | Advanced
Type of VPN:
|PPTPVPN v

Automatic
L2TP IPSec VPN |

This connection uses the following tems:

Internet Protocol [TCP/AP)

M o5 Packet Scheduler
] Q File and Printer Sharing for Microzoft Networks

[ =1 Deterministic Network Enhancer
18] Cliert for Microsaft Netwarks b
Description

Transmission Control Protocol/Intemet Protocal. The default
wide area network protocol that provides communication
across diverse interconnected networks.

[ ok ][ cance

Figure 2-17. PPTP Properties window

Step 11.Click the Networking tab to specify the type of VPN.
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Step 12.Pull down the Type of VPN menu and select PPTP VPN. Make sure that Internet
Protocol (TCP/IP) is selected.

Step 13. Click the Security tab to customize the security protocols.

Step 14.Select Advanced (custom settings) and then click the Settings button.
The Advanced Security Settings window appears.

Advanced Security Settings @@

Data encryption:

Require encryption [disconnect if server declines) v

Mo encryption allowed [server will disconnect if it requires enciyption)
Optional encryption [connect even if no encryption)

Require encryption (disconnect if server declines
Masirnum strength encryption [disconnect if server declines]

(%) Allow these protocols
[] Unencrypted password [PAP)
[[] Shiva Password Authentication Protocol [SPAP)
["] Challenge Handshake Authentication Protocol (CHAP)
[ Microsoft CHAP [MS-CHAP)

Microsoft CHAP Version 2 [MS-CHAP +2)

[] For MS5-CHAP based pratocals, automatically use my
Windows logon name and password (and domain if any]

l 0K I[ Cancel J

Figure 2-18. Advanced Security Settings window

Step 15. Deselect the Microsoft CHAP (MS-CHAP) protocol option (this protocol is selected by
default). Leave Microsoft CHAP Version 2 [MS-CHAP v2] selected. Only MS-CHAP v2
is used with the 700wl Series system.

Step 16.Pull down the Data Encryption menu and select Maximum strength encryption
(disconnect if server declines). This sets the length of the encryption key to 128 bits.

Step 17.Click OK to go back to the connection’s properties window.
Step 18.Click OK to go back to the Connect window.

Step 19. You may skip Step X, “Logoff (Optional)” if you do not wish to practice the logoff
procedure. Otherwise, click Cancel to close the Connect window.

Step X. Logoff (Optional)

Step 1. Set your web browser to the URL http://1.1.1.1. The 700wl Series Logon page
appears showing “demouser” as logged on.
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7 Hewlett-Packard Company Secure Lagon - Microsoft Internet Explorer o =] |

Jale Edit  Wiew Favorites Tooks  Help

(D ]

invent

Logged on as: demouser Logoff

Registered Users

Usernarme: |
Pagsword:

Logon as a Guest

Figure 2-19. HP ProCurve 700wl! Series Logon page for a logged on user

Step 2. Click the Logoff button (at the right of the window) to log user “demouser” off the
system.

Step XI. User Authentication Via PPTP Connection

Before starting the VPN connection, make sure your system has established a network
connection with the server. You may use the ipconfig command to verify the IP settings
and/or use the ipconfig /renew command to obtain an IP configuration from the Access
Control Server 740wl.

Step 1. Open the PPTP connection created in Step IX “PPTP Client Configuration (Windows
XP)” using the shortcut on your desktop or from the Network Connections window
in the Control Panel.

The Connect window appears.
Step 2. Type “demouser” and “password” (or the user name and password you created in
the built-in database) in the Username and Password fields, and click Connect to

connect to the server. You may choose to save this username and password for
future use before clicking the Connect button.

After the connection is successfully made, the connection icon appears in the notification area
on the lower-right corner of the screen.
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Step XII. External Authentication Service Configuration
(Optional)
If you use an external RADIUS authentication service and your user account already exists in

the RADIUS server’s database, you can configure the 700wl Series system to authenticate
using the RADIUS server rather than the built-in database.

Once you have successfully completed this configuration, you should be able to logon to the
network through the 700wl Series system using any legitimate username and password
recognized by your RADIUS server.

To configure the Rights Manager to use a RADIUS server for authentication, do the following:

Step 1. Set your web browser to the IP address of the Access Control Server:
http://<IPaddress>, for example, http://192.168.10.71. The Administrator
Login page appears.

Step 2. Type the default Administrator Username and Password (admin and admin) in the
appropriate fields, then click Login. The Access Control Server Main Menu appears.

Step 3. Click GO TO RIGHTS MANAGER.

Step 4. The Rights Manager’s Clients page appears. Click CONFIGURATION at the top of the
window. The Configuration page appears.

Step 5. Click Authentication Services. The Authentication Services page appears.

Step 6. Select RADIUS as the service type and then click Add Service. The Authentication
page for configuring RADIUS appears.

=10l x|

=editMethod;methndNama:IAS-RADIUS;ca\ler:sarvicesj @Gn ﬁ

B
MAIM MEMLU RightS Manager [ﬁﬂ]

HELP Authentication

LOG oUT ch_r-rrsI cowncummon] USERS Icnoups] LOCATIONSI Loes ITROUBLESHOO'HNGI RIGHTS \wonr_

RADIUS

Marme: [pspapioz

Server [fezveaioior

Port fez

Secret foe—

Group field: [CoginiaTGrow

Re-authentication Field: [SessionTimeowt

Timeout seconds:  [5

M Supports Microsoft attributes (RFC 2548)
I Supports RADIUS Accounting (RFC 2866) on Port [ig1s

3 Rights Manager : Authentication - Microsoft Internet Explorer

JFiIa Edit Wiew Favorites Tools  Help |JA|:|\:|rEss & .165.10.82:444]cgi-binjauth?auth_action

Update | Cancel | Delete |

Figure 2-20. Authentication page
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Step 7. Type the required information into the appropriate fields according to the example
shown in Figure 2-20.

= The Secret must match the secret configured on your RADIUS server.

= The Group field can be any appropriate RADIUS attribute returned by the RADIUS
server, or it can be left blank.

Step 8. Click Update.

Step 9. Click CONFIGURATION to return to the Configuration page and then click
Authentication Realms. The Authentication Realms page appears.

Step 10. Click the Default Realm link in the table.

Step 11. The Authentication Realm Editor page appears. Select the newly added
authentication service from the Available Services menu and then click Append

Service. The new service appears in the Ordered List of Authentication Services table
as show below.

43 rights Manager : Authentication Realm Editor - Microsoft Internet Explorer =100 x|
“ File Edit ‘View Favorites Tools  Help |J Address [€] https://192,168,10,82:444/cgi-binfauth?auth_action=web_realms j @0 ﬁ
El
MAIN MENLU H
Rights Manager [ﬁﬂl
HELP Authentication Realm Editor invent

LOG OUT

CLIENTSI CONFIGURATION I USERS I GROUPSI LOCAT‘IONSI LOGS ITRCIUELESHCIO'HNG RIGHTS IMPORT

Select an Authentication Realm to Edit

©  Realm IDefauItReaIm 'I

© Mew Realm

Apply Selection

Authentication Realm Details

Realm Mame; |[Default Realm

Ordered List of Authentication Services

Service Name Service Type Remove  Re-Order

Built-in Built-in r
IAS-RADIUS  RADIUS r

Available Sewnices; | aaa 'l Append Service |GO To Services

Submit Changes | Cancel Changes | Delete Realm

Figure 2-21. The Default Realm with the RADIUS service added

Step 12.Click Submit Changes.

Note: After you complete this step, you will still be able to log in using the “demouser”
username, because the built-in database will still be searched before the
authentication request will be sent to the RADIUS server.
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Step XIlll. Verify the External Authentication Service

The following steps allow you to verify that your RADIUS server will correctly authenticate
users.

Step 1. Click TROUBLESHOOTING.

Step 2. The Troubleshooting page appears. Click User Rights Simulator.
The User Rights Simulator page appears.

43 Rights Manager : User Rights Simulator - Microsoft Internet Explorer i 2 =1ol x|
J Filz  Edit ‘iew Favorites Tools Help |JAddress &1 https: /192,168, 10,82:444/cgi-bin/debug  cqidebug_action=simulator j 6o ﬁ

RAN N Rights Manager [ﬁﬂ] :
HELP User Rights Simulator Cawant
LoG out CLIENTSI CONFIGURAT\ONI USERS Icnoups] Locmous] LOGS ImousLFjHoo‘nNGI RIGHTS \MFORT_

" Builin User |Guest v[

& Radius User: Ihgnude— Password: IW—
|t location. [Evermhere Else -]

& MNow

e Time [Jme =] [e =] ooz [ir=] Joo =] [am=]
| Shaow ke I

Figure 2-22. User Rights Simulator page

Step 3. Enter a known user name and password into the Radius User and Password fields
and click Show Me.

Step 4. If this works correctly, the Display Rights for user table appears, showing the 700wl
Series system rights that will be assigned to this user. If something is incorrect, you
will receive the error message, “No user in the Radius database or bad
password for user”. Possible reasons for this error include:

< Wrong Username or Password or both

= The RADIUS authentication service is not configured correctly

< The RADIUS server does not recognize the Access Control Server 740wl
If an error occurs, return to Step XlI, “External Authentication Service Configuration
(Optional)” on page 2-18 and verify the RADIUS server configuration. Make sure to use a

legitimate username and password recognized by the RADIUS server to test the RADIUS
server.
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Procedure Overview

To accomplish the objectives listed in the Introduction to this document, these instructions
lead you through the following steps:

Step 1.

Step 2.

Step 3.

Step 4.

Step 5.

Step 6.
Step 7.

Step 8.

Preparation

Install the Integrated Access Manager 760wl system onto your network. If you are
comfortable using the command language interface (CLI), you can follow the
instructions in the HP ProCurve Secure Access 700wl Series Quick Start Guide that was
included with your HP ProCurve 700wl Series hardware. Otherwise, follow the
instructions in Step I, “Hardware Setup” on page 3-2.

Create a “‘normal” user account (login ID and password) in the Rights Manager’s
built-in database.

Connect a Windows client system to the 700wl Series system through a downlink
port of the Integrated Access Manager 760wl. Log in as the user created in Step 2
against the built-in database using the 700wl Series system’s Logon page. The user
should then have full IP access to the network. This shows that the user can
successfully connect to the system and gain network access.

Configure the 700wl Series system as a VPN gateway using PPTP encryption.

Configure the Windows client to establish a PPTP connection with the 700wl Series
system. Then connect to the 700wl Series system using the PPTP connection process.
Again, this shows that the client can connect to the system and gain access to the
network.

(Optional) Log the client off the system.

(Optional) Configure the 700wl Series system to use an AAA RADIUS server for user
authentication.

(Optional) Log in using a user account known to the RADIUS authentication server,
and verify network access.

Before you begin the system installation and configuration process, review the following list
to make sure you have the required components available and/or configured as specified:

Step 1.

One Windows-based PC or laptop preset to obtain an IP address automatically (via
DHCP). This system will be used both to perform the configuration of your
Integrated Access Manager and to function as a client once the configuration is
complete.
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Step |.

3-2

Step 2. Two standard (straight-through) Ethernet cables; one for the Network Uplink of the
Integrated Access Manager 760wl and the other for connecting the PC/laptop to the
downlink port of the Integrated Access Manager.

Step 3. A DHCP server that can provide IP configuration information for the Integrated
Access Manager 760wl’s Network Uplink.

Note: If no DHCP server is available, then you must configure a static IP address
for the Network Uplink port of each unit. Configuration parameters include:
IP address, subnet mask, default router’s IP address, and DNS server’s IP
address.

Step 4. (Optional) One DB-9 Null Modem cable, required only if you plan to use the CLI to
set up a static IP address, or if you intend to do the initial network configuration
following the procedure in the Quick Start Guide.

Step 5. (Optional) One AAA RADIUS server. You must configure the RADIUS server to
accept authentication requests from the Integrated Access Manager 760wl, which acts
as a RADIUS client. A user account must be created in the RADIUS database. Consult
the online HP ProCurve Secure Access 700wl Series Configuration and Management Guide
for more information on other supported external authentication servers.

Hardware Setup

Note: These steps duplicate much of the information found in the HP ProCurve 700wl
Series Quick Start Guide. If you have already set up your system following the
instructions in the Quick Start Guide, you can skip to Step Ill, “Creating a User
Account in the Built-In Database” on page 3-3.

Step 1. Connect the power cord to the Integrated Access Manager 760wl (rear side) and into
an electrical outlet.

Step 2. Connect an Ethernet cable to the Network Uplink of the Integrated Access Manager
760wl. The other end of the cable is plugged into a Hub or Switch port on the internal
(secured) network.

Step 3. Power on the unit and wait approximately 60 seconds or until it is completely booted
(by observing the status on the LCD panel of the unit).

Step 4. Connect the configuration PC to any downlink port of the Integrated Access
Manager 760wl using the remaining Ethernet cable and then power on the PC. Note
that the PC should receive an IP address in the 42.x.x.x range.

Step 5. If you plan to use the IP address provided by DHCP, skip to Step Ill, “Creating a
User Account in the Built-In Database” on page 3-3. Otherwise, continue with Step I,
“Static IP Configuration for the Integrated Access Manager 760wl (Optional)”.
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Step Il.  Static IP Configuration for the Integrated Access
Manager 760wl (Optional)

If you want your Integrated Access Manager to use a static IP address, and you have not
already configured the unit using the instructions in the HP ProCurve Secure Access 700wl
Series Quick Start Guide, do the following:

Step 1. Connect the Null Modem cable to the Serial Console port of the Integrated Access
Manager 760wl and into a COM port, such as COM1, of the configuration PC.

Step 2. Start a terminal emulation program such as HyperTerminal in Microsoft Windows,
and set the COM port properties to 9600 bps, 8 data bits, no parity, 1 stop bit, and no
flow control.

Step 3. Initialize the terminal connection. A Login prompt appears in the terminal window.

Step 4. Logon to the system as the administrator. The default login is admin with password
admin.

Step 5. Enter the following commands:

CLI Command Example

set iIp <ipaddress> [<netmask>] set ip 192.168.10.71 255.255.255.0

set gateway <ipaddress> set gateway 192.168.10.254
set dns <ipaddress> [<ipaddress>] set dns 192.168.2.250 192.168.31.123

Step lll. Creating a User Account in the Built-In Database

In order for a user to log in, the 700wl Series system must be able to authenticate the user
through some authentication service. The simplest form of authentication service is the built-
in database included in the 700wl Series system Rights Manager. In this step, you add a user
to the built-in database so you can login to your network as that user through the 700wl
Series system.

Step 1. Start your web browser and then try to visit any web site. The 700wl Series system
Logon page appears in the web browser window.

Getting Started Guide 3-3



Deploying the Integrated Access Manager 760wl

/A Hewlett-Packard Company Secure Logon - Microsoft Internet Explorer =] 3|

| Ele Edt vew Favortes Took el |

|| wbsck - » - D[ A | Qoewch GFavortes Bristory [Ey- Sl ¥ R

(D |

invent

You are not logged on.

Registered Users

Username: ||
Pagswaord

Lagon as a Guest

Copyright ® 2001-2003 Vamier Netwotks, Ine. Al rights reserved.

Figure 3-1. HP ProCurve 700w| Series Login page

Step 2. Open a URL to http://42.0.0.1. The Administrator Login page appears.€

Integrated Access Manager 760wl (ﬁﬂ

Administrator Login

invent

Administrator Login

Username: |

Passwaord: |

Yourweb browser must accept cookies to login.

Figure 3-2. Administrator Login page

Step 3. Enter the default Administrator Username and Password (admin and admin) in the
appropriate fields, and then click Login. The Main Menu appears.

3-4 Getting Started Guide



Deploying the Integrated Access Manager 760wl

Integrated Access Manager 760wl

A

Main Menu P
Configuration System Functions
B Admin Authorization (] Backup and Restore
@ HTIP Proxy B Distribute Logons
B Hetwork B Shutdown
@ Shared Secret Authorization ] Update Software
@ SHmP -
B Specify Location Information Views
B Specify Session Loggin B Active Access Managers
@ Time and Date @ Active Clients
Wireless Data Privacy Setup = fi?'vs“zesm"s
B IPSec @ Version and License Information
@ PPTP and L2TP
SSH GO TO RIGHTS MANAGER
Tunneling

Figure 3-3. Main Menu

Step 4. From the Main Menu, click GO TO RIGHTS MANAGER.

Step 5. The Rights Manager’s Clients page appears.

MAIN MEMU

Rights Manager

HELP Clients

in

4} rights Manager : Clients - Microsoft Internet Explorer =10l

J File Edit View Favorites Tools  Help ﬁ

J = Back « = - @ “at | @Search (] Favorites @History ‘ %v =h

| address [@] hitps:f192. 168, 10, 1 L6:444fcgi-binjhome x| @
B

Mo clients present.

Figure 3-4. Rights Manager Clients page

Step 6. Click USERS at the top of the page.

The Users page appears, with an empty Users list.

Getting Started Guide
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4§ Rights Manager : Users - Microsoft Internet Explorer _. 1ol x|

JFiIe Edt iew Faworites Tools  Help “F\ddress I@ hitps: /f192.168.10.52: 444/ cgi-binfusers. coi j @GU ﬁ
= |
Rights Manager [ﬁﬂ ‘

Users

invent

CLIENTSI CONFIGURATION I USERS I GROUPSI LOCATIONSI LOGS ITROUBLEHCIO'HNGI RIGHTS IMPORT

Filter
Lines per Page: |1DD 'l
Show Groups Column: @ ¥es € No
Apply Filter | Feset Filter |
Users

Mo Users Found

Go To the User Editor

Figure 3-5. Users page

Step 7. Click the Go To the User Editor link.€
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3 Rights Manager : User Editor - Microsoft Internet Explorer ;IEIH

“ File Edit view Favorites  Tools  Help |J Address I@ https://192.168,10.82 444 /cgi-bin/user.cgi j @GO ﬁ
MAIN MEMU d
N HEN Rights Manager (D | ‘

HELP. User Editor

invent

LoG ouT CLIENTSI cor-lFlGummou] USERS Icnoupsl Loomcms] LOGS ITROUBLESHOO’HNG RIGHTS IMPORT
Select a User to Edit

© User G

@ Mew User

Apply Selection

User Details

User Mame Idemouser
User Password I“""""""*"
Confirm Password I‘““““‘“‘“‘”‘“~

& Mormal

" Registered Guest
' WAL Address

" Access Point

This User is a Member of the Following Groups

Add User to Group: | Access Paint vl Addto Group | EditiNew Group |

Group Name Group Type Remove
Mo Groups Found

Submit Changes | Cancel Changes | Delete User

User Type

Figure 3-6. User Details

Step 8. Enter the following information;
= User Name: “demouser” (or any name you like)
= User Password: “password” (or any password you like)

= Confirm Password: “password” (must be the same as that entered into the first
password field)

Step 9. Click Submit Changes.

Step IV. User Authentication Through the 700wl Series
Logon Page
In the following steps, the PC you have been using for configuration will also be used as a

client system. If the PC’s network interface is configured to use a static IP address, you must
change its properties so that it will obtain an IP address automatically using DHCP.
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In this step, you connect your PC to an Integrated Access Manager’s downlink port and log
onto your network using the username and password you added to the built-in database. If
this is successful, you should be able to access the Internet and other resources on your

network as usual.

Step 1. Start your web browser and then visit any web site. The web browser will display the
700wl Series Logon page (you have seen earlier in the previous step).

Step 2. Enter “demouser” and “password” (or the username and password you created) in

the Username and Password field and click Logon User.

At this point, the web page you requested should appear, and you should be able to access

the network normally.

Step V. PPTP Gateway Configuration

This step configures the 700wl Series system to act as a VPN termination for PPTP. After
configuring the PPTP client on your PC (see Step VI, “PPTP Client Configuration (Windows
XP)” on page 3-10), you should be able to logon to the network via the PPTP connection

interface.

Step 1. Set your web browser to the internal IP address of the Integrated Access Manager,

http://42.0.0.1. The Administrator Login page appears.

Step 2. Enter the Administrator Username and Password (default: admin and admin) in the
appropriate fields, then click Login. The Integrated Access Manager Main Menu

appears.

Step 3. Click the PPTP and L2TP link in the Airwave Security Setup section of the Main Menu.

Step 4. The PPTP and L2TP Configuration page appears.

MAIN MENU Integrated Access Manager 760wl
HELP PPTP and L2TP Configuration

w

PPTP and L2TP Configuration For All Access Managers
& Yes
 No

-
Enable L2TP?  '°°
& Mo

Enable FPTP?

Submit Changes I

Cancel Changes Feset To Defaults

Figure 3-7. PPTP and L2TP Configuration page

Step 5. Click Yes to Enable PPTP? and then click Submit Changes.
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Step 6. Click MAIN MENU to return to the Main Menu.€

Step 7. Click GO TO RIGHTS MANAGER.€

Step 8. The Rights Manager’s Clients page appears. €

Step 9. Click CONFIGURATION at the top of the page. The Configuration page appears.€

< Rights Manager : Configuration - Microsoft Internet Explorer _. i =] 3]

- o= Il
=l
Rights Manager [ﬁﬂ ‘

Configuration

JFi\e Edit Miew Favorites Tools  Help Hnddrass €] hitps:( 192, 168, 10,82 444/ cgi-binf auth?auth_action=menu

MAIN MENU

invent

cuEnTs | conrFiGuRATION | useRs | GRouPs | LocATIONS | LOGS | TROUBLESHOOTING | RIGHTS IMPORT

Accounting Control Console
B Services B Hetwork Access
Authentication DNS/WINS
B Authentication Services B DNS Servers
B Authentication Realms B DHS Allow/Redirect Pairs
Web-based Logon @ WINS Servers )
B Customize Web Pages by Location @ WINS Allow/Redirect Pairs
Wireless Data Privacy Logon HTTP Proxy
B Encryption/Authentication per Location @ Automatic Proxy per Group
Monitored Logon Logging
B Enable 802.1x/NT L ogons per Where @ Setup Logying
B 802.1% Logon Settings Security
Group Retrieval B Spoofing Detection
B Extemal Group Retrieval B SSL Certificate

MAC Address Users
B Retrieve MAC address users via LDAP

Figure 3-8. Configuration page

Step 10. Click the Encryption/Authentication per Location link. The Encryption/Authentication
per Location page appears.

3 Rights Manager : Encryption/Authentication per Location - Microsoft Internet Explorer & IEIIiI

|J File Edit Wiew Favorites Tools  Help |Jﬂddress I@ https:{f192,168, 10,821 444/ cgi-binflocation?loc_action=vpn j a0
MAIN MENLU ;I
AINMERY Rights Manager [ﬁﬁl ‘

HELP Encryption/Authentication per Location

inovent

CUIENTS | CONFIGURATION | UsERs | GROUPS | LOCATIONS | LOGS | TROUBLESHOOTING | RIGHTS IMPORT

VPN Settings per Location

Location Encryption PPTP/A2TP Authentication

Everywhere Els{| IPSec Allowed ’ Mat Applicable

Click on a location link to go to its Location Editor
Click on an Encryption link to modify encryption settings per location
Click on PPTR/LZTP Authentication link to modify settings per location

Figure 3-9. Encryption/Authentication per Location page

Step 11.Click the IPSec Allowed link in the Encryption column for the Everywhere Else
location.
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Step 12.In the Specify Encryption per Location page, select the Allow the following protocols
option and then select PPTP from the panel to the right.

; Rights Manager : Specify Encryption per Location - Microsoft Internet Explorer ¥ i |EI|5|
|J File Edit ‘iew Favorites Tools Help “nddress @ ttps: 192, 168, 10,821 444 cgi-binflocation?loc_name=Everywhere%20Else;loc_action=encryption j @Go

MAIN MENU Rights Manager (éa ‘

HELP Specify Encryption per Location iheent

a

WetE T CLIENTSI CONFIGURATION I USERS ]c:noupsl Loc.\nous] LOGS ]TnousLESHocmNG RIGHTS IMPORT

Select a Location to Edit

Lacation: IEverywhere Else =
Apply Selection

Encryption Options
Location Name: Everywhere Else

" Digable Encryption

& Allow the following protocols: ’|PSEL‘.

& Encryption allowed, but not required
' Reguire ancryption
" Require encryption except for {Access Paoint

Mate: The require encryption setting causes unencrypted, non-negotiation packets to be discarded.

Submit Changes Cancel Changes Feset To Defaults

Figure 3-10. Specify Encryption per Location page

Step 13.Click Submit Changes.€
Step 14.Click CLIENTS to return to the Rights Manager’s Clients page. €
Step 15. Click the Refresh every client’s rights link.€

Step VI. PPTP Client Configuration (Windows XP)

For details, refer to Step VI, “PPTP Client Configuration (Windows XP)” in Chapter 2 starting
on page 2-13.

Step VII. Logoff (Optional)

Step 1. Set your web browser to the URL http://1.1.1.1. The 700wl Series Logon page
appears showing “demouser” as logged on.
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“§ Hewlett-Packard Company Secure Lagan - Microsoft Internet Explorer o =] |

Ja\e Edit  Wiew Favorites Tooks  Help

(D ]

invent

Logged on as: demouser Logoff

Registered Users

Username: ||
Pagswaord

Lagon as a Guest

Figure 3-11. 700wl Series Logon page for alogged on user

Step 2. Click the Logoff button (at the right of the window) to log user “demouser” off the
system.

Step VIII. User Authentication Via PPTP Connection

Before starting the VPN connection, make sure your system has established a network
connection with the server. You may use the ipconfig command to verify the IP settings
and/or use the ipconfig /renew command to obtain an IP configuration from the
Integrated Access Manager 760wl.

Step 1. Open the PPTP connection created in Step VI, “PPTP Client Configuration
(Windows XP)” using the shortcut on your desktop or from the Network
Connections window in the Control Panel.

The Connect window appears.

Step 2. Type “demouser” and “password” (or the user name and password you created in
the built-in database) in the Username and Password fields, and click Connect to
connect to the server. You may choose to save this username and password for
future use before clicking the Connect button.

After the connection is successfully made, the connection icon appears in the notification area
on the lower-right corner of the screen.
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Step IX. External Authentication Service Configuration
(Optional)
If you use an external RADIUS authentication service and your user account already exists in

the RADIUS server’s database, you can configure the 700wl Series system to authenticate
using the RADIUS server rather than the built-in database.

Once you have successfully completed this configuration, you should be able to logon to the
network through the 700wl Series system using any legitimate username and password
recognized by your RADIUS server.

To configure the Rights Manager to use a RADIUS server for authentication, do the following:

Step 1. Set your web browser to the URL http://42_0.0.1. The Administrator Login page
appears.

Step 2. Type the Administrator Username and Password (default: admin and admin) in the
appropriate fields, then click Login. The Integrated Access Manager Main Menu
appears.

Step 3. Click GO TO RIGHTS MANAGER.

Step 4. The Rights Manager’s Clients page appears. Click CONFIGURATION at the top of the
window. The Configuration page appears.

Step 5. Click Authentication Services. The Authentication Services page appears.

Step 6. Select RADIUS as the service type and then click Add Service. The Authentication
page for configuring RADIUS appears.

<} Rights Manager : Authentication - Microsoft Internet Explorer e =lol x|
“ Fie Edit View Favorites Tools Help H Address I@ \168, 10,82 1444 cgi-binfauth?auth_action=editMethod;methodName=1A5-RADIUS; caller=services j @GD ﬁ

=
MAIN MENU nghts Manager [ﬁ/n ‘

HELP Authentication

CUENTS | CONFIGURATION | usERs | GROUPS | LOCATIONS | LOGS | TROUBLESHOOTING | RIGHTS IMPORT _

RADIUS

Narme: [psrapis

Server, [ezieetoior |

Port [ez |

Secret o1

Group field [CogirLaT-Group

Re-authentication Field: [Session Tmeowt

Timeout seconds: lsi

M Supports Microsoft attributes (RFC 2548)
I Supports RADIUS Accounting (RFC 2866) on Port [1a13

Update | Cancel | Delete |

Figure 3-12. Configuring a RADIUS authentication service
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Step 7. Type the required information into the appropriate fields according to the example
below.

= The Secret must match the secret configured on your RADIUS server.

= The Group field can be any appropriate RADIUS attribute returned by the RADIUS
server, or it can be left blank.

Step 8. Click Update.

Step 9. Click CONFIGURATION to return to the Configuration page and then click
Authentication Realms. The Authentication Realms page appears.

Step 10. Click the Default Realm link in the table.

Step 11. The Authentication Realm Editor page appears. Select the newly added
authentication service from the Available Services menu and then click Append

Service. The new service appears in the Ordered List of Authentication Services table
as show below.

4§ Rights Manager : Authentication Realm Editor - Microsoft Internet Explorer

. ~=1olx]
File Edit View Favoribes Tools  Help “Address @ https: /{192,168, 10,62: 444/ cgi-binjauth?auth_ackion=web_realms j @GU ﬁ
=

Rights Manager [ﬁﬂ]

Authentication Realm Editor invent

i "
CLIENTSI CONFIGURATION I USERS I GROUPSI LOCATIONSI LOGS ITROUBLEHOO'HNGI RICHTS IMPORT —

Select an Authentication Realm to Edit

*  Realm: | Default Realm 'l

© Mew Realm

Apply Selection |

Authentication Realm Details

Realm MName: IDefau\t Fealm

Ordered List of Authentication Services

Service Name Service Type Remove  Re-Order

Built-in Built-in r
ASRADIUS  RADIUS r

Ayvailable Sewices: Iﬁﬁﬁ = Append Service |GO To Services

Submit Changes | Cancel Changes | Delete Realm

192 168 1082

Figure 3-13. The Default Realm with the RADIUS service added

Step 12.Click Submit Changes.

Note: After you complete this step, you will still be able to log in using the “demouser”
username, because the built-in database will still be searched before the
authentication request will be sent to the RADIUS server.
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Step X. Verify the External Authentication Service

The following steps allow you to verify that your RADIUS server will correctly authenticate
users:

Step 1. Click TROUBLESHOOTING.

Step 2. The Troubleshooting page appears. Click User Rights Simulator.
The User Rights Simulator page appears.

3 Rights Manager : User Rights Simulator - Microsoft Internet Explorer =101xI
J File Edit View Favorites Tools Help “Address &1 https: /192, 168, 10.62: 444/ cqi-bin/debug . caidebug_actian=simulatar j G0
MAIM MEMLU =
Rights Manager [dﬂ
HELP User Rights Simulator invent

CLIEI".ITSI CONFIGURATION I USERS I GROUPSI LOCATIONSI LOGS ITROUBLESHCIO'I]NGI RIGHTS IMPORT _

© Builin User: [Guest 7|
& Radius User [ogoode  Password: [~
[atlocation: [Evermwhere Else =]
& Now
© Time [June =l [e = ooz =] Jooe] [am=]
| Show ke I

Figure 3-14. Display User Rights for user table

Step 3. Enter a known user name and password into the Radius User and Password fields
and click Show Me.

If this works correctly, the Display Rights for user table should appear, showing the rights
that will be assigned to this user. If something is incorrect, you will receive then error
message, “No user in the Radius database or bad password for user”. Possible
reasons for this error include:

= Wrong Username or Password or both
= The RADIUS authentication service is not configured correctly
< The RADIUS server does not recognize the Integrated Access Manager 760wl
If an error occurs, return to Step 1X, “External Authentication Service Configuration

(Optional)” on page 3-12, and verify the RADIUS server configuration. Make sure to use a
legitimate username and password recognized by the RADIUS server to test the RADIUS.
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SAFETY AND EMC REGULATORY
STATEMENTS

Safety Information

Documentation reference symbol. If the product is marked with this symbol, refer to
the product documentation to get more information about the product.
WARNING A WARNING in the manual denotes a hazard that can cause injury or death.
CAUTION A CAUTION in the manual denotes a hazard that can damage equipment.

Do not proceed beyond a WARNING or CAUTION notice until you have understood
the hazardous conditions and have taken appropriate steps.

Grounding

These are safety class | products and have protective earthing terminals. There must be an
uninterruptible safety earth ground from the main power source to the product's input
wiring terminals, power cord, or supplied power cord set. Whenever it is likely that the
protection has been impaired, disconnect the power cord until the ground has been restored.

For LAN cable grounding:

= If your LAN covers an area served by more than one power distribution system, be sure
their safety grounds are securely interconnected.

= LAN cables may occasionally be subject to hazardous transient voltages (such as lightning
or disturbances in the electrical utilities power grid). Handle exposed metal components of
the network with caution.

Shielded Signal Cables
Use only shielded cables for connecting peripherals to any HP ProCurve 700wl Series device
to reduce the possibility of interference with radio communications services. Using shielded

cables ensures that you maintain the appropriate EMC classification for the intended
environment.

Pluggable Equipment

For pluggable equipment, the socket outlet shall be installed near the equipment and shall be
easily accessible.
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Servicing

There are no user-serviceable parts inside these products. Any servicing, adjustment,
maintenance, or repair must be performed only by service-trained personnel.

Note for Service Personnel

Caution: There is a danger of a new battery exploding if it is incorrectly installed. Replace
the battery only with the same or equivalent type recommended by the
manufacturer. Discard used batteries according to the manufacturer’s instructions.
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Informations concernant la sécurité

symbole, reportez-vous a la documentation du produit afin d'obtenir des

it Symbole de référence a la documentation. Si le produit est marqué de ce
informations plus détaillées.

WARNING Dans la documentation, un WARNING indique un danger susceptible
d'entrainer des dommages corporels ou la mort.

CAUTION Un texte de mise en garde intitulé CAUTION indique un danger susceptible de
causer des dommages a l'équipement.

Ne continuez pas au-dela d'une rubrigue WARNING ou CAUTION avant
d'avoir bien compris les conditions présentant un danger et pris les mesures
appropriées.

Cet appareil est un produit de classe | et possede une borne de mise a la terre. La source
d'alimentation principale doit étre munie d'une prise de terre de sécurité installée aux bornes
du cablage d'entrée, sur le cordon d'alimentation ou le cordon de raccordement fourni avec le
produit. Lorsque cette protection semble avoir été endommagée, débrancher le cordon
d'alimentation jusqu'a ce que la mise a la terre ait été réparée.

Mise a la terre du cable de réseau local:

= si votre réseau local s'étend sur une zone desservie par plus d'un systeme de distribution
de puissance, assurez-vous que les prises de terre de sécurité soient convenablement
interconnectées.

= Les cables de réseaux locaux peuvent occasionnellement étre soumis a des surtensions
transitoires dangereuses (telles que la foudre ou des perturbations dans le réseau
d'alimentation public). Manipulez les composants métalliques du réseau avec précautions.

Aucune piéce contenue a l'intérieur de ce produit ne peut étre réparée par l'utilisateur. Tout
dépannage, réglage, entretien ou réparation devra étre confié exclusivement a un personnel
qualifié.

Attention: Ce produit contient une pile au Lithium remplacable. Risque d'explosion si la pile
est remplacee par un modele incorrect. Disposez des piles usagees selon les
instructions.
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Hinweise zur Sicherheit

ist, schlagen Sie bitte in der Produktdokumentation nach, um mehr Informationen

it Symbol fur Dokumentationsverweis. Wenn das Produkt mit diesem Symbol markiert
Uber das Produkt zu erhalten.

WARNING Symbol fur Dokumentationsverweis. Wenn das Produkt mit diesem Symbol markiert
ist, schlagen Sie bitte in der Produktdokumentation nach, um mehr Informationen
Uber das Produkt zu erhalten.

CAUTION Symbol fur Dokumentationsverweis. Wenn das Produkt mit diesem Symbol markiert
ist, schlagen Sie bitte in der Produktdokumentation nach, um mehr Informationen
Uber das Produkt zu erhalten.

Fahren Sie nach dem Hinweis WARNING oder CAUTION erst fort, nachdem Sie den
Gefahrenzustand verstanden und die entsprechenden MalRnahmen ergriffen haben.

Dies ist ein Geréat der Sicherheitsklasse | und verfugt Uber einen schitzenden
Erdungsterminal. Der Betrieb des Geréts erfordert eine ununterbrochene Sicherheitserdung
von der Hauptstromquelle zu den Geréateingabeterminals, den Netzkabeln oder dem mit
Strom belieferten Netzkabelsatz voraus. Sobald Grund zur Annahme besteht, dal? der Schutz
beeintrachtigt worden ist, das Netzkabel aus der Wandsteckdose herausziehen, bis die
Erdung wiederhergestellt ist.

Fir LAN-Kabelerdung:

= Wenn Ihr LAN ein Gebiet umfafit, das von mehr als einem Stromverteilungssystem
beliefert wird, missen Sie sich vergewissern, daf die Sicherheitserdungen fest
untereinander verbunden sind.

= LAN-Kabel kénnen gelegentlich gefahrlichen Ubergangsspannungen ausgesetzt werden
(beispielsweise durch Blitz oder Stérungen in dem Starkstromnetz des Elektrizitatswerks).
Bei der Handhabung exponierter Metallbestandteile des Netzwerkes Vorsicht walten
lassen.

Dieses Geréat enthélt innen keine durch den Benutzer zu wartenden Teile. Wartungs-,
Anpassungs-, Instandhaltungs- oder Reparaturarbeiten durfen nur von geschultem
Bedienungspersonal durchgefuhrt werden.

Vorsicht: Dieses Produkt enhalt eine wechselbare Lithium Batterie. Es besteht
Explosionsgefahr wenn die Batterie durch einen falschen Typ ersetzt wird.
Entsorgen Sie gebrauchte Batterien nach den Anweisungen.
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Considerazioni sulla sicurezza

Simbolo di riferimento alla documentazione. Se il prodotto & contrassegnato da
questo simbolo, fare riferimento alla documentazione sul prodotto per ulteriori
informazioni su di esso.
WARNING La dicitura WARNINGdenota un pericolo che pud causare lesioni o morte.
CAUTION La dicituraCAUTION denota un pericolo che pud danneggiare le attrezzature.

Non procedere oltre un avviso di WARNING o di CAUTIONprima di aver compreso
le condizioni di rischio e aver provveduto alle misure del caso.

Questo prodotto € omologato nella classe di sicurezza | ed ha un terminale protettivo di
collegamento a terra. Dev'essere installato un collegamento a terra di sicurezza, non
interrompibile che vada dalla fonte d'alimentazione principale ai terminali d'entrata, al cavo
d'alimentazione oppure al set cavo d'alimentazione fornito con il prodotto. Ogniqualvolta vi
sia probabilita di danneggiamento della protezione, disinserite il cavo d'alimentazione fino a
guando il collegaento a terra non sia stato ripristinato.

Per la messa a terra dei cavi LAN:

« se la vostra LAN copre un'area servita da piu di un sistema di distribuzione elettrica,
accertatevi che i collegamenti a terra di sicurezza siano ben collegati fra loro;

= i cavi LAN possono occasionalmente andare soggetti a pericolose tensioni transitorie (ad
esempio, provocate da lampi o disturbi nella griglia d'alimentazione della societa elettrica);
siate cauti nel toccare parti esposte in metallo della rete.

Nessun componente di questo prodotto pud essere riparato dall'utente. Qualsiasi lavoro di
riparazione, messa a punto, manutenzione o assistenza va effettuato esclusivamente da
personale specializzato.

Attenzione: questo prodotto contiene batterie ricaricabili al Litio. Se vengono utilizzate delle
batterie non adatte vi e' rischio di esplosione. Eliminare le batterie usate seguendo
le istruzioni fornite a riguardo.
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Consideraciones sobre seguridad

simbolo, consultar la documentacién del producto a fin de obtener mayor

it Simbolo de referencia a la documentacion. Si el producto va marcado con este
informacién sobre el producto.

WARNING Una WARNING en la documentacion sefiala un riesgo que podria resultar en
lesiones o la muerte.

CAUTION Una CAUTION en la documentacion sefiala un riesgo que podria resultar en averias
al equipo.

No proseguir después de un simbolo de WARNING o CAUTION hasta no haber
entendido las condiciones peligrosas y haber tomado las medidas apropiadas.

Este aparato se enmarca dentro de la clase | de seguridad y se encuentra protegido por una
borna de puesta a tierra. Es preciso que exista una puesta a tierra continua desde la toma de
alimentacion eléctrica hasta las bornas de los cables de entrada del aparato, el cable de
alimentacion o el juego de cable de alimentacion suministrado. Si existe la probabilidad de
gue la proteccion a tierra haya sufrido desperfectos, desenchufar el cable de alimentacion
hasta haberse subsanado el problema.

Puesta a tierra del cable de la red local (LAN):

« Si la LAN abarca un area cuyo suministro eléctrico proviene de mas de una red de
distribucion de electricidad, cerciorarse de que las puestas a tierra estén conectadas entre
si de modo seguro.

« Es posible que los cables de la LAN se vean sometidos de vez en cuando a voltajes
momentaneos que entrafien peligro (rayos o alteraciones en la red de energia eléctrica).
Manejar con precaucion los componentes de metal de la LAN que estén al descubierto.

Este aparato no contiene pieza alguna susceptible de reparacion por parte del usuario. Todas
las reparaciones, ajustes o servicio de mantenimiento debe realizarlos solamente el técnico.

Curdado: Este producto contiente pilas remplasables de Lithium. Riesgo de exposion si la
pila es remplasada con el tipo incorrecto. Deseche la pilas usadas de accuerdo a
las instrucciones.
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Safety Information (Japan)
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Safety Information (China)
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EMC Regulatory Statements

U.S.A.
FCC Class A

This equipment has been tested and found to comply with the limits for a Class A digital
device, pursuant to Part 15 of the FCC Rules. These limits are designed to provide
reasonable protection against interference when the equipment is operated in a commercial
environment. This equipment generates, uses, and can radiate radio frequency energy and, if
not installed and used in accordance with the instruction manual, may cause interference to
radio communications. Operation of this equipment in a residential area may cause
interference in which case the user will be required to correct the interference at his own
expense.

Canada

This product complies with Class A Canadian EMC requirements.

Australia/New Zealand
0 This product complies with Australia/New Zealand EMC Class A requirements.

Japan
VCCI Class A

COEBIG. BRLEXESEEEERIHAMNNES (VCC 1) OEE
(CEDICHFAABRBEMERTY, CORBEFERETHEATALER
BEFENERITEAHYET, COBBICIERENEYLHELES
HEIBRINBENHYET,
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Korea

BSMI
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Regulatory Model Identification Number

A-10

For regulatory identification purposes, the HP ProCurve
Secure Access 700wl Series system components (Access
Controller 720wl, Access Control Server 740wl, Integrated
Access Manager 760wl) are assigned a Regulatory Model
Number. The Regulatory Model Number for these
components is RSVLC-0206.

This regulatory number should not be confused with the
marketing name or product numbers (J8153A, J8154A,
J8155A)
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European Community

DECLARATION OF CONFORMITY
according to ISOJIEC Guide 22 and EN 45014

Manufacturer's Name: Hewlett-Packard Company

Manufacturer's Address: 8000 Foothills Blvd.
Roseville, CA 95747-5502
U.S.A.

declares, that the product

Product Name: HP ProCurve Access Controller 720w
HP ProCurve Access Control Server 740wl
HP ProCurve Integrated Access Manager 760wl

Model Number(s): J8135A, J8154A, JB155A
Regulatory Model: RSVLC-0206
Product Options: All

conforms to the following Product Specifications:

Safety:  IEC 60950:1991 + A1, A2, A3, A4 /EN 60950:1992 + A1, A2, A3. A4, A1l
IEC 60825-1:1993 / EN 60825-1:1994 + A11, Class 1 (Laser/LED)

EMC: CISPR 22:1997 / EN 55022:1998 Class A’
CISPR 24:1997 / EN 55024:1998
IEC 61000-3-2:1995 / EN 61000-3-2:1995 +A1, A2
IEC 81000-3-3:1994 / EN 61000-3-3:1995 +A1

Supplementary Information:

The product herewith complies with the requirements of the Low Voltage Directive
T3123/EEC, the EMC Directive 89/336/EEC and carries the CE marking accordingly.

1) The Product was tested in a typical configuration with system peripherals from several
manufacturers.

Tt Pasiy
Roseville, June 12, 2003 Mike Avery, Regulatofy Eﬁﬁeering Mar.

European Contact: Your local Hewlett-Packard Sales and Service Office or Hewlatt-Packard GmbH, Departmeant
HQ-TRE, Herrenberger Stralte 140, D-7 1034 Boblingen (FAX: + 45-7031-14-3143)
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