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Release Notes:
Version F.05.22 Operating System
Jfor the HP ProCurve Series 2300 and 2500 Switches

These release notes include information on the following:

s Downloading switch software and Documentation from the Web (Page 1)

= Enhancements in Release F.05.xx (Page 7)

= Enhancements in Release F.04.08 (Page 63)

s Enhancements in Release F.02.11 (Page 139)

= Enhancements in Release F.02.02 (Page 161)

s Updates and corrections for the Management and Configuration Guide (page 155)

»  Software fixes for Series 2500 switch software releases (page 231)

Caution: Archive Pre-F.05.17 Configuration Files

A configuration file saved while using release F.05.17 or later software is not backward-compatible
with earlier software versions. For this reason, HP recommends that you archive the most recent
configuration on switches using software releases earlier than F.05.17 before you update any
switches to software release F.05.17 or later.

Note

For the latest information on using your HP ProCurve product please check its "Frequently Asked
Questions" (FAQ) page. Go to the HP ProCurve web site at http://www.hp.com/gp/hpprocurve. Click on
Technical support, then FAQs and select your product from the list presented.
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Caution: Archive Pre-F.05.17 Configuration Files

A configuration file saved while using release F.05.17 or later software is not backward-compatible
with earlier software versions. For this reason, HP recommends that you archive the most recent
configuration on switches using software releases earlier than F.05.17 before you update any switches
to software release F.05.17 or later.

Downloading Switch Documentation and Software

You can download software version F.05.22 and the corresponding product documentation from HP’s
ProCurve web site as described below.

To Download a Software Version:
1. Go to HP’s ProCurve web site at http://www.hp.com/go/hpprocurve.

2. Click on Software updates (in the sidebar).

3. Under Latest software, click on Switches.

To Download Product Documentation: You will need the Adobe® Acrobat® Reader to view,
print, and/or copy the product documentation.

1. Go to HP’s ProCurve web site at http://www.hp.com/go/hpprocurve.

2. Click on Technical support, then Product manuals.

3. Click on the name of the product for which you want documentation.
4. On the resulting web page, double-click on a document you want.
5

When the document file opens, click on the diskicon [F] inthe Acrobat® toolbar and save a
copy of the file.
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Downloading Software to the Switch

HP periodically provides switch operating system (OS) updates through the HP ProCurve web site
(http://www.hp.com/go/hpprocurve). After you acquire the new OSfile, you can use one of the following
methods for downloading the operating system (OS) code to the switch:

s For a TFTP transfer from a server, do either of the following:

¢  (Click on Download 0S in the Main Menu of the switch’s menu interface and use the
(default) TFTP option.

e Usethe copy tftp command in the switch’s CLI (see below).

s For an Xmodem transfer from a PC or Unix workstation, do either of the following:

e (Click on Download 0S in the Main Menu of the switch’s menu interface and select the
Xmodem option.

e Use the copy xnmodemcommand in the switch’s CLI (page 3).
»  The software update utility included in some network management applications.
» A switch-to-switch file transfer

Note

Downloading a new OS does not change the current switch configuration. The switch configuration
is contained in a separate file that can also be transferred, for example, for archive purposes or to
be used in another switch of the same model. See also .

This section describes how to use the CLI to download an OS to the switch. You can also use the
menu interface for OS downloads. For more information, refer to the Management and Configura-
tion Guide for the Series 2500 switches.

TFTP Download from a Server

Syntax:  copy tftp flash <ip-address> <remote-os-file>

For example, to download an OS file named F_05_22.swi from a TFTP server with the IP address of
10.28.227.103:

1. Execute the copy command as shown below:

HPZ51Z # copy tftp flash 10.25.227.103 F_05_22 swi
Device will he rehooted, do you want to continue [v/n]l? ¥
0o224K
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When the switch finishes downloading the OS file from the server, it displays this progress
message:

Validating and Writing System Software to FLASH . ..

After the switch reboots, it displays the CLI or Main Menu, depending on the Logon Default setting
last configured in the menu’s Switch Setup screen.

Xmodem Download From a PC or Unix Workstation

This procedure assumes that:

The switch is connected via the Console RS-232 port on a PC operating as a terminal. (Refer to
the Installation Guide you received with the switch for information on connecting a PC as a
terminal and running the switch console interface.)

The switch operating system (OS) is stored on a disk drive in the PC.

The terminal emulator you are using includes the Xmodem binary transfer feature. (For example,
in the Windows NT terminal emulator, you would use the Send File option in the Transfer dropdown
menu.)

Syntax:  copy xmodem flash <unix | pc>

For example, to download an OS file named F_05.22.swi from a PC:

1.

To reduce the download time, you may want to increase the baud rate in your terminal emulator
and in the switch to a value such as 57600 bits per second. (The baud rate must be the same in
both devices.) For example, to change the baud rate in the switch to 567600, execute this
command:

HP2512( confi g)# consol e baud-rate 57600
(If you use this option, be sure to set your terminal emulator to the same baud rate.)

Execute the following command in the CLI:

HPZ51z (config) # copy xmodem flash po

Device will be rehooted, do you want to continue [vn]? v
Presz 'Enter' and scart XMODEM on your hostc. ..

Execute the terminal emulator commands to begin the Xmodem transfer.
The download can take several minutes, depending on the baud rate used in the transfer.

When the download finishes, the switch automatically reboots itself and begins running the new
OS version.

To confirm that the operating system downloaded correctly:
HP2512> show system

Check the Firmware revision line.
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5.

If you increased the baud rate on the switch (step 1), use the same command to return it to its
previous setting. (HP recommends a baud rate of 9600 bits per second for most applications.)

(Remember to return your terminal emulator to the same baud rate as the switch.)

Saving Configurations While Using the CLI

The switch operates with two configuration files:

Running-Config File: Exists in volatile memory and controls switch operation. Rebooting
the switch erases the current running-config file and replaces it with an exact copy of the
current startup-config file. To save a configuration change, you must save the running
configuration to the startup-config file.

Startup-Config File: Exists in flash (non-volatile) memory and preserves the most recently-
saved configuration as the "permanent" configuration. When the switch reboots for any
reason, an exact copy of the current startup-config file becomes the new running-config file
in volatile memory.

When you use the CLI to make a configuration change, the switch places the change in the running-
config file. If you want to preserve the change across reboots, you must save the change to the startup-
config file. Otherwise, the next time the switch reboots, the change will be lost. There are two ways
to save configuration changes while using the CLIL:

Execute the write memory command from the Manager, Global, or Context configuration
level.

When exiting from the CLI to the Main Menu, press [Y] (for Yes) when you see the save
configuration prompt:

Do you want to save current configuration [y/n] ?
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HP ProCurve Switch Software Key

Software
Letter

HP ProCurve Switch

c
E
F
G
H

N/A

1600M, 2400M, 2424M, 4000M, and 8000M

Switch 5300xI Series (5304xI, 5308xl, 5348xl, and 5372xI)

Switch 2500 Series (2512 and 2524), Switch 2312, and Switch 2324
Switch 4100GL Series (4104GL, 4108GL, and 4148GL)

Switch 2600 Series (2626, 2650, 2626-PWR, and 2650-PWR) and Switch
6108

Switch 2800 Series (2824 and 2848)

Switch 9300 Series (9304M, 9308M, and 9315M), Switch 6208M-SX and
Switch 6308M-SX use software version number only, with no alphabetic
prefix. For example, 07.6.06.
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Enhancements in Release F.05.xx

Enhancement Summary Page

Syslog (Syslogd)capability Adds the ability to direct Event Log messaging to an external file as an aid in 7
debugging network-level problems. Complies with RFC 3164.

Isolated Port Groups Originally added in release F.04.08 to provide an alternative to VLANS, this 1
feature now offers two new isolation groups: group1 and group2.

Port-Based Access Control Originally added in release F.04.08 to provide access control through a RADIUS 20
(802.1x) with Open VLAN Mode server, this feature now includes Open VLAN Mode. This gives you a means for
allowing a client computer without 802.1x supplicant software to temporarily
join an unauthorized-client VLAN and proceed with initialization services, such
as acquiring IP addressing, 802.1x supplicant software, and other optional
services you may want to provide.

IGMP Version 3 Support The switch now supports operation with IGMPv3 traffic. 61

Clarification of Time Zone Issue

Starting with the F.05.xx version of the switch operating system software, the method of configuring
the Time Zone for TimeP or SNTP configuration has been updated. Previous switch software, for all
HP ProCurve switches, used positive time offset values for time zones that are West of GMT and
negative values for time zones that are East of GMT. The standards indicate that time zones West of
GMT should be designated by negative offset values, and time zones East of GMT by positive values.
Software version F.05.xx updates this configuration method, but if you use the same values for
indicating time zones as you did for previous HP ProCurve switches, the time will be set incorrectly
on your HP ProCurve Switches 2512 and 2524. For example, for previous HP ProCurve switches, the
US Pacific time zone was configured by entering +480. With software version F.05.xx, the US Pacific
time zone must now be configured by entering -480.

Syslog Overview

The switch’s Event Log records switch-level progress, status, and warning messages. The System-
Logging (Syslog) feature provides a means for recording these messages on a remote server. The
Syslog feature complies with RFC 3168. UNIX users know this capability as 'Syslogd’. Using Syslog
you can send Event Log messages from multiple switches to a central location to help investigate
and identify network-level problems. (Refer to Figure 1 below.)
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You can configure the switch to send Event Log messages to up to six Syslog servers. Messages are
sent to the User log facility (default) on the configured server(s) or to another log facility that you
specify.

Wed Mar 10 16:02:45 2004 Mar 10 15:58:34 10.250.126.113 ports: port & is Blocked by LACP

Wed Mar 10 16:02:48 2004 Mar 10 15:58:37 10250.126.113 ports: port B is now on-line

Wyed Mar 10 16:14:22 2004 Mar 10 16:10:10 10.30.248.184 ip: DEFAULT_WLAN: netwark enabled on . . .
Wed Mar 10 16:15:06 2004 Mar 10 16:10:510 250,125 68 ports: port AZ21 is now off-line

Wed Mar 10 16:15:13 2004 Mar 10 16:11 42 1025012568 ports: port AZ1 is Blocked by LACP

Wed Mar 10 16:15:16 2004 Mar 10 161405 10,250.125.68 ports: port A21 is now an-line

Two switches sending Event Log
messages to the same facility on a
single Syslog server.

Figure 1. A Syslog server collecting Event Log Messages from Multiple Switches

Syslog Operation

Syslog is a client-server logging tool that allows a client switch to send event notification messages
to a networked device operating with Syslog server software. Messages sent to a Syslog server can
be stored to a file for later debugging analysis. Use of Syslog requires that you set up a Syslog server
application on a networked host accessible to the switch. (Refer to the documentation for the Syslog
server application you select.)

Syntax: [no] logging < syslog-ip-addr >
Enables or disables Syslog messaging to the specified IP
address. You can configure up to six addresses.
no logging removes all currently configured Syslog logging
destinations from the switch.

no logging < syslog-ip-address> removes only the specified Syslog
logging destination from the switch.
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Syntax: [no] logging facility < facility-name >

The logging facility specifies the destination subsystem the
Syslog server(s) must use. (All Syslog servers configured on the
switch must use the same subsystem.) HP recommends the
default (user) subsystem unless your application specifically
requires another subsystem. Options include:

user (the default) — Random user-level messages
kern — Kernel messages

mail — Mail system

daemon — System daemons

auth — Security/Authorization messages

syslog — Messages generated internally by Syslog
Ipr — Line-Printer subsystem

news — Netnews subsystem

uucp — uucp subsystem

cron — cron/at subsystem

sys9 — cron/at subsystem

sys10 - sys14 — Reserved for system use

local10 - local17 — Reserved for system use

Note

As of March 2004, the logging facility < facility-name > option also is available on these switch models:
n  Switch Series 56300XL (software release E.08.xx or greater)

s Switch Series 4100GL (software release G.07.50 or greater)

= Switch Series 2800

n  Switch Series 2600 and the Switch 6108 (software release H.07.30 or greater)

Forthe latest feature information on HP ProCurve switches, visit the HP ProCurve web site and check
the latest release notes for the switch products you use.
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Viewing the Syslog Configuration

Syntax: show debug

This command displays the currently configured Syslog log-
ging destination(s) and logging facility. For examples of show
debug output, refer to figure 2 on page 10.

Configuring Syslog Logging

1. If you want to use a Syslog server for recording Event Log messages:
a. Use this command to configure the Syslog server IP address and enable Syslog logging:

HPswi t ch(confi g)# | oggi ng <ip-addr>

Using this command when there are no Syslog server IP addresses already configured
enables messaging to a Syslog server.

b. Usethe command in step “a” to configure any additional Syslog servers you want to use, up
to a total of six.

Example: Suppose there are no Syslog servers configured on the switch (the default). Configuring
one Syslog server enables Event Log messages to be sent to that server. (Refer to Figure 2 below.)

Displays the default debug
configuration. (There are no Syslog
server IP addresses configured.)

: HP=switch{config)# =show dehug: -
I I
y Debug Logging |
I I
I Destination: Hone I
I I
I I
I I

Enabled debug types:
Hone are enabled.

_________________________ =

FHPswitch(Danig)# logging 10, 250 125 .69

| HP=witch({config)# show debug
| When the logging command
configures a Syslog IP address, the
switch automatically enables
sending EventLog messagestothe
Syslog address and the user
facility on the Syslog server.

Debug Logging

|

|

| Destination:

| Logging —

| 10,250,125 .69
|

|

|

|

Facility = u=er

Enabled debug types:

I
|

I

I

I

I

I

I

I

I

event !

Figure2. Example of Configuring Syslog Operation
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See Figure 3 below for an example of adding an additional Syslog server.

HPswitch{config)# show debug
Debug Logging

Destination:
Logging —

10.250.125 .69 —=
10.250.125.72

Facility = user

Enabled debug types:
event

HPzwitch (config)#

HPewitch{config)# logging 10.250.125 72 <———— Continuing the example begun in

figure 2, this command adds a
second Syslog server.

Liststhe IP addresses of the Syslog
servers configured on the switch.

Messages must be sent to the
same facility on each Syslog server

Figure 3. Configuring multiple Syslog Servers

Operating Notes for Syslog

= Rebooting the switch or pressing the Reset button resets the Debug Configuration. Any Syslog

server IP addresses written in the startup-config file are saved across a reboot and logging

remains enabled. Any Syslog server IP addresses existing only in the running-config file are lost

if the switch reboots. (Use the write memory command to save configuration changes to the

Startup-config file.)

»  Up to six Syslog servers may be configured to receive Event Log messages. All switches must

use the same Syslog facility.

Isolated Port Groups (Enhanced)

Isolated Port-Group Commands

[no] port-isolation page 15
port-isolation [ethernet] < port-list> mode page 15
< uplink | public | group1 | group2 | private | local >

show port-isolation page 15

11
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The Isolated Port Groups feature originally included in release F.04.08 has been enhanced in release
F.05.xx with the inclusion of two new port isolation groups (group1 and group2).

Isolated port groups provide an alternative to VLANS for isolating end nodes on your network, while
simplifying network administration. This feature enables you to isolate traffic to and from specific
end-node devices, which enhances security and also helps in such areas as selectively preventing
internet use. There are, however, some limitations, as outlined in the "Rules of Operation", described
later in this section.

Caution

The Isolated Port Groups feature is intended for rare situations where using VLANSs is not possible.
This feature can interfere with other switch features, and improper configuration will result in
unexpected connectivity problems. Refer to “Operating Rules for Port Isolation” on page 13.

The Isolated Port Groups feature operates within the context of the individual switch. It does not
restrict free communication on the designated uplink port(s) to other devices on the network. Anode
connected to any type of port (groupl, group2, private, etc.) on one Series 2500 switch can
communicate with a node connected to any type of port (groupl, group2, private, etc.) on another
Series 2500 switch if the two switches are connected through their uplink ports.

Options for Isolated Port Groups

Using Isolated Port Groups, you can control traffic between ports on the switch by assigning an
appropriate port type to each port. The options include:

s Uplink (the default) = Group2
= Public s Private
= Groupl = Local

When you configure isolated port groups on a switch, traffic is allowed to move between the switch
ports as described in table 1 and shown in figure 4, both below.
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Table 1. Communication Allowed Between Port-Isolation Types within a Switch

Port Type:

Public
Ports

Uplink
Ports

Group1
Ports

Group2
Ports

Local
Ports

Private
Ports

Uplink
Ports

>
w

Yes

Yes

No

Yes

Permits Traffic To and From

This Port Type?
= [} = [} ‘g' 0w T N
=t 3t 3t St
=0 = 0 =0 o o
A Oo Oa 0.
Yes No No Yes
Yes Yes Yes No
No Yes No No
No No Yes No
Yes No No Yes
No No No No

Private
Ports

Notes

=
o

Yes

No

No

No

No

Typical switch ports: For intra-switch operation, allows communi-
cationamongend nodes on public and local ports, and between end
nodes on public ports and the uplink port(s).

Allows communication between uplink ports and end nodes on
public and private ports. Uplink ports are intended for connecting
the switch to the network core. When you enable portisolation on
the switch, Uplink is the default port-isolation mode setting for
individual ports.

Allows communication among end nodes on other group-1 ports,
and between end nodes on Group1 ports and the Uplink port(s).

Allows communication among end nodes on other Group2 ports,
and between end nodes on Group2 ports and the Uplink port(s).

Allows communication among end nodes on local and public ports.

Allows communication only between end nodes and uplink ports.

Group1

Uplink <\>

| Group1 4—>| Uplink | |Group2 <—>| Uplink |

| Private |<—>| Uplink |
| Local é Public |

Figure 4. Communication Allowed Between Port-Isolation Types within a Switch

Operating Rules for Port Isolation

= Port Isolation is intended only for networks that do not use VLAN tagging. (The switch must
be in the default VLAN configuration before you configure port-isolation.)
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= Multiple VLANSs are not allowed on the switch. If multiple VLANSs exist on the switch, delete
them and return the ports to the original default configuration as untagged members of VLAN
1. (VLAN configuration changes are not supported if port-isolation is running on the switch.)

s Trunking is supported only on Uplink ports between switches. Remove any other port
trunking from the switch.

s LACPis allowed only on the Uplink ports. For security, LACP (active or passive) must be
disabled on all other ports on the switch. To disable LACP active or passive on the switch’s
ports, use this command syntax:

no int e < port-numbers > lacp
= GVRP must be disabled (the default).

s IGMP operates only in non-data-driven mode, and works only on uplink ports. The switch
floods multicast IP traffic arriving at non-uplink ports.

m A Series 2500 switch with port-isolation enabled cannot export its port-isolation configura-
tion. However, a Series 2500 configuration file on a server can include port-isolation
commands.

s TheIsolated Port Groups feature operates within the context of the individual switch. It does
not restrict free communication on the designated uplink port(s) to other devices on the
network. A node connected to any non-local port (group1, group2, private, etc.) on one Series
2500 switch can communicate with anode connected to any non-local port (groupl, group2,
private, etc.) on another Series 2500 switch if the two switches are connected through their
uplink ports.

s Enabling port isolation and configuring individual ports to specific, non-default modes are
separate steps. You must first enable port isolation. When you do so, all ports are configured
in the (default) Uplink mode.

Configuring Port Isolation on the Switch

Steps for Configuring Port Isolation

1. Remove all non-default VLANSs from the switch and ensure that all ports are untagged members
of the default VLAN (VID = 1).

2. Identify the devices you will connect to the switch’s ports.

3. Configure all equipment you plan to attach to the switch (such as servers and other switches)
to eliminate VLAN tagging on ports connected to the Series 2500 switch(es) on which you are
using Port Isolation.

4. Determine the mode assignment you want for each port on the switch. (When you enable port-
isolation, the switch configures all ports to the default Uplink mode.)
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5. Remove port trunks you have configured from ports that you plan to configure in public, local,
or private mode.

6. Disable LACP on all ports that you plan to configure in public, local, or private mode. To do so,
use this command: no interface e < port-list > lacp.

Enable port isolation on the switch.

Configure the non-default port-isolation mode for each port that you do not want to operate in
the Uplink mode.

9. Connect the switch ports to the other devices in your port-isolation plan.
10. Test the operation of all ports you are using for links to the other devices.

11. When you are satisfied that your port-isolation configuration is working properly, execute write
mem to store the configuration in the startup-config file.

Configuring and Viewing Port-Isolation

Syntax. [ no] port-isolation
Without any port-list or mode parameters, enables port isolation on the
switch and sets all ports to the Uplink mode. The no version disables port
isolation and also causes all individual ports to be set to the (default) Uplink
mode the next time you enable port isolation.
[ ethernet ] < port-list > mode < uplink | public | group1 | group2 | private | local >

Specifies the ports you want to configure to a particular port-isolation mode
(uplink—the default— public, group1, group2, private, local).

show port-isolation

Lists the switch’s port-isolation status and, if enabled, the port-isolation
mode and which ports, if any, are in a port trunk.

show running-config
Lists the switch’s running configuration, including port-isolation settings.
show config

Lists the switch’s startup configuration, including port-isolation settings.

Note

The no port-iselation command erases all port-isolation mode settings from memory. This means that
whenever you disable, then re-enable port isolation, all ports on the switch will be set to the (default)
Uplink mode.
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For example, suppose that the switch is in its default configuration (no multiple VLANs; GVRP
disabled, all ports untagged members of the default VLAN—VID = 1) with two optional gigabit
transceivers installed, and you wanted to use the switch ports as shown in table table 2, “Port Isolation

Plan”:

Table 2. Port Isolation Plan

Port

Use

Allowed

Traffic Blocked

1-3

Local ports only for isolated work-
group access. (No network or

internet access.)

Traffic between any ports in the

local set (ports 1, 2, and 3)

Traffic between any port in the
local setand any portinthe public

set (ports 10, 11, or 12)

Traffic between any portin
the local setand any portin
the private, group1, or
uplink port sets

4-8

Group1 ports for workgroup and

network/internet access

Traffic between any ports in the

group1 set (ports 4 through 8)

Traffic between any portin group1

and the uplink ports

Traffic between any portin
the group1 set (ports 4 - 8)
and any public, private, or
local ports

9

©

Private portto a secure end node; no
traffic exchange with non-uplink

ports on the switch.

Traffic between port 9 (private) and
the gigabit trunk used as an uplink

(ports 13 and 14).

Traffic between port 9 and
any portinthe local, public,
or group1 port sets, or any
other private port on the
switch

10-12

Public ports for typical end-node

access.

Traffic between any ports in the
public set (ports 10, 11, and 12)
Traffic between any port in the
public setand any portinthe local

or uplink port sets

Traffic between any portin
the public set (ports 10- 12)
and any port in the group1
or private port sets

13-14

[ 5)

Gigabit uplink to the network.

Traffic between any ports in the

uplink set (ports 13 and 14)

Traffic between any port in the

uplink set and any port in the

public, private, or group1 sets

Traffic between any portin
the uplink set and any port
in the local set
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Port Mode Internal Traffic Destinations

|
| 14 L Allowed by Port Isolation Mode
[ oo m D 1-3  Llocal  Each Otherand Ports 10- 12

i

12 1 10/\ 9 8 7 4-8 Group1 Each Other and Ports 13 and 14

(uplinks)
9 Private  Gigabit Trunk (ports 13 & 14)

10-12  Public  Each Other, Ports 1- 3, and the
Uplink Ports.

13-14  Uplink  Ports 4 -8 (group1), 9 (private), 10
-12 (public)

\
\
|
|
12 1110 w 8 7 \\ {
12 " 10 9 8 7
Nfe Ry \/ N
0 T2 3.4 5 6
( \ This figure illustrates the portisolation example described in table
/ T N ) 2 on page 16. Each switch view belongs to the same configuration
14 \_—\— T - and illustrates the indicated port set and the permitted
\ I 13 communication for that set.
~

o
Configured [ Other Port Set(s) Available toa
12 " 10 9 8 7 Port Set N Configured Port Set J

Figure 5. Example of Isolating Ports on a Series 2500 Switch

Assuming a switch in the factory-default configuration, you would configure the port isolation plan
in figure 5 as follows:
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Remember to disable LACP on ports that will be configured
for Public, Group1, Group2, Private, or Local mode. (Refer
to “Operating Rules for Port Isolation” on page 13.)

HP251Z2{config)# no interface e 1-12 lacp
HF2517(config)¥ port—-is=olation

xxx% CATTTIOH exxx
Contact wour local Customer Care Center before actiwating this
feature to receive proper configuration instructions. Failure to configure
|this feature properly will result in unexpected connectivity problems.

HP2512({config)# port—-isolation = 1-3 mode local
HP2512(config)¥ port-isolation e 4-8 mode groupl

HPZ2512{config)# port—-i=zolation & 9 mode private When you enter the command to enable port

HP2512({config)# port-isolation e 10-12 mode public  isolation, the switch displays a caution and
prompts you to indicate how to proceed. Type

HF2512(config)# show port-isolation [Y]to continue with enabling port isolation; [N]

FPort Isoclation: Enabled to leave portisolation disabled. See the Caution
on page 12.

Fort Isolation

Port Mode

O D 0D ] O T e L
e L3 T

Lgu]

]

o

—

I

n

Public Uplink mode is the default setting for all ports when you enable port-isolation.
Oplink 7 Since these two ports were not explicitly configured, above, they remain in
Uplink the Uplink mode (and do not need to be explicitly configured as uplinks).

Figure 6. Example of Port-Isolation Configuration
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Messages Related to Port-Isolation Operation

Message Meaning

Port | sol ati on Inthe switch’s factory-default state or after you execute no port-isolation, you must enable

i s di sabl ed. |t portisolation (by executing port-isolation alone) before entering commands for changing the
must be enabl ed mode on one or more ports.

first.

Troubleshooting Port-Isolation Operation

Symptom Possible Cause

Connectivity problems. ¢ A port may be configured as a tagged member of a VLAN, or multiple VLANs may be
configured on the switch. Ensure that all ports are untagged members of VLAN 1 (the default
VLAN) and that no other VLANs are configured on the switch.

¢ |lllegal port trunking. Port Isolation does not allow trunks on Private ports, or more than one

Port-Isolation type in a trunk. Also, Port Isolation allows an LACP trunk only on Uplink ports.
e Aportonadevice connectedtothe switchmay be configured as atagged member of a VLAN.
¢ GVRP may be enabled on the switch.

See “Operating Rules for Port Isolation” on page 13 and “Steps for Configuring Port Isolation”
on page 14.
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Configuring Port-Based Access Control (802.1x)

Overview
Feature Default Menu CLI Web
Configuring Switch Ports as 802.1x Authenticators Disabled n/a page 28 n/a
Configuring 802.1x Open VLAN Mode Disabled n/a page 34 n/a
Configuring Switch Ports to Operate as 802.1x Supplicants Disabled n/a page 47 n/a
Displaying 802.1x Configuration, Statistics, and Counters n/a n/a page 51 n/a
How 802.1x Affects VLAN Operation n/a n/a page 57 n/a
RADIUS Authentication and Accounting Refer to “Configuring RADIUS Authentication and

Accounting” on page -97

Why Use Port-Based Access Control?

Local Area Networks are often deployed in a way that allows unauthorized clients to attach to
network devices, or allows unauthorized users to get access to unattended clients on anetwork. Also,
the use of DHCP services and zero configuration make access to networking services easily available.
This exposes the network to unauthorized use and malicious attacks. While access to the network
should be made easy, uncontrolled and unauthorized access is usually not desirable. 802.1x provides
access control along with the ability to control user profiles from a central RADIUS server while
allowing users access from multiple points within the network.

General Features
802.1x on the Series 25600 switches includes the following:

s Switch operation as both an authenticator (for supplicants having a point-to-point connec-
tion to the switch) and as a supplicant for point-to-point connections to other 802.1x-aware

switches.
e  Authentication of 802.1x clients using a RADIUS server and either the EAP or CHAP
protocol.

e Provision for enabling clients that do not have 802.1 supplicant software to use the
switch as a path for downloading the software and initiating the authentication process
(802.1x Open VLAN mode).

e Supplicant implementation using CHAP authentication and independent username and
password configuration on each port.

»  Prevention of traffic flow in either direction on unauthorized ports.

= Local authentication of 802.1x clients using the switch’s local username and password (as
an alternative to RADIUS authentication).
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s Temporary on-demand change of a port’s VLAN membership status to support a current
client’s session. (This does not include ports that are members of a trunk.)

= Session accounting with a RADIUS server, including the accounting update interval.
= Use of Show commands to display session counters.

= With port-security enabled for port-access control, limit a port to one 802.1x client session
at a given time.

Authenticating Users. Port-Based Access Control (802.1x) provides switch-level security that
allows LAN access only to users who enter the authorized RADIUS username and password on
802.1x-capable clients (supplicants). This simplifies security management by allowing you to control
access from a master database in a single server (although you can use up to three RADIUS servers
to provide backups in case access to the primary server fails). It also means a user can enter the same
username and password pair for authentication, regardless of which switch is the access point into
the LAN. Note that you can also configure 802.1x for authentication through the switch’s local
username and password instead of a RADIUS server, but doing so increases the administrative
burden, decentralizes username/password administration, and reduces security by limiting authen-
tication to one Operator/Manager password set for all users.

Providing a Path for Downloading 802.1x Supplicant Software. For clients that do not have
the necessary 802.1x supplicant software, there is also the option to configure the 802.1x Open VLAN
mode. This mode allows you to assign such clients to an isolated VLAN through which you can provide
the necessary supplicant software these clients need to begin the authentication process. (Refer to
“802.1x Open VLAN Mode” on page -34.)

Authenticating One Switch to Another. 802.1x authentication also enables the switch to operate
as a supplicant when connected to a port on another switch running 802.1x authentication.

I:l Switch Running 802.1x and

f Operating as an Authenticator
802.1x-Aware Client

(Supplicant)
RADIUS Server

Switch Running 802.1x and
Connected as a Supplicant

Figure 7. Example of an 802.1x Application

Accounting . The Series 2500 switches also provide RADIUS Network accounting for 802.1x access.
Refer to “Configuring RADIUS Authentication and Accounting” on page -97.
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How 802.1x Operates

Authenticator Operation

This operation provides security on a direct, point-to-point link between a single client and the switch,
where both devices are 802.1x-aware. (If you expect desirable clients that do not have the necessary
802.1x supplicant software, you can provide a path for downloading such software by using the 802.1x
Open VLAN mode—refer to “802.1x Open VLAN Mode” on page -34.) For example, suppose that you
have configured a port on the switch for 802.1x authentication operation. If you then connect an
802.1x-aware client (supplicant) to the port and attempt to log on:

1. When the switch detects the client on the port, it blocks access to the LAN from that port.
2. The switch responds with an identity request.

3. The client responds with a user name that uniquely defines this request for the client.

4. The switch responds in one of the following ways:

e If802.1x (port-access) onthe switchis configured for RADIUS authentication, the switch
then forwards the request to a RADIUS server.

i. The server responds with an access challenge which the switch forwards to the client.

ii. The client then provides identifying credentials (such as a user certificate), which the
switch forwards to the RADIUS server.

iii. The RADIUS server then checks the credentials provided by the client.

iv. If the client is successfully authenticated and authorized to connect to the network,
then the server notifies the switch to allow access to the client. Otherwise, access is
denied and the port remains blocked.

e If802.1x (port-access) on the switch is configured for local authentication, then:

i. The switch compares the client’s credentials with the username and password config-
ured in the switch (Operator or Manager level).

ii. If the client is successfully authenticated and authorized to connect to the network,
then the switch allows access to the client. Otherwise, access is denied and the port
remains blocked.

Switch-Port Supplicant Operation

This operation provides security on links between 802.1x-aware switches. For example, suppose that
you want to connect two switches, where:

= Switch “A” has port 1 configured for 802.1x supplicant operation.

= You want to connect port 1 on switch “A” to port 5 on switch “B”.
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Switch “B”
Port 5
[EEJE]E] |EjE)E|N|

Port 1 \

Switch “A”

Port 1 Configured as an

802.1x Supplicant
RADIUS Server

Figure 8. Example of Supplicant Operation

1. When port 1 on switch “A” is first connected to a port on switch “B”, or if the ports are already
connected and either switch reboots, port 1 begins sending start packets to port 5 on switch “B”.

e If, after the supplicant port sends the configured number of start packets, it does not
receive aresponse, it assumes that switch “B” is not 802.1x-aware, and transitions to the
authenticated state. If switch “B” is operating properly and is not 802.1x-aware, then the
link should begin functioning normally, but without 802.1x security.

e If after sending one or more start packets, port 1 receives a request packet from port 5,
then switch “B” is operating as an 802.1x authenticator. The supplicant port then sends
a response/ID packet. Switch “B” forwards this request to a RADIUS server.

2. The RADIUS server then responds with an MD5 access challenge that switch “B” forwards to
port 1 on switch “A”.

3. Port 1 replies with an MD5 hash response based on its username and password or other unique
credentials. Switch “B” forwards this response to the RADIUS server.

4. The RADIUS server then analyzes the response and sends either a “success” or “failure” packet
back through switch “B” to port 1.

e A “success” response unblocks port 5 to normal traffic from port 1.

e A “failure” response continues the block on port 5 and causes port 1 to wait for the “held-
time” period before trying again to achieve authentication through port b.

Note

You can configure a switch port to operate as both a supplicant and an authenticator at the same time.
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Terminology

802.1x-Aware: Refers to a device that is running either 802.1x authenticator software or 802.1x client
software and is capable of interacting with other devices on the basis of the IEEE 802.1x standard.

Authorized-Client VLAN: Like the Unauthorized-Client VLAN, this is a conventional, static VLAN
previously configured on the switch by the System Administrator. The intent in using this VLAN
istoprovide authenticated clients with network services that are not available on either the port’s
statically configured VLAN memberships or any VLAN memberships that may be assigned during
the RADIUS authentication process. While an 802.1x port is a member of this VLAN, the port is
untagged. When the client connection terminates, the port drops its membership in this VLAN.

Authentication Server: The entity providing an authentication service to the switch when the
switch is configured to operate as an authenticator. In the case of a Series 2500 switch running
802.1x, this is a RADIUS server (unless local authentication is used, in which case the switch
performs this function using its own username and password for authenticating a supplicant).

Authenticator: In HP ProCurve switch applications, a device such as a Series 2500 switch that
requires a supplicant to provide the proper credentials (username and password) before being
allowed access to the network.

CHAP (MD5): Challenge Handshake Authentication Protocol.

Client: In this application, an end-node device such as a management station, workstation, or mobile
PC linked to the switch through a point-to-point LAN link.

EAP (Extensible Authentication Protocol): EAP enables network access that supports multiple
authentication methods.

EAPOL: Extensible Authentication Protocol Over LAN, as defined in the 802.1x standard.

Friendly Client: A client that does not pose a security risk if given access to the switch and your
network.

MD5: An algorithm for calculating a unique digital signature over a stream of bytes. It is used by
CHAP to perform authentication without revealing the shared secret (password).

PVID (Port VID): This is the VLAN ID for the untagged VLAN to which an 802.1x port belongs.

Static VLAN: A VLAN that has been configured as “permanent” on the switch by using the CLI vlan
<vid > command or the Menu interface.

Supplicant: The entity that must provide the proper credentials to the switch before receiving access
to the network. This is usually an end-user workstation, but it can be a switch, router, or another
device seeking network services.

24



Enhancements in Release F.05.xx
Configuring Port-Based Access Control (802.1x)

Tagged VLAN Membership: This type of VLAN membership allows a port to be amember of multiple
VLANSs simultaneously. If a client connected to the port has an operating system that supports
802.1q VLAN tagging, then the client can access VLANSs for which the port is a tagged member.
If the client does not support VLAN tagging, then it can access only a VLAN for which the port
is an untagged member. (A port can be an untagged member of only one VLAN at a time.) 802.1x
Open VLAN mode does not affect a port’s tagged VLAN access unless the port is statically
configured as a member of a VLAN that is also configured as the Unauthorized-Client or
Authorized-Client VLAN. See also “Untagged VLAN Membership”.

Unauthorized-Client VLAN: A conventional, static VLAN previously configured on the switch by
the System Administrator. It is used to provide access to a client prior to authentication. It should
be set up to allow an unauthenticated client to access only the initialization services necessary
to establish an authenticated connection, plus any other desirable services whose use by an
unauthenticated client poses no security threat to your network. (Note that an unauthenticated
client has access to all network resources that have membership in the VLAN you designate as
the Unauthorized-Client VLAN.) A port configured to use a given Unauthorized-Client VLAN does
not have to be statically configured as a member of that VLAN as long as at least one other port
on the switch is statically configured as a tagged or untagged member of the same Unauthorized-
Client VLAN.

Untagged VLAN Membership: A port can be an untagged member of only one VLAN. (In the factory-
default configuration, all ports on the switch are untagged members of the default VLAN.) An
untagged VLAN membership is required for a client that does not support 802.1q VLAN tagging.
A port can simultaneously have one untagged VLAN membership and multiple tagged VLAN
memberships. Depending on how you configure 802.1x Open VLAN mode for a port, a statically
configured, untagged VLAN membership may become unavailable while there is a client session
on the port. See also “Tagged VLAN Membership”.

General Operating Rules and Notes

= When a port on the switch is configured as either an authenticator or supplicant and is
connected to another device, rebooting the switch causes a re-authentication of the link.

= When a port on the switch is configured as an authenticator, it will block access to a client
that either does not provide the proper authentication credentials or is not 802.1x-aware.
(You can use the optional 802.1x Open VLAN mode to open a path for downloading 802.1x
supplicant software to a client, which enables the client to initiate the authentication
procedure. Refer to “802.1x Open VLAN Mode” on page -34.)

s If aport on switch “A” is configured as an 802.1x supplicant and is connected to a port on
another switch, “B”, that is not 802.1x-aware, access to switch “B” will occur without 802.1x
security protection.

= You can configure a