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Introducing the Hub Management Interfaces

Note

The interfaces enable you to reconfigure the hub and to monitor hub status
and performance. The hub offers or operates with these interfaces:

= The Web Browser Interface: an interface that is built into the hub and
accessed using a standard Web browser (Netscape Navigator or Microsoft
Internet Explorer). See "System Requirements for Running the Web
Browser Interface" on page 4-2.

s The hub console: an ASCII console interface built into the hub

= HP TopTools for Hubs & Switches: an easy-to-use, browser-based
network management tool that works with HP proactive networking
features built into managed HP hubs and switches

HP TopTools for Hubs & Switches is designed for installation on a network
management workstation. For this reason, the HP TopTools system require-
ments are different from the system requirements for accessing the hub’s web
browser interface from a non-management PC or workstation. For HP
TopTools requirements, see the information printed on the sleeve in which the
HP TopTools CD is shipped, or to the system requirements information in the
user’s guide included on the HP TopTools CD.

You can access the management features for each interface through either a
menu-driven screen system or a split Window with tab navigation. Each
approach has its advantages, which are described in the next sections.

This manual describes how to use the hub console (chapter 2) and the web
browser interface (chapter 4). Chapter 6 is a management screen reference
for both the web browser interface and the hub console. Use of HP TopTools
for Hubs & Switches is described in the user’s guide and online Help provided
on the TopTools CD-ROM.
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Advantages of Using the HP Web Browser Interface

¢y Example - Status: Information HEWLETT >
ad 00 Hub 12h [”ﬂ PACKARD I_

Identrty, Status Confguration SECUMty Diagnostics: Support:

B -tomonce auss | ciobal Countors | purt Countors

100 Segment 10 Segment
Utilization % Collisions % Utilization % Collisions %
B0% S0% S0% 50%

zs”i‘?w
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Status | Alert | Date / Time | Description

*ﬂ First Time Install 27-Mow-89812:43:18 PM Importantinstallation infarmation far your hub

Retrash Open Event | Acknowledge Selected Events Delste Selectad Events

Figure 1-1. Example of the HP Web Browser Interface Display

s Easy access to the hub from anywhere on the network
s Familiar browser interface--locations of window objects consistent
with commonly used browsers

»  Faster configuration, avoiding cycling through a series of prompts—
requires fewer keystrokes, using mouse clicking for navigation; no
terminal setup and console menu access necessary

= Many features have all their fields in one screen so you can view all
values at once

= More visual cues, using colors, status bars, device icons, and other
graphical objects to represent values rather than numeric values

= Display of acceptable ranges of values available in configuration list
boxes
s Port security configuration available

= Automatic notification in the Alert Log (shown above) when the
hub detects common network problems and uses proactive features to fix
or limit them
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Advantages of Using the Hub Console Interface

HP J3288A HP ProCurve 10/100 Hub 12M

Main Menu

. Hub status and Counters...

. Management Access Configuratiocn... (IP, SHMP, console)
. Hub Configuration...

. Diagnosties...

. Reboot Hub

. Downlecad Options...

. Return to Command Prompt

. Logout

(=N . WS I S ARV

Enter Selection =>

Figure 1-2. Example of Hub Console Interface Display

= Out-of-band access (through RS-232 connection) to hub, so network
bottlenecks, crashes, lack of configured or correct IP address, and down-
time do not slow or prevent access

= Ability to configure management access, for example, creating an IP
address, and setting Community Names and Authorized Managers

= Telnet access from a management station to the full console function-
ality

»  Faster navigation, avoiding delays for slower display of graphical
objects over a web browser interface

1-3
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HP TopTools for Hubs & Switches

The manageable HP ProCurve 10/100 Hubs enable you to use HP TopTools
from a PC on the network to monitor traffic, manage your hubs and switches,
and proactively recommend network changes to increase network uptime and
optimize performance. Easy to install and use—and provided at no additional
cost— HP TopTools (formerly HP AdvanceStack Assistant) is the answer to
your management challenges.

HP TopTools Framework - Microsoft Internet Explorer

J File Edit “iew Go Favoites Help

le-=2-004 @88 RS

TopTools for Hubs & Switches

TopToo
el Network
Devices

all devices on your network:
d monitar ne devi

@& Home
= Monito

P Devices List

P Devices Map

» Automatic
Management

Cloze
Alerts....

e Acknowledge
BT Alerts

All devices, New, Open

Choose Refresh
Informational, Warning, Critical ~ Filters. . Alert List

Dizcovery: Discover scheduled to start at: Fri May 01
21:09:33 1998

Backbone Segment 002

P Examine Details

|| Severity ||

Alert

|| Device || D ate/Time

—

- Hew- & Info
o

HEi- @ Info

< Help

| O ey

Event1.361.41.944209
Event1.361.41.944209

05/01/38 035318
05/01/38 09:53:22

12.27242161
12.27242161

Figure 1-3. Example of HP TopTools Main Screen

Network Devices:

= Enables fast installation of hubs and switches.

= Quickly finds and notifies you of the location of problems, saving valuable

time.

= Notifies you when the hub uses a "self-healing" feature to fix or limit
common network problems.

= Identifies users by port and lets you assign easy-to-remember names to

any network device.

= Enables you to configure and monitor network devices from your PC.

14



Introducing the Hub Management Interfaces

Network Traffic:

Watches the network for problems.

Shows traffic and “top talker” nodes on the screen.

Uses traffic monitor diagrams to make bottlenecks easy to see.
Improves network reliability through real-time fault isolation.

Simultaneously sees the traffic on up to 1,500 segments without the use
of probes.

Network Growth:

Automatically monitors, stores, and analyzes network traffic to determine
where upgrades are needed.

Uses Network Performance Advisor to give clear, easy-to-follow plans
detailing the most cost-effective way to upgrade your network.
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Configuring an IP Address on the Hub

Note

This chapter helps you to quickly configure an IP address and subnet mask in
the hub so that you will have in-band (networked) access to the hub for any
of the following interface options:

s Telnet access to the hub’s console interface
s Web browser interface access to the hub

= SNMP network management access (such as HP TopTools for Hubs &
Switches)

In its factory-default configuration, the hub can acquire an IP address and
subnet mask from a Bootp or DHCP server on your network if the server has
been configured to supply the hub’s IP addressing. In this case it is not
necessary to manually configure IP addressing. However, if Bootp or DHCP
support for the hub is not available, then it is necessary to manually configure
the IP address and subnet mask, as described in this chapter, to enable the
hub for management through the network.

Without an IP address and subnet mask—the factory default—you can access
the hub’s management features only through a direct or modem connection
between the hub and a terminal or PC terminal emulator.

If you need more information on IP addressing than is provided in this chapter,
refer to "IP Configuration" on 6-23.
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Methods for Configuring an IP Address
and Subnet Mask

If the hub has not already been configured with an IP address and subnet mask
compatible with your network, use either of these two methods to do so:

= Manually, using the hub’s RS-232 console port: This is the easiest
method if you have direct-connect or modem access to a terminal
emulator on a PC (such as HyperTerminal in Windows 95 or Windows
NT), or a direct connection to an ASCII terminal. See “Manually Config-
uring an IP Address” on the next page.

= Automatically, using the DHCP/Bootp process: This method is used
to download a configuration from a Bootp or DHCP server (console not
needed). To use this method, see “Automatically Acquiring an IP Address
Using Bootp/DHCP” on 6-25.

An IP address and subnet mask for the hub should be assigned by your
network administrator and be compatible with the IP addressing used in your
network. The purpose of this section is to help you quickly configure an IP
address and subnet mask in the hub. For more information about IP
addressing, see “IP Configuration” on 6-23.

If your network is a standalone network, your IP addressing and subnet mask
scheme can be set up in any way that meets your local needs. However, if you
will be connecting your network to other networks that use globally assigned
IP addresses, refer to “Globally Assigned IP Network Addresses” on 6-27.

2-2



Configuring an IP Address on the Hub
Methods for Configuring an IP Address and Subnet Mask

IP Configuration Parameters

IP Address: Uses the format X.X.X.X, where each X is a decimal number
between 0 and 254. Every IP address on a network must be unique.

Subnet Mask: This (bit) mask defines which portion of the IP address is the
subnet address and is written in the format X.X.X.X. All devices on your IP
network must use the same subnet mask address.

Default Router: Also know as a "gateway" address, this is the routing IP
address of the nearest router. The default is 0.0.0.0. Use this field if you want
to reach off-subnet destinations. If no routers are in your network, enter the
same IP address that you use for your hub.

Time To Live: The number of IP routers a packet is allowed to cross before
the packet is discarded (default: 64). Increase this value if the hub is managed
from a network management station that is more than 64 routers away.

2-3
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Configuring an IP Address on the Hub
Manually Configuring an IP Address

Manually Configuring an IP Address

1. Use the instructions in your hub installation manual to connect a PC
running a terminal emulator, or a terminal, to the RS-232 Console port on
the hub.

2. Startahub console session and, at the Command Line prompt, enter MENU
to access the menu system region.

#& Console - HyperTerminal [_[5]x]
File Edt Wiew Call Transfer Help
D=l 58] 0B
] 2]
=>MENU
HP J3288A HP ProCurve 10/100 Hub 12M
Main Menu
1. Hub status and Counters...
2. Management Access Configuration... (IP, SNMP, console)
3. Hub Configuration...
4. Diagnostics...
5. Reboot Hub
6. Download options...
7. Return to Command Prompt
0. Logout
Enter Selection => _ J
Connected 4:27:49 [Buto detect  [96008N-1 [SCAOLL  [C2PS [NUM  [Capiure  [Printecho

Figure 2-1. The Main Menu




Configuring an IP Address on the Hub
Manually Configuring an IP Address
3. From the Main menu, select
2. Management Access Configuration. . . (IP, SNMP, console)

1. IP Configuration.

=
Fi it View i

ie Ve e Help
|
Enter selection => 1
IP Configuration
Time to live: 64
| IP config IP Address subnet Mask Gateway
Settings T Bootp/DI-lCP 0.0.0.0 0.0.0.0 0.0.0.0
Change IP configuration? (¥/[N]): _ J
Connected 717.03 [Buto detect  [88008N-1 [SCAOLL  [CAPS [NUM  [Capiue  [Frint =cho .

Figure 2-2. The IP Configuration Screen

4. Enter Y atthe Change IP configuration? (Y/[N]): prompt.

The console prompts you to select the method by which you want to
assign an IP address to your hub. The two options are (B)ootp/DHCP (the
default setting) or (M)anual Config. (A third option, Disable, disables IP
addressing.)

DHCP and Bootp are automatic network address selection protocols. If
your network supports this capability, see “Automatically Acquiring an IP
Address Using Bootp/DHCP” on page 6-25.

5. Enter M to manually assign the IP address information.
a. Enter the IP address you want to assign to the hub.
b. Enter the subnet mask for your network.
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Manually Configuring an IP Address

c. Ifyouwant to reach off-subnet destinations, enter the address of the
gateway router for your subnet in the Gateway field. If there are no
routers in your network, enter the hub’s IP address. Otherwise, leave
this parameter set to (the default) 0.0.0.0.

d. Leave the Time to Live parameter set to 64 (the default) unless you
have indications that another setting is warranted.

Type in each value at the appropriate prompt and press to see the
next prompt. Figure 3-2 shows you how the address assignment process
appears.

& console - HyperT erminal [_[51x]
File Edt View Cal Trsnsfer Help
M EEEEEE
| IP config IP Address Subnet Mask Gateway =
.
Settings | Bootp/DHCP 0.0.0.0 0.0.0.0 0.0.0.0
Change IP configuration?(¥/[N]): ¥

Use the BACKSPACE key to edit the wvalues shown.
Press ENTER when correct. Ctrl-c terminates command.

Configure as: (B)ootp/DHCP, (M)anual config, (D)isable: M
Enter IP address: 11.30.253.192

Enter subnet mask: 255.255.248.0

Enter default router: 11.30.253.1

Enter time to live (1-255): 64

Change and save to new IP configuration? ([Y]/N): _ J

Connested (:05:32 [anst [s6008N-1 [SCROLL [CAFS [HUM [Captwe [Pk echa

Figure 2-3. Setting an IP Address in the Hub Console.

6. After you pass the Time To Live value, the console prompts you with:

Change and save to new IP configuration?([Y]/N):

Enter Y to save all of the values you have set. The console then returns
you to the IP Configuration screen. Note the new address, Subnet Mask,
Default Router, and Time To Live values that you have set and verify that
they are correct.

Return to the Main menu.
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Your hub is now ready to be managed as a network device through the web
browser interface, or through HP TopTools for Hubs & Switches or other
network management tools. To find out how to run the Browser Interface, see
chapter 4, “Running the Browser Interface”. For details on how to manage
your hub from HP TopTools or HP OpenView, see the online help in those
applications.

Where To Go From Here

The above procedure configures your hub with an IP address, subnet mask,
default router (gateway), and time to live parameters. With the proper network
connections, you can now manage the hub from a network management
station or from a PC equipped with a web browser.

Topic Title Page

To use the console interface: Chapter 3, "Using the Hub Console 3-1ff
Interface

To access the hub using a web Chapter 4, "Using the HP Web Browser 4-1 ff

browser: Interface”

To access the hub using a network Chapter 5, "Using HP TopTools or other 5-1 ff
management tool: SNMP Tools to Monitor and Manage
the Hub"

To access specific hub configuration  Chapter 6, "Configuration Reference"  6-1 ff
features:

Toaccessthehubusinginbound Telnet "Starting a Session Through a Telnet  3-5

access: Connection"
"Telnet Enable/Disable” 6-35
Error indications, problems "Chapter 7, Troubleshooting" 7-11f
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Using the Hub Console Interface

Note

This chapter describes the following:
»  overview of the hub console
» starting a hub console session through a:
e direct (out-of-band) serial connection
¢ modem (out-of-band) serial connection
¢ Telnet (networked, or in-band) connection
= using the hub console’s two regions:
¢ the command prompt

¢ the menu system

The HP ProCurve 10/100 hubs are “plug-and-play” network devices. They are
shipped with a factory default configuration that works for most network
situations. In the default configuration:

»  All hub ports are enabled.

=  DHCP/BOOTP is enabled, allowing the hub to automatically acquire an IP
address from a properly configured DHCP or BOOTP server.

For this basic hub operation, it is not necessary to use the console. However,
you can use the console for the uses listed on the next page.
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Overview of the Hub Console Interface

Overview of the Hub Console Interface

The hub console interface enables you to do the following:

Modify the hub’s configuration

Manually configure the hub with an IP address, which enables the hub to
be managed:

¢ From the hub’s web browser interface (chapter 4)

¢ Through Telnet access to the console interface (pages 3-5 and 6-35)
¢  From an SNMP-based network management station

Control console security by configuring passwords

Monitor the hub and its port status

Monitor network activity through a set of counters

Download new software to the hub

Starting a Hub Console Session

The hub console interface can run on either a PC-based terminal emulator
program or on a standard ASCII or ANSI terminal. You can connect the
console to the hub in the following ways:

Direct, through the (out-of-band) RS-232 serial connection (using the
serial cable provided with the hub)

Remote, using an (out-of-band) modem connection

Networked (in-band) access through a Telnet session (requires that the
hub has an IP address)

3-2
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Using the Hub Console Interface
Overview of the Hub Console Interface

Starting a Session Through a Direct Serial Connection

1.

Connect either a PC emulating an ASCII terminal or a standard ASCII
terminal to the Console port on the hub using the serial cable supplied
with your hub. (For pin-outs on the cable and Console port connector, see
the Cables and Connectors appendix in the HP ProCurve 10/100 Hubs
Installation Guide.) If the PC or terminal has a 25-pin serial connector,
first attach a 9-pin to 25-pin “straight-through” adapter at one end of the
console cable and attach that end to the terminal.

Power-on the PC and start the terminal emulation program, or power-on
the terminal. Configure the terminal emulator or terminal as follows:

e ASCII, ANSI, or VT-100 emulation or terminal

8 bits per character

e 1 stop bit

* o parity

e Xon/Xoff for flow control

e abaud rate of 115200, 57600, 38400, 19200, 9600, 4800, 2400, or 1200.

Press afew times until the console displays hub version information
followed by the message and prompt:

Type MENU to access the ASCIl menu system
or HE or ? for help on console commands.

=>

The baud rate for communication between the hub and the terminal is set
automatically when you press [Enter].

If you have previously set a user name and password for the console, you will
first be prompted to enter those values. For more information on the password
response process, see “Responding to an Enter username Prompt” on page
3-10.

You are now in the command prompt region of the console interface. To see
what commands are available, enter HELP or ? at the prompt. To enter the
console menu system, enter MENU at the prompt.

For more on commands, see “The Command Prompt Region” on page 3-7. For
information on console menus, see “The Console Menu System” on page 3-9.

3-3
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Using the Hub Console Interface
Overview of the Hub Console Interface

Note:

Starting a Session Through a Modem Connection

To establish a remote session using a pair of modems and terminal, do the
following:

1.

Use full-duplex, asynchronous (character-mode) modems only. Initialize
both modems.

Connect the modem for the hub end to the hub’s Console port using a
“straight-through” RS-232-C modem cable. (For pin-outs and recom-
mended cables see the “Cables and Connectors” appendix in your HP
ProCurve 10/100 Hubs Installation Guide).

At the remote site, connect the modem for the console end to the serial
port on the PC or terminal.

Make sure the terminal and modems are functioning properly, then estab-
lish the link between the console’s modem and the hub’s modem according
tothe modem instructions. See your modem manufacturer’s configuration
guide for details.

Press afew times until the console displays hub version information
followed by the message:

Type MENU to access the ASCIl menu system
or HE or ? for help on console commands.

=>

The baud rate for communication between the hub and the terminal is set
automatically when you press [Enter].

If you have previously set a user name and password for the console, you will
first be prompted to enter those values. For more information on the password
response process, see “Responding to an Enter username Prompt” on page
3-10.

You are now in the command prompt region of the console interface. You can
enter HELP or ? at the prompt to see what commands are available. To enter
the console menu system, enter MENU at the prompt.




Note

Using the Hub Console Interface
Overview of the Hub Console Interface

Starting a Session Through a Telnet Connection

Running a Telnet session with the hub requires that the hub first be configured
with an IP address. (This can be done manually or via DHCP/Bootp—if DHCP/
Bootp is configured and operating in your network—page 6-25.) If you have
not yet configured an IP address for the hub and are not using DHCP/Bootp,
use either the serial (page 3-3) or modem (page 3-4) procedure to first start an
out-of-band console session through which you can configure an IP address
on the hub.

To begin a Telnet session:

1. Verify that the hub has been configured with an IP address, and that it is
accessible through IP from your PC or workstation. (You can use the Ping
command from your PC to verify hub accessibility.) See chapter 2, "Config-
uring an IP Address on the Hub" for details on configuring an IP address.

2. On your networked PC or workstation, enter the command telnet
followed by the IP address or system name of the hub, for example:

telnet 192.1.1.10
or
telnet your_hub

(Your Telnet syntax depends on your TCP/IP software or your terminal
server. You can use a system name if you have a name resolution system
such as Domain Name Server-DNS.)

The console then displays hub version information followed by the
message:

Type MENU to access the ASCIl menu system
or HELP or ? for help on console commands.

=>

You are now in the command prompt region of the console interface. You can
enter HE or ? at the prompt to see what commands are available. To enter the
console menu system, enter MENU at the prompt.

For more information on commands, see “The Command Prompt Region” on
page 3-7. For information on the console menus, see “The Console Menu
System” on page 3-9.

To End a Telnet Session. Inthe Main Menu, select Logout, then enter Y at
the resulting prompt. Or, if the command prompt is displayed, enter LO, then
enter Y at the resulting prompt.

3-b
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Overview of the Hub Console Interface

Using the Hub Console

The hub console is an easy-to-use, intuitive interface that prompts you for
input and guides you through any configuration exercise. The hub console
consists of these two regions:

s the Command Prompt region which appears when you first enter the
console. This region enables you to perform tasks by issuing commands.
For a listing of these commands, see Table on page 3-8.

= the Menu System region which you access by entering MENU from the
command prompt. The menus enable you to configure hub and port
settings through screens that contain fields and prompts. For an overview,
see “The Console Menu System”. For details on each of the menus in this
region, see chapter 6.

User Name and Password Prompts

(To to add or change the password and user name, see "Passwords" on page
6-32.)

When you begin a Console session, if a user name and password were
previously configured, you will see this prompt:

Enter username: _

In this case, enter the correct user name and password to display the
Command prompt (=>). To do so:

1. Typeinthe previously configured user name at the Enter username prompt
and press (Enter]. The console then displays a Password prompt. (If you
make a mistake, you will have three retries before the console discon-
nects.)

2. Type in the password required at the Password prompt and press (Enter).
Note that, when entered, the password is not displayed on the screen for
security reasons. The console then displays the Command prompt. (If you
make a mistake, you will have three retries before the console discon-
nects.)

After you enter the correct user name and password, the console interface
displays the => prompt as shown in figure 3-1, below.




Caution

Using the Hub Console Interface
Overview of the Hub Console Interface

#2 console - HyperT erminal [C[F1=]
File Edt View Call Transfer Help
D= 515 ols] =

8|

HP J3288A ProCurve 10/100 Hub 12M
ROM A.03.01

EEPROM A.01.00

HW m.01.01

For graphical hub configuration,

use a web browser and web to the device. .
For security, password

Enter username: V does not appear when
Enter password:

typed in.

Type MENU to access the ASCII menu system,
or HE or ? for help on console commands.

E> - After user name and
- password are properly
entered, the Command
Line prompt appears..

Connected 0:00:20 [ans| | 9800 8:1-1 [SCROLL  [C&PS [NUM [Captwe  [Frintecha

Figure 3-1. Example of a User Name and Password Session

What If I Lose the User Name or Password? If you lose either the hub’s
user name or password, you can clear them from memory by pressing and
holding the Clear button on the hub for 10 seconds.

Clearing the user name and password removes the hub’s password protection,
which makes it vunerable to unauthorized access via Telnet or the web
browser interface.

The Command Prompt Region

The => prompt indicates you are at the command prompt region of the hub
console. This region is a command-driven environment that enables you to
perform several basic tasks. The tasks are performed by entering two-letter
commands. To list these commands, enter HELP or ? at the command prompt.

The available commands in the Command Prompt region are shown below

3-7
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Overview of the Hub Consol

Output of HE
(Help) Command ———

Output of ID (Identify)
Command ~

e Interface

& console - HyperT erminal
Fle Edt View Cal Iransfer Help

O
=>HELP

Command Line Help

use a web browser and web to the device.

Type MENU to access the ASCII menu system,
or HE or ? for help on console commands.

BRoOwWse
Download
LOgout
IDentify
IP

MEnu

O
=>ID

]
=>_

speed <new speed>

Enter the first two characters to execute a command.
< » = a required parameter
- Dumps hub configuration information.

HPJ3288A ROM version A.03.01. Download version A.01.14. Protocol 0001.

allows for firmware update.

logout from console.

displays version information.

allows for the IP address to be configured.
bring up ASCII Menu Controls.

changes the console baud rate (1200, 2400, 4800,
9600, 19200, 38400, 57600, 115200).

Connected 0:36:22 |ans! [EEDEDE]

[SCAOLL [CAPS [NUM [Captre  [Printecho

Figure 3-2. Command Prompt Screen Displaying Help and ID Commands

Commands Issued from the Console Command Prompt.

Command | Command | Description
Name

BR Browse Displays scrolling readout of hub’s current configuration.

DO Download | Prepares the hub to download a new version of firmware
(operating system, or 0S) from a server.

HE Help Displays some basic help on all console commands.

ID Identify Displays firmware revision number, for example, A.01.01.

LO Logout Terminates the hub console session.

DI Disconnect | Terminates the hub console session.

ME Menus Displays the hub console Main Menu. The Main Menu enables you
to access all top-level menus available in the Console interface.

SP Speed Enables you to set the Baud Rate for an out-of-band connection
with the hub.

Figure 3-2 on page 3-8 shows a sample Command Prompt screen where the
hub’s product number and firmware information is displayed by the ID

command.
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The Console Menu System

The console menu system starts at the Main Menu, which displays the top-
level menus for the console interface. These menus contain submenu options
grouped by common topic, and enable you to perform a number of tasks,
including:

viewing hub and port counter statistics
configuring access settings
configuring security settings
configuring port and device settings
performing diagnostic tests

rebooting the hub

downloading new firmware

aoepiayu|
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To enter the hub console’s menu system, enter MENU at the command prompt.
The Main Menu then appears, as shown in figure 3-3, below.

To navigate through the menus, simply enter the number of the menu option
that you want to use.

#4 console - HyperTerminal [_[F]x]
Ele Edl Wiew Call Transfer Help
Dl 58] o5

]

Enter Selection =>

HP J3288A HP ProCurve 10/100 Hub 12M

Main Menu

. Hub gtatus and Counters...

. Management Access Configuration... (IP, SNMP, console)
. Hub Configuration...

. Diagnostics...

. Reboot Hub

. Download Options...

. Return to Command Prompt

. Logout

O Mo W N

Menu Option
Numbers

Enter Selection => :‘

Connected (:30:47 [ansi |9800 8.1 [SCROLL  [C&PS [NUM [Capture  [Frintecho

Figure 3-3. The Hub Console Main Menu.

Responding to an Enter username prompt

If the console interface displays

Enter username: _

when you attempt to display the Main Menu, then a user name and—most
likely—a password, have been previously configured on the hub. In this case,
you must enter the correct user name and password before the Command
Prompt (=>) will appear. To do so:

1. Typeinthe previously configured user name at the Enter username prompt
and press (Enter). The console then displays a Password prompt. (If you
make a mistake, you will have three retries before the console discon-
nects.)
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2. Type in the password required at the Password prompt and press (Enter).
Note that, when entered, the password is not displayed on the screen for
security reasons. The console then displays the Command Prompt. (If you
make a mistake, you will have three retries before the console discon-
nects.)

After you enter the correct user name and password, the console interface
displays the => prompt as shown in figure 2-3.

Status: Information | (D [y ]

Ty GO, GO e Security Diamosaee St
Port Security | mtrusion Log

Read Only Access
Operator User Name: |
Operator Password: |
Confirm Operator Password: [ |

Read-Write Access

Manager User Name:
Manager Password:
Confirm Manager Password:

Also used as ASCIT Console Password

Apply Changes Clear Changes

Figure 3-4. Example of a User Name and Password Session

If you lose either the hub’s user name or password, you can clear them from
memory by pressing and holding the Clear button on the hub for 10 seconds.
Once you have removed the password, you can issue commands in the

Command Prompt region or enter the hub’s console interface Menu System.

To use either the console or the web browser interface to add or change the
password and user name, see "User Names and Passwords" on page 6-32.
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Using the HP Web Browser Interface

Note

Overview

The HP web browser interface built into the hub lets you easily access the hub
from a browser-based PC on your network. This lets you do the following:

= Optimize your network uptime by using the Alert Log and other diagnostic
tools

= Make configuration changes to the hub

= Maintain management access security by configuring user names and
passwords

= Configure port security

Using the web browser interface to configure the hub is covered in chapter 6,
“Configuration Reference”. This chapter covers the following:

Topic Page

System requirements for using the web browser interface 4-2

Starting a web browser interface session using a standalone browser or HP 4-2,4-3
TopTools for Hubs & Switches

Viewing the "First-Time Install" window 4-6
User names and passwords in the web browser interface 4-7 thru
4-9
Online Help for the web browser interface 4-10
Features of the web browser interface environment 4-12
Fault detection policy in the Alert Log 4-25

If you want security beyond that achieved with user names and passwords,
you can disable access to the web browser interface. This is done by changing
the Web Agent Enabled parameter setting in the Serial Link configuration
screen in the hub console. See “Web Enable/Disable” on page 6-36.
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Using the HP Web Browser Interface

Overview

System Requirements for Running the Web Browser
Interface

Use equipment meeting the following minimum requirements to access the
web browser interface on your intranet.

Table 4-1.  System Requirements

Platform Entity and 0S Minimum Recommended
Version
PC Platform 90 MHz Pentium 120 MHz Pentium
HP-UX Platform (9.x or 10.x) | 100 MHz 120 MHz
RAM 16 Mbytes 32 Mbytes
Screen Resolution 800 X 600 1,024 x 768
Color Count 256 65,000
Internet Browser PCs: PCs: Netscape
(English-Language browser ~ |¢ Netscape ® Communictor 4.03 | Communicator 4.03 or
only) e Microsoft® InterneExplorer4.01 later
spl

UNIX: Netscape Navigator 4.03 or | UNIX: Netscape

later Navigator 4.05 or later.
PC Operating System Microsoft Windows ® 988 and Windows NT
Unix ® Operating System Standard Unix ® 0S

Note

Starting a Web Browser Interface Session with the Hub

You can start a web browser interface session in the following ways:

s Using a standalone web browser on a network connection from a PC or
UNIX workstation:
¢ Directly connected to your network
e Connected through remote access to your network

= Using a management station running HP TopTools for Hubs & Switches
on your network

HP TopTools is designed for installation on a network management worksta-
tion. For this reason, the HP TopTools system requirements are different from
the system requirements for accessing the hub’s web browser interface from
anon-management PC or workstation. For HP TopTools requirements, see the
information printed on the sleeve in which the HP TopTools CD is shipped.




Using the HP Web Browser Interface
Overview

Using a Standalone Web Browser in a PC or UNIX
Workstation

This procedure assumes that you have a supported web browser (table 4-2 on
page 4-2) installed on your PC or workstation, and that an IP address has been
configured on the hub. (For more on assigning an IP address, see chapter 2,
“Configuring an IP Address on the Hub”.)

1. Make sure the JavaT™ applets are enabled for your browser. If they are
not, do one of the following:

e In Netscape 4.x, click on Edit, Preferences..., Advanced, then select
Enable Java and Enable JavaScript options.

¢ In Microsoft Internet Explorer 4.x, click on:
View
Internet Options
Security
Custom (for expert users)

Then scroll to the Java Permissions and refer to the online Help for
specific information on enabling the Java applets.

2. Type the IP address (or DNS name) of the hub in the browser Location or
Address field and press (Enter]. (It is not necessary to include
http://.)

hub3288 (example of a DNS-type name)
10.11.12.195 (example of an IP address)

If you are using a Domain Name Server (DNS), your device may have a
name associated with it (for example, hub3298) that you can type in the
Location or Address field instead of the IP address. Using DNS names
typically improves browser performance. See your network administrator
for any name associated with the hub.

The web browser interface automatically starts with the Status Overview
window displayed for the selected device as shown in figure 4-1 on page
4-b.

Using HP TopTools for Hubs & Switches

For information on HP TopTools web browser and system requirements, refer
to the information printed on the sleeve in which the HP TopTools CD is
shipped, or to the system requirements information in the user’s guide
included on the HP TopTools CD.

4-3
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Overview

This procedure assumes that:

You have installed the web browser recommended for HP TopTools on a
PC or workstation that serves as your network management station.

The networked device you want to access has been assigned an IP address
and (optionally) a DNS name and has been discovered by HP TopTools.
(For more on assigning an IP address, refer to chapter 2, “Configuring an
IP Address on the Hub”.)

To establish a web browser session with HP TopTools running, do the
following on the network management station:

1.

Make sure the JavaTM applets are enabled for your web browser. If they
are not, refer to the web browser online Help for specific information on
enabling the Java applets.

Do one of the following tasks:

e On the HP TopTools Maps view, double-click on the symbol for the
networking device that you want to access.

e In HP TopTools, in the Topology Information dialog box, in the device
list, double-click on the entry for the device you want to access (IP
address or DNS name).

The web browser interface automatically starts with the Status Overview
window displayed for the selected device, as shown in figure 4-1 on page
4-b.
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HEWLETT
0100 Hub 12M ﬂn’] PACKARD

Identrty, Status nTIGUrAtion Sacunty Diaghostics Support:

T rcrionmance Gauges | Glonal counters | Port counters

B

100 Segment 10 Segment
Utilization % Collisions % Utilization % Collisions %
50% S0% 50% S0%

26%, 75 %
-~
1} 100%
1%

Status | Alert Date [ Time Description

*e First Time Install 03-Dec-98 11:59:32 AM Important installation information for your hub,

First-Time Install Alert Alert Log

Refresh | Open Event | Acknowledge Selected Events Delete Selected Events

Figure 4-1. Status Overview Screen
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Tasks for Your First HP Web Browser
Interface Session

The first time you access the web browser interface, there are three tasks that
you should perform:

= Review the “First Time Install” window
= Set Manager and Operator passwords
= Set access to the web browser interface online help

Viewing the “First Time Install” Window

When you access the hub’s web browser interface for the first time, the Alert
log contains a “First Time Install” alert, as shown in figure 4-1. This gives you
information about first time installations, and provides an immediate oppor-
tunity to set passwords for security and to specify a Fault Detection policy.
Doing so determines the types of messages that will be displayed in the Alert
Log and/or any actions to take upon detection of a fault.

Double click on First Time Install in the Alert log. The web browser interface
then displays the “First Time Install” window, as shown in figure 4-2, below.

7 First Time Install Detail View - Microsoft Intemnet Explorer

@® First-Time Install

Description:
The following information presents possible first time settings which can be configured.

Steps to take during first time installation:
o It is recommmended that you secure access to the device to prevent unauthotized users from manipulating devioe
sonfiguration.
o You are also encouraged to select the fault detection confiquration which best suits your network environment.
2 Togain enhanced network managerment functionality and online help, you may wish to install the HP TopTools for
Hubs and Switches software included with this hub

Cancel | Acknowledge Event Delete Event

Figure 4-2. First-Time Install Window
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Tasks for Your First HP Web Browser Interface Session

This window is a launching point for setting passwords and for configuring
Fault Detection policy (which determines the types of messages that will be
displayed in the Alert Log and/or any actions to be taken upon detection of a
fault).

To set web browser interface passwords: Click on

secure access to the device

to display the Device Passwords screen, and then go to the next page. You can
also access the password screen by clicking on the Security tab.

To set Fault Detection policy: Click on

select the fault detection configuration

in the second bullet in the window and go to the section, “Setting Fault
Detection Policy” on page 4-25.

Creating User Names and Passwords in the Web
Browser Interface

In the hub console interface, you can set one user name and one password on
the manager level. However, in the web browser interface you can set user
names and passwords on both the Operator and Manager levels to create
multi-level access security for your hub.

»  Operator. An Operator-level user name and password allows read-only
access to most of the web browser interface, but prevents access to the
Security window.

= Manager. A Manager-level user name and password allows full read/
write access to the web browser interface.
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o= - Status: Information HEWLETT" >
e PraCuree 100100 Hu 120 A Rrdns |

Identity; Satns CGonfiguration Security Diagnostics Support;
Port Security | mntrusion Log
Eead Only Access
Operator User Name: l—

Operator Password:
Confirm Cperator Password:

Read-Write Access

Manager User Name: I
Manager Password: I
Confirm Manager Password: I

Also used as A3CI Console Password

Apply Changes Clear Changes

Figure 4-3. The Device Passwords Window

To set the passwords:
1. Access the Device Passwords screen by either of the following methods:

e Ifthe Alert Log includes a “First Time Install” event entry, double
click on this event, then, in the resulting display, click on the
secure access to the device link.

e Select the Security tab.

2. Click in the appropriate box in the Device Passwords window and enter
user names and passwords. You will be required to repeat the password
strings in the confirmation boxes.

Both the user names and passwords can be up to 15 printable ASCII
characters.

3. Click on [Apply Changes] to activate the user names and passwords.

Note A manager user name and password you assign in the web browser interface
will overwrite a previous manager user name and password assigned in either
the web browser interface or the hub console.
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Using the User Name and Password Feature

The manager user name and password control access to both the web browser

interface and the hub console. (The operator user name and password control

access only to the web browser interface.) Once set, you will be challenged

to supply the password every time you try to access either the web browser

interface or hub console. The user name and password you enter determines

the capability you have during that session:

= Entering the manager user name and password gives you full read/write
capabilities

= Entering the operator user name and password gives you read and limited
write capabilities.

If a user name has not been set, you must leave the User Name field in the
web browser Enter Network Password window blank.

Enter Metwork Password If you start the weh
browser interface
I’EQ Pleaze type wour uger name and password, with a password
? previously set, you
Resource:  HP Hub will be prompted by
this window.

User name: Im_','hubm
Note: IfaUser Name

I has not been
previously

configured, do not

enter any value in

’TI Cancel the User name field.

Figure 4-4. Example of the User Name and Password Window

Paszsword:

The hub console uses only the Manager user name and password, and does
not prompt you for an Operator user name and password, even if they have
been configured in the web browser interface.

If You Lose a Password

If you lose the passwords, you can clear them by pressing and holding the
Clear button on the front of the hub for approximately 10 seconds. This action
deletes all password and user name protection for both the web browser
interface and the hub console.
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Note

The Clear button is provided for your convenience, but its presence means
that if you are concerned with the security of the hub configuration and
operation, you should make sure the hub is installed in a secure location,
such as a locked wiring closet.

Online Help for the HP Web Browser Interface

Online Help is available for the web browser interface. You can use it by
clicking on the question mark in the upper right corner of any of the web
browser interface screens.

Providing Online Help. The Help files are automatically available if you
iwnstall HP TopTools for Hubs & Switches on your network or if you already
have Internet access to the World Wide Web. (The Help files are included with
HP TopTools for Hubs & Switches, and are also automatically available from
HP via the World Wide Web.) Retrieval of the Help files as described above is
controlled by automatic entries to the Management Server URL field on the
Configuration / Support URLs screen, shown in figure 4-5.

Identrty

Device View

m

ation HEWLETT' 5
roCurve 10/100 Hub 120 (‘.él PACKARD l_

Statns, Configuration Securnty Diagnostics, SUpport;

| Fautt Detection | system information | 1P configuration |

Port Configuration

| SupportMgmt URLs

| Bridge Enable Disable ‘ Backup Links

Support URL: |http:,ffwww hp.com/go/metwark_city

M
Server URL:

Ihﬂp Jiwaenar hp.com/gojnetwork_city/device_help

Apply Changes Clear Changes

Enter IP address of HP TopTools
network management station, or
use the URL as shown for Help
files on HP’s world wide web site
(the default)

Figure 4-5. How To Access Web Browser Interface Online Help
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Thatis, the hub is shipped with the URLneeded to retrieve online Help through
the World Wide Web. However, if HP TopTools is installed on your network
and discovers the hub, the Management Server URL is automatically changed
to retrieve the Help from your TopTools management station.

If Online Help Fails To Operate. Do one of the following:

n  If HP TopTools for Hubs & Switches is installed and running on your
network, enter the IP address or DNS name of the network management
station in the Management Server URL field shown in figure 4-5 on page
4-10.

s Ifyou have World Wide Web access from your PC or workstation, and do
not have HP TopTools installed on your network, enter the following URL
in the Management Server URL field, as shown in figure 4-5 on page 4-10:

http://www.hp.com/rnd/device_help

If you do not have HP TopTools for Hubs & Switches installed on your network
and do not have an active connection to the World Wide Web, then Online help
for the web browser interface will not be available.

See also “Management and Support URLs” on page 6-75.

4-11
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Understanding the Browser Interface
Environment

Now that you have successfully run the web browser interface and created a
password and user name, become comfortable with the environment. The web
browser interface is a powerful tool that enables you to perform complex
network configuration procedures with the simplicity of a mouse click. Spend
alittle bit of time reviewing the following sections to learn about the different
pieces of this tool.

Understanding the Overview Window

The web browser interface Overview Window is the home environment for
any entry into the web browser interface. The following figure details the

different parts.
Status Bar Active Button Active Tab 100 Mbps Segment Gauges 10 Mbps Segment Gauges
Sa | | |

- Status: Non-Critical HEWLETT >
L 4 HFP 10/100 Hub 120 ﬂa PACKARD l'_

Identity’ Status Configr: aton Secunty; Diagnustics: Suppoit

Performance Gauges Glohal Counters Port Counters

100 Segme 10 Segment
Utilization % Collisions % Utilization % Collisions %
B0 B0% B0 B0 %
25 %, T5% 25 %, 6% 25 %, TE%

00% 0% 0%
0% 2% 0%
Status | Alert | Date / Time | Description
—.ﬁEﬂ?O Loss of Link 03-Dec-98 8:56:04 PM Lost connection to multiple devices on port: 2.
r.lEy:,O Loss of Link 03-Dec-98 8:54:21 PM Lost connection to multiple devices on port: 1.
--lEﬂf’e First Time Install 03-Dec-98 11:59:33 AM Impaortant installation information for your hub.

Alert Log Alert Log Buttons

Refresh Qpen Event Acknowledge Selected Events Delete Selected Events

Using the HP Web Browser

Interface

Figure 4-6. The Overview Window

4-12



Utilization %
50%

Using the HP Web Browser Interface
Understanding the Browser Interface Environment

The areas and fields in the Overview Window are:

Active Tab. The current tab selected. The tab is darkened and all the
buttons contained by the tab are displayed.

Status Bar. The region above the tab bar that displays status and device
name information.

100 Mbps Segment Gauges Area. The region containing gauge graphics
that indicate performance trends for the 100 Mbps segment of the hub.

10 Mbps Segment Gauges Area. The region containing gauge graphics
that indicate performance trends for the 10 Mbps segment of the hub.

Active Button. The current button selected. The button is darkened and
the window associated with the button is displayed.

Alert Log. A list of all events, or alerts, that can be retrieved from the
hub’s firmware at the current time. Information associated with the alerts
is displayed, including Status, Alert Name, the date and time the Alert was
reported by the hub, and a short description of the alert.

Alert Control Bar. The region at the bottom of the Alert Log containing
buttons that enable you to refresh the Alert Log to display all alerts that

have been reported since you first displayed the log. Also available in the
bar are a button to acknowledge new alerts and a button to delete alerts.

The Segment Gauges Area

The two Segment Gauges Areas each contain two separate graphical meters
or gauges that display values associated with collisions and utilization in the
100 Mbps and 10 Mbps segments of the hub. The following figure shows a
sample reading of the Gauges Area.

100 Segment 10 Segment
Cellisions % Utilization % Collisions %
S0% S0% S0%
25, T5% 25%, F5% 25%, FE
- — -
0% 100% 0% 100% 0% 100%
0% 1.7% 0%

Figure 4-7. The Segments Gauges Area

Utilization. Generally, Utilization is the percentage of a network's bandwidth
that is currently being consumed by network traffic. Consistently high (>40%)
utilization indicates points of network slowdown (or failure) and a need for
changes or upgrades in your network infrastructure.

4-13
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The pointer on any of the hub's utilization gauges indicates the amount of
bandwidth used for traffic during the last five-second interval. The inner ring
on the gauges represents the highest utilization of traffic received during the
current window session. (Each time you display a window showing gauges,
the "Highest Reading" indicator for those gauges restarts from zero.) For the
10T and 100T segments, the utilization gauges indicate the total traffic trans-
mitted and received. For individual ports, the gauge(s) showing LAN utiliza-
tion indicate received (Rx) traffic only. For an example of how utilization is
calculated, see the online Help available through the hub’s web browser
interface.

The utilization value is a total of all unicast, multicast, and broadcast traffic
through the selected hub segment or port. For example, if one port is receiving
heavy broadcast or multicast traffic, bandwidth for all ports on the segment
will be consumed. To discover the exact source of the heavy traffic, examine
counter data in the Global Counters or Port Counters screens in the web
browser interface.

Collisions. This value is the number of collisions, expressed as a percent of
all packets received on the hub.

A collision is an event that occurs when two or more devices try to transmit
a message on the same segment at the same time. The transmissions collide
and no messages involved in the collision are successfully delivered. Each
device involved in a collision will then wait a random period of time before
trying to resend. This random wait period increases the likelihood that the
messages will not collide again. The number of collisions should be propor-
tional to the number of packets transmitted over time and the number of nodes
on the network. Collisions are a normal occurrence on a CSMA/CD network
collision domain.
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Take a moment to review the various gauge components to understand how
the feature works.

Attribute Warning
Severity
A . . Region
Utilization % g
Normal 50 %
Activity
Region T~
Critical
I~ Severity
Region
Current
Reading T \
Gauge
Needle

Highest Reading Indicator for
Current Status/Overview Session

Figure 4-8. Gauge Elements

The objects in the figure are described here.

Attribute. The counter for which the gauge is measuring activity.

Current Reading. The current level that the activity of the attribute has
reached.

Highest Reading Indicator. The interior region of the gauge that indi-
cates the highest reading the attribute has reached in the current session.
Note thatthe currentreading of the Gauge Needle and the High Watermark
Indicator may be different (the High Watermark Indicator maybe higher).
Once you leave the screen, the High Watermark Indicator returns to 0.

Gauge Needle. The black pointer in the center of the gauge that points
to different values on the gauge, indicating levels of activity for the
attribute.

Normal Activity Region. The lower region of the gauge, always shown
in green, indicating a healthy level of attribute activity.

Warning Severity Region. The middle region of the gauge, always
shown in yellow, indicating an increasingly severe level of attribute
activity.

Critical Severity Region. The higher region of the gauge, always shown
in red, indicating a problem with the level of attribute activity and that
action needs to be taken.
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After the web browser interface displays the Overview Window, the Attribute
Reading fields for all four attributes display the Measuring... indicator, meaning
that the application is collecting current data from the hub to represent in the
gauges. After a few seconds, the Attribute Reading fields display values,
frequently 0, but sometimes high values. The Gauge needle moves to a position
reflecting the current level for the attribute displayed. Note the three colored
regions in the gauge. These colors appear in three distinct Gauge Severity
Regions. They also map to specific Status Indicator shapes that are displayed
in two places:

s The Status column in the Alert Log
= The Status Bar above and to the left of the Gauges area

See Table 4-3 (page 4-24) for details on Status Indicator shapes.

The range of each Gauge Severity Region differs for each attribute. For
example, the upper limit of the range for the Normal Activity Region for
Utilization is about 40 (percent). The upper limit of the range for the Normal
Activity Region for Collisions is just over 25 (percent). The thresholds for
warning and critical levels are as follows:

Table 4-2. Attribute Values Range

Attribute Warning Threshold Critical Threshold
Utilization% 40 75
Collisions 30 50
Broadcasts*® 600 2000
Errors* 2 3
Multicasts® 1500 4000

*Available by clicking on the Performance Button to display data for individual
ports or segments.

The Alert Log

The Alert Log, shown in the lower half of the Status | Overview screen (figure
4-6 on page 4-12), shows a list of network occurrences, or alerts, that were
retrieved from the hub. Typical alerts are Loss of Link, indicating a severed
connection between ahub port and multiple nodes, Broadcast Storm, indicating
an excessive number of broadcasts received on a port, and Problem Cable,
indicating a faulty cable. A full list of alerts are shown in Table 4-3.
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Status \Aleﬂ [ate/ Time Liestipion |
-.ﬁsﬂ;ﬂ Lozs ofLink 15:Bep-47 146 21 M Lostconnection to mulfinle deviees or ot
-MO Hetwrtk Loo 15-Bep-97 14613 Networklcos detected or o1
-.ﬁsﬂ;ﬂ Auta Fatiicn 15:Bep-47 14613 2 Frapeater loar ct arablem cable on port 1
-MO Braadtag! Stom 15-Bep-97 14617 Buressive broadcasts detectd onport 1,
1 1
1 1

B

-.ﬁE’V!‘—o Oner Banduwidth 5-Bp-97 14603 21 Excessive natwor< raffic n port. 1,

-.M,ﬂ Cahle Lengity 5-Bep-7 14603 21 Faket lozz defected wh ch could be dee tc excessive cable leroh or rapeater hope cpad |
Feagaler Hopa

-.ﬁE’wlo Prablem Cable 15-3ep-47 146 03 21 Frablem cable detectad onpod: 1,

-M‘-O Prablern Dever 0 RIS 15-Bep-97 146,02 4 Froblarm driver or M C: defected onpors 1.

Figure 4-9. The Alert Log

Each alert contains the following fields of information:

Status. The level of severity of the event generated. Severity levels can
be Informational, Warning, and Critical.

Alert. The specific event name being sent.

Date/Time. The date and time the event was received by the web browser
interface. This value is shown in the format: DD-MM-YY HH:MM:SS AM/
PM for example, 12-Sep-99 3:57:20 pM.

Description. A short narrative statement that details the nature of the
event. For example, Lost connection to multiple devices on port 1.

The alerts are sorted, by default, by the Date/Time field with the most recent
alert listed at the top of the list. The second most recent alert is displayed
below the top alert and so on. If alerts occurred at the same time, the
simultaneous alerts are sorted by order in which they appear in the MIB.

You can sort by other columns if you want. The Alert and Description columns
are sorted alphabetically, while the Status column is sorted by severity type,
with more critical severity indicators appearing above less critical indicators.
To change the sort criteria, click on the column heading for the type of sorting
youwant. To change the sort order in the selected column, click on the column
heading again.
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Alert Types

The following table details the types of alerts that can be generated.

Alert Message

Alert Description

First Time Install

Important installation information for your hub.

Problem Driver or NIC

Problem software driver or LAN adapter detected on port.

Problem XCVR or NIC

Problem transceiver or LAN adapter card detected on port.

Problem Cable

Problem cable detected on port.

Cable Length/Repeater Hops

Problem cable detected.

Packet loss detected, which could be due to excessive
number of repeater hops to traverse.

Over Bandwidth

Excessive network traffic on port.

Broadcast Storm

Excessive broadcasts detected on port.

Auto Partition

The port is repeatedly auto-partitioning itself. (The hub
automatically partitions a port if a collision condition exists
for an excessive duration or occurs during an excessive
number of consecutive attempts to transmit. The hub
monitors the partitioned port and automatically re-enables
the port when it no longer detects the conditions causing
the collisions.)

Network Loop

Network loop detected by hub.
Network loop detected on port.

Backup link transition

A the primary link to another device has failed and the hub
hastransitioned to a port configured as a backup link to that
device.

Security Violation

A port security violation has occurred.

Loss of Link

Lost connection to multiple devices on port.

Working with Detail Views

By double-clicking on Alert Entries, the web browser interface displays a
Detail View or separate window detailing information about the events. The

Detail View contains a description of the problem and a possible solution. It

also provides three management buttons:

= An Acknowledge Event Button that removes the New symbol from the

entry.

» A Delete Event Button which removes the alert from the Alert Log
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= A Retest Button that polls the hub again to determine whether or not the
error can be regenerated.

A sample Detail View describing a Loss of Link alert is shown here.

7l Loss of Link Detail View - Microsoft Internet E xplorer

@ Loss of Link on port 2

Description:
The connection to the devices on port 2 has been lost.

Solution:
o It the eable has been remaoved from the port, reattach the cable.
< If the device attached by the cable is not alive/active/on, troubleshoot that device,

Other Possibilities:
The cable is damaged or severed, replace the cable

Cancel Acknowledge Event Delete Event

Figure 4-10. Example of a Detail View

The Alert Control Bar

The Alert Control Bar appears at the bottom of the Alert Log and contains
buttons that enable you to manage the Overview Window.

Refresh | Open Event | Acknowledge Selected Events | Delete Selected Events |

Figure 4-11. The Alert Control Bar

= Refresh Button. Displays new alerts that have occurred since you
opened this window. Note new faults are automatically retrieved every
15 seconds.

= Open Event Button. Displays the selected alert.

= Acknowledge Selected Events Button. Removes the Newsymbol from
the entry. This feature is useful if you have more than one system admin-
istrator working on problems. It shows that someone has looked at it. The
Status Bar will no longer consider it a fault needing to be displayed.
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If an alert has not been acknowledged, the New symbol appears in the
Status column to the left of the Status Indicator. Once the alert has been
acknowledged, the label is removed.

»  Delete Selected Events Button. Removes an alert from the Alert Log.

Understanding The Tab Bar

The web browser interface Tab Bar contains six tabs, four of which launch
button bars that launch specific functional windows. One tab, Identity,
launches a dedicated functional window with no buttons. Another tab,
Support, launches a separate web page with support information.

To navigate through the different topical areas of the web browser interface,
click on the appropriate tab in the Tab Bar. The tabs are as follows.

Identity

This tab displays the Identity Window which is a source of quick information
about the device you have selected. The editable information (System Name,
Location, and Contact) are maintained in the System Information window
(under the Configuration tab).

Status

Jaentity Status GO guranion SECUTIY, RS e SUPPoTT

m Performance Gauges | Global Counters ‘ Port Counters |

Figure 4-12. The Status Tab Bar

This tab displays the Status Button Bar, which contains buttons that display
hub settings and statistics that represent recent hub behavior. The buttons are:

= Overview. The home position for the web browser interface. Displays a
window that contains both the Gauges Area and the Alert Log.

s Performance Gauges. An exploded view of the Gauges Area on the home
page that enables you to set counters for ports.

= Global Counters. Displays hub-level statistics for various activity types.

= Port Counters. Displays port-level statistics for various activity types.
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Configuration

@ Status: Non-Critical
HP J

ProCurve 10100 Hub 12M

Identity’

| () [

Status Configuration Secunty’ Dagnostics Support;

FanM Diacton | [Ssstemmrormatin | [Pt

Port Configuration

| Bridge EnableDisable ‘ Backup Links ‘ SupportMgmt URLsS

Click on a port or its LED to sekect it. i you wish to select several ports at once, hold down the €3 key while clicking on the additional ports. Explanation of the meaning behind the port icons is

alsoavailable.

[ B
PADHARD:

EP 131884

FuCures 106100 Fub 14

Select All Ports |
DeselectAll Pors

Enable Selected Ports |

Disahle Selected Ports |

Figure 4-13. The Configuration Tab Bar

This tab displays the Configuration button bar, which contains buttons that
launch windows enabling you to set or change values in various configuration
areas on your hub. The buttons are:

Device View. Displays a graphical representation of the front panel of the
device, allowing you to enable and disable ports on the device by clicking
on port graphics and an enable or disable port button.

Fault Detection. Controls the alert log sensitivity, port speed-reducing,
and port disabling.

System Information. Provides for viewing and setting system informa-
tion for a selected device.

IP Configuration. Provides for changing existing values for an IP
address, subnet mask, default gateway address, and time to live parame-
ters.

Port Configuration. Provides for enabling and disabling ports in addi-
tion to viewing the security and source address information.
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= Bridge Enable/Disable. Provides for enabling (the default) or disabling
the internal bridge between the 10 Mbps and 100 Mbps segments in the

hub.
Bridge In most cases it is recommended that this setting remain enabled for optimum
Performance connectivity. Cases where you may want to disable the bridge include a
Note topology where you want to connect the segments via an external switch or

where you want to simplify the network for troubleshooting purposes.

= Backup Links. Enables you to configure a primary and a redundant
communication link between two devices in a cascaded topology, using
two separate cables and two ports on the hub and on the connected

device.
| |
Hub 12M or Primary Link (Default operating link
Hub 24M between the hub and a switch.)

e

Backup Link (Configured to )
operate only if the primary Switch
link fails.)

Figure 4-14. Example of Backup Link Operation

Note When using the Backup Link feature, configure the primary and backup ports
before you connect the cables. Otherwise, plugging in the cables as shown
above creates a network loop that could cause a broadcast storm that will
slow down or halt the network.

= Support/Mgmt URLs:

e  Support URL: Specifies the URL of the web site that will be automat-
ically accessed when you open the Supporttab. If you have an internal
support structure, you may wish to change this.

¢ Management (MGMT) URL: Specifies the URL of the source for web
browser interface Online Help. See "Online Help for the Web Browser
Interface" on page 4-10.
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Security

Jdlentiy Satls GOTTguTaton Security Diatnostcs SOppoTE

PortSecurty | ntrusion Loy

Figure 4-15. The Security Tab Bar

This tab displays the Security button bar that contains buttons that enable you
view and set access restrictions for your hub. The buttons are:

= Device Passwords. Provides for setting operator and manager-level
passwords for the hub.

s Port Security. Provides for setting an authorized station (MAC) address
and other security parameters for each port.

s Intrusion Log. Lists ports that have learned of unauthorized devices
attempting to connect to them.

Diagnostics

ety Statis comnguraton Securty, Diagnostics Support

Ping /Link Test Device Reboot.. | FactoryReset.. ' Configuration Report

Figure 4-16. The Diagnostics Tab Bar

This tab displays the Diagnostics Button Bar which contains buttons that
enable you to perform troubleshooting tasks for your Hub. The buttons are:

= Ping/Link Test. Provides for sending test packets to devices connected
to aport, using both the IP address (Ping) and the MAC address (Link) as
criteria for a valid connection.

= Device Reboot. Causes the hub to reset its state as though it were
powered on and off.

s Factory Reset. Restores factory default configuration and reboots the
hub. (The web browser interface connection to the hub may be lost,
because the IP addressing configuration will be defaulted to Bootp/
DHCP)

= Configuration Report. Displays a master list of various settings for the
hub, including information about port status, authorized managers,
community names, backup links, IP addresses, security configuration,
and general system information.
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Understanding the Status Bar

The Status Bar is the area between the Tab Bar and the top portion of your
browser’s frame.

Status Indicator Status Label

- Status: OK
@ 10Base-T Hukb-2 45

System Name

Figure 4-17. The Status Bar

The Status Bar consists of four objects:

Status Indicator. Indicates, by icon, the severity of the most critical alert
in the current display of the Alert Log. This object can be one of four
shapes and one of four colors. The mapping of color to Gauge Severity
Regions and Status Indicator shapes is shown in the following table.

Table 4-3.  Status Indicator Key

Color | Gauge Severity Region | Status Indicator Shape
Green | Normal Activity

Blue Informational

Yellow | Warning

Red Critical

BKago

System Name. Indicates the product name of the hub to which you have
connected your current web browser interface session.

Status Label and Most Critical Alert Description. A short narrative
description of the earliest, unacknowledged alert with the current highest
severity in the Alert Log, appearing in the right portion of the Status Bar.
In instances where multiple critical alerts have the same severity level,
only the earliest unacknowledged alert is deployed in the Status Bar.
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Setting Fault Detection Policy

One of the powerful features in the web browser interface is the Fault
Detection feature. It works to identify performance-degrading error condi-
tions on the network and enables you to deal with cable problems and other
problems with marginal connections by performing two types of fault manage-
ment:

= Control the types of alerts reported to the Alert Log based on their level
of severity

= Provide for either disabling or speed-reducing a problem port based on
the sensitivity level specified for this option.

It is strongly recommended that all ports on the hub be configured to Auto-
negotiate (the default configuration mode setting) to take full advantage of
the Fault Detection feature and to avoid network problems that can result
from misconfiguring a hub port for the device to which it is connected.)

Operation. Fault detection internally monitors the hub’s port counters and
port states, looking for error conditions such as alarge number of CRC errors,
partitions, and port isolations that indicate cabling or noise problems that can
be reduced or eliminated by slowing a connection from 100T to 10T. Initially,
warning messages concerning potential problems are sent to the Alert log. If
the condition persists and the end node causing the problem can be reduced
to 10T operation, the hub will change the operating speed on that port to 10T.
If the problem persists after the change to 10T operation, additional warnings
will be sent to the Alert log. In a few cases, such as a persistent auto-
partitioning of the port, the hub will actually disable the port.

Recovery. After a port has been speed-reduced or disabled, you can return
it to Auto-negotiated 100T in either of the following ways:

s In the Alert Log (Status | Overview window), double-click on the Alert
message indicating the speed reduction or port disable to view the Detail
View of the event. In the Detail View, click on the button to re-enable the
port or restore the port speed to Auto-negotiation.

= Inthe hub’s Console interface, select

3. Hub Configuration . ..
6. Advanced Configuration Menu
1. Port Speed Configuration

Set the speed for the affected port to A (for Auto-negotiation).
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s Disconnect the link to the affected port, then reconnect it.
Default Setting. Inthe factory default configuration, the Log Network Prob-

lems field is set to Medium Sensitivity. The Port Action Controls are disabled
and the sensitivity level is set to Never.

1. Click here. 2. Click here.

us: Information HEWLETT'
roCurve 10/100 Hub 120 E’.ﬂ PACKARD

I Identity; Stats: Configuration SEcurty Hagnostics: Support:

Device View | Fault Detection System Information | IP Configuration

Port Configuration | Bridge EnableDisable | Backup Links | SupportMgmt URLs |

This hub features automatic fanlt detzction capability which can protect your network from being brought dewn by problems such as network loops,
defective cables, transceivers and faulty network interface cards

Configure the fault detection sensitivity which best suits your network enwironment. "When done, click the Apply Changes button to save yvour settings to the
device

Sensitivity Level Menu for

Log Network Problems IHigh Sensitivity (Recommendad) j / LOgglng Network Problems

Autematically detect networlt problemns and report them, with their causes, in the alert log (located under the Status tab)

ort Action Controls ¥ Dissbls Problss Ports [ Soeretos Front Check Boxes and Sensitivity Level for
v v 2 a o
ort Action Controls 1sable Problem Ports PEE educe Probles Dlsabllng or Speed—Reducmg Problem
Sensitivity |Med\um Sensitivity (Recomrmended) j Ports

Tale an action on a port that is consistently corrupting communications on the rest of the networle,

High sensitivity setting causes the hub to act on any network problem
Laow sensitivity setting causes the hub to act only when severe problems occur,

Figure 4-18. Example for Setting the Fault Detection Window

The Fault Detection Area contains two list boxes that control fault detection
and response policy. The list boxes are:

s Log Network Problems. Provides sensitivity threshold levels that deter-
mine when a network problem should generate an alert and send it to the
Alert Log.

= Disable or Speed-Reduce Problem Ports. Provides options and sensi-
tivity threshold levels that determine when a network problem on a port
is critical enough to either reduce speed on a port or to disable the port.

The sensitivity levels for both list boxes are:
= Never

s Low Sensitivity

s Medium Sensitivity

»  High Sensitivity
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Note that the Disable Problem Ports and Speed-Reduce Problem Ports settings
cannot have a higher sensitivity than the one selected in the Log Network
Problems list box. The mapping between the two settings is shown in the

following table:

Table 4-4.

Recommended Settings

Detection Policy

Log Network Problems Setting

Disable or Speed-Reduce
Problem Ports

Most Automated

High Sensitivity

High Sensitivity

High Automation

High Sensitivity

Medium Sensitivity

Medium Automation

Medium Sensitivity

Medium Sensitivity

Medium Automation

Medium Sensitivity

Low Sensitivity

Low Automation Low Sensitivity Low Sensitivity
Low Automation Low Sensitivity Never
Manual Never Never

The recommended sensitivity level for Log Network Problems is High Sensi-
tivity. The recommended sensitivity level for Disable Problem Ports or Speed-
Reduce Problem Ports is Medium Sensitivity. The Fault Detection Area settings
are described here.

High Automation. The most sensitive of the settings, this policy directs the
hub to send all alerts to the Alert Log and, optionally, to disable or speed-
reduce the offending port in instances of severe network disruption.

You have a network with no or very few problems. You can use high
automation Fault Detection settings to take action on any detrimental
network event.

Sample Scenario

Medium Automation. The middle sensitivity of the settings, this policy
directs the hub to send alerts related to network problems to the Alert Log
and to disable ports in instances of extreme network disruption. If you want
tobenotified of problems which cause anoticeable slowdown on the network,
use this setting. Ports affecting the network are disabled or speed-reduced.

You have a network with no or very few problems. You can use
medium automation Fault Detection settings to take action on only
the most severe problems.

Sample Scenario
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Low Automation. The least sensitive of the settings, this policy directs the
hub to send only the most severe alerts to the Alert Log and to rarely or never
disable or speed-reduce a port generating the alert.

Sample Scenario

You do not wantthe device taking any actions on its own, but you still
want it to let you know about network problems. You can use low
automation Fault Detection settings to initiate problem reporting.

The Fault Detection Window also contains three Change Control Buttons.

They are:

= Apply Changes. This button stores the settings you have selected for all
future sessions with the web browser interface until you decide to change

them.

s Clear Changes. This button removes your settings and returns the
settings for both list boxes to the levels they were at in the last saved
detection setting session.

= Reset to Default Settings. This button reverts the settings for both list

boxes to Medium Sensitivity for Log Network Problems and Never for
Disable Problem Ports or Speed-Reduce Problem Ports.
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Using HP TopTools or Other SNMP Tools to
Monitor and Manage the Hub

This chapter provides an overview of SNMP management for the hub and
provides an overview of the configuration process for supporting SNMP
management of the hub. For the configuration procedures for specific
features, see "Community Name" (page 6-28) and "Authorized Managers" (page
6-30).

You can manage the hub via SNMP from a network management station. (The
hub supports SNMP v1 and SNMP v2¢, except as noted below for SNMP v2
Notifications.)

Before using SNMP management, you must first configure the hub with the
appropriate IP address. You can do this manually (see chapter 2, "Configuring
an IP Address on the Hub) or, if you are using Bootp/DHCP to configure IP
addresses on devices in your network, ensure that the Bootp/DHCP process
provides the IP address.

Included with the hub is a CD-ROM containing a copy of HP TopTools for Hubs
& Switches, an easy-to-install-and-use network management application that
runs on your Windows NT- or Windows 95-based PC. HP TopTools provides
control of your hub through its graphical interface. Also, it makes use of the
RMON agent and Extended RMON that is included in the hub to provide
powerful, but easy-to-use traffic monitoring and network activity analysis
tools.

SNMP management features on the hub include:
= Security via configuration of SNMP communities

= Event reporting via SNMP traps and RMON (SNMP v2 Notifications are
not supported at this time.)

= Managing the hub with a network management tool such as
HP TopTools for Hubs & Switches.

= Monitoring data normally associated with the SNMP agent (“Get”
operations). Supported Standard MIBs include:

e MAU MIB (RFC 2239)
e Interface MIB (RFC 2233)
e RMON MIB (RFC 1757)— groups 1, 2, 3, and 9
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Caution

e SNMP MIB-II (RFC 1213)
e RPTR MIB (RFC 2108)
e Entity MIB (RFC 2037)
e SNMPv2 MIB (RFC 1907)

HP Proprietary MIBs include:

e Statistics for message and packet buffers, tcp, telnet, and timep
(netswtst.mib)

e Port counters, forwarding table, and CPU statistics (stat.mib)

e tftp download (downld.mib)

¢ Integrated Communications Facility Authentication Manager and
SNMP communities (icf.mib)

e HP 10Base-T Hubs configuration (config.mib)

e HP EASE MIB version 4 to allow extended RMON sampling

e HP Linktest MIB for basic device management (linktest.mib)

e HP ICF Linktest MIB for link test features (icfbasic.mib)

The hub SNMP agent also uses certain variables that are included in a
Hewlett-Packard proprietary MIB file you can add to the SNMP database
in your network management tool. You can copy the MIB file from the
compact disk (CD) shipped with the hub, or from the following World
Wide Web site:

http://www.hp.com/go/procurve

For more information, refer to the card at the front of this manual.

Use of Authorized Managers

In many networks, manager addresses are not used. In this case, all manage-
ment stations using the correct community name may access this device with
the View and Access levels that have been set for that community. If you want
to restrict access to one or more specific nodes, you can enter up to 10 IP
addresses of such nodes. Configuring one or more IP addresses means that
only the network management stations at those addresses are authorized to
use the community name to access the hub.

Deleting the community named “public” disables many network management
functions (such as auto-discovery, traffic monitoring, and threshold setting).
If security for network management is a concern, it is recommended that you
change the write access for the “public” community to “Restricted”.
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SNMP Configuration Process

The general steps to configuring for SNMP access to the preceding features are:

1. Ifyouhave not already configured IP addressing, including any necessary
gateways, do so now. From the console Main menu select:

2. Management Access Configuration . ..
1. IP Configuration

(For more information, see chapter 2, "Configuring an IP Address on the
Hub".)

2. Configure the appropriate SNMP communities. From the console Main
menu select:

2. Management Access Configuration . ..
2. Community Name

For more information, see "Community Name" on page 6-28. (The "public"
community exists by default and is used by HP’s network management
applications.)

3. Configure authorized managers, if used in your network. From the
console Main menu select:

2. Management Access Configuration . ..
3. Authorized Managers

(For more information, see "Authorized Managers" on page 6-30.)
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This chapter describes the hub configuration features available in both the
hub console and the HP web browser interface. If you need information on
how to operate either the hub console or the web browser interface, refer to:

= Chapter 3, "Using the Hub Console Interface"
»  Chapter 4, "Using the HP Web Browser Interface"

Why Reconfigure? Initsfactory default configuration, the hub is configured
to operate as an unmanaged repeater. However, to enable management fea-
tures and to "fine tune" the hub for the specific performance and security needs
in your network, you will most likely want to reconfigure at least some
individual hub parameters. (To be a managed device in your network, the hub
must be configured with a valid IP address. See chapter 2, "Configuring an IP
Address on the Hub".)

Each configuration topic is described as follows:

n  Overview

= Example Hub Console screen and parameter descriptions
= Example web browser interface window

Online Help

For more information on status and configuration topics in the web browser
interface, see the online help provided for the web browser interface. (See
also "Management and Support URLs" on page 6-75.)

How To Find a Configuration Topic. See Table 6-1,"Configurable Feature
Comparison" on page 6-2.

Configuration topics are covered in this chapter in the order they appear in
the console. That is, if you view console screens starting with the top screen
in the Main Menu and work your way down through the environment, you will
follow the presentation sequence in this chapter. A web browser interface
window appears in the same section with each console screen that provides
similar functionality.

6-1
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Refer to the following table for a master list of the order of all console screens
and web browser interface Windows to determine where they will be
presented in the reference. Note that menu names are bolded.

Table 6-1. Console Screen/Web Browser Interface Map

Feature Hub Web Page
Console |Browser
Interface

Main Menu Yes — 6-3
General System Information Yes Yes 6-6
Port Status Yes Yes 6-8
Port, Bridge, and Global Counters Yes Yes 6-11
Security Intruder Log Yes Yes 6-17
Clear Security Security Flashing LEDs Yes Yes 6-20
IP Configuration Yes Yes 6-23
Community Name Yes — 6-28
Authorized Managers Yes — 6-30
User Name and Password Yes Yes 6-32
Telnet Enable/Disable Yes — 6-35
Web Browser Enable/Disable Yes — 6-36
Serial Timeout Yes — 6-37
Hub System Information Yes Yes 6-40
Bridge Enable/Disable Yes Yes 6-45
Port Enable/Disable Yes Yes 6-42
Device View — Yes 6-43
Port Security Yes Yes 6-47
Port Security Configuration — Yes 6-48
Backup Links Yes Yes 6-52
Port Speed Yes Yes 6-56
Reset Hub to Factory Default Yes Yes 6-58
Ping Test Yes Yes 6-61
Link Test Yes Yes 6-63
Browse Hub Configuration Yes Yes 6-65
Reboot the Hub Yes Yes 6-68
Download 0S Yes — 6-70
Management Support URLs — Yes 6-75
Support — Yes 6-77
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Console Main Menu

To access the Main Menu, begin a console interface session and enter MENU
at the command line prompt. (For more on using the console, see chapter 3,
"Using the Hub Console Interface".)

~& console - HyperT erminal [_[5]x]
File Edt Wiew Cal Transter Hejp

Enter selection =>

HP J3288A HP ProCurve 10/100 Hub 12M

Main Menu

. Hub Status and Counters...

. Management Access Configuration... (IP, SNMP, console)
. Hub Configuration...

. Diagnostics...

. Reboot Hub

. Download Options...

. Return to Command Prompt

. Logout

=R R N N

Enter Selection => J

Connected 013047 [anst [s6008N-1  [SCROLL [CAPS [NUM [Capiwe  [Frintecho

Figure 6-1. The Main Menu Screen

= Hub Status and Counters. Provides options that detail hub identifica-
tion and state information including system attributes, port states, port-
level statistics for various activity types, hub-level statistics for various
activity types, a record of unauthorized end-node and device entry
(intruders) to the hub and a clear function to stop LED flashing associated
with intruders.

= Management Access Configuration. Provides options that enable you
to configure an IP Address, assign community names, assign exclusive
management stations, allow access to the device via Telnet sessions, and
assign passwords to the console.

= Hub Configuration. Provides options that enable you to configure hub
system attributes to turn on or off a port, enable or disable the 10/100
bridge, to create backup paths, change port speed configuration, and to
reset the hub to the factory default configuration.
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Diagnostics. Provides options that enable you to initiate network layer
(Ping) and data link layer (Link) tests between the hub and other devices
on the network, and to browse the hub configuration.

Reboot Hub. Performs a reset on the hub to clear port and segment
counters and begin a new console session (page 6-68).

Download Options. Provides XMODEM and TFTP OS (operating
system, or firmware) download options (page 6-70).
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Hub Console Status and Counters Menu

The Hub Status and Counters Menu displays a list of menus and options that
describe hub identification and state information.

Hub Console

From the Main Menu, select

1. Hub Status and Counters

Fle Edit View L fer Help

HP J3288A HP ProCurve 10/100 Hub 12M

Hub Status and Counters Menu

. General system Information

. Port status

. Port Counters

. Bridge Counters

. Global Repeater Counters

. Security Intruder Log

. Clear Security Blinking Port LEDs
. Return to Main Menu...

oAU BEWNKR

Enter Selection => [

Connected 3:0256 [anst [9500 81 [SCROLL [C&FS [WUM  [Captue  [Fiint echo

Figure 6-2. The Hub Status and Counters Menu Screen

= General System Information. Displays identification and attributes.
= Port Status. Displays port state information.
= Port Counters. Displays port-level statistics for various activity types.

s Bridge Counters. These counters display a summary of traffic in the
hub's two segments (100T and 10T). These statistics are calculated only
on a per-segment basis for traffic within the respective segments. Rx
means "Received"; Tx means "Transmitted".

= Global Repeater Counters. Displays various hub-level statistics.

s Security Intruder Log. Displays arecord of unauthorized end nodes and
devices (intruders) gaining entry to ports on the hub.

s Clear Security Blinking Port LEDs. Clears blinking port LEDs associ-
ated with intruders.
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General System Information

The General System Information screen displays hub system identification
information retrieved from the System Group in MIB II for the user-config-

urable System Name, System Contact, and System Location fields.

Hub Console

From the Console Main Menu, select
1. Hub and Status Counters . ..

1. General System Information

= ol
& Heb

General Status

System Information

System Name: Universe-1

System Contact: J. smith
System Location: NE Wiring Closet
Download Version: ROM X.03.01. EEPROM R.01.14.

System Up Time:
Device Fault:
MAC Address:
Serial Number:

0 Days, 02:42:42 (HH:MM:SS)
None Detected
0060b0-c6aced
026025800142

SNMP Security Information
No wiolation

Press ENTER to continue.

System Up-Time provides
quickand easywaytotell
when the hub was
powered on

Connected 0:43:45 |anst 3600 8:H-1 [SEROLL [E4FS  [nuM  [Capture [Fiint echo

Figure 6-3. The General Status Screen

= System Name. Enables you to associate a common name to identify the
device. For example, My Hub. The console allows only 80 characters to

be set; the web browser interface allows 255.

= System Contact. The name of the person responsible for the device.

= System Location. Provides a description of where the device will be

located. This can be up to 80 characters, including spaces. For example,

Wiring Closet -- East.

= Download Version. Provides the versions of ROM, firmware, and hard-

ware of the device.
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s System Up Time. Provides the amount of time elapsed since the device

was powered on.

»  Device Fault. Indicates errors discovered during the device self test.
s MAC Address. Provides the MAC address of the device. For example,

080009-495925.

s Serial Number. Provides the serial number of the device. For example,

SG63401386 .

s SNMP Module Security Information. Indicates whether the hub has
experienced a violation, generally a packet from a management station

that is not authorized to manage the hub.

=  Management Server. Specifies the source of online Help for the web

browser interface (page 6-75).

General System Information in the Web Browser Interface

1. Click here.

rmation
0100 Hub 12M

Identity Statis: Confguratiorn SECUrty Dagnosics,

[ Fickann
System Name: Universe-1
System Location: NE Wiring Closet
System Contact: .J. Smith
System Up Time: 2 hours, 24 minutes, 3 seconds

Product; HP 132884 ProCurve 1071100 Huk 12
Versions: ROM X 03.01, EEPROM —AV m.o1.01
IP Address: 12.20.252.134

MAC Address: 0060b0-cBaced -

Serial Number: 35313408428
Management Server: httoo /Ay hip, cormdganetwork_city/device help

[ B

SUpport;

Quick and easy access
to IP Address of hub

Quick and easy access
to MAC Address of hub

Figure 6-4. The Identity Window

6-7
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Port Status

The Port Status screen displays a port list that provides information about the

state of all ports on the hub.

Hub Console

From the console Main Menu, select

1. Hub Status and Counters...

2. Port Status

4 console - HyperTerminal —|=]x
Ele Edt View Cal Tiansfer Help
sEEE R EE]
=l
Enter selection => 2
Port Status Information
Port Current Last Heard Security
port status Link status Mode Source Address Information
1 active Detected AN10HDx 080009-52dlba No violation
2 Not active Not detected AN10HDx No violation
3 Not active Not detected AN10HDx No violation
4 Not active Not detected AN10HDx No violation
5 Active Detected AN10HDx 060800-295 No violation
[ Not Not detected AN10HDx No violation
7 Not Not detected AN10HDx No violation
8 Not Not detected AN10HDx No violation
9 HNot Not detected AN10HDx No wviolation
10 HNot Not detected AN10HDx violation
11 HNot Not detected AN1OHDx violation
12 No, Not detected AN1OHDx iolation

Ports 1 and 5 have a
device connected to
them.

|Lornectea gumies Jans!

90U B

. is configured to auto-negotiate.

[SCROLL[CAPS [NUM _[Eapture [Print echa

MAC addresses of
devices connected to
ports 1and 5 display. :1

A start| S Quick

| B adabe FrameMa. | il FrameMaker Co... | [ console - Hy... % untiled -Paint | B Universe1 - HP..| cAI010357 -0 . | [ BTy asepu

Figure 6-5. Example of the Port Status Screen

In the above example, ports 1 and 5 are active and link status has been
detected, indicating a valid connection has been made for both. MAC

addresses for devices connected to both ports are listed in the Last Heard
Source Address column and no security violation has been recorded for either
port.

Port number. Indicates the port label on the hub.

Port status. Indicates whether the port is active or inactive. Settings can
be:

e Active. Indicates the port is enabled and ready to receive and transmit
packets.
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¢ NotActive. Indicates the port is not available to receive and transmit
packets.

Link status. Indicates whether link signalling has been detected on the
hub. Settings can be:

e Detected. Indicates the port has sensed a connected device.
¢ NotDetected. Indicates the port has not sensed a connected device.
Current Mode. Indicates current port speed setting. Options include:

e AN10HDX: The port is configured to auto-negotiate the port speed (the
default setting) and is currently operating at 10 Mbps, half-duplex.

e AN100HDX: The port is configured to auto-negotiate the port speed
(the default setting) and is currently operating at 100 Mbps, half-
duplex.

e 10HDX (forced 10T): The port has been configured to operate at 10
Mbps, half-duplex.

e 100HDX (forced 100T): The port has been configured to operate at 100
Mbps, half-duplex.

Setting aportto aspeed for which the device at the other end of the link is

not already configured may cause loss of link and other network problems.
For this reason it is recommended that you keep each hub port configured to
Auto-neg (Auto-negotiation) unless the device connected to the port requires
forced 10T or forced 100T to operate.

Last Heard Source Address. Shows the MAC address of the device that
sent the last packet to the port. Addresses are shown only for active ports.

Security Information (Listed as a "violation" on the web browser
interface). Indicates whether the port’s security rules have been
violated. Settings can be:

¢ Noviolation. Indicates no unauthorized address has attempted to
connect to the port.

e Violation. Indicates a port intrusion has occurred on the port.

6-9
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Port and Segment Status Information in the Web Browser
Interface

7y Universe-1 - Status: Information
(&) HP P

100 Hub 12M

Identity’ I Status Conhigur ation’ SeCunty Diagnostics: SuppoTt

Utilization %
50%

Status | Al

Performance Gauges Glohal Counters

LA prdicano

Port Counters

100 Segment
Collisions % Utilization %
50%

100%

Date / Time | Description

10 Segmen
Collisions "%
50%

26%, T5%

o

-HEW:- & Flrﬁ‘lme Install

This button displays
status for the 100T
and 10T segments.

Refresh

06-Dec-98 4:55:52 PM\ Important installation |nfDrmaUD\fDryuur huh.

This button displays This button displays
status for either global counters for
individual ports, all the 100T and 10T
10T ports, or all 100T segments.

ports.

Qpen Event I Acknowledge Selected Events

\

This button displays
counters for either
individual ports or for
the traffic that
crosses the bridge
between the 100T
and 10T segments.

Delete Selected Events
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Counters

The hub offers counters for:

s Individual ports

m  The internal 100T/10T bridge

s The 100T and 10T segments (global)

The port, bridge, and global counter outputs in the Console are updated each
time you display the particular counter screen. These counter outputs are
updated every 30 seconds in the web browser interface .

Hub Console Port Counters

Port counters give you a snapshot of the hub’s effectiveness. Especially note
the Collisions and CRC Errors. If certain ports show high numbers for these
events, you may want to investigate their end nodes. Both of these counters
are dependent upon time for collisions. Collisions are normal occurrences.
However, you should watch for spikes, indicating sudden changes.

From the console Main Menu, select

1. Hub Status and Counters. ..

2. Port Counters

¢ console - HyperT erminal
Fle Edt Miew Cal Transfer Help
Dl (58] ol =
=l
Enter Selection => 3
Port Counter Information
valid Colli- CRC Late Col- Very Long Broadcast
Port Packets sions Errors lisions Events Packets
A
1 284622 28 0 [ 30593
2 0 [} [} 0
3 0 [} [} Q
4 0 0 0 0
5 0 [ 0 0
: g g Watch for high counts of g
M 0 o Collisions, CRC Errors, and 0
9 0 0 Broadcast Packets. 0
10 0 [} ] 0 [} Q
11 0 0 0 0 0 0
12 0 [ 0 0 [ 0
Press ENTER to continue. 4
Cannected 3:17:32 EXE 9800 8-N-1 [SCAOLL [CAPS [NUM  [Capiure  [Print echo

Figure 6-6. Example of the Port Counters Screen
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The Hub Port Counters screen displays activity recorded on each hub port for
six management variables. The values shown for the variables for each port
are cumulative since the hub was last powered on or reset. The Hub Port
Counters screen enables you to determine the traffic patterns for each port.
The default variables are:

Valid Packets. Provides the total number of good packets (packets with
no errors) received by the port.

Collisions. Provides the total number of collisions on the port. A collision
is generated when two or more devices attempt to transmit a message on
the same network segment at the same time; they arecorrupt each other's
transmissions. The number of collisions should be proportional to the
number of packets transmitted over time and the number of nodes on the
network. Collisions are a normal occurrence on a CSMA/CD network
collision domain.

CRC Errors. Provides the total number of errors associated with a Cyclic
Redundancy Check code which is typically placed at the end of the frame
or packet to ensure the integrity of the data within the frame.

Late Collisions. Gives the total number of late collisions on the port. A
late collision is a packet reporting a collision after the first 64 bytes of the
packet have been successfully transmitted. A late collision is generally
indicative of one of the transmitting nodes not detecting an existing
transmission at the onset of transmission. This condition can be caused
by the packet having to pass through too many repeaters on the network
or too much distance over a cable. In both cases, the transmitting node
initially will detect a clear wire, but because too much time goes by
because of the delays of distance or repeater changes, another packet has
had the opportunity to enter the wire, creating a collision.

Very Long Events. Long, unbroken transmissions from an end node.

Broadcast Packets. Provides the total number of broadcasts received
by this port. A broadcast is a message sent to all users on the network.

Hub Console Bridge Counters

From the console Main Menu, select

1. Hub Status and Counters. ..

2. Bridge Counters
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#& console - HyperT erminal [_[51x]
Fle Edi Yew Cal Iansfer Help
Dl (58] ol =
=l
Bridge Counters
Counter 100 8 1t 10 8 1t
Packets Rx 0 22243
Packets Tx 1221 1179
Broadcast Rx 0 2861
Broadcast Tx 2864 2
Multicast Rx 0 1193
Multicast Tx 1183 0
Errors 0 0
Press ENTER to continue. 4
Connected 3:54:45 |ans| [s5o0eN-1 [SCAOLL [C&PS [NUM [Capture  [Print echo

Figure 6-7. Example of the Bridge Counter Screen

These counters display a summary of traffic in the hub's two segments (100T
and 10T). These statistics are calculated only on a per-segment basis for traffic
within the respective segments.

"Rx" means "Received";
"Tx" means "Transmitted".
Segments means the 10T or 100T segment for which the corresponding

data is displayed.

= Packets Rx. The total number of packets received on the indicated
segment.

s Packets Tx. The total number of packets transmitted on the indicated
segment.

= Broadcast Rx. The total number of broadcast packets received on the
indicated segment.

s Broadcast Tx. The total number of broadcast packets transmitted on the
indicated segment.

= Multicast Rx. The total number of multicast packets received on the
indicated segment.
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Multicast Tx. The total number of mulitcast packets transmitted on the
indicated segment.

Errors Rx. The total number of errors received from the ports on the
indicated segment.

Hub Console Global Counters

From the console Main Menu, select

1. Hub Status and Counters. ..

2. Global Repeater Counters

sEEERE
=
@lobal Repeater Counters
Counter 100 Segment 10 Segment
Total Packets 7913 37416
Total Octets 905973 8655762
Broadcast Packets 4589 4588
Multicast Packets 1801 1801
Collisions 0 5
CRC/ALi t E: o 0 .
Pramensanen® EEEOLS o Check any high values
Jabbers o 0 that appear in the
counter list and then
checkthe time periodin
which they were
recorded. A high value
in a short time period
may indicate a network
problem.
Press ENTER to continue._ J
dl| =
Connected 4:05:58 [ans [950081-1 [SCROLL[C&FS [NUM  [Captue  [Frint echo
#stan| Nfoueck | Eadobe | EFramems [ consol... ¥ bidcoun | Ai04102.4 | FF universe | @1t g | G BTN 1054 P

Figure 6-8. Example of the Global Repeater Counters Screen

The Global Repeater Counters screen displays aggregate activity recorded for
the hub’s 100T and 10T segments (and not for specific ports). The values
shown are cumulative since the hub was powered on or reset. The Global
Repeater Counters screen enables you to determine the traffic patterns for
the hub. The default variables are:

Total Packets. Displays the total number of all packets, both valid and
error packets, seen on the hub.

Total Octets. Displays the total number of octets (both valid and invalid)
seen on the hub.
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Broadcast Packets. Displays the total number of broadcasts seen by the
hub. A broadcast is a message sent to all users on the network.

Multicast Packets. Displays the total number of multicasts seen by the
hub. A multicast is a form of broadcast where the packet is delivered to a
subset of the group within a network as opposed to a true broadcast which
forwards the packet to all users on the network.

Collisions. Displays the total number of collisions on anetwork segment.
A collision is generated when two or more devices attempt to transmit a
message on a cable at the same time; they corrupt each other's transmis-
sion. The number of collisions should be proportional to the number of
packets transmitted over time and the number of nodes on the network.
Collisions are a normal occurrence on a CSMA/CD network collision
domain.

CRC/Alignment Errors. Displays the number of instances where the
Cyclic Redundancy Check (CRC) method detected a corrupted packet.
The CRC is a code typically placed at the end of the frame or packet to
ensure the integrity of the data within the frame.

Fragments. Displays the number of illegally short packets, usually
caused by collisions.

Jabbers. Displays the number of instances where a packet had both of
the following problems associated with it:
¢ The packet was too big in its byte count (more than 1518 bytes).

e The packet had a corrupted bit in it for any of a variety of reasons.
This corrupt bit was detected during the packet checksum process
executed on the hub when it received the packet. Commonly known
as a Cyclic Redundancy Check or Frame Check Sequence error.

6-15
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Global, Port, and Bridge Counters in the Web Browser
Interface

1. Click here. 2.Click here.

Asiss ®
Support:

‘ Performance Gauges ‘ Global Counters Port Counters

RMON Counter 100 Segment 10 Segment

Tatal Packets 11340 50650 Check any highvalues
Total Cictets 1245151 11072045 that appear in the
Broadcast Packets 6362 6362 Global Counters list
Multicast Packets 2590 2590 against the time
Clollisions i 5 period in which they
CRCYAlgnment Errors i i were recorded. A high
Fragments 0 70 value in a short time
Jabhers i i period may indicate a
network problem.

ferech | «—— Manually updates the global counters.

Figure 6-9. Example of Global Counters Window

1. Click here. 2. Click here.

& Universe-1- Status: Information HEWLETT
= H 100 Hub 12W PACKARD

Identity; Status Configuration Secunty, Dagnosics. POTE

Overview ‘ Performance Gauges ‘ Global Counters ‘ Port Counters

Select counters to view: IPurt Counters v | <= Click here to dlsplay bl'ldge counters.

Walid Caollisions | CRC Late WeryLong | Broadeast
Packets Errars Callisions | Events Packets
50544 1} 1} o g569

0 0

Manually updates the port and bridge counters.

— /

Figure 6-10. Example of Port Counters Window with Bridge Counters Option

For more on these windows, including a description of the bridge counters,
see the online Help provided with the web browser interface.
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Security Intruder Log

This section describes security intrusions.

e To configure port security, see "Port Security" on page 6-47.

e To turn off blinking port LEDs indicating a security violation, see
"Clear Security Blinking Port LEDs" on page 6-20.

Hub Console

From the console Main Menu, select

Manager Intrusion Area:
Shows IP Address of __—»
Management Intruder.

Port Intrusion Area:

1. Hub Status and Counters. ..

2. Security Intruder Log

M Telnet - 25.59.18.225 [_ O] ]
LConnect Edit Temminal Help

Intruder Log

SHHP Security Information

25.59 .17 .82
Violation Time: 8 Days, 18:83:85 (HH:HMM:SS)
UViolator's
- Device Hame Port Address Uiolation Time

Shows portnumber, MAC
address of intruder, and
time of violation (time
elapsed since the hub
was last powered-on).

-y

5 000008c-07acBl @ Days, 12:45:80 (HH:HMM:33)
2 1 0800089-ced559 @ Days, 12:16:13 (HH:HMM:33)
3 3 880009-ced55 8 Days, 12:14:18 (HH:HH:55)

Press ENTER to continue.

Figure 6-11. Example of Intruder Log Screen in the Console

The Security Intruder Log displays the following access violations:

Intrusions by unauthorized management stations (lists the IP address of
intruding stations)

Network devices attempting to connect to the ports without proper
authorization (lists the MAC addresses of such devices). The hub disables
the corresponding ports and you must use the Console or the web browser
interface to re-enable them.
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Severity of Intrusions. When tracking intrusions, give special attention to
repeat intrusions by the same MAC address. If you feel the intrusions are not
significant, you may want to change the Address Selection settings in the Port
Security screen (page 6-47) to be less restrictive.

Manager Intrusion. Occurs when an unauthorized manager, generally a
management station, attempts to access the hub without being on the autho-
rized manager list (page 6-30) or without using the correct Community Name
(page 6-28). Manager intrusion policy is controlled by the entries you make in
the Authorized Managers window in HP TopTools or the Authorized Managers
screen (page 6-30) in the hub console interface. For any detected management
intruders:

¢ The console Intruder Log screen lists the intruder IP address under
the heading SNMP Security Information. (See figure 6-17, above.)

¢ The web browser interface displays SNMP Agent in the port column
and the intruder IP address in the Intruder Address column.

Port Intrusion. Occurs when a MAC address detected from an incoming
packet on a port does not match the authorized MAC address for the port. Port
intrusion policy is controlled by the entries you make in the Port Security
window in HP TopTools or in the web browser interface (page 6-47). For any
detected port intruders:

¢ The console Intruder Log screen lists the port on which the unautho-
rized device was connected and the MAC address of the unauthorized
device. (See figure 6-17, above.)

e The web browser interface lists the number of the port on which the
intruder attempted to connect, and displays the intruder MAC address
in the Intruder Address column.

The Intruder Log: Thislog displays the single most recent manager (SNMP
agent) intrusion, if any, and the 20 most recent port intrusion entries. (Note
that you cannot clear Intruder Log entries.)

Intruder Log information includes:

= Violation Time (Console only). Indicates how long the hub had been
powered-on ("up time") when the intrusion occurred, in the format DD,
HH:MM:SS.

= Port (source). The port number that is reporting attempted access by
an unauthorized device.

s Intruder Address (Violator’s Address in Console). The MAC address
of the unauthorized device.

s Time (Violation Time in Console). The date and time of the intrusion in
the format DD:MM:YY HH:MM:SS.
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To clear flashing port intrusion LEDs, see "Clear Security Blinking Port LEDs"
on page 6-20.

Security Intruder Log in the Web Browser Interface

1. Click here. 2. Click here.

Information HEWLETT )
106100 Hub 1 28 ﬂé’ PACKARD l'_

Statis: Gonfiguration Security Diagnostics, Support;

Device Passwords Port Security Intrusion Log

Port Intruder Address Diate I Time

SMHMP Agent 16.29.17.82 priorto 08-Dec-98 2:52:15 FM \

B 00e029-Daddbe prior to 03-Dec-98 25215 PM Manager Intrusion

5 0060b0-a133ee prior to 08-Dec-95 2:52:15 PM \

Port Intrusions

Clear Port Intrusion LEDs

Notethatan IP Addressisreported here and NOT a MAC To clear the blinking security violation LEDs:
address. Thisindicates thatthe violation was amanager 1. Click on an Intrusion Log entry.
intrusion. (Only the last such intrusion is displayed.) 2. Click on the Clear Port Intrusion LEDs button.

3. Click on the resulting OK button.

Figure 6-12. Example of Intruder Log Screen in the Web Browser Interface

6-19
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Clear Security-Flashing Port LEDs

When a port recognizes a packet as being sent from an unauthorized device,
its LED flashes rapidly to indicate that the port was disabled because an
intruder has been detected on the port. A rapidly flashing port LED indicates
that automatic port disabling has occurred, due either to a port security
violation or because of a proactive action taken by the hub’s management
features as the result of a fault-finder event. (For more on LED behavior, refer
to the Installation Guide you received with the hub.) You can use either the
console or the web browser interface to clear a security-blinking port LED
and to re-enable the port, if desired.

This section describes how to turn off the flashing port LED indication for a
security violation. For information on:

¢ The Security Intruder Log, turn to page 6-17.
e Configuring port security, turn to page 6-47.

Hub Console

From the console Main Menu, select

1. Hub Status and Counters . ..
2. Clear Security Blinking Port LEDs
Executing this command will clear all security violations on the hub.
Continue (Y/N)

Enter Y at the prompt
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~ console - HyperTerminal [_[51x]
File Edt “iew Call Transfer Help
D=l 58] 0l

=l

Hub status and Counters Menu

1. General System Information

2. port status

3. pPort Counters

4. Bridge Counters

5. @lobal Repeater Counters

6. Security 1]::ntx:ux:lex: Log Pr,es_s tD clear
7. Clear security Blinking Port LEDs b“nkmg Secu”ty

0. Return to Main Menu... Violation (Link) LED.

Note: Use the Security
Intruder Log (page 6-17)
to see the port number,
violator's address, and
violation time for any
intruder activity.

Enter Selection => 7
Executing this command will cl
on the hub. Continue? ([¥]/HN):

all security wviolations

Figure 6-13. The Clear Security Blinking LEDs Option

Clear Port Intrusion LEDs in the Web Browser Interface

1. Click here. 2. Click here.

-2y Universe-1- Status: Information rj7] HEWLETT' )
e Pr §100 Hub 12M (-la PACKARD l'_

Ientity Status ] Onostics ppor.

Device Passwords ‘ Port Security Intrusion Log

Part | Intruster Address | Dated Time

SNMP Agent 15281782 prior to 08-Dec-88 2:52:15 PM
6 002029-Daddbe prior to 08-Dec-98 2:52:15 PM
5 00BON0-a1 3382 prior to 08-Dec-98 2:52:15 PM

Clear Port Intrusion LEDs

3. To clear the blinking security violation LEDs:
a. Click on an Intrusion Log entry.
b. Click on the Clear Port Intrusion LEDs button.
c. Click on the resulting OK button.

Figure 6-14. Example of Intruder Log Screen in the Web Browser Interface
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Management Access Configuration Menu

The Management Access Configuration Menu displays a list of menus and
options that enable you to perform management access tasks.

Hub Console

From the console Main Menu, select

1. Management Access Configuration . . . (IP, SNMP, Console)

# Hub-24 - HyperTemminal - [O] <]
File Edt Yiew Cal Transter Help

SEEEEEE

Management Access Configuration Menu

. IF Configuration

. Community Name

. Authorized Managers

. Conszole Password

. Telnet Enable/Disable
. Weh Enable/Disable

. Berial Timeout

. Return to Main Menu...

(= R A N

Enter Felection =» _

Connected 0:21:40 [Autodetect  [1152008N-1  [SCROLL [C&PS [NUM [Capture  [Fiintecho

SOl

Figure 6-15. The Management Access Configuration Menu

= IP Configuration. Enables youto configure an IP Address, subnet mask,

and the gateway address for the hub so that it can be managed in an IP
network.

= Community Name. Enables you to add, edit, or delete SNMP community

names for the hub.

= Authorized Managers. Enables you to specify the management stations
that can manage this device. You can configure a list of up to 10 network

management stations.
s Telnet Enable/Disable. Allows configure the hub for Telnet access.

= Console Password. Enables you to set or change the password you use

to access the Hub Console.
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IP Configuration

The IP Configuration screen enables you to change existing values for an IP
Address, a subnet mask, and (optionally) the gateway address for the hub so
that it can be managed in an IP network. It also enables you to access the hub
via HP TopTools for Hubs & Switches and the web browser interface.

You can configure the IP Address manually or direct the agent on the hub to
retrieve an available address, using the BOOTP/DHCP (factory default)
option.

Hub Console

1. From the console Main Menu, select

1. Management Access Configuration . . . (IP, SNMP, Console)
1. IP Configuration

Enter Selection => 1

IP Configuration

Time to live: 64

I IP Config IP Address Subnet Mask Gateway
+
Settings | Bootp/DHCP 0.0.0.0 0.0.0.0 0.0.0.0

N\

Note that you
need both a
Subnet Mask and
aGatewaytohave
avalid IP Address.
Ifyou don‘thave a
gateway, use the
hub’s IP address.

Change IP configuration? (Y/[N]): :I

Connected 1:50.37 |aNs| 9800 B:N-1 [SCROLL [CAPS [NUM [Captwe [Printecho

Figure 6-16. The Default IP Configuration Screen

2. At the Change IP Configuration prompt, enter Y. The console interface
prompts you to select the method by which you want to assign an IP
Address to your hub. The three address assignment options are:

e  (B)ootp/DHCP
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e (M)anual Config
e (D)isable (disables IP addressing; not recommended)

3. Enter Mto manually assign an IP Address to the hub. The console interface
prompts you to type an [P Address.

4. Atthe Enter IP Address prompt, enter an available IP Address. Continue to
supply values for the subnet mask, default router, and Time to Live values
when prompted.

5. At the Change and save to new IP configuration prompt, enter Y to store all
values you have set.

The IP Configuration screen contains the following columns that indicate
information about IP configuration for your hub.

= IP Config. Indicates whether the IP Address is configured manually or
automatically. The settings are:

¢ Manual: Selects the manual hub IP configuration process.

e Bootp/DHCP: Selects the automatic BOOTP or DHCP method of IP
configuration.

s IP Address. Indicates the IP Address assigned to the hub. The IP Address,
or Internet Protocol address, is the network layer address of a device
assigned by the administrator of an IP network. A sample IP Address is
16.39.2.140. Each of the fields in the address can be 1 through 32 in binary
or 1 through 254 decimal.

= Subnet Mask. Indicates the subnet mask assigned to the hub. The subnet
mask is a bit mask defining the subnet portion of the IP Address in the
same format as the IP Address. (All devices on the same subnet should
have the same subnet mask.)

= Gateway. Indicates the IP Address of the nearest router in the network.
Ifthere are no routers, use the hub’s IP address or the address of anetwork
management station.

s Time to Live. Indicates the number of IP routers a packet is allowed to
cross before the packet is discarded. The default value is 64. Increase
this value if the hub is managed from a network management station that
is more than 64 routers away. The maximum allowable value is 255.
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Configuring IP Addressing in the Web Browser Interface

1. Click here. 2. Click here.

(7 Universe-12 - Stat Information HEWLETT"
e 00 Hub 124 [ Packann £

Identity’ Status Configuration SeCunty, Diagnostics: I Support

Device View ‘ Fault Detection | System Information ‘ IP Configuration

Port Configuration ‘ Bridge EnableDisable | Backup Links ‘ SupportMgmt URLs

3. Use the IP Configuration — TP Configuration: [Manual -
List Box to select either a
manual or automatic TP Address: 1220253134
(BOOtp o DHCP) address Subnet Mask: 256.266.248.0

setting session. Default (ateway: [12.20.255.1
4. If you select "Manual’, then Time to Live:  [64

enter the remaining values.
warnmmg: . hanging [P configuration could result in loss of browser connectivity to the current URL

Apply Changes Clear Changes

4. Click here to apply the
IP addressing configuration.

Figure 6-17. The IP Settings Window
For more on the above parameters, see the preceeding page.

Automatically Acquiring an IP Address Using Bootp/DHCP

BOOTP (Bootstrap Protocol) is used to download network configuration data
from a server (the Bootp/DHCP server) to the hub. The configuration data the
hub retrieves from the Bootp/DHCP server is:

s The IP address for the hub

m  The subnet mask for the subnet on which the hub is installed

s The default router

If you have configured the hub’s IP parameters on a Bootp/DHCP server, you
do not need to use the IP Configuration screen in the hub console. As shipped
from the factory, the hub is configured to use Bootp/DHCP to retrieve the IP
configuration information.
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The Bootp/DHCP Process. When the hub is powered on, it broadcasts
Bootp/DHCP requests that contain the hub’s MAC address. The Bootp/DHCP
server receives the request and searches its Bootp/DHCP table file for an entry
that matches the hub’s MAC address. If a match is found, the configuration
data in the associated file entry is returned to the hub as a Bootp/DHCP reply.

For most UNIX systems, the Bootp table is contained in the
/etc/bootptab file.

BOOTP Table File Entries. An entry in the BOOTP table file
fete/bootptab for an HP 10/100 Hub-24M would be similar to the following:

hphub12M:\
ht=ether\
ha=080009123456:\
ip=190.40.101.22:\
sm=255.255.255.0:\
gw=190.40.101.1\
vm=rfc1048

Definitions of the table entry fields:

hphub12M s a user-defined symbolic name to help you find the correct section of the
bootptab file. If you have multiple hubs that will be using BOOTP to get their
IP configuration, you should use a unique symbolic name for each hub.

ht is the “hardware type” tag. For the HP 10Base-T hubs, set this to ether (for
Ethernet). This tag must precede the ha tag.

ha is the “hardware address” tag. Use the hub'’s 12-digit MAC address.

ip is the IP address to be assigned to the hub. Enter the address in the dotted-
decimal format as shown in the example on the previous page.

sm is the subnet mask of the subnet in which the hub is installed.

gw is the IP address of the default router (or gateway) that allows the hub to

communicate with systems that are not on the local network segment. If there
is no default router, do not include this tag.

vm is a required entry that specifies the BOOTP report format. For the HP 10/100
hubs, you must set this parameter to rfc1048

Notes for the bootptab file:
= Blank lines and lines beginning with the pound sign (#) are ignored.
= Spaces are not allowed between the characters on a line.

= Names, suchas hphub12M must begin with aletter and can only contain
letters, numbers, periods, or hyphens.
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= Include a colon () and a backslash (\) as a continuation indication at the
end of each line except the last one. Each record is a single line. The
colon (:) separates fields in the record. The backslash (\) indicates the
current record continues on the next line as if there were no carriage
return and linefeed characters.

Notes on Using DHCP. The Dynamic Host Configuration Protocol (DHCP)
manages the allocation of TCP/IP configuration information by automatically
assigning IP addresses. When a device connects to the network, it requests an
address from the DHCP server. In dynamic mode, the address is used by the
device for aspecified period of time. The time period depends on the situation;
one device may need the address for an hour, while another device may use
the same address for several days.

Globally Assigned IP Network Addresses

If you intend to connect your network to other networks that use globally
administered IP addresses, Hewlett-Packard strongly recommends that you
use IP addressing that has anetwork address assigned to you. There is a formal
process for assigning unique IP addresses to networks worldwide. Contact
one of the following companies:

Country Phone Number/E-Mail/URL| Company Name/Address
United States/ 1-703-742-4777 Network Solutions, Inc.
Countries notin questions@internic.net Attn: InterNIC Registration Service

Europe or Asia/Pacific http://rs.internic.net 505 Huntmar Park Drive

Herndon, VA 22070

Europe +31 20 592 5065 RIPE NCC Kruislaan
ncc@ripe.net 409NL-1098 SJ
http://www.ripe.net Amsterdam, The Netherlands
Asia/Pacific domreg@apnic.net Attention: IN-ADDR.ARPA Registration
http://www.apnic.net Asia Pacific Network Information Center

c/o Internet Initiative Japan, Inc.
Sanbancho Annex Bldg. 1-4 Sanban-cho
Chiyoda-ku Tokyo 102, Japan

For more information, refer to Internetworking with TCP/IP: Principles,
Protocols and Architecture by Douglas E. Comer (Prentice-Hall, Inc.,
publisher).
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Community Name

The Community Names screen enables you to set community names which
are used as strings that enable varying levels of access to devices. Typically,
you create community names to perform two tasks:

m to set access levels for different user types
= toenabletrapsto be sent to named groups of users, known as communities.

A Community Name is similar to a password, although passwords tend to have
one access level while Community Names have many accesslevels. The access
levels used in HP 10/100 Hubs are described here.

If you are using HP TopTools for Hubs & Switches or an SNMP tool to manage
your HP hubs, you can assign a Community Name for both the Read and Write
privileges for a user attempting to access a device.

Hub Console

From the console Main Menu, select

1. Management Access Configuration . . . (IP, SNMP, Console)
2. Community Name

# Hub-24 - HyperTerminal [_ Ol %]
File Edit “iew Call Transfer Help
D= 53] 05|
Community List
Community Name Read View Write Wiew
1 public Full access Full Access
2 hubaccess Full Access Full Access
Unlike most SNMP
managementprograms,

the HP Hub Console
enables you to control
the different levels of
access for BOTH Read
and Write privileges for

a device.
Recommended settings for Read View for Write View
&3 a discovery station User Discovery
Az a normal operator User Restricted
As a manager (super user) Full Access Full Access
(A)dd, (E)dit, (D)elete community name, or (R)eturn to previous menu: _

N I

Connected 0:02:02 [Autodetect  [1152008-N-1  [SCROLL  [CAPS  [WUM  [Capture [Frint echo

Figure 6-18. The Community List Screen
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The different access levels are:

Full. Provides you with complete access to all features in the management
environment. Typical use is to provide access levels to network operators
by a network administrator.

User. Provides you with near-complete access to features in the manage-
ment environment, except for Authorized Manager assignment and
Community Name configuration. Typical use is for general management
of a device by a network operator.

Restricted. Provides you with partial access to features in the manage-
ment environment. Typical use is for restricted management of a device
by a network operator.

Discovery. Enables a device to be discovered by HP TopTools for Hubs
& Switches for mapping in a Topology View or a similar SNMP tool. The
only tasks that are allowed are Link Test and Discovery (AnnounceAd-
dress function). Typical use for these applications are running on manage-
ment stations to locate a device for mapping purposes.

None. Provides access to no tasks within the management environment.

Note that the Community Names screen comes with a default Community
Name of Public that has Read and Write privileges for all areas of the device.

The following table indicates the recommended combination of Read and
Write settings for different levels of access to HP 10/100 Hubs.

Table 6-2. Community Names Read-Write Settings

User Level Read Setting | Write Setting | Description

Discovery User Discovery Enables you to discover and perform a Link

Test (MAC address test) for a hub. For use
by first-level network operators.

Normal User Restricted Enables you to perform all management

tasks for a hub except for Authorized
Manager and Community Name setting. For
use by second-level network operators.

Manager Full Full Enables you to perform all management

tasks for a hub, including all security setting
tasks. For use by network administrators.
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Authorized Managers

The Authorized Managers screen enables you to specify the management
stations that can manage the hub. You can configure a list of up to 10 network
management stations.

Authorized managers are configured using existing community names. Also,
youmust configure Authorized Managers before you can receive trap packets
from the hub. Once set on the hub, an Authorized Manager does not have to
be set again unless you perform a Factory Reset.

Hub Console

From the console Main Menu, select

1. Management Access Configuration . . . (IP, SNMP, Console)

3. Authorized Managers

Help
] == =]
=
Enter Selection => 3
Authorized Manager List
Associated Manager IFP
Community Name IP Address Security mask
1  hubaccess 25.59.17.82 255.255.255.255
2 public 25.59.17.197 255.255.255.255
Both the Community
Name (access level)
and IP Address of the
authorized managerare
shown to identify both
who the manageris and
what level of control
they have.
{(A)dd, (E)dit, (D)elete authorized manager, or (R)eturn to previous menu: - :‘
Connected 2:44.04 [ans! 3800 2-H-1 [SCAOLL  [CAPS [NUM [Captwe  [Piintecho -

Figure 6-19. The Authorized Managers Screen

= Associated Community Name. Indicates the Community Name of the
hub for which you are creating an authorized manager.

s Manager IP Address. Indicates the network address of the management
station you want to assign to be the authorized manager for the hub.

6-30



Configuration Reference

IP Security Mask. Indicates the security mask of the hub for which you
are creating an authorized manager. The security mask is a value that
reveals the extent to which the address of the authorized manager needs
to be explicit for manager entry to the hub. For example, a security mask
of 255.255.255.252 applied to an address of 15.47.66.40 allows for
addresses of

15.47.66.40
15.47.66.41
15.47.66.42
15.47.66.43

and disallows all other addresses. HP recommends that you use a security
mask value of 255.255.255.255.
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User Names and Passwords

You may want to create both a user name and password for access security
for your hub. The Console Password screen enables you to set or change a
Manager user name and password for entry to the console and the web
browser interface for device management. Note that passwords and user
names you set in the hub Console are set for the web browser interface, and
vice-versa.

Hub Console

From the console Main Menu, select
1. Management Access Configuration . . . (IP, SNMP, Console)

4. Console Password

7% console - HyperTerminal [_[=]x]
Fle Edt Wew Cal Transfer Help
Dl 58] 0[5 =

=

Enter Selection => 4
Change ASCII Console password? (¥/[N]): Y

The user name is
displayed in the
password-setting
session.

Enter in current user/password infomation.

Enter username: myname
Enter in current password:

Enter in new user/password infomation.

Also used as the WEB Manager user/pas d authorization.

Enter new username: hewname
Enter new password: =%
Enter password again:

The password is not

New password set. displayed in the
Press ENTER to continue._ password-setting
session.

Connested 3:03.00 [ NI [s6008N-1  [SCROLL [CAFS [NUM [Capiue  [Fiint echo

Figure 6-20. The Device Password Option

Note that, while the console uses only a Manager user name and password,
the web browser interface allows both Operator and Manager user names and
passwords:

= Operator. This type allows read-only priviledges via the web browser
interface; that is, to read all environments in the web browser interface
except for ones relating to Security. Note that the Operator user name
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and password are used only for the web browser interface and do not
overwrite any earlier, Manager user name and password assigned in the
hub Console interface.

= Manager. This type allows read-write privileges and is assigned in either
the Console interface or the web browser interface, and used for access
to both interfaces. Values assigned in the Manager fields using either the
hub Console or the web browser interface will overwrite previous
Manager values assigned in either interface.

User Name and Password in the Web Browser Interface

1. Click here. 2. Click here.

/ |

- Status: Infor nation HEWLETT >
PraCurve 101170 Hub 12M (‘ﬂ PACKARD l'_

I Identity, Statis GOnTiguration Security Diaunostics Support

Device Passwords Port Security | Intrusion Log

Read Only Access 3. (Optional) Enter Operator
Operator User Name: InmrthpnleT - user name and password.
Operatar Password: | 4. Enter Manager user name
Confirm Operator Password: I”“‘“""““"‘*’““ and password.

Read-Write Access Note: The Manager user

o Usor Name: e name and password apply to
anager Lser Hame: galersy! access through either the

Manager Password: o Console or the web browser
Confirm Manager Password: [<=* interface.

Also used as ASCII Consele Password

/ Apply Changes I Clear Changes

4.Click hereto activate
changes made in
step 3.

Figure 6-21. The Device Passwords Window

= Operator User Name. Enables you to enter a user name value that
provides read-only privileges. May have up to 14 (ASCII) characters,
including spaces.

= Operator Password. Enables you to enter a password providing read-
only privileges. May have up to 156 (ASCII) characters. Spaces are not
allowed.
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Confirm Operator Password. Enables you to verify the read-only
password that you entered by retyping it. The password characters
appear as a series of asterisks (*) to prevent them from being read from
the screen by unauthorized persons.

Manager User Name. Enables you to enter a user name providing read-
write privileges. May have up to 14 (ASCII) characters, including spaces.

Manager Password. Enables you to enter a password providing read-
write privileges. May have up to 15 (ASCII) characters. Spaces are not
allowed.

Confirm Manager Password. Enables you to verify the read-write
password that you entered by retyping it. The password characters
appear as a series of asterisks (*) to prevent them from being read from
the screen by unauthorized persons.
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Telnet Enable/Disable

The Telnet Enable/Disable screen enables and disables the ability to access
the hub Console interface using a Telnet connection. (The factory default
setting is Telnet enabled.) Note that this feature does not initiate a Telnet
session. Instead, it lets you control whether a user on your network can get
access to the hub Console by establishing a Telnet session.

From the console Main Menu, select
1. Management Access Configuration . . . (IP, SNMP, Console)
5. Telnet Enable/Disable

#3 console - HyperT emminal [_[51x]
Fle Edt Yiew Call Iransfer Help
RN ==

=l

Caution: Once Telnet is

. IP Configuration

o N R DN

. Community Hame

. Authorized Managers

. Console Password

. Telnet Enable/Disable
. Web Enable/Disable

. Serial Timeout

. Return to Main Menu...

disabled, it can be re-
enabled only through a
direct Console
connection to the hub’s
console port or by
performing a Factory
Reset (resets hub to
factory default
configuration) from the
web browser interface.

Enter selection => 5
Telnet is currently Enabled
If current console session is telnet, disabling

telnet will cause loss of conneM Pressor@and
(E)nable or (D)isable Telnet: - then press -

Connected 6:3917 |anst [96006MN-1  [SCROLL [C&PS [NUM [Captue  [Frintecho

Figure 6-22. The Telnet Enable/Disable Option
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Web Enable/Disable

The Web Enable/Disable screen:

= Tells you whether access to the hub’s web browser interface is enabled
or disabled

= Enables and disables the hub’s web browser interface. (The factory
default setting is web enabled.)

This feature lets you control whether a user on your network can get access
to the hub via a web browser.

From the console Main Menu, select
2. Management Access Configuration . . . (IP, SNMP, Console)
6. Web Enable/Disable

& console - HyperTemminal [_[51x]
File Edt View Cal Transfer Help
mENEE
-l

Management Access Configuration Menu

1. IP Configuration

2. Community Name . .
3. Authorized Managers Note: If web access is
4. Console Password dlsabled, it can be re-
5. Telnet Enable/Disable enabled Only through a
6. Web Enable/Disable C .

7. Serial Timeout onsole session.

0

. Return to Main Menu...

Enter Selection => 6 Press@or@and
Web accesses is currently Enabled then press .
(E)nable or (D)isable Web Access:

Comnected 7.06:35 205 9800 8-N-1 [SCROLL  [CAPS [NUM [Captwe  [Frintecho

Figure 6-23. The Web Enable/Disable Option
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Serial Timeout

A lack of console activity indicates that the management station may have
been left unattended and that hub activity, status, and settings could be viewed
or manipulated by an unauthorized user. The Serial Timeout screen:

= Displays the current timeout setting (the number of minutes of Console
inactivity before the Console screen times out; 0 = no timeout)

= Enables youto set the amount of minutes allowed to lapse before the hub
Console interface shuts down (times out)

From the console Main Menu, select
2. Management Access Configuration . .. (IP, SNMP, Console)

1. Serial Timeout

=2 console - HyperT erminal [_[=1x]
Fie Edt View Cal Transfer Help
EEEE
Al
Management Access Configuration Menu
1. IP Configuration
2. Commumity Hame Note: The factory
3. Authorized Managers default setting is "10",
4. Console Password i i
5. Telnet Enable/Disable jneaning the!’e &l
6. Web Enable/Disable default 10-minute
7. Serial Timeout timeout period.
0. Return to Main Menu...
Enter Y, and then, when
the next prompt
appears, enter a value
from 0 (no timeout) to
Enter Selection => 7 60, and then press
The current serial timeout value i 0 minute(s).
Cchange serial timeout? ([Y1/N): ' J
Comnected 7:30:08 [ANEI 3600 8-N-1 [SCAOLC [CAPS [NUM [Captwe  [Printecho

This feature is useful for security reasons in instances when the hub Console
interface has detected no activity during a defined period of time. By having
timeout control, you can minimize unauthorized user access by directing the
console to be inactive after the interface has been left unattended for a set
amount of time. The longer the timeout value, the less secure the Console
interface is. The shorter the timeout value, the more secure it is, as it will
become inaccessible more quickly. This feature is also useful for discon-
necting from a modem if a call is interrupted.
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Hub Configuration Menu

The Hub Configuration Menu displays a list of menus and options that enable
you to perform hub and port configuration tasks.

From the console Main Menu, select

3. Hub Configuration

#& console - HyperT erminal

Fle Edt Yiew Call Iransfer Help

Dl o3| nls| &

HP J3288A HP ProCurve 10/100 Hub 12M

HUB Configuration Menu

. Hub system Information

. Port Enable/Disable

. Bridge Enable/Disable

. Port security

. Backup Links

. Advanced Configuration Menu...
. Return to Main Menu...

L= N N S

Enter Selection => :‘

Connected (10240 ans1 [S8008N1  [SCAOLL [CAPS [NUM [Ceptue [Prntecho

Figure 6-24. The Hub Configuration Menu

= Hub System Information. Displays hub identification information and
system attributes. Allows you to edit the hub’s system name, contact, and
location data.

= Port Enable/Disable. Enables you to turn ports on and off. A port that
is "on" can receive and transmit packets. A port that is "off" does not send
or receive traffic.

s Port Security. Displays security information about all ports on the hub,
showing the address learning method, authorized station (MAC) address
for the hub, whether Eavesdrop Prevention has been enabled, and
whether an alarm is to be sent in the event of an unauthorized packet. The
console allows Port Security to be disabled.
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= Backup Links. Enables you to configure a primary and a redundant
communication link between multiple devices in a cascaded topology,
using two separate cables and two ports on each device. One port is
defined as the primary port and the other the backup port. The backup
port becomes active only if the primary port becomes inactive, and will
automatically deactivate if the primary port becomes active again. Any of
the network ports can be used as either the primary or backup port.

s Advanced Configuration Menu. Provides access to the following port
speed and hub reset to factory default features:

Setting a port to a speed for which the device at the other end of the link is
not already configured may cause loss of link and other network problems

Resetting the hub to its factory default settings clears the hub’s IP addressing
and resets it to Bootp/DHCP, as well as all port configurations. If your network
is not set up to provide IP addressing to the hub via Bootp or DHCP, then the
hub will operate in an unmanaged state. In this case, to restore management
functionality, it will be necessary to connect a Console device via the hub’s
Console port.

e Port Speed Configuration. Enables you to force a port’s speed
setting to Auto-negotiation (the default), 100 Half-Duplex, or 10 Half-
Duplex.

e Reset Hub to Factory Default. Clears all configuration parameters
to their factory default settings, including any IP address configura-
tion, and then reboots the hub. By resetting these parameters, you can
often correct the performance of a failing device if its configuration
is the source of the problem.
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System Information

The General System Information screen displays hub system identification
information retrieved from the System Group in the MIB II. It also enables you
to change System Name, System Contact, and System Location strings.

Hub Console

From the console Main Menu, select
3. Hub Configuration . ..
1. Hub System Information

7 console - HyperT erminal HE R
File Edit ¥iew Cal Transfer Help
D= &38| DlE

=l

General Status

System Information

System Name: Universe-12

system Contact: J. smith X
system Location: HE Wiring Closet

Download Version: ROM A.03.01. EEPROM R.01.16.

System Up Time: 1 Days, 03:09:26 (HH:MM:S8)

Device Fault: Hone Detected

MAC Address: 0060b0-c6aced

Serial Humber: 5D309500116

SHMP Security Information
Violator's Address: 15.29.59.173

Vviolation Time: 0 Days, 00:00: (HH:MM:SS)
Enter Y to change
System Name, System
Contact, or System
Location information.
Change any of the system information? ([Y]/N): _ :‘
Connected 0:48:36 [ans| [seoosN- [SCROLL [CAPS [NUM [Capture  [Fiintecha

Figure 6-25. Example of the Hub System Information Screen

= System Name. A label used to associate a common name to identify the
device.

= System Contact. The name of the person responsible for or who admin-
isters the device.

= System Location. A description of where the device will be located. This
can be up to 255 characters, including spaces.
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= Download Version (read-only). The versions of ROM and firmware of
the device. A sample ROM version is A.01.00. A sample firmware version
is A.01.01.

s System Up Time (read-only). The amount of time elapsed since the
device was powered on. Displayed in the format DD:HH:MM:SS where D
is days, H is hours, M is minutes, and Sis seconds. For example, 21:43:50:14.

s Device Fault (read-only). Indicates any errors discovered during the
device self test. Only shown in the Console.

=  MAC Address (read-only). The MAC address of the device. For
example, 06007b-52d1ba.

= Serial Number (read-only). The serial number of the device. For
example, SD300BT00386 .

. SNMP Security Information (read-only). Indicates whether the hub
has experienced a management violation, generally, a packet from a
device or management station that has not been authorized to manage the
hub in a particular (or any) way. For more on this topic, see "Security
Intruder Log" on page 6-17.

System Information in the Web Browser Interface

1. Click here. 2. Click here.

nformation HEWLETT"

@ 100 Huk 12 A Ficiaro

Ident) Status: I Configuration Secunty rDiaunusti[:s Support;

Device Yiew ‘ Fault Detection ‘ System Information IP Configuration

Port Configuration ‘ Bridge EnableDisable ‘ Backup Links ‘ SupportMgmt URLs ‘

System Name: Universe-1z .
¥ I 3. Enter changes in System
System Location: |NE Wiring Closet - fields.

System Contact: |J. Smith f 4. Click on Apply Changes

button.

|4
Apply Changes | Clear Changes |

Figure 6-26. Configurable System Information in the Web Browser Interface
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Port Enable/Disable

The Port Enable/Disable screen in the Console and the Device View Window
in the web browser interface are both used to turn ports on and off so that
they can connect to other devices or be inactive. The default port setting is
Enabled.

Hub Console

From the console Main Menu, select
3. Hub Configuration . ..
2. Port Enable/Disable

& console - HyperTerminal [_[5] =]
Fie Edt View Cal Ttansfer Help
0= 5|8| DlE
=l
Enable/Disable Ports
B i e e e e S e Smiatah anteebet el bl )
Port I 11 21 31 41 51 &1 71 81 9|10 11 | 12 |
status | ol E| E|] E|l EI| E| E|] E| E| E| E| DI
+ + + + + + + + + + + +===—+
D -> Port Disabled E -> Port Enabled
Enter Y to change the
status of one or more
ports.
Change port setting? ([Y1/N): _ J
Comected 2.0351 |ANSI [sg00&N1 [SCROLL  [CAPS ([NUM [Capture  [Fiint eche

Figure 6-27. The Port Enable/Disable Screen

= Port Status. Displays a series of numbered squares, each representing a
corresponding port on the hub, and indicating whether the port is enabled
or disabled. Each square contains one of the following letters, indicating
the status of the port:

e E: Indicates the port is enabled and can send or receive packets to or
from another device if connected to the port.
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e D: Indicates the port is disabled and cannot send or receive packets
to or from another device connected to the port.

Enabling and Disabling Ports in the Web Browser Interface

1. Click here.

us: Information HEWLETT"
e 10/100 Hub 12 ﬂﬂ PACKARD

Tentrty Statis Configuration SECUMty Diagnostics: SUpROTE

Fault Detection | System Information | IP Configuration

Port Configuration | Brivge i | BackupLinks | supportigmt uRLs

Click on 3 port or its LED 10 select it Hyou wish to select several ports at once, hold down the €1 key while clicking on the addit % ion of the meaning behind the port icons is
alsoavailable.

Select All Ports Enable Selected Ports I
Deselect All Ports | Disable Selected Ports |
2. Select the ports to enable or disable: 3. Click on one of these buttons
— To select one port, click on that port. to enable or disable the
— Toselectseveral ports, hold down the selected ports.
key and click on the ports you want to
select.
— To select all ports, click on the Select All
Ports button.

— Toselect all 10T ports, click on the
Segment Display button until 10 Segment
appears next to the button.

— To select all 100T ports, click on the
Segment Display button until 100 Segment
appears next to the button.

Figure 6-28. Example of the Device View Window
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In the port region of the Device View, port states are indicated as follows:

Table 6-3. Port State Color Key

Port State Color Description

|'FI Green (not The portis enabled and detects Link Signalling

— actual) on a device connected to the port.

IEI Gray The portis enabled, but does not detect Link
Signalling.

Iz" Gray with a blue | The portis disabled.

diagonal slash

' || Red (not actual) | This port has been autopartitioned or if there

- has been a security violation on a port that is
still active. (See "Security Intruder Log"on page
6-17.)
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Bridge Enable/Disable

In most cases it is recommended that this setting remain enabled for optimum
connectivity. Cases where you may want to disable the bridge include a
topology where you want to connect the segments via an external switch or
where you want to simplify the network for troubleshooting purposes.

This feature enables (the default) or disables the internal bridge between the
hub’s 10 Mbps and 100 Mbps segments.

Hub Console

From the console Main Menu, select

3. Hub Configuration . ..
3. Bridge Enable/Disable

& console - HyperT erminal
File Edt Miew Cal Transfer Help
MEEEEEE
=l
HUB Configuration HMenu
1. Hub system Information
2. Port Enable/Disable
3. Bridge Enable/Disable
4. Port security
5. Backup Links
6. Advanced Configuration Menu...
0. Return to Main Menu...
Enter E to enable (the
default)the hub’sinternal
10/100 bridge; enter D to
disable the bridge.
Enter Selection => 3
The bridge is currently Enabled
(EYnable or (D)isable Bridge: _ :‘
Cannected 1:12:01 [ns] [ESENE] [SCROLC [CEPS [NUM  [Capture  [Print eches

Figure 6-29. The Bridge Enable/Disable Screen
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Bridge Enable/Disable in the Web Browser Interface

Note In most cases it is recommended that this setting remain enabled for optimum
connectivity. Cases where you may want to disable the bridge include a
topology where you want to connect the segments via an external switch or
where you want to simplify the network for troubleshooting purposes.

1. Click here. 2.Click here.

HEWLETT
ﬂ.a PACKARD
Statis SeCUriy, Diagnostics SUpPOTE

Device View | " Fautt Detection | " system information | " 1p configuration

Port Configuration | Bridge Enablei Backup Links | SupportMgmt URLs

The bridge is currently Enabled
Drisabling the bridge isolates the 10 and 100 segments from each other.
1t is highly recormmended that vou do not disable the bridge

Enable Bridye | Digable Bridge

\/

3. Use these buttons to
enable (the default) or
disable the bridge.
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Port Security

The default port security setting is "off". That is, any device can access a port
without causing any type of security reaction. However, on a per-port basis,
you can configure security measures to block unauthorized connections to

the hub or listening on the hub, and to notify you if such connections are made.

= Use the Console interface to view and disable port security.

s Use the web browser interface to view, set, and modify port security.

Hub Console

From the console Main Menu, select

3. Hub Configuration . ..
2. Port Security

& console - HyperT erminal [_[5]x]
Fle Edt Yiew Cal Lrensfer Help
sENEE =

=]

¢ The settings for port 1

Disable Security Configuration. shows the default
addrcss settings.
selection Authorized Eavesdrop send B PDI1. 2isinthe dgfa““
Port Method Address Prevention Alar: settlng also, butis
connected to a device
1 continuous none [ ET) with the MAC address of
2 continuous 080009-182b8&9 HO HO 080009-182hb89, and
3 Assigned 0060b0-889e00 YES YES automatica"y accepts
4 Continuous none HO . [e] this device as
5 Continuous none HO NO " : "
6 Continuous none HO o Authorized".
7 Continuous none ) [o] NO B PDI1_3 has been
8 continuous none Ho No configured to accept only
9 Continuous none NO NO a device with the MAC
10 Continuous none HO No address 0f0060b0-889e00.
11 Continuous none HO HO Port 3 will send an alarm
12 Continuous none HO NO if it detects any other

device, and automatically
prevents eavesdropping
of packets not intended
for the authorized device.

Use web interface to configure security per port.
Disable security on any of the ports?(Y/[N]): \

AN

Connested (11204 4N [S600BNA SCFOLL[COFE NOM (L [P eON

To disable security for a port that has been previously configured for
security in the web browser interface, enter Y.

Figure 6-30. Example of the Port Security Screen

»  Use the Console’s Port Security screen (above) to disable port security.
»  Use the web browser interface to enable port security.
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Configuring Port Security

To configure port security, you must use the web browser interface.

1. Click here.

Configuration Reference

Universe-12 - Status: Non-
o,

A
I Identity I Status COon ngur ation Security

‘ Port Security

Device Passwords

Critical
Hu

Part Address
Selection

Authorized
Address

2. Click here.

Intrusion Log

assss

Diagnostics: Support

Eavesdrop Disahle
Prevention Part

Cantinuous
Continuous
Assigned
Cantinuous
Continuous
Cantinuous
\uoUS
ntinuous
Cantinuous
Cantinuous
Continuous
Cantinuous

Irlentiy

Device Passwords

00000c-73a201
0080b0-889=00

Status

Mo
10
es

Mo

Mo

3. Click on a port for which
you want to configure
security.

Port 2 is in the default configuration and
will accept packets from any device. Itis
currently receiving packets from a device
with the MAC address of 00000c-73a201

Port 3 has been configured to accept
packets only from a device having the
MAC address 00000c-73a201, and to
disable itself if it receives a packetfroma
device having any other MAC address.

4. Click here configure

port security..

Gonfiguration Security

| Port Security Intrusion Log

Set Security Policy for Selected Parts

Figure 6-31. Example of the Port Security Window

HEWLETT D
ﬂjﬂ PACKARD l_
Diagnostics: SUpPAOTE

Port(s): 7

Address Selection: Caontinuous | ¥

5. Select port security options.
Ifthere is a specific MAC
address to use for the port,

Authorized Address: I

Prevent Eavesdropping: |No =
Send Alarm: Mo =

enter it in the Authorized
Address field.

Cancel |

6. Click here to apply the
port security parameters.

_——

Apply Settings | Clear Changes

Figure 6-32. The Default Port Security Configuration Window
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The port security parameters are:

Port. Indicates the port label on the hub.
1-12 on the Hub 12M

1-24 on the Hub-24M
Address Selection Method. Indicates the Address Selection method
used on the port. The settings can be:

e  Continuous (the default). The hub learns the address of the device
currently attached to the port and makes it the authorized address.
This allows any device attached to the port to be selected. This is the
method to use on cascaded ports.

e FirstHeard. The hub learns the address of the first device attached
to the port and makes it the authorized address.

e Assigned. You enter the address of the device that is authorized to
be attached to the port.

Authorized Address. Indicates the authorized MAC Address for adevice

connected to the port.

Eavesdrop Prevention. Indicates whether packets not intended for the
port will be scrambled. The settings can be:

e On. Indicates that a packet not intended for the port will be
scrambled.

e Off. Indicates that all packets will be received by the port.

Caution Do not turn on Eavesdrop Prevention for a cascaded port. (See "I Can’t
Communicate with My Hub" in chapter 7, "Troubleshooting".)

Send Alarm. Indicates whether an alarm will be sent to a network
management application (such as HP TopTools for Hubs & Switches)
when an incoming packet from the connected node does not match the
authorized address. (See "Alarm Destinations for Unauthorized Packet
Events" on page 6-51.) The settings can be:

e On. Indicates that an alarm will be sent to a log when an incoming
packet from the connected node does not match the authorized
address.

e Off. Indicates that no alarm will be sent to a log when an incoming
packet from the connected node does not match the authorized
address.

Disable Port. Indicates whether the port will be disabled when an
incoming packet from the connected node does not match the authorized
address. The settings can be:
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Note

e On. Indicates the port will be disabled in response to it receiving an
incoming packet from the connected node that does not match the
authorized address . This configuration occurs automatically if either
the First Heard or the Assigned address selection method is used.

e Off. Indicates the port will not be disabled in response to it receiving
an incoming packet from the connected node that does not match the
authorized address.

m  SetSecurity Policy for Selected Ports Button (web browser interface
only). Stores the security settings you have configured for ports on the
hub.

You can disable port security from the hub Console interface. However, you
must use the web browser interface to set security parameters.

Intruder Prevention

This feature stops an unauthorized computer from gaining access to the
network. The manner in which this action occurs is through the address
selection method, a technique that sets addresses for which devices the port
is allowed to connect. The three address selection methods are:

s First Heard
= Continuous
s Assigned

See “Address Selection Methods” to learn about each method. When a port is
configured for Intruder Prevention, the hub examines the source address of
each packet coming through the port and compares it with the address
permitted by the address selection method. If the addresses are not the same,
the hub concludes that an intruder, or unauthorized device is attempting to
gain access to the network and takes the appropriate action. Actions can be
either sending an alarm to a log, disabling the port or both.

Address Selection Methods

The technique used to control which devices are permitted to communicate
with a port is known as Address Selection. Address Selection is the process
by which the port sets policy for receiving packets from attached devices. The
port performs this task by comparing addresses in the source header of a
packet with a preset, acceptable source address. One address per port is
allowed (except Continuous mode, which does not compare addresses):

= Continuous. Any device is permitted to transmit to this hub port.
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s First Heard. The hub learns the address of the device attached to the
port and makes it the authorized address. If a different device is later
attached to the port, the new address is registered as an intruder address.
This indicates a security violation has occurred and the port is automati-
cally disabled.

s Assigned. You enter the address of the device that is authorized to be
attached to the port. If a different device is later attached to the port, the
new address is registered as an intruder address. This indicates that a
security violation has occurred and the port is disabled. If you choose
Assigned, you need to go to the Authorized Address box and type in a
specific MAC address of a device authorized to be attached to that port.

Eavesdrop Detection

A feature that stops a device connected to a port on the hub from receiving
network packets not intended for that device. The hub performs this task by
comparing the port’s authorized address with the destination address of
packets being repeated through the hub. If the addresses do not match, the
packet’s bit pattern is scrambled, rendering it unreadable by any device on
that port.

Alarm Destinations for Unauthorized Packet Events

When the Send Alarm parameter is enabled for a port, the port will send an
alarm to a network management application such as HP TopTools for Hubs &
Switches.

HP TopTools receives events sent by devices that may signal trouble or
require action on your part. When a new event arrives, TopTools processes it
into an alert (TopTools uses the term alert to denote either an SNMP trap or
DMI alert) and notifies you of its presence by updating the alert icon on the
Alerts button in the TopTools navigation frame. In addition, the alert is added
to the Alert page, to the database of alerts, and to the device description in
the Devices page. For more information, see the online Help provided with
HP TopTools for Hubs & Switches.
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Backup Links

The Backup Links screen is used to configure a primary and a redundant
communication link or path between the hub and any other device. One port
on the hub is defined as the connection to the primary path to the other device
and another port on the hub is defined as the connection to the secondary or
backup path to the other device.

The backup port becomes active only if the primary port can no longer connect
to the specified other device. Any of the hub ports can be used as either the
primary or backup port. A maximum of four backup links can be created.

Hub Console

From the console Main Menu, select
3. Hub Configuration . ..
5. Backup Links

#4 console - HyperT erminal [_[5]=]
File Edt Miew Cal Iiansier Help
=2 = =]

This example shows:

— Port 2 configured as the primary link

— Port5 configured as the backup link

— Adevice having the MAC address of 00000c-73a201
as the destination

— Atesttime of 10 seconds

— 2consecutive failures before the backup link will be
invoked.

(Aa)dd, (E)dit, (D)elete backup link, or (R)eturn to previous menu: A

Use the BACKSPACE key to edit the wvalues shown.
Press ENTER when correct. Ctrl-C terminates command.

Enter in primary port in backup link configuration(1-12): 2
Enter in backup port in backup link configuration(l-12): 5
Enter in MAC Address of test destination: 00000C-73A201
Enter in test time(l - 15 sec): 10

Enter in consecutive failures(l - 16): 2_ :‘
Connected 1:38:20 [ans] [s600BNA [SCROLL [CAPS [NUM [Captu [Frint echa

Figure 6-33. Example of the Backup Links Configuration Screen
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Backup Port. The port assigned as a backup in case the primary port
fails. If the primary port is active, the backup port is inactive.

MAC Address. The station (MAC) address of the device to which you
have a backup (redundant) path; that is, the recipient of the 802.2 test
packets, which will be used to verify the primary path.

Status. Indicates the current status of which port in the backup link port
pair that is being used. The screen can display one of two settings:

e Using Primary. Indicates the hub is using the primary port.
e Using Backup. Indicates the hub is using the backup port.

Primary Port. The port to be used as the primary connection to another
device.

Backup Port. A port you have assigned as the backup port to a primary
port; that is, the specific port that will be used in the event of a failure on
the primary port.

Test Time (Seconds). Indicates the number of seconds allowed for the
primary port to wait for a response from its target device before timing
out and attempting a retry. The number can be between 1 and 15.

As a general rule, for connections of greater distances, slower media
throughput, and higher hop counts, the test time value should be higher
so more time can be allowed for a response.

Number of Failures till switching to backup. ("Retries" on the web
browser interface) The maximum number of times the test packets from
the primary port fail to return from the other device before the backup
port is implemented as the active port.

Add New Backup Link (Web Browser Interface Only). The button
on the Backup Links window in the web browser interface that begins a
session to add a backup link.

Delete Selected Items (Web Browser Interface Only). Deletes the
selected backup link configuration. (Removes a configured backup link,
thus removing backup support for the indicated primary link.)

6-53

aouaiajay uoneinbiyuos



Configuration Reference

Configuring Backup Links in the Web Browser Interface

1. Click here. 2. Click here.

12 - Status: Information HEWLETY 2
1Curve 104100 Hub 120 Eﬂ PACKARD I_

SECUTIHY, I Diagnostics SUpport

| system information

Identity’ Statis Configuration

Device View | 1P configuration

| Faur Detection

Port Configuration | Bridge Enable/Disable | Backup Links SupportMymt URLs

MAC Address | Test Time | Retries
00000e-73a207 10

Status Primary Port | Backup Port
Using Primary 2 a

Example of port5 assigned as a
backupforport2forconnecting
to a device having the 00000c-
731201 MAC address.

(Todelete abackup link
configuration, click on

Configuration Reference

3. Click here to configure
another backup link.

Add MNew Backup Link

the line for that link,
then click here.)

Delete Selected ltems

Figure 6-34. The Backup Links Window

nformation
e 10/100 Hub 12m

Identity Status Configuration SECUrTY

Device Wiew ‘ Fautlt Detection ‘ System Information

| (D Portrety

Diafnostics: Support:

‘ IP Configuration

Port Configuration ‘ Bridge Enable Disable

Primary Port: m
Backup Port: m
MAC Address: |
Test Time {seconds): Il—
Retries: IZ—

‘ Backup Links SupportMgmt URLs

4. Select the desired
options, enter the
MAC address of the
destination device,
and click here.

\

Cancel

Apply Changes

Clear Changes

Figure 6-35. Adding a Backup Link
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Advanced Configuration Menu

Fie Edt View Cal Ttansfer Help
) = =] e ]
=l
HP J3288A HP ProCurve 107100 Hub 12M
Advanced Configuration Menu
1. Port speed Configuration
2. Reset Hub to Factory Default
0. Return to Hub Configuration Menu...
Enter sSelection => _ :‘
Connected 0:31:13 [ANSI [360064-1  [SCAOLL [CAPS [NUM [Captre  [Fiint echo

Figure 6-36. The Advanced Configuration Access Menu

From the console Main Menu, select
3. Hub Configuration . ..

6. Advanced Configuration Menu . ..

The Advanced Configuration menu displays hub features that enable you to
perform actions that can have a severe impact on hub operation:

s Force a port speed configuration. The default port speed setting is
Auto-negotiation. This screen enables you to specify 10 half-duplex or 100
half-duplex, or to reset to Auto-negotiation.

= Reset the hub to the factory default configuration. This feature
returns the hub to the factory-default, plug-and-play configuration. In this
state the hub operates as an unmanaged device unless either your network
supports IP addressing for the hub through Bootp or DHCP, or you later
configure IP addressing using the Console.
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Port Speed Configuration

Caution Setting a port to a speed for which the device at the other end of the link is
not already configured may cause loss of link and other network problems.
Forthisreason, itis recommended that, for each port, you leave this parameter
at (the default) Auto-negotiate setting.

Hub Console

From the console Main Menu, select
3. Hub Configuration . ..

6. Advanced Configuration Menu . ..
1. Port Speed Configuration

Fle Edt View Cal Iiansfer Help

== )
=l

Set Port Speeds
Port I 11 21 31 41 51| 661 71 81 @110 11 | 12|
Speed | &1 A| Al A2 A| A| Al 2| A| A & &a]|

B e et S e e T s et S S DB LS E L
100 -> 100HDx 10 -> 10HDx A -> Auto-negotiation
Change port speed? ([Y]/N): :‘
Connected 0:37:31 EE] EEEDE] SCROLL [CAPS [MUM [Captwe [Pl echo

Port speeds include the following:

= Auto-negotiation (the default). This is the recommended setting. It
allows the hub to determine the speed of a device connected to a port,
and then automatically configure that port to operate at the same speed
setting as the connected device. That is, the port auto-senses, or negoti-
ates, aspeed (10 Mbs half-duplex or 100 Mbps half-duplex) with the device
to which it is connected.

= 100 half-duplex. This setting forces the port to operate at 100HDx.

= 10 half-duplex. This setting forces the port to operate at 10HDx.
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Forcing a port to a speed for which the device at the other end of the link is

not already configured may cause loss of link and other network problems.
HP recommends leaving the hub’s port speeds set to Auto-neg (Auto-negotia-

tion).

Port Speed Configuration in the Web Browser Interface

1. Click he
2. Click here.

@

- Status: Information
HP

| " Fautt Detection

re.

HEWLETT
Eﬂ PACKARD
SeCuniy Diagnoshics. SUpport

‘ Systemn Information | IP Configuration

Bridge EnableDisable

‘ Backup Links | SupportMygmt URLs

Connected Config
Mode

Current
Mode

Last Source Addrass

‘ Security Vialation

Mo Auto-neg
Auto-neg
Auto-neg
Auto-neg
Auto-neg
Auto-neg
Auto-neg
Auto-neg
Auto-neg
Auto-neg
Auto-neg

T0HDx
T0HDK
T0HDx
T0HDK
T0HDi
T0HDK
10HD
T0HDx
10HD
T0HDx
10HDx
10HD:

Enahle Selected Parts

00000c-73a201

4. Click here to change
port speed.

3. Select a port.

Disable Selected FPorts

Advanced Port Contrals

Figure 6-37. The Port Configuration Window

raCurve 10/100 Hub 12M
Idlentity Statis

Device Wiew

Configuration

| Fauit Detection

| () iy

SECUY Diaunostics: SUppOTE

‘ System Information | IP Configuration

Port Configuration Bridge Enable/Disable

| Backup Links | " supportmgmt uRLs

Set Port(s) 12 to Speed |Auto-negotiation v | <@

Cancel |

5. Select a port speed
from this menu.

6. Click on this button

Figure 6-38. The Port Speed Change Window

to apply speed change. 37

Apply Setings
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Caution

Reset the Hub to Its Factory Default Configuration

If backup links are configured on the hub, returning the hub to its factory
default configuration eliminates the backup function on redundant links. This
results in network loops, which can cause broadcast storms that will slow
down the network or, in some cases, bring it to a halt due to oversubscribed
bandwidth.

Resetting the hub to its factory default configuration removes any configura-
tion changes performed on the hub after removal from its original packaging.
This includes all IP addressing. Inthe factory default configuration, the hub’s
management functions will be reachable only if you have configured the
device via Bootp or DHCP servers. (You can also access some management
features by using a console device connected directly to the hub.)

Hub Console

From the console Main Menu, select
3. Hub Configuration . ..

6. Advanced Configuration Menu . ..
2. Reset Hub to Factory Default
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7% console - HyperTerminal [-[Z]x]
Flle Edit View Cal Transfer Help
D& 55| DB

2]

1. Port Speed Configuration . .
2. Reset Hub to Factory Default Caution: Resetting the hub

0. Return to Hub Configuration Menu... clears all of its settings to the
factory default configuration.
You may want to record the
hub'’s configuration settings
before usingthisfeature.(See
"Browse Hub Configuration”
on page 6-65.

To reset the hub to its factory
default configuration, enter Y
here.

Enter selection => 2

CAUTION: about to apply factory default to the hub.

Console session will be lost if hub is factory defaulted

This will result in all information being cleared.

This includes the IP configuration. Continue(Y/[N]): _

Connected 0:05:24 5] [9600 811 [SCROLL [CEPS [NUM [Capture [Pt echer

Figure 6-39. The Factory Reset Window

Factory Reset in the Web Browser Interface

1. Click here.
2. Click here.
[ Frckann =

' HP roCurve 100100 Hub 12
Identity Statns SeCunty, i Support;

Ping /Link Test ‘ Device Reboot... Factory Reset... Configuration Report

Factory reset removes any configuration changes performed on the dewice after it has been removed from its oripinal packaging. This includes all IP address
configurations. Clonsequently, the device management fanctions will be reachable only ff vou have configured the device wia Boatp or DEFCP servers

Note: Network loops may arise due to loss of backup link configuration, 3. Click here to reset the hub to its

To reset the device to factory defaults, click the button below fa Ctory default conflguratlon..

Reset Device to Factary Default Settings

Figure 6-40. The Factory Reset Window
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Diagnostics Menu

The Diagnostics Menu contains several options used for network device
troubleshooting.

From the console Main Menu, select

4. Diagnostics

& console - HyperT erminal [[51x]
File Edt View Cal Transfer Help
nl=| s8] olE

=l

HP J3288A HP ProCurve 10/100 Hub 12M

Diagnostics Menu

Link Test

Ping Test

Browse Hub Configuration
Return to Main Menu...

o wN

Enter Selection => _ J

Figure 6-41. The Diagnoestics Menu

s Link Test. Runs a test of the connection between the hub (the “local”
device) and a designated remote device.

s Ping Test. Runs a test of the path between the hub and another device
on an IP network that responds to IP (Internet Protocol) packets.

= Browse Hub Configuration. Provides a listing of the hub’s current
configuration settings.
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Ping Test

Ping tests the network layer (IP Address) path between the hub and another
device on an IP network that responds to IP packets. During a Ping test, the
managed device sends ICMP (Internet Control Message Protocol) echo
request packets to another node with the specified IP Address and waits for
echo response packets to return. The node must be capable of receiving and
responding to ICMP packets. A failure means that either device at the desti-
nation address did not respond within the time range specified or the data
returned from the device indicated an error. The Ping test is useful because
it can tell you whether the hub is communicating properly with another device
on the network.

Hub Console

From the console Main Menu, select

4. Diagnostics...

2. Ping Test

#4 console - HyperT erminal [_[51x]
Fle Edit Yew Cal Iransfer Help

D] (5] wlE] =

=l

Enter selection => 2

Use the BACKSPACE key to edit the values shown.

Press ENTER when correct. Ctrl-c terminates command.

Enter destination IP address: 25.52.252.197 «———— 1. Enter the destination IP

Enter number of packets to send (1-10000): 5 address

Enter per-packet timeout in seconds (1-30): 5‘\ .

2. Enter the number of

Press CTRL-C to abort. packets (tEStS)

PING RESULTS 3. Enter the timeout per

Passes Left Errors pacl_(et (tha.tIS, the
_________________ maximum time between

0 0 packet transmissions).

Test completed.

Test Attempts: 5 — Test progress appears

Test Successes: b here

Min Response Time (ms): 50 T . | h

Max Response Time (ms): 200 - est results appear here.

Total Response Time (ms): 500

Press ENTER to continue. :I
Connected 4:11:57 [aNs1 [6006N1  [SCROLL [CAFS [NUM [Caplurz  [Prnteche

Figure 6-42. Example of Ping Test in the Console
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Test results in the console include:

= Min Response Time (ms): Milliseconds used by the shortest test attempt.
= Max Response Time (ms): Milliseconds used by the longest test attempt.
= Total Response Time (ms): Milliseconds used to complete the overall test.

Ping Test Using the Web Browser Interface

1. Click here.
2. Click here.

] i HEWLETT' >
= ) oCurve 10/100 Hub 12M E’E‘) PACKARD l_
IHentity Siatls: Gonmiguration: SECUTG Diagnostics Support

Ping / Link Test Device Reboot... ‘ Factory Reset... ‘ Configuration Report

Successes: 0 Failures: 0
3. Select Ping Test (the \ e EEEEE "~ Testresults appear
default)

Y
4. Enter destination. \‘;Ping Test € Link Test

here.

5. Select test parameters.

Destination IP/MAC Address: I 25.52.252.197
Number of Packets to Send: |5 =

6. Click on the Start button. Timeout in Seconds: IS

N

Start Stop | Defaults

Figure 6-43. Example of a Ping Test in the Web Browser Interface
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The Link test is a test of the link layer (MAC Address) connection between a
local device and a designated remote device, and tells you whether the hub is
communicating properly with the remote device. ( For this test to be mean-
ingful, the remote device must be able to respond to an IEEE 802.2 test
packet.) During the Link test, IEEE 802.2 test packets are sent from the hub
to the designated remote device. The remote device returns the data to the
hub, where it is compared to the data transmitted. If the received data matches
the transmitted data, the test passes. A failure means that either the device at
the destination address did not respond within the time range specified or the
data returned from the destination device indicated an error.

Hub Console

From the console Main Menu, select

4. Diagnostics...

1. Link Test
#4 console - HyperT erminal [_[51x]
Eile Edit Wiew Cal Iransfer Help
D] 53] nlE] =
|

Enter Selection => 1

Use the BACKSPACE key to edit the wvalues shown.

Press ENTER when correct. Ctrl-C terminates C:my

Enter destination MAC address: 0060b0-e24280

Enter per-packet timeout in seconds (1-30): 5§
Press CTRL-C to abort.

TESTLINK RESULTS

Passes Left Errors

Test completed.

\

o

Test Attempts: 5 «
Test Successes: 5§

Min Response Time (ms): 50
Max Response Time (ms): 150
Total Response Time (ms): 450

Press ENTER to continue.

1. Enter the destination MAC

Enter number of packets to send (1-10000): 54_—_2- Enterthe numher Df packets

\3. Enter the timeout per

address.
(tests).

packet (that is, the maxi-
mum time between packet
transmissions).

— Test progress appears here.
— Testresults appear here.

Connected 0:14:00 |ANSI [s6006N-1 [SCAOLL [C&PS [NUM [Capture  [Print echo

Figure 6-44. Example of Link Test in the Console
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Test results in the console include:

= Min Response Time (ms): Milliseconds used by the shortest test attempt.
= Max Response Time (ms): Milliseconds used by the longest test attempt.
= Total Response Time (ms): Milliseconds used to complete the overall test.

Link Test Using the Web Browser Interface

1. Click here.
2. Click here.

/my - Status: Information HEWLETT o
M op | (D Jaidfs [ |

Identity; ’ COrmigur AT On SECUTIY, Diagnostics SUppOTE

Ping / Link Test Device Reboot... | Factory Reset... Configuration Report

Successes: 0 Failures: O

_ SRR (et results appear
3. Select Link Test. '

4. Enter destination.  PmgTest

Ping Test & Link Test
5. Select test parameters.

\‘Desﬁmﬁon IP/MAC Address: |0060b0-e24280

Number of Packets to Send: |5 -

6. Click on the Start button. Timeout in Seconds: |=

Start | Stop Defaults
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Browse Hub Configuration

The Browse Hub Configuration screen provides a status readout of the
following areas available from the hub Console interface:

= General Status s Backup Links Configuration
» [P Configuration s Community List

»  Web Accesses Status s Authorized Manager List

s Current Timeout Value = Port Status Information

= 10/100 Internal Bridge Status s Security Configuration

Hub Console

From the console Main Menu, select
4, Diagnostics. ..

3. Browse Hub Configuration

& console - HyperT erminal M= E
Fle Edt View Cal Iiansfer Help
0|=| =8| DB
=l

Diagnostics Menu

Link Test
Ping Test
Browse Hub Configuration

Return to Main Menu... After pressing :
- Use to pause

scrolling

- Use (@) to resume
scrolling

~ Use [Page Ug) and
tomove up and downinthe
configuration output (if
allowed by your terminal
emulator or terminal).

S wWwRNE

Enter Selection => 3
About to dump stack configptation start capture or log file
Press ENTER to continue._ :‘

Connected 3:15:04 [&HSI 3600 811 SCROLL  [CAPS [NUM [Ceptne  [Fiint echo

Figure 6-45. Using the Browse Hub Configuration Option in the Console
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You can do one or both of the following with the output of the Browse Hub
Configuration feature:

If your terminal emulator or terminal allows, you can use to page
back through the configuration output. (For example, Hyperterminal—
developed for MicroSoft by Hilgraeve, Inc.—allows you to page back
through several consecutive screens.)

Copy data into a text file for later viewing.

Copying the Hub Configuration Output to a File

This procedure assumes you are using Hyperterminal in a Windows environ-
ment. You can use either an output file that you create or a default output file
automatically created by Hyperterminal (step 1, below).

1.

(Optional.) Create an empty text file in a directory that is accessable from
the console.
Do the following start-up tasks:
a. Start Hyperterminal.
b. Start the Console interface and select
4. Diagnostics
3. Browse Hub Configuration

In the Hyperterminal menu bar, click on Transfer. Hyperterminal displays
a series of menu options.

In the resulting menu, click on Capture Text. Hyperterminal displays the
Capture Text dialog box. The box contains a file box that provides the
default filename C\WINDOWS\CAPTURE.TXT. The Hyperterminal text
capture program will send the contents of the Browse Hub Configuration
execution to this file unless you use the Browse button to find another
text file to use, such as the option file mentioned in step 1.

When you are satisfied with your target filename, click on the Start button
in the Capture Text dialog box. The Hyperterminal program is now in text
capture mode, meaning that the contents of all screens will be redirected
to the file you have specified.

Press to run the Browse Hub Configuration option.

Turn off the automatic redirection to the text file:

a. In the Hyperterminal menu bar, click on Transfer.
b. Click on Capture Text.

c. Click on Stop.
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Caution Be sure to turn off the redirection action, as described in step 7, above.
Otherwise, each new screen displayed in the Console will be appended to the
text file selected in step 4, above, which could result in a large file of mostly
unwanted data.

8. Using a standard DOS or Windows text editor, open the file to review the
configuration data.

Browse Hub Configuration in the Web Browser Interface

1. Click here.
2. Click here.

i HEWLETT 5
ve 10i100 Hub 12 [jﬂ PACHARD l'_

Identity, Statis Configuration Securty. Diagnostics SUppoTt

Ping / Link Test Device Rehoot... Factory Reset... Configuration Beport

You may wish 1o use your browser to print the following report or 1o save it into a file.

General 3tatus

Systew Information
System Name:
System Contact:
System Location:
Download WVersion: ROM Z.053.01. EEPROM R.0O1.16.
Syatem Up Time: 1 Days, 04:26:14 (HH:NM:S3)
Device Fault: None Detected
MAC Address: 0060k0-cGaced
gerial Number: 30152514264

SMNMP Security Information
No wiolation

IP Configuration

Time to live: 64 15 30

IP Config IP Address Subnet Mask Gatevay

Settings Manual 25.52.253.154 255.255.248.0 25.5z.245.1

Figure 6-46. The Configuration Report Window
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Reboot the Hub

The Reboot Hub option enables you to reset the hub to clear any temporary
error condition that may have occurred. This option clears the hub’s port,
bridge, global repeater, and system uptime counters, restarts the hub, and
executes the hub self-test. This action has the same effect as unplugging, then

replugging the hub’s power cord.

Hub Console

From the Main Menu:

5. Reboot Hub

& console - HyperT erminal
Fie Edt View Cal Transfer Help

[_[5]x]

DO|=| 58] o] =

Main Menu

. Hub status and counters...

. Hub Configuration...

. Diagnostics...

. Reboot Hub

. Download Options...

. Return to Command Prompt
. Logout

O AT W N

Enter Selection => 5§

. Management Access Configuration...

(IP, SNMP, console)

Note: Rebooting the hub
terminates the current
console session.

This will cause loss of conscle session. Reset hub? (Y/I[N]):

Carnected 1:11:07 |AnsS] EEE] [SCROLL[CAP5 [NUM  [Capture  [Fiintecho
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Rebooting the Hub in the Web Browser Interface

1. Click here.

2. Click here.
| () [ty 2

Tdentiy, [ I SECUMty Diagnostics SUPROTE

Ping / Link Test | Device Reboot.. Factory Reset... | * configuration Report

Drevice reboot is equivalent to powering off the dewice. Network operation will be interrupted while the dewice is performing a self test and other imtialization
tasks

Ta rehoot the device, click the button helow / 3.Click here to reboot the hub.

Reboot Device

Figure 6-47. Rebooting the Hub in the Web Browser Interface
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Note

Note

Download OS

HP periodically provides operating system (OS) updates through the
ProCurve website (http://www.hp.com/go/procurve) and the HP FTP Library
Service. For more information, see the support and warranty booklet shipped
with the hub. After you acquire a new hub OS file, you can use either of the
following methods to download it into the hub:

s The TFTP method
s The XMODEM method

Downloading a new OS does not change the current hub configuration.

Using TFTP To Download the OS File

This procedure assumes that:
»  The hub is properly connected to your network and has been configured
with a valid IP address, subnet mask, and gateway IP address (page 6-23).

= An OSfile for the hub has been stored on a TFTP server accessible to the
hub. (The OS file is typically available from HP’s electronic services—see
the support and warranty booklet shipped with the hub.)

Before you use the procedure, do the following:

= Obtain the IP address of the TFTP server in which the OS file has been
stored.

s Determine the name of the OS file stored in the TFTP server for the hub
(for example, "j3289105.bin").

If your TFTP server is a Unix workstation, ensure that the case (upper or
lower) that you specify for the filename in the hub console Download OS
screen is the same case as the characters in the OS filenames on the server.

After a download, the Console session closes and the hub reboots itself.
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From the Main Menu, select:

6. Download Options . ..

5 console - HyperTerminal HEE R
Fie Edi Yiew Cal Iransfer Help
mEEEEEEE
2]

Download Menu

1. Download 08 (XMODEM)
2. Download 05 (TFTP)
0. Return to Main Menu...

1. Enter the IP address of the
TFTP server in which the 0S
file is stored.

2. Enter the path and filename for
the 0S file stored on the server
specified in step 1.

Enter selection => 2
Input server ip address: 25.52.30.104
Input file name: /download/os/j3288/33288105.bin J

Comnected 0:54.01 NI [s008N-1  [SCAOLL [CAPS [NUM [Capiue [Fiint echo

Figure 6-48. Example of TFTP Download Screen

7 console - HyperT erminal [_[5]x]
File Edt View Cal Transter Help
mEEEEE

E|

Enter Selection => 2 - 3. Download progress
Input server ip address: 25.52.30.104 r-

Input file name: download/os/j3288/33288105.bin messages.
Firmware downloaded successfully. Disconnecting from consocle.

Resetting hub.

After reset completes,; you may restart a console session.

Disconnected.
4. After the download, the Console disconnects and the hub reboots
itself. You can then restart the Console, if desired. J
Connected 1:11:13 [anst [se008N-1  [SCROLL [CAPS [NUM [Caphwe  [Fiintecho .

Figure 6-49. Example of Download Progress and Messages
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Note

Using XMODEM To Download an OS File

This procedure assumes that:

s Thehubis connected via the Console port to a PC operating as a terminal.
(Refer to the Installation Guide you received with the hub for information
on connecting a PC as a terminal and running the hub console interface.)

s The hub operating system (OS) is stored on a disk drive in the PC.

= The terminal emulator you are using includes a binary transfer feature.
For example:

¢ Inthe Windows NT Hyperterminal program, you would use the Send
File option in the Transfer dropdown menu.

¢ Inthe Windows 3.1 terminal emulator, you would use the Send Binary
File option in the Transfers dropdown menu.

How To Perform the XMODEM OS Download. This example uses the
Hyperterminal program included in Windows NT.

Depending on the time it takes to move through these steps, the hub may time-
out and stop the download. If this occurs, begin the procedure again from step
1.

1. From the console Main Menu, select:

6. Download Options
1. Download 0S (XMODEM)

You will then see this prompt:

WARNING: This command will erase the hub firmware!
Do you wish to continue? (Y/N)

Enter Y at the above prompt to prepare the hub to receive the download.
In the Hyperterminal menu bar, click on Transfer.

In the dropdown menu, select Send File ...

grok WD

In the Send File dialog box:

a. Use the Browse ... button to select the OS file to download into the
hub.

b. Use the Protocols dropdown menu to select Xmodem.
Click on the Open button.
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d. Click on the Send button to begin the download. You will then see the
"Xmodem file send for console" box, which displays the progress of
the download.

The download can take several minutes, depending on the baud rate used
for the transfer. (Typically, this is the baud rate in use by the Console.)

74 console - Hyper T emminal
Edi View Col Transfer Help

[_[5]x]

D= 18] i) =

2. Download 0% (TFTP)
0. Return to Main Menu...

Enter selection => 1
WARNING: This command
Do you wish to copts
0000000000000000

ue? (Y/N)>Y

After the download, the hub reboots
/ itself. After the self-test, press

Note: Depending on your terminal
settings, these frames may or may not
appear.

1l erase the hub firmware!

several times to re-start the console.

[SCROLL [CAPS [NUM [Captie  [Printecho

Figure 6-50. Example of XMODEM 0S Download Progresss

When the download finishes, the hub automatically resets itself and
begins running the new OS version.

To confirm that the operating system downloaded correctly:

From the Main Menu, select

1. Status and Counters
1. General System Information

b. Checkthe Download Version line. It should show the version number
of the OS you just downloaded. For example, if you downloaded OS
version A.01.05, you should see a line similar to the following:

Download Version: ROM A.01.00 EEPROM A.01.05.
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Return to the Command Prompt

Return to the Command Prompt takes you out of the Hub Console Interface

Configuration Reference

menu system.

From the Main Menu, select:

7. Return to Command Prompt

#& console - HyperT erminal HE E
Fie Edt View Cal Iransfer Help
D= 58] =B
=
Main Menu
1. Hub status and Counters...
2. Management Access Configuration... (IP, SNMP, console)
3. Hub configuration...
4. Diagnostics...
5. Reboot Hub
6. Download Options...
7. Return to Command Prempt <—— Selectthis to exit from
0. Logout the Hub Console menu
system.
Enter felection => 7
u]
- - The Command Prompt J
- —— T e leroa e =

Figure 6-51. Return to the Command Prompt
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Management and Support URLs

The Support/MGMT URLSs window specifies:

s The URL (Universal Resource Locator) of the web site that will be
automatically accessed when you select the Support tab

»  The URL for the source of online Help for the web browser interface

1. Click here. 2. Click here.

- Status: Information HEWLETT
100100 Hub 12 ﬂﬂ PACKARD

Identity, Status: Configuration Securnty. Diagnostics: S port

Device View ‘ Fault Detection ‘ System Information | IP Configuration

Port Configuration ‘ Bridge Enable Disable ‘ Backup Links

3.To specify alocal —— Support URL: Ihttp.,f,'\wvw.hp cam/go/pracurve
support option, "
enter the URL, Server URL:
DNS name, or IP /
address of the

|http:,ff\~w.hp com/rnd/device_help

appl’OpI’iate |0ca| Apply Changes Clear Changes
server.

4. This field requires either the IP address or DNS name of 5. Click here to activate any
an HP TopTools management station, or the URL for Help changes to the above fields.
files on HP’s World Wide Web Site (below).

Figure 6-52. The Support/Mgmt URLs Window

The Support URL. This is configured to automatically access HP’s
ProCurve website on the World Wide Web. However, if you have an internal
support structure, you may want to change the Support URL to access that
structure.

The Management Server URL. Online Help is automatically available if
youinstall HP TopTools for Hubs & Switches on your network or if you already
have Internet access to the World Wide Web. Retrieval of the Help files is
controlled by automatic entries to the Management Server URL field. That is,
the hub is shipped from the factory with the following URL, which is needed
to retrieve online Help through the World Wide Web:

http://www.hp.com/rnd/device_help
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However, if HP TopTools is installed on your network and discovers the hub,
the Management Server URL is automatically changed to retrieve the Help
from your TopTools management station.

If you do not have HP TopTools for Hubs & Switches installed on your network
and do not have an active connection to the World Wide Web, then Online Help
for the browser interface will not be available.
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Support

This window automatically displays the support site specified in the Support
URL field of the Support/Mgmt URLs window (page 6-75) in the web browser
interface. By default, the URL is set to HP’s ProCurve website. However, you
can change it to the URL for another location, such as an internal support site.
(See "Management and Support URLs" on page 6-75.)

2. Click here for HP support information 1. Click here.
and OS downloads. \

[ HEWLETT" Y
2 10/100 Hub 12 [’s.a PACK/\RD I'_

Identity, Status Gonfguration

Sty Diagnostics Support

g HEWLETT =
Decamber 16, 1988 L0 Bt
e
HP Hubs & Switches .
P L
|
___HoME |
PRooucrs
SUPPORT HP ProCurve
PROMOS & EVENTS Switches
- So many features.
SUCCESS STORIES So much support
PRESS & AWARDS Such a low price.
YEAR 2000
DrSIoN CENTER PROMOS
CONTACT US EVENTS
s
SearcH HP RN New
senncy  DfoWorld: HP boasis lowest price per port! =
Hugs & SwiTcHES  HP ProCurve Switch 8000M: Best Value Award.
sireMap  HP ProCurve swiiches: $99/port US list price.
HPHome Plug-and-play hubs as low as $10 perport.
e your network anywhere with TopTools. AHEAD
Year 2000 jons? We've got great answers! OF Your
RESELLERS visit NETWORK
Reseller Plaza o

Figure 6-53. The Support Window
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7

Troubleshooting

The hub’s proactive features are designed to find common network problems,
to notify you, and to fix or limit them. To monitor this activity, you should
periodically view the Alert Log in the Status | Overview window of the hub’s
web browser interface. For more information, see chapter 4.

Problem: "I forgot the hub’s password."

Solution: Clear the user name and password by pressing and holding the
hub’s Clear button for 10 seconds.

Problem: "I can’t communicate with the hub."

Solution: Begin by looking for the closest and furthest instances of the failure.
If the ping test and link test both fail, try using HP TopTools maps to find the
devices that can’t be reached. Check the closest device for configuration
problems such as port security configured on a port that has multiple devices
connected. (Such a port has multiple addresses connected, and will immedi-
ately create security violations if security is configured, resulting in the port
being disabled. See figure 7-1 on the next page.) Also, check the Alert logs on
any devices that have them, and for device failure. It may be that another HP
ProCurve device has disabled the connection to your hub due to excessive
errors that impacted the rest of the network. If the closest device is operating
properly, then check devices further away.

Configuring port security on this port will not cause a security

violation unless an unauthorized device is connected to the port.
Configuring port security Mgmt.
on any ofthese ports will Workstation
L Hub , cause a security
/ violation and the port will Server
-~ be disabled, blocking
‘ _ o access to the hubs.
s |
l \
- 1 ; Switch
Hub -] Switch
1

Figure 7-1. Example of Correct and Incorrect Hub Port Security Configurations
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Problem: "My network is really slow.

Solution A: Ensure that a fixed, full-duplex device has not been attached to
any of your hubs. (Hub ports are half-duplex—HDx—only.)

Solution B: Ensure that you do not have any loops in your network (more
than one active path between two nodes). The Spanning Tree Protocol (STP—
which is available on switches and other devices that support it) and HP
ProCurve’s "Find, Fix, and Inform" capabilities can help detect and, if you
choose, resolve network loops.

Solution C: For all 100T connections, ensure that you are using Category 5
cabling that passes cable testing requirements.

Solution D: If you are using 100T connectors, ensure that you are not
exceeding 100T topology limitations. They are a maximum of:

e 100 meters from end node to hub.
¢ 5 meters from hub to hub.
e 205 meters end-to-end distance.

*  One level (two hubs) of cascading between any two end nodes.

Problem: "My 10T nodes can’t communicate."

Solution: If no devices on your 10T segment can communicate, this may be
due a hub port being configured (forced) into a 10Mbps-only mode (instead
of the default Auto-negotiation mode), and then mistakenly connected to a
100T-only port on another device.

To verify, look for a hub that has the Activity and Collision LED on solid. Slowly
unplug and replug each connection on the hub until you find a connection that,
when unplugged, causes the LEDs to return to their normal (flickering) state.
This indicates the mismatched connection. To remedy the situation, plug the
connection into a port that supports the 100Mbps mode.

Problem: "The hub’s fault LED is on."

Solution: Attach a console session to check for any display which might

identify the error. If the error is that the hub’s operating system (OS) has been
corrupted, try downloading the OS again. (The hub will typically recover fully
after the new OS has been downloaded and the hub rebooted.) If this does not
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solve the problem, or if you cannot start a console session even after resetting
the hub, contact your HP reseller for assistance or see the Support/Warranty
booklet shipped with the hub.

For More Troubleshooting Information. See the Installation Manual
you received with your hub for LED indications of problem conditions, and
other troubleshooting information.
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Clear button ... 3-7, 4-9-4-10, 7-1
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collisions, thresholds ... 4-16
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Discovery ... 6-29
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level ... 6-29
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none ... 6-29
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port security ... 6-48
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using ... 6-27
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eavesdrop prevention caution ... 6-49
enable bridge ... 4-22

enter user name prompt ... 3-10
errors, threshold ... 4-16

events, very long ... 6-12

F

factory default configuration ... 4-23, 6-39
See also configuration.

factory reset ... 4-23

Factory Reset window ... 6-59

fault detection ... 4-7

fault-detection policy ... 4-7, 4-25, 4-26

fault-detection window ... 4-26

fault-detection, settings ... 4-27
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fault-finder ... 6-20

fault LED ... 7-2

FCS ... 6-15

first heard, address selection ...6-50, 6-51
fragments ... 6-15

G

gateway ... 6-23, 6-24
gateway router ... 2-6
gauge needle, Gauges area ... 4-15
gauge, color ... 4-24
gauge, value range ... 4-16
Gauges area
attributes ... 4-15
Critical Severity region ... 4-15
high watermark indicator ... 4-15
needle ... 4-15
normal activity region ... 4-15
severity regions ... 4-16
warning severity region ... 4-15
web browser interface ... 4-13
Gauges area elements ... 4-15
General System Information screen ... 6-5, 6-40
global counters ... 6-5, 6-14

H

help, online ... 4-11, 6-75
help, online inoperable ... 4-11
help, online, not available ... 6-76
High Watermark Indicator
Gauges Area ... 4-15
HP FTP Library Service ... 6-70
HP proprietary MIB ... 5-2
HP TopTools for Hubs & Switches
See TopTools.
HP web browser interface
See web browser interface.
hub configuration ... 6-3

hub console
advantages ... 1-3
baud rate ... 3-3
command prompt region ... 3-6
communication parameters ... 3-3
connecting with a serial cable ... 3-3
Console port ... 3-3
flow control ... 3-3
menu system ... 3-6
parity ... 3-3
running through Telnet ... 3-5
stop bit ... 3-3
terminal configuration, bits per
character ... 3-3
terminal emulation ... 3-3
Hub Port Counters screen, about ... 6-12
Hub Status and Counters screen ... 6-3

I

ICMP packets ... 6-61
Identity window
about ... 6-7, 6-54
viewing ... 6-7, 6-54
IEEE 802.2 test packets ... 6-63
in-band ... 2-1, 3-2
Internet Control Message Protocol ... 6-61
intruder address ... 6-18
intruder log ... 6-18
intruder prevention ... 6-50
intrusions, insignificant ... 6-18
IP address ... 2-1, 2-3, 4-23, 6-23
configuration screen ... 2-6, 6-22—-6-23
default router ... 2-3
format ... 2-3
global assignments ... 6-25
globally assigned addressing ... 6-27

needed for Telnet access to hub console ...

requirement for Telnet ... 3-5

3-2
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See als@BootpandDHCP.
setting manually ... 6-23
SNMP ... 5-1
subnet mask ... 2-3
time to live ... 2-3
using Bootp ... 6-25
using DHCP ... 6-27

using for web browser interface ... 4-3

gateway column ... 6-24
subnet mask column ... 6-24
IP packets
testing ... 6-61
IP security mask ... 6-31

J
Jabbers ... 6-15
Java ... 4-3-44

JavaScript ... 4-3

L

last heard source address ... 6-9
Late Collisions counter ... 6-12
LED, clear flashing ... 6-20
link beat ... 6-44
link status ... 6-9
link test ... 6-60
about ... 6-60, 6-63
link test ... 4-23, 6-63
links, primary and secondary ... 6-562
log file, configuration information ... 6-66
loop ...
loop, network ... 4-18, 7-2
loss of link ... 6-56
lost password ... 4-9

M

MAC Address ... 6-7, 6-41
Main Menu ... 2-4, 6-3
launching ... 3-10
management server URL default ... 4-11

Management Access Configuration menu ... 6-22
Management Access Configuration screen ... 6-3

Management URL window ... 6-75
Manager Address field ... 5-2
manager intrusions ... 6-18

manager password ... 4-7, 4-9

manager, authorized ... 5-2

ME command ... 3-10

MIBII ... 6-40

MIB, HP proprietary ... 5-1

MIB, standard ... 5-1

Microsoft Internet Explorer ... 4-3

modem ... 34

multicast packets ... 6-15

multicast, threshold ... 4-16

mutliple configuration information
sending to a log file ... 6-66

N

Netscape ... 4-3

network loop ... 4-18, 7-2

network management functions ... 5-2
network manager address ... 5-2

Number of Failures, Backup Links screen ...

0]

online help ... 4-11, 6-75

online help, not available ... 6-76
operator password ... 4-7, 4-9

OS version ... 6-73

OS download, TFTP ... 6-70

OS download, XMODEM ... 6-72

OS updates ... 6-70

out-of-band ... 1-3, 3-2

overwrite password or user name ... 4-8

P

packets, very long ... 6-12
password ... 4-7, 4-9
creating ... 4-7

creating from the web browser interface ... 6-32

delete ... 4-9

6-563

entering at the command prompt ... 3-6, 3-11

if you lose the password ... 4-9
lost ...3-7, 4-9,

manager ... 4-7, 6-32, 6-33
operator ... 4-7, 6-32
overwrite ... 4-8

setting ... 4-8

using to access browser and console ... 4-9
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ping test ... 4-23, 6-60, 6-61
Ping/Link Test window ... 6-62
policy, security ... 6-50
Port Enable/Disable screen ... 6-42
port intrusions ... 6-18
Port Number ... 6-8
port security
eavesdrop detection ... 6-51
intruder prevention ... 6-50
Port Security screen ... 6-18, 6-47
address selection ... 6-18
port security, configuring ... 6-48
port speed ... 6-9
port speed configuration ... 6-39
port speed, caution ... 6-56—6-57
port state color key ... 6-44
port status ... 6-8, 6-10, 6-42 6-44
Port Status screen, about ... 6-8
port, disabled ... 4-25, 4-26, 6-49
port, speed-reduced ...4-25, 4-26
primary port, Backup Links screen ... 6-53
problems ... 7-1
Procurve web site ... 6-70
proprietary MIB ... 5-2
public ... 6-29
public SNMP community ... 5-2

R

read-only priviledges ... 6-28, 6-32

read-write priviledges ... 6-33

reboot ... 4-23

Reboot Hub option ... 6-68

redundant link ... 6-39

reinitializing hub counters ... 6-58

reset hub to Factory Default ... 6-58

resetting the hub from the web browser
interface ... 6-568, 6-59

RFC 1213 ... 5-2
RFC 1515 ... 5-1
RFC 1573 ... 5-1
RFC 1757 ... 5-1
RFC 1907 ... 5-2
RFC 2037 ... 5-2
RFC 2108 ... 5-2
RMON ... 5-1

router, default ... 6-25
router, gateway ... 2-6

router,default ... 2-3
RS-232 ... 1-3,2-2

S

security ... 1-2, 4-10, 6-37, 6-47
security information ... 6-9
Security Intruder log
about ... 6-17
intruder address ... 6-18
manager intrusions ... 6-18
number of violations displayed ... 6-18
port information ... 6-18
port intrusions ... 6-18
SNMP security information ... 6-18
violation time ... 6-18
violator address ... 6-18
Security Intruder Log screen ... 6-5
security policy ... 6-50
security-flashing LED, clear ... 6-20
segment status ... 6-10
segments, external connection ... 6-45
serial number ... 6-7, 6-41
Serial Timeout screen ... 6-37
severity of intrusions ... 6-18
SNMP ... 2-1, 5-1, 6-29
configure ... 5-3
IP address ... 5-1
traps ... 5-1
vl agent ... 5-1
SNMP agent ... 6-18
SNMP communities ... 5-3
SNMP management ... 5-1
SNMP public community ... 5-2
SNMP v2 Notifications ... 5-1
SNMP, configuration ... 5-3
spikes ... 6-11
standard MIB ... 5-1
status bar ... 4-24
Subnet Mask ... 6-24
subnet mask ... 2-1, 6-23
Support URL window ... 6-75
system contact ... 6-6, 6-40
system location ... 6-6, 6-40
system name ... 6-6, 6-40
system requirements,
web browser interface ... 4-2
system up time ... 6-7, 6-41
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T

Telent Enable/Disable screen ... 6-35
Telnet ... 1-3, 3-5, 3-7
accessing the hub console ... 3-2
Telnet console session
establishing ... 3-6
Telnet Enable/Disable screen ... 6-22
terminal emulator,
configuration ... 3-3
TFTP OS download ... 6-70
threshold setting ... 5-2
thresholds ... 4-16
time to live ... 2-3, 6-24
topology limitations ... 7-2
TopTools system requirements ... 1-1
TopTools access ... 4-3
Total Octets ... 6-14
Total Packets ... 6-14
traffic monitoring ... 5-2
troubleshooting ... 4-18, 6-45-6-46, 7-1
using the Diagnostics options ... 6-60

U

unauthorized access ... 3-7
unauthorized device ... 6-18
unauthorized manager ... 6-18

URL... 4-10

URL, management and support ... 6-75
user name

creating from the web browser interface ... 6-32

manager ... 6-32
operator ... 6-32
overwrite ... 4-8

using for browser or console access ... 4-7

using the passwords ... 4-9

usrnames

utilization, thresholds ... 4-16

Utlization attribute, Gauges area ... 4-13

\Y

Valid Packets counter ... 6-12

version, OS ... 6-73

very long events ... 6-12

very long packets ... 6-12

violation time, Security Intruder log ... 6-18

violator address
Security Intruder log ... 6-18

w

warranty ... ii

web agent, advantages ... 1-2

web agent enabled ... 4-1

web browser interface ... 2-1
access parameters ... 4-7
advantages ... 1-2
backup links, configuring ... 6-54
bridge enable/disable ... 6-46
browse hub configuration ... 6-67
clear port intrusion LED ... 6-21
configuration, support URL ... 4-10
disable access ... 4-1
enabling ... 4-3
first-time install ... 4-6
first-time tasks ... 4-6
help via TopTools ... 4-10
IP addressing ... 6-25
management server URL ... 4-10
online help ... 4-10
online help, inoperable ... 4-11
password ... 4-8
password lost ... 4-9
password, setting ... 4-8
port security, configuring ... 6-48
port state color key ... 6-44
port status ... 6-10
ports, enable/disable ... 6-43
security ... 4-1
security intruder log ... 6-19
segment status ... 6-10
URL default ... 4-11
user name ... 4-8

Web enable/disable screen ... 6-36

web site, HP ... 5-2

Windows 95 ... 2-2

Windows NT ... 2-2

world wide web site ... 5-2

Write privileges ... 6-28

X
Xon/Xoff ... 3-3
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