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Release Notes:
Version E.10.27 Software
for the ProCurve Series 5300xl Switches

Release E.10.27 supports these switches:

ProCurve Switch 5304x1 (J4850A)

ProCurve Switch 5308x1 (J4819A)

ProCurve Switch 5348xl1 (J4849A) — 48-port (10/100) bundle in Switch 5304x1 chassis
ProCurve Switch 56372x1 (J4848A) — 72-port (10/100) bundle in Switch 5308x1 chassis
ProCurve Switch 5304x1-32G (J8166A) — 32-port (10/100/1000) bundle in 5304x1 chassis
ProCurve Switch 5308x1-48G (J8167A) — 48-port (10/100/1000) bundle in 5308x1 chassis

These release notes include information on the following:

m  Downloading Switch Documentation and Software from the Web (page 1)

m Clarification of operating details for certain software features (page 7)

m  Software enhancements available in releases E.10.02, E.09.22,E.08.xx, and E.07.xx (page 12)
m A listing of software fixes included in releases E.06.xx through E.10.27 (page 85)

FEC, CDP Removal

Starting with Software version E.10.09, FEC trunks (Cisco Systems’ FastEtherChannel for aggregated links) are
no longer supported, and generation of CDP (Cisco Discovery Protocol) packets are no longer supported. In
their place are IEEE standards based LACP aggregated links (as well as statically configured trunks) and
generation of LLDP packets for device discovery. For more information, please see:
ftp://ftp.hp.com/pub/networking/software/LLDP-and-LACP-statement.pdf.

Boot ROM Update Required

If your 5300xI is currently running software version E.07.37 or earlier, you must update the Boot ROM by loading
and booting software version E.07.40 before installing switch software revisions later than E.07.40.

Caution

The startup-config file saved under version E.10.xx or greater is backward-compatible with version
E.08.xx, butis NOT backward-compatible with E.07.xxor earlier software versions. Users are advised
to save a copy of any pre-E.08.xx startup-config file BEFORE UPGRADING to E.08.xx or greater, in

case there is ever a need to revert to pre-E.08.xx software. For instructions on copying the startup-
config file, see Appendix A in the Management and Configuration Guide, available on the ProCurve
Networking Web site: http:\\www.procurve.com. Click on Technical Support, then Product Manuals.
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Software Updates

Check the ProCurve Networking Web site frequently for free software updates for the various
ProCurve switches you may have in your network.

Downloading Switch Documentation and Software from the
Web

You can download software updates and the corresponding product documentation from HP’s
ProCurve web site as described below.
To Download a Software Version:
1. Go to the ProCurve Networking Web site at:
http://www.procurve.com.

2. Click on Software updates (in the sidebar).
3. Under Latest software, click on Switches.
To Download Product Documentation: You will need the Adobe® Acrobat® Reader to view,
print, and/or copy the product documentation.
1. Go to HP’s ProCurve web site at http://www.procurve.com.

Click on Technical support, then Product manuals.

2

3. Click on the name of the product for which you want documentation.
4. On the resulting web page, double-click on a document you want.

5

When the document file opens, click on the disk icon [F] in the Acrobat® toolbar and save a
copy of the file.
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Downloading Software to the Switch

Caution

The startup-config file generated by the latest software release may not be backward-compatible with
the same file generated by earlier software releases. Refer to “Boot ROM Update Required” on the
front page.

HP periodically provides switch software updates through the ProCurve Networking Web site
http://www.precurve.com). After you acquire the new software file, you can use one of the following
methods for downloading it to the switch:

m For a TFTP transfer from a server, do either of the following:

e (Click on Download 0S in the Main Menu of the switch’s menu interface and use the
(default) TFTP option.

e Use the copy titp command in the switch’s CLI (see below).

m  For an Xmodem transfer from a PC or Unix workstation, do either of the following:

¢ Click on Download 0S in the Main Menu of the switch’s menu interface and select the
Xmodem option.

e Use the copy xmodem command in the switch’s CLI (page 4).
Use the download utility in ProCurve Manager Plus.
A switch-to-switch file transfer

Note

Downloading new software does not change the current switch configuration. The switch configu-
ration is contained in a separate file that can also be transferred, for example, for archive purposes
or to be used in another switch of the same model.

This section describes how to use the CLI to download software to the switch. You can also use the
menu interface for software downloads. For more information, refer to the Management and
Configuration Guide for your switch.
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TFTP Download from a Server
Syntax:  copy tftp flash <ip-address> <remote-os-file> [ < primary | secondary > ]
Note that if you do not specify the flash destination, the TFTP download defaults to the primary flash.

For example, to download a software file named E_10_2x.swifrom a TFTP server with the IP address
of 10.28.227.103:

1. Execute the copy command as shown below:

HPswitch # copy tftp flash 10.28.227.103 E 10 2x. swi
The primary OS image will be deleted. continue [y/n]? Y
03125K

2. When the switch finishes downloading the software file from the server, it displays the progress
message:

Validating and Writing System Software to FLASH..

When the CLI prompt re-appears, the switch is ready to reboot to activate the downloaded
software

3. Reboot the switch.

After the switch reboots, it displays the CLI or Main Menu, depending on the Logon Default setting
last configured in the menu’s Switch Setup screen.
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Xmodem Download From a PC or Unix Workstation

This procedure assumes that:

m The switch is connected via the Console RS-232 port on a PC operating as a terminal. (Refer to
the Installation Guide you received with the switch for information on connecting a PC as a
terminal and running the switch console interface.)
The switch software is stored on a disk drive in the PC.
The terminal emulator you are using includes the Xmodem binary transfer feature. (For example,
in the Microsoft Windows NT® terminal emulator, you would use the Send File option in the
Transfer drop-down menu.)

Syntax: copy xmodem flash < unix | pc >

For example, to download a software file from a PC:

1.

To reduce the download time, you may want to increase the baud rate in your terminal emulator
and in the switch to a value such as 57600 bits per second. (The baud rate must be the same in
both devices.) For example, to change the baud rate in the switch to 57600, execute this
command:

HPswitch (config)# console baud-rate 57600
(If you use this option, be sure to set your terminal emulator to the same baud rate.)

Execute the following command in the CLI:

ProCurve # copy xmodem flash primary
The primary OS image will be deleted. continue [y/n]? Y
Press ‘enter’ and start XMODEM on your host

Execute the terminal emulator commands to begin the Xmodem transfer. The download can take
several minutes, depending on the baud rate used in the transfer.

Reboot the switch.

After the switch reboots, it displays the CLI or Main Menu, depending on the Logon Default setting
last configured in the menu’s Switch Setup screen.

Use the following command to confirm that the software downloaded correctly:
HPswitch> show system
Check the Firmware revision line to verify that the switch cownloaded the new software.
If you increased the baud rate on the switch (step 1), use the same command to return it to its

previous setting. (HP recommends a baud rate of 9600 bits per second for most applications.)
Remeber to return your terminal emulator to the same baud rate as the switch.
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Saving Configurations While Using the CLI
The switch operates with two configuration files:

m  Running-Config File: Exists in volatile memory and controls switch operation. Rebooting
the switch erases the current running-config file and replaces it with an exact copy of the
current startup-config file. To save a configuration change, you must save the running
configuration to the startup-config file.

m Startup-Config File: Exists in flash (non-volatile) memory and preserves the most recently-
saved configuration as the “permanent” configuration. When the switch reboots for any
reason, an exact copy of the current startup-config file becomes the new running-config file
in volatile memory.

When you use the CLI to make a configuration change, the switch places the change in the running-
config file. If you want to preserve the change across reboots, you must save the change to the startup-
config file. Otherwise, the next time the switch reboots, the change will be lost. There are two ways
to save configuration changes while using the CLI:

m Execute write memory from the Manager, Global, or Context configuration level.

m  When exiting from the CLI to the Main Menu, press [Y] (for Yes) when you see the “Do you
want to save current configuration [y/n] ?” prompt.

ProCurve Switch Software Key

Software ProCurve Switch, Routing Switch, or Router
Letter

C 1600M, 2400M, 2424M, 4000M, and 8000M

CY Switch 8100fl Series (8108fl and 8116fl)

E Switch 5300x! Series (5304xI, 5308xI, 5348x|, and 5372xI)

F Switch 2500 Series (2512 and 2524), Switch 2312, and Switch 2324
G Switch 4100gl Series (4104gl, 4108gl, and 4148gl)
H

Switch 2600 Series, Switch 2600-PWR Series: H.07.81 and earlier, or H.08.55 and greater,
Switch 2600-8-PWR requires H.08.80 or greater.

H Switch 6108: H.07.xx and earlier

I Switch 2800 Series (2824 and 2848)

Secure Router 7000dI Series (7102dl and 7203dl)

Switch 4200v! Series (4204vl, 4208vl, 4202vI-72, and 4202vI-48G)

Switch 3400c| Series (3400-24G and3400-48G) and Series 6400c| (CX4 6400c|-6XG and X2 6400c|-6XG)

N/A Switch 9408sl, Switch 9300 Series (9304M, 9398M, and 9315M), Switch 6208M-SX and Switch 6308M-SX
(Uses software version number only; no alphabetic prefix. For example 07.6.04.)

= r o
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Minimum Software Versions for Series 5300x] Switch
Features

For Software Features. To view a tabular listing of major switch software features and the
minimum software version each feature requires:

1. Visit the ProCurve Networking Web site at http://www.procurve.com.
2. Click on software.

3. Click on Minimum Software Version Required by Feature.

If you are viewing this publication online, just click on step 3 to go directly to the Minimum Software
information.

For Switch 5300x1 Hardware Accessories.

ProCurve Device Minimum Supported
Software Version
J4820A 24-Port 10/100-TX Module E.05.04
J4821A 4-Port 100/1000-T Module E.05.04
J4839A Redundant Power Supply (RPS) E.05.04
J4852A 12-Port 100-FX MTRJ Module E.06.10
J4878A 4-Port Mini-GBIC Module E.05.04
J4858A Gigabit-SX-LC Mini-GBIC E.05.04
J4859A Gigabit-LX-LC Mini-GBIC E.05.04
J4860A Gigabit-LH-LC Mini-GBIC E.06.01
J8161A 24-Port 10/100-TX PoE Module E.08.22
J4907A 16-Port 10/100/1000-T Module E.08.42
J8162A Access Controller xl Module E.09.21
J8177B 1000Base-T Mini-GBIC E.09.22
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Clarifications

LLDP and LACP

Starting with Software version E.10.10, FEC trunks (Cisco Systems’ FastEtherChannel for aggregated
links) are no longer supported, and generation of CDP (Cisco Discovery Protocol) packets are no
longer supported. In their place are IEEE standards-based LACP aggregated links (as well as
statically configured trunks) and generation of LLDP packets for device discovery.

For more information, please see: ftp:/ftp.hp.com/pub/networking/software/LLDP-and-LACP-statement.pdf.

Non-Genuine Mini-GBIC Detection and Protection Initiative

Non-genuine ProCurve Transceivers and Mini-GBICs have been offered for sale in the marketplace.
To protect customer networks from these unsupported products, starting with release E.09.22,
ProCurve switch software includes the capability to detect and disable non-genuine transceivers and
mini-GBICs discovered in Series 5300x1 Switch ports. When a non-genuine device is discovered, the
switch disables the port and generates an error message in the Event Log.

Mesh Design Optimization

Mesh performance can be enhanced by using mesh designs that are as small and compact as possible
while still meeting the network design requirements. The following are limits on the design of meshes
and have not changed:

1. Any switch in the mesh can have up to 24 meshed ports.

2. A mesh domain can contain up to 12 switches.

3. Up to b inter-switch meshed hops are allowed in the path connecting two nodes.
4

A fully interconnected mesh domain can contain up to 5 switches.

Mesh performance can be optimized by keeping the number of switches and the number of possible
paths between any two nodes as small as possible. As mesh complexity grows, the overhead
associated with dynamically calculating and updating the cost of all of the possible paths between
nodes grows exponentially. Cost discovery packets are sent out by each switch in the mesh every 30
seconds and are flooded to all mesh ports. Return packets include a cost metric based on inbound
and outbound queue depth, port speed, number of dropped packets, etc. Also, as mesh complexity
grows, the number of hops over which a downed link has to be reported may increase, thereby
increasing the reconvergence time.
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The simplest design is the two-tier design because the number of possible paths between any two
nodes is kept low and any bad link would have to be communicated only to it's neighbor switch.

As shown here, meshing
allows multiple redundant Switch 1 Switch 2
links between switches in the
domain, and more than one
link is allowed between any
two switches in the domain.

Note also that a switch can
have up to 24 ports configured
for meshing.

Switch 3 | | Switch 4 | | Switch5 | | Switch 6 | | Switch 7 | | Switch 8

Figure 1. Example of a Two-Tier Mesh Design

Other factors affecting the performance of mesh networks include the number of destination
addresses that have to be maintained, and the overall traffic levels and patterns. However a
conservative approach when designing new mesh implementations is to use the two-tier design and
limit the mesh domain to eight switches where possible.

For more information, refer to the chapter titled “Switch Meshing” in the Advanced Traffic Manage-
ment Guide for your switch.

General Switch Traffic Security Guideline

Where the switch is running multiple security options, it implements network traffic security based
on the OSI (Open Systems Interconnection model) precedence of the individual options, from the
lowest to the highest. The following list shows the order in which the switch implements configured
security features on traffic moving through a given port.

1. Disabled/Enabled physical port

2. MAC lockout (Applies to all ports on the switch.)

3. MAC lockdown

4. Port security

5. Authorized IP Managers

6. Application features at higher levels in the OSI model, such as SSH.

(The above list does not address the mutually exclusive relationship that exists among some security
features.)




Clarifications
The Management VLAN IP Address

The Management VLAN IP Address

The optional Management VLAN, if used, must be configured with a manual IP address. It does not
operate with DHCP/Bootp configured for the IP address.

Heavy Memory Usage with PIM-DM

Heavy use of PIM (Many S/G--source-group--flows over many VLANs) combined with other memory-
intensive features, can oversubscribe memory resources and impact overall performance. If available
memory is exceeded, the switch drops any new multicast flows, and generates appropriate log
messages. Corrective actions can include reducing the number of VLANs on the 5300x1 device by
moving some VLANSs to another device, free up system resources by disabling another, non-PIM
feature, and/or moving some hosts to another device. For more information, refer to “Operating
Notes” and “Messages Related to PIM Operation” in the chapter titled “PIM DM (Dense Mode)” in the
Advanced Traffic Management Guide (February, 2004 or later) for the ProCurve Series 5300x1
switches. For more information on PIM-DM operation, refer to the chapter titled “PIM-DM (Dense
Mode)” in the Advanced Traffic Management Guide for the ProCurve Series 5300x1 switches. (To
download switch documentation for software release E.09.xx, refer to “Software Updates” on page 1.)

Change in QoS Priority and Policy Limit

Beginning with software release E.09.22, the switch allows configuration of up to 250 priority and/
or DSCP policy configurations. Attempting to add more than 250 entries generates an error message
in the CLIL.

Heavy use of QoS, combined with other memory-intensive features, can oversubscribe memory
resources and impact overall performance. Updating the switch software from an earlier release in
which more than 250 entries were configured causes the switch to drop any entries in excess of the
first 250 and to generate an event log message indicating this action. For more information, refer to
“QoS Operating Notes” in the chapter titled “Quality of Service (QoS): Managing Bandwidth More
Effectively” in the Advanced Traffic Management Guide for the ProCurve Series 5300x1 switches
(part number 5990-6051, January 2005 or later). Note that the above limit supercedes the limit
indicated in the January 2005 edition of the Advanced Traffic Management Guide. To download
switch documentation for software release E.09.22, refer to “Software Updates” on page 1.

Interoperating with 802.1s Multiple Spanning-Tree

The ProCurve implementation of Multiple Spanning-Tree (MSTP) in software release E.08.xx and
greater complies with the IEEE 802.1s standard and interoperates with other devices running
compliant versions of 802.1s. Note that the ProCurve Series 9300 routing switches do not offer 802.1s-
compliant MSTP. Thus, to support a connection between a 9300 routing switch and a 5300x1 switch
running MSTP, configure the 9300 with either 802.1D (STP) or 802.1w (RSTP). For more information
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on this topic, refer to the chapter titled “Spanning-Tree Operation” in the Advanced Traffic Manage-
ment Guide (part number 5990-6051, January 2005 or later). (To download switch documentation
for software release E.09.22, refer to “Software Updates” on page 1.)

Rate-Limiting

The configured rate limit on a port reflects the permitted forwarding rate from the port to the switch
backplane, and is visible as the average rate of the outbound traffic originating from the rate-limited
port. (The most accurate rate-limiting is achieved when using standard 64-byte packet sizes.) Also,
rate-limiting reflects the available percentage of a port’s entire inbound bandwidth. The rate of
inbound flow for traffic of a given priority and the rate of flow from a rate-limited port to a particular
queue of an outbound port are not measures of the actual rate limit enforced on a port. Also, rate-
limiting is byte-based and is applied to the available bandwidth on a port, and not to any specific
applications running through the port. If the total bandwidth requested by all applications together
is less than the available, configured maximum rate, then no rate-limit can be applied. This situation
occurs with a number of popular throughput-testing software applications, as well as most regular
network applications.

As aperformance consideration, implementing rate-limiting in heavy traffic situations involving QoS,
can affect overall performance. For more information on rate-limiting operation, refer to “Operating
Notes for Rate-Limiting” in the chapter titled “Optimizing Traffic Flow with Port Controls, Port
Trunking, and Filters” of the Management and Configuration Guide (part number 5990-6050, January
2005 or later) for the ProCurve Series 5300x1 switches. (To download switch documentation for
software release E.09.22, refer to “Software Updates” on page 1.)

OS/Web/Java Compatibility Table

The switch web agent supports the following combinations of OS browsers and Java Virtual
Machines:

Operating System Internet Explorer Java
Windows NT 4.0 SP6a 5.00, 5.01
5.01, SP1 Sun Java 2 Runtime Environment:
6.0, SP1 — Version 1.3.1.12
Windows 2000 Pro SP4 5.05, SP2 — Version 1.4.2.05
6.0, SP1
Windows XP Pro SP2 6.0, SP1 Sun Java 2 Runtime Environment:
Windows Server SE 2003 SP1 | 6.0, SP1 — Version 1.5.0.02
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Time Zone Offset

Starting with release E.05.xx, the method of configuring the Time Zone for TimeP or SNTP configu-
ration has been updated. Previous switch software for all ProCurve switches used positive time offset
values for time zones that are West of GMT and negative values for time zones that are East of GMT.
The standards indicate that time zones West of GMT should be designated by negative offset values,
and time zones East of GMT by positive values. Software version E.05.xx updates this configuration
method, but if you use the same values for indicating time zones as you did for previous ProCurve
switches, the time will be set incorrectly on your Series 5300GL switch. For example, for previous
ProCurve switches, the US Pacific time zone was configured by entering +480. With software version
E.05.xx, the US Pacific time zone must now be configured by entering -480.

11
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Enhancements

Unless otherwise noted, each new release includes the features added in all previous releases.

Release E.10.27 Enhancements
MSTP Default Path Cost Controls

Summary: 802.1D and 802.1t specify different default path-cost values (based on interface speed).
These are used if the user hasn't configured a "custom" path-cost for the interface. The default of this
toggle is to use 802.1t values. The reason one might set this control to 802.1D would be for better
interoperability with legacy 802.1D STP (Spanning Tree Protocol) bridges.

To support legacy STP bridges, the following commands (options) have been added to the CLI:
spanning-tree legacy-path-cost — Use 802.1D values for default path-cost

no spanning-tree legacy-path-cost — Use 802.1t values for default path-cost

The “legacy-path-cost” CLI command does not affect or replace functionality of the “spanning-
tree force-version” command. The “spanning-tree force-version” controls whether MSTP will
send and process 802.1w RSTP, or 802.1D STP BPDUs. Regardless of what the “legacy-path-cost”
parameter is set to, MSTP will interoperate with legacy STP bridges (send/receive Config and
TCN BPDUs).

spanning-tree legacy-mode - A “macro” that is the equivalent of executing the “spanning-tree legacy-
path-cost” and “spanning-tree force-version stp-compatible” commands.

no spanning-tree legacy-mode - A “macro” that is the equivalent of executing the “no spanning-tree
legacy-path-cost” and “spanning-tree force-version mstp-compatible” commands.

When either legacy-mode or legacy-path-cost control is toggled, all default path costs will be
recalculated to correspond to the new setting, and spanning tree is recalculated if needed.

Releases E.10.25 and E.10.26 Enhancements

Software fizxes only; no new enhancements.
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Release E.10.24 Enhancements

CLI Port Rate Display

Beginning with release E.10.24 the CLI “show interface [port list]” command includes the port rate in
the display. The rate displayed is the average for a period of 5 minutes, given in bps for 1G ports, or
in Kbps for 10G ports. You can also use the CLI command: show interface port-utilization to display
port-rate over a period of 5 minutes.

Release E.10.03 through E.10.23 Enhancements

Software fixes only; no new enhancements. Versions E.10.11 to E.10.19 were never built.

Release E.10.02 Enhancements

The table below summarizes enhancements made in this release. New features are described in detail
in the sections following the table.

Enhancement Overview

Custom Login Banners  Configurable login banners are now available for console (CLI and Menu interfaces)

for Console and Web and the Web browser interface (page 14).
Browser Access

ECMP (Equal-Cost Multi- 5300xI routers now support optional load-sharing across redundant links where the
path) for Different network offers two, three, or four equal-cost next-hop routes for traffic to different

Subnets Through the subnets. (page 19).
Same Next-Hop Routes

Disable TFTP This feature enables increased security by automatically disabling TFTP and auto-
TFTP when secure FTP (SFTP) is invoked, or allowing a system operator using secure
FTP (SFTP) to disable TFTP operation. This feature also enables a system operator to
manually disable TFTP and/or auto-TFTP (page 21).

Change in the Rate- The syntax of the rate-limiting command included in the switch software has changed
Limiting Command to accomodate the new ICMP rate-limiting feature available with E.10.02 (page 23).
ICMP Rate-Limiting ICMP Rate-Limiting allows a system operator to restrict ICMP traffic to levels that

permit necessary ICMP functions, but throttle additional traffic that may be due to
worms or viruses (reducing their spread and effect). In addition, this preserves
inbound port bandwidth for non-ICMP traffic (page 24).

LLDP-MED LLDP Media Endpoint Discovery provides an extension to LLDP (Link Layer Discover
Protocol) to support VolP deployments. Information on this feature is provided in a
separate publication titled Manual Supplement: LLDP and LLDP-MED for the HP
ProCurve Series 5300xI Switches on the ProCurve website at www.procurve.com.
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Enhancement Overview

RADIUS Accounting The RADIUS accounting features available for 802.1X access to the switch are now

Enhancement available when using Web Authentication and MAC authentication for switch access.
(page 33).

RADIUS-Assigned ACLs  This feature uses RADIUS-assigned, per-port ACLs for Layer-3 filtering of inbound IP
traffic from authenticated clients (page 34).

Custom Login Banners for the Console and Web Browser Interfaces

You can now configure the switch to display a login banner of up to 320 characters when an operator
initiates a management session with the switch through any of the following methods:

m Telnet
m serial connection
m  SSHv2 (SSHvl does not include support for banners.)

m  Web browser

In the factory default configuration, the switch displays the following default banner:

RESTRICTED RIGHTS LEGEND

T=e, duplication, or disclosure by the Government 1= =subject to restrictions
a=z =zet forth in subdivi=ion (b) (3) {(ii) of the Rights in Technical Data and
Computer Software clause at 52 227-7013.

HEWLETT-PACKARD COMPANY. 3000 Hanower St.. Palo Alto. CA 94303

e'd like to keep wvou up to date about: r/‘ Defaultbannerappearing
* Spftware featurs updates with software release

| # New product announcements | E.10.02 and greater.
* Special events

FPassword: |}

Figure 2. The Default Login Banner

Note

The switch’s Web browser interface does not display the default banner.
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Banner Operation with Telnet, Serial, or SSHv2 Access

When a system operator begins a login session, the switch displays the banner above the local
password prompt or, if no password is configured, above the Press any key to continue prompt. Entering
a correct password or, if no password is configured, pressing any key clears the banner from the CLI
and displays the CLI prompt. (Refer to figure 2 on page 14.)

Banner Operation with Web Browser Access

When a system operator uses a Web broswer to access the switch, the text of a non-default banner
configured on the switch appears in a dedicated banner window with a link to the Web agent home
page. Clicking on To Home Page clears the banner window and prompts the user for a password (if
configured). Following entry of the correct username/password information (or if no username/
password is required), the switch then displays either the Registration page or the switch’s home
page. Note that if the banner feature is disabled or if the switch is using the factory-default banner
shown in figure 2, then the banner page does not appear in the Web browser when an operator
initiates a login session with the switch.

Configuring and Displaying a Non-Default Banner

You can enable or disable banner operation using either the switch’s CLI or an SNMP application.
The steps include:

1. Enable non-default banner operation and define the endpoint delimiter for the banner.
2. Enter the desired banner text, including any specific line breaks you want.

3. Enter the endpoint delimiter.
4

Use show banner motd to display the current banner status.

Syntax: banner motd < delimiter >
no banner motd

This command defines the single character used to terminate the banner text and
enables banner text input. You can use any character except a blank space as a
delimiter. The no form of the command disables the login banner feature.

< banner-text-string >

The switch allows up to 320 banner characters, including blank spaces and
CR-LF ([Enter]). (The tilde “ ~“ and the delimiter defined by hanner motd
<delimiter> are not allowed as part of the banner text.) While entering banner
text, you can backspace to edit the current line (that is, a line that has not
been terminated by a CR-LF.) However, terminating a line in a banner by
entering a CR-LF prevents any further editing of that line. To edit a line in
a banner entry after terminating the line with a CR-LF requires entering the
delimiter described above and then re-configuring new banner text.

The banner text string must terminate with the character defined by banner
motd < delimiter >.
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Example of Configuring and Displaying a Banner

Suppose a system operator wanted to configure the following banner message on her company’s
5300x1 switches:

This is a private system maintained by the

Allied wWidget Corporation.
Unauthorized use of this system can result in

civil and criminal penalties!

In this case, the operator will use the [Enter] key to create line breaks, blank spaces for line centering,
and the % symbol to terminate the banner message.

FroCurve{config)# banner motd X
Enter TEXT message. End with the character'X'

Thi= 1= a private sy=stem maintained by the
Allied Widget Corporation.
Tnauthorized use of this svstem can result in
civil and criminal penaltieslik

ProCurve{config)d wvrite mnemory

Figure 3. Example of Configuring a Login Banner

To view the current banner configuration, use either the show banner motd or show running command.

ProCurve (config)# show banner motd
Banner Information

Banner status: Enabled
Configured Banner:

This is a private system maintained by the
Allied Widget Corporation.
Unauthorized use of this system can result in
civil and criminal penalties!

Figure 4. Example of show banner motd Output
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ProCurve(config)# show running

Funning configuration:

J48504 Configuration Editor; Created on release #E.10.02

hostname "ProCurwe"
mnodule 1 type J8161A

mnodule 2 type J3l61lA
shnp—s=erver community "hotpublic” Unrestricted

vlan 1

name "DEFAULT VLANH" Showsmgcunembannm
untagqged Al-424, Bl-B24 configuration.
ip address dhcp-bootp

_e=it !
Thi= i= a private system maintained by the '

A4llied Widget Corporation.
Thauthorized use of this system can result in
civil and criminal penalties!” N

L
pa=sword manager

password operator

Figure 5. The Current Banner Appears in the Switch’s Running-Config File

The next time someone logs onto the switch’s management CLI, the following appears:

Copyright (C) 1991-2005 Hewlett—Packard Co. All Right= Reserwed.
RESTRICTED EIGHTS LEGENWD

U=ze, duplication, or disclosure by the Government is subject to restrictions
az =et forth in subdivi=ion (b)) (3) (11) of the Right=s in Technical Data and

Computer Software clause at 52 227-7013.
CA 94303

'_ . .
Thi=z iz a private system maintained by the Thebgmscmendwmawthe
| Allied Widget Corporation. | -«+————— configured banner.

Tnauthorized use of this system can result in Entering a correct password
| civil and criminal penalties! | )
clears the banner and displays

- the CLI prompt.

HEWLETT-PACKARD COMPANY. 3000 Hanower St.. Palo Alto,

Passzword: |

Figure 6. Example of CLI Result of the Login Banner Configuration
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If someone uses a Web browser to log in to the switch interface, the following message appears:

This 15 a private system maintained by the
Allied Widget Corporation.
Unauthorized use of this system can result in
civil and criminal penalties

To Hotne Page

Figure 7. Example of Web Browser Interface Result of the Login Banner Configuration

Operating Notes

The default banner appears only when the switch is in the factory default configuration.
Using no banner motd deletes the currently configured banner text and blocks display of the
default banner. The default banner is restored only if the switch is reset to its factory-default
configuration.

The switch supports one banner at any time. Configuring a new banner replaces any former
banner configured on the switch.

If the switch is configured with ssh version 1 or ssh version 1-or-2, configuring the banner sets
the SSH configuration to ssh version 2 and displays the following message in the CLI:

Warning: SSH version has been set to v2.

If a banner is configured, the switch does not allow configuration with ssh version 1 or ssh
version 1-or-2. Attempting to do so produces the following error message in the CLI:

Banner has to be disabled first.

If a banner is enabled on the switch, the Web browser interface displays the following link
to the banner page:

Notice to all users
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OSPF Equal-Cost Multipath (ECMP) for Different Subnets Available
Through the Same Next-Hop Routes

Using software prior to release E.10.xx, if different subnet destinations in an OSPF network are
reachable through a set of equal-cost next-hop routes, the router chooses the same next-hop route
for traffic to all of these destinations. Beginning with software release E.10.xx, 5300x] routers support
optional load-sharing across redundant links where the network offers two, three, or four equal-cost
next-hop routes for traffic to different subnets. (All traffic for different hosts in the same subnet goes
through the same next-hop router.)

For example, in the OSPF network shown below, IP load-sharing is enabled on router “A”. In this
case, OSPF calculates three equal-cost next-hop routes for each of the subnets and then distributes
per-subnet route assignments across these three routes.

Equal-Cost Next-Hop Routes ’ /
1 10.1.0.0/16 10.2.0.0/16

[ o

N 0
-
Router “1"

10.42.0.0/16

Figure 8. Example of Load-Sharing Traffic to Different Subnets Through Equal-Cost Next-Hop Routers

Table 1. Example of a Routing Table for the Network in Figure 8

Destination Subnet Router “A” Next Hop
10.1.0.0/16 Router “C”
10.2.0.0/16 Router “D”
10.3.0.0/16 Router “B”
10.32.0.0/16 Router “B”
10.42.0.0/16 Router “D”

Note that IP load-sharing does not affect routed traffic to different hosts on the same subnet. That
is, all traffic for different hosts on the same subnet will go through the same next-hop router. For
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example, if subnet 10.32.0.0 includes two servers at 10.32.0.11 and 10.32.0.22, then all traffic from
router “A” to these servers will go through router “B”.

Syntax: [no]ip load-sharing<2-4>

When OSPF is enabled and multiple, equal-cost, next-hop routes are available for
traffic destinations on different subnets, this feature, by default, enables load-
sharing among up to four next-hop routes. The no form of the command disables
this load-sharing so that only one route in a group of multiple, equal-cost, next-
hop routes is used for traffic that could otherwise be load-shared across multiple
routes. For example, in figure 8 on page 19, the next-hop routers “B”, “C”, and “D”
are available for equal-cost load-sharing of eligible traffic. Disabling IP load-
sharing means that router “A” selects only one next-hop router for traffic that is
actually eligible for load-sharing through different next-hop routers. (Default:
Enabled with four equal-cost, next-hop routes allowed)

Note: In the default configuration, IP load-sharing is enabled by default. However,
it has no effect unless IP routing and OSPF are enabled.

<1-4>

Specifies the maximum number of equal-cost next hop paths the router allows.
(Range: 2 - 4; Default: 4)

Displaying the Current IP Load-Sharing Configuration

Use the show running command to view the currently active IP load-sharing configuration, and show
config to view the IP load-sharing configuration in the startup-config file. (While in its default
configuration, IP load-sharing does not appear in the command output.) If IP load sharing is
configured with non-default settings (disabled or configured for either two or three equal-cost next-
hop paths), then the current settings are displayed in the command output.

HP ProCurve Switch 5304XL(config)# show running
Running configuration:

; J4850A Configuration Editor; Created on
release #E.10.00

hostname "HP ProCurve Switch 5304XL"
module 1 type J4820A
snmp-server community "public" Unrestricted
vlan 1
name "DEFAULT_ VLAN"

untagged Al-A24 Indicates a non-default IP load-sharing configuration

allowing three equal-cost next-hop paths for routed traffic

1p'address dhcp-bootp with different subnet destinations. If the routeris configured
_exit with the default IP load-sharing configuration, IP load-
[ip load-sharing 3! sharing does not appear in the show config or show running
access-controller vlan-base 2000 command output.

Figure 9. Displaying a Non-Default IP Load-Sharing Configuration
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Disable TFTP and Auto-TFTP for Enhanced Security

Beginning with software release E.10.02, using the ip ssh filetransfer command to enable Secure FTP
(SFTP) automatically disables TFTP and auto-TFTP (if either or both are enabled).

ProCurve (config)# ip ssh filetransfer Enabling SFTP automatically disables TFTP

ETftp and auto-tftp have been disabl%df””—andaM&ﬁmanddwmathSmeﬁmg&

ProCurve (config)# sho run
Running configuration:
; J4850A Configuration Editor; Created on release #E.10.02

hostname "ProCurve"
module 1 type J8161A
module 2 type J8161A
vlian 1
name "DEFAULT_VLAN"
untagged Al-A24,B1-B24
ip address 10.28.234.176 255.255.240.0

exit
p ssh filetransfer Viewinath . . ro———
_ -+ |eW|ngt econ |gurat|0ns ows that IS
o tftp-emable = | enabled and TFTP is disabled.

password manager
password operator

Figure 10. Example of Switch Configuration with SFTP Enabled

If you enable SFTP, then later disable it, TFTP and auto-TFTP remain disabled unless they are
explicitly re-enabled.
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Operating Rules

The TFTP feature is enabled by default, and can be enabled or disabled through the CLI, the
Menu interface, or an SNMP application. Auto-TFTP is disabled by default and must be
configured through the CLL

FroCurve

Cancel changes and return to previous screen.
T=z= arrow kevs to change action =election and <Enter: to execute action.

=========================— CQONSOLE — HAHACER MODE —============================
Syitch Configuration — System Information

Sy=tem Name : ProCurve
Sy=tem Contact
Sy=ten Location

Inactivity Timeout {(min) [0] : 0 HAC Age Time (=sec) [300] . 300
Inbound Telnet Enabled [Yes] | Yes Web Agent Enabled [Ye=s] : Yes
Time Sync Method [Hone] : TIHEPR

TimeP Mode [Disabled] :<EiEEE£§§____———EnaNeﬂDBaMesTﬂP

Tttp-enable [Yes] : Yes Note: If SFTP is enabled, this field will be set to No. You

Time Zone [0] : 0 cannot use this field to enable TFTP if SFTP is enabled.

Daylight Time Rule [Hone] : Hone Attempting to do so produces an Inconsistent value
message in the banner below the Actions line.

Actions—>

Edit Save Help

Figure 11. Using the Menu Interface To Disable TFTP

While SFTP is enabled, TFTP and auto-TFTP cannot be enabled from the CLI. Attempting to
enable either non-secure TFTP option while SFTP is enabled produces one of the following
messages in the CLI:

SFTP must be disabled before enabling tftp.
SFTP must be disabled before enabling auto-tftp.

Similarly, while SFTP is enabled, TFTP cannot be enabled using an SNMP management applica-
tion. Attempting to do so generates an “inconsistent value” message. (An SNMP management
application cannot be used to enable or disable auto-TFTP.)

To enable SFTP by using an SNMP management application, you must first disable TFTP and,
if configured, auto-TFTP on the switch. You can use either an SNMP application or the CLI
to disable TFTP, but must use the CLI to disable auto-TFTP. The following two CLI commands
disable TFTP and auto-TFTP on the switch.
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Syntax: no tftp-enable

This command disables all TFTP operation on the switch except for the auto-TFTP
Sfeature. To re-enable TFTP operation, use the tftp-enable command. When TFTP is
disabled, the instances of tftp in the CLI copy command and the Menu interface
“Download OS” screen become unavailable.

Note: This command does not disable auto-TFTP operation. To disable an auto-
TFTP command configured on the swiltch, use the no auto-tftp command described
below to remove the command entry from the switch’s configuration.

Syntax: no auto-tftp

If auto-TFTP is configured on the switch, this command deletes the auto-titp entry

Sfrom the switch configuration, thus preventing auto-iftp operation if the switch
rebools.

Note: This command does not affect the current TFTP-enable configuration on the
switch.

Change in the Rate-Limiting CLI Command

Beginning with software release E.10.02, the syntax of the rate-limiting command included in the
switch software has changed to accomodate the new ICMP rate-limiting feature available with E.10.02
(page 24).

Syntax: [no]int < port-list> rate-limit < 0..100 >

This command syntax applies to software releases prior to E.10.xx, and applies to inbound
rate-limiting of all traffic received on a specific port.

Syntax: [no]int < port-list> rate-limit < all licmp > <0..100 >

This command syntax replaces the above rate-limit command and includes options

JSor rate-limiting of either all inbound traffic on a port or just the inbound ICMP
traffic on a port.

m Formore information on rate-limiting all traffic inbound on a port, refer
to the section titled “Rate-Limiting” in the chapter titled “Port Traffic
Controls” in the Management and Configuration Guide for your switch.

m Forinformation on rate-limiting only the inbound ICMP traffic on a port,
refer to “ICMP Rate-Limiting” on page 24 in this publication.
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ICMP Rate-Limiting

In IP networks, ICMP messages are generated in response to either inquiries or requests from routing
and diagnostic functions. These messages are directed to the applications originating the inquiries.
In unusual situations, if the messages are generated rapidly with the intent of overloading network
circuits, they can threaten network availability. This problem is visible in denial-of-service (DoS)
attacks or other malicious behaviors where a worm or virus overloads the network with ICMP
messages to an extent where no other traffic can get through. (ICMP messages themselves can also
be misused as virus carriers). Such malicious misuses of ICMP can include a high number of ping
packets that mimic a valid source IP address and an invalid destination IP address (spoofed pings),
and a high number of response messages (such as Destination Unreachable error messages) gener-
ated by the network. ICMP Rate-Limiting provides a method for limiting the amount of bandwidth
that may be utilized for inbound ICMP traffic on a switch port or trunk. This feature allows users to
restrict ICMP traffic to levels that permit necessary ICMP functions, but throttle additional traffic
that may be due to worms or viruses (reducing their spread and effect). In addition, this preserves
inbound port bandwidth for non-ICMP traffic.

Terminology

All-Traffic Rate-Limiting: Applies arate-limit to all inbound traffic, including ICMP traffic, received
on an interface.

ICMP Rate-Limiting: Applies a rate-limit to all inbound ICMP traffic received on an interface, but
does not limit other types of inbound traffic.

Spoofed Ping: An ICMP echo request packet intentionally generated with a valid source IP address
and an invalid destination IP address. Spoofed pings are often created with the intent to
oversubscribe network resources with traffic having invalid destinations.

Effect of ICMP Rate-Limiting

ICMP rate-limiting generally allows only a specified percentage of an interface’s inbound bandwidth
to be used for ICMP traffic. As a result, inbound bandwidth is preserved for non-ICMP traffic and the
port or trunk throttles any sudden flood of inbound ICMP traffic that may be due to a worm or virus
attack (or any other cause). Notice that ICMP rate-limiting does not throttle non-ICMP traffic. In
cases where you want to throttle both ICMP traffic and all other inbound traffic on a given interface,
you can configure both ICMP rate-limiting and all-traffic rate-limiting.
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Caution

The ICMP protocol is necessary for routing, diagnostic, and error responses in an IP network. ICMP
rate-limiting is primarily used for throttling worm or virus-like behavior, and should normally be
configured to allow one to five per cent of available inbound bandwidth to be used for ICMP traffic.
This feature should not be used to remove all ICMP traffic from a network.

Note

Because all-traffic rate-limiting and ICMP rate-limiting operate similarly, the CLI command for the
all-traffic version of rate-limiting has been modified for compatibility with the ICMP rate-limiting CLI
command. Beginning with software release E.10.02, these commands appear in the following format:

rate-limit [ all | icmp ]

For more on all-traffic rate-limiting, refer to the chapter titled “Port Traffic Controls” in the Manage-
ment and Configuration Guide for your switch (January 2005 or greater).

Network Application. Apply ICMP rate-limiting on all connected interfaces on the switch to
effectively throttle excessive ICMP messaging from any source. On edge interfaces, where ICMP
traffic should be minimal, a threshold of 1% of available bandwidth should be sufficient for most
applications. On core interfaces, such as switch-to-switch and switch-to-router, a maximum threshold
of 5% should be sufficient for normal ICMP traffic. (“Normal” ICMP traffic levels should be the
maximums that occur when the network is rebooting.)
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Figure 12. Example of ICMP Rate-Limiting

ICMP Rate-Limiting Operation. ICMP rate-limiting operates on an interface (per-port or per-
trunk) basis to allow, on average, the highest expected amount of legitimate, inbound ICMP traffic.
For example, if a 100 Mbps port negotiates a link to another switch at 100 Mbps and is ICMP rate-
limit configured at 5%, then the inbound ICMP traffic flow through that port is limited to 56 Mbps.
Similarly, if the same port negotiates a 10 Mbps link, then it allows 0.5 Mbps of inbound traffic. (For
more on performance under varying operating conditions, refer to “Operating Notes for ICMP Rate-
Limiting” on page 30.) If an interface experiences an inbound flow of ICMP traffic in excess of its
configured limit, the switch generates a log message and an SNMP trap (if an SNMP trap receiver is
configured).

Applying ICMP Rate-Limiting to a Port Trunk. These rules apply to ICMP rate-limiting when
applied to a trunk:

m  The configured ICMP traffic limit is applied as a percentage of all traffic inbound on the trunk.

m  ICMP rate-limiting is only supported on a port trunk where all members of the trunk are in
the same module slot. ICMP rate-limiting is not supported on trunks having members in
multiple module slots.

m  All ports belonging to a trunk configured for ICMP rate-limiting operate according to the
trunk configuration, regardless of the ICMP rate-limiting state that existed on the port prior
to its being added to the trunk. (While a port is in a trunk, any ICMP rate-limiting previously
configured for that port is suspended, but remains in the switch configuration.)

m  Removing a port from a trunk returns the port to whatever ICMP rate-limiting state existed
on the port before it was put into the trunk.
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Note

A rate-limited trunk should include only ports on the same slot/module. A rate-limited trunk
configured across module boundaries is not supported and produces unpredictable rate-limiting
operation and results.

Using Both ICMP and All-Traffic Rate-Limiting on an Interface. ICMP and all-traffic rate-lim-
iting can be configured on the same interface. All-Traffic rate-limiting applies to all inbound traf-
fic(including ICMP traffic), while ICMP rate-limiting applies only to inbound ICMP traffic.

Note that if the inbound, all-traffic load on an interface meets or exceeds the current all-traffic rate-
limit while the ICMP traffic rate-limit on the same interface has not been reached, then all excess
traffic will be dropped, including any inbound ICMP traffic above the all-traffic limit (regardless of
whether the ICMP rate-limit has has been reached). Suppose, for example:

m  The all-traffic limit on port “X” is configured at 55% of the port’s bandwidth.

m  The ICMP traffic limit on port “X” is configured at 2% of the port’s bandwidth.
If at a given moment:

m inbound ICMP traffic on port “X” is using 1% of the port’s bandwidth, and

m inbound traffic of all types on port “X” demands 61% of the ports’s bandwidth,

then all inbound traffic above 55% of the port’s bandwidth, including any additional ICMP traffic will
be dropped as long as all inbound traffic combined on the port demands 55% or more of the port’s
bandwidth.

Note

Under network stress conditions, an interface may allow occasional bursts of inbound ICMP traffic
forwarding that exceed the interface’s configured ICMP traffic rate. Refer to “ICMP Rate-Limit
Imposes an Average Bandwidth Limit” on page 31.
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Configuring Inbound Rate-Limiting. This command controls inbound usage of a port by setting
a limit on the bandwidth available for inbound traffic.

Syntax: [no] int < port- list| trunk-list> rate-limiticmp < 0..100 >

Configures inbound ICMP traffic rate limiting. You can

configure a rate limit from either the global configuration

level (as shown above) or from the interface context level. The

no form of the command disables ICMP rate-limiting on the

specified interface(s). (Default: Disabled.)

1-99: Values in this range allow ICMP traffic as a percentage
of the bandwidth available on the interface.

0 : This value causes an interface to drop all incoming ICMP
traffic, and is not recommended. Refer to the Caution on
page 25.

Note: ICMP Rate-Limiting is not supported on meshed ports.
(Rate-limiting can reduce the efficiency of paths through a
mesh domain).

For example, either of the following commands configures an inbound rate limit of 1% on ports A3 -
A5, which are used as network edge ports:

HPswitch (config)# int a3-a5 rate-limit icmp 1
HPswitch (eth-A3-A5)# rate-limit icmp 1

Displaying the Current Rate-Limit Configuration. This command displays the per-interface
rate-limit configuration in the running-config file.

Syntax: show rate-limiticmp [ port-list| trunk-list]

Without [ port-list | trunk-list], this command lists the ICMP
rate-limit configuration for all ports or trunks on the switch.
With [ port-list | trunk-list], this command lists the rate-limit
configuration for the specified interface(s). This command
operates the same way in any CLI context.
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For example, if you wanted to view the rate-limiting configuration on the first six ports in the module

in slot “B™:

HP=witchi{config)# =show rate-limit icmp bl-b&

Inbound ICHP Rate Limit Maximum Percentage

| Rate
Port | Limit
+
Bl __ | Disabled - -
Ir BZ | 1 1| Ports B2-B5 are configured with an ICMP
, B3 | 1 | rate limit of 1 %. (Ports B1 and B6 are not
, bBd | 1 | configured for ICMP rate-limiting.)
cBS L.
=13 | Dizabled

Figure 13. Example of Listing the Rate-Limit Configuration

The show running command displays the currently applied setting for any interfaces in the switch
configured for ICMP rate limiting. The show config command displays this information for the
configuration currently stored in the startup-config file. (Note that configuration changes performed
with the CLI, but not followed by a write mem command do not appear in the startup-config file.)

HPswitch({config)# show config status -— The show config status

Funning configuration iz same as the startup configuration R
J E P El * content of the startup-config

HP=witchi{config)# showv coniig aqdmnMngcmﬁgﬁbsand
. . prints a report.
Startup configuration:

J48504 Configuration Editor; Created on relea=e #E.10.00

ho=tname "HPswitch"
mnodule 2 type J8161A
module 4 type JB1l6lA
snnp—=erver community "public” Unrestricted
wvlan 1
nane "DEFAULT VLAN"
untagged B1-B24 . D1-D24
ip address dhcocp-bootp
exit
access—controller vlan-base 2000

jinterface B2

I rate—limit icmp 1
I exit

linterface B3

| rate—limit icmp 1
I exit

I
I
I
: Ports B2-B5 are configured
I

linterface Bd I
I
I
I
I

withan ICMP rate limitof 1%

! rate—limit icmp 1
exit

interface BR
rate—limit icmp 1

Figure 14. Example of ICMP Rate-Limit Settings Listed in the “show running” Qutput
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ICMP Rate-Limiting Trap and Event Log Messages. If the switch detects a volume of inbound
ICMP traffic on a port that exceeds the ICMP rate-limit configured for that port, it generates one
SNMP trap and one informational Event Log message to notify the system operator of the condition.
(The trap and Event Log message are sent within two minutes of the when the event occurred on the
port.) For example:

I 06/30/05 11:15:42 RateLim: ICMP traffic exceeded configured limit on
port 1

These trap and Event Log messages provide an advisory that inbound ICMP traffic on a given interface
has exceeded the configured maximum. The additional ICMP traffic is dropped, but the excess
condition may indicate an infected host (or other traffic threat or network problem) on that interface.
The system operator should investigate the attached devices or network conditions further.

The switch does not send more traps or Event Log messages for excess ICMP traffic on the affected
port until the system operator resets the port’s ICMP trap function. The reset can be done through
SNMP from a network management station or through the CLI with the following setmib command.

Syntax: setmib hplcmpRatelimitPortAlarmflag.< internal-port-#> -i 1

On a port configured with ICMP rate-limiting, this command resets the ICMP trap
Junction, which allows the switch to generate a new SNMP trap and an Event Log
message if ICMP traffic in excess of the configured limit is detected on the port.

For example, an operator noticing an ICMP rate-limiting trap or Event Log message originating with
port Al on a 5300x1 switch would use the following setmib command to reset the port to send a new
message if the condition occurs again.

ProCurve (config)# setmib hpicmpratelimitportalarmflag.l -i 1

Operating Notes for ICMP Rate-Limiting

Note on Testing Rate-Limiting

ICMP rate-limiting is byte-based and is applied to the available bandwidth on an interface. If the total
bandwidth requested by all ICMP traffic is less than the available, configured maximum rate, then
no ICMP rate-limit can be applied. That is, an interface must be receiving more inbound ICMP traffic
than the configured bandwidth limit allows. If the interface is configured with both rate-limit all and
rate-limiticmp, then the ICMP limit can be met or exceeded only if the rate limit for all types of inbound
traffic has not already been met or exceeded. Also, to test the ICMP limit it is necessary to generate
ICMP traffic that exceeds the configured ICMP rate limit. Using the recommended settings—1% for
edge interfaces and 5% maximum for core interfaces—it is easy to generate sufficient traffic.
However, if you are testing with higher maximums, it is necessary to ensure that the ICMP traffic
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volume exceeds the configured maximum. Note also that testing ICMP rate-limiting where inbound
ICMP traffic on a given interface has destinations on multiple outbound interfaces, the test results
must be based on the received outbound ICMP average aggregate traffic over time.

ICMP rate-limiting is not reflected in counters monitoring inbound traffic because inbound packets
are counted before the ICMP rate-limiting drop action occurs.

m Interface Support: ICMP rate-limiting is available on all types of ports and trunks on the
switches covered by this guide, and at all port speeds configurable for these devices.

m Rate-Limiting Not Permitted on Mesh Ports: Either type of rate-limiting can reduce the
efficiency of paths through a mesh domain.

m Monitoring (Mirroring) ICMP Rate-Limited Interfaces: If monitoring is configured, packets
dropped by ICMP rate-limiting on a monitored interface will still be forwarded to the designated
monitor port. (Monitoring shows what traffic is inbound on an interface, and is not affected by
“drop” or “forward” decisions.)

m ICMP Rate-Limit Imposes an Average Bandwidth Limit: The configured ICMP rate limit on
an interface reflects the permitted average forwarding rate for ICMP traffic from the interface
to the switching fabric. (Note that while occasional bursts of traffic above the configured rate
may be observed, the average rate will conform to the configured limit). Rate-Limiting is packet-
based, and is calculated internally as the maximum number of 64-byte packets that can be
forwarded within the configured bandwidth percentage. Where traffic includes packets larger
than 64 bytes, actual average rates may be lower than the configured rate. Also, ICMP rate-limiting
reflects the available percentage of an interface’s entire inbound bandwidth. The rate of inbound
flow for traffic of a given priority and the rate of flow from an ICMP rate-limited interface to a
particular queue of an outbound interface are not measures of the actual ICMP rate limit enforced
on an interface.

m Network Stress Conditions: Under normal network operating conditions, [ICMP rate-limiting
limits inbound traffic on an interface to no more than the configured level. However, under
network stress conditions, the interface may allow occasional, brief bursts of inbound traffic
forwarding that exceed the configured rate.

m  Below-Maximum Rates: ICMP rate-limiting operates on a per-interface basis, regardless of
traffic priority. Configuring ICMP rate-limiting on an interface where other features affect
inbound port queue behavior (such as flow control) can result in the interface not achieving its
configured ICMP rate-limiting maximum. For example, in some situations with flow control
configured on an ICMP rate-limited interface, there can be enough “back pressure” to hold high-
priority inbound traffic from the upstream device or application to a rate that does not allow
bandwidth for lower-priority ICMP traffic. In this case, the inbound traffic flow may not permit
the forwarding of ICMP traffic into the switch fabric from the rate-limited interface. (This
behavior is termed “head-of-line blocking” and is a well-known problem with flow-control.) In
cases where both types of rate-limiting (rate-limit all and rate-limit icmp) are configured on the
same interface, this situation is more likely to occur. In another type of situation, an outbound
interface can become oversubscribed by traffic received from multiple ICMP rate-limited inter-
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faces. In this case, the actual rate for traffic on the rate-limited interfaces may be lower than
configured because the total traffic load requested to the outbound interface exceeds the
interface’s bandwidth, and thus some requested traffic may be held off on inbound.

m  Optimum Rate-Limiting Operation: Optimum rate-limiting occurs with 64-byte packet sizes.
Traffic with larger packet sizes can result in performance somewhat below the configured
inbound bandwidth. This is to ensure the strictest possible rate-limiting of all sizes of packets.

m  Heavy Memory Usage: Combinations of intensive QoS, rate-limiting, and/or IDM ACL service
demands on a switch can impose heavy memory usage on the switch’s dynamic hardware rule
processor, and can sometimes result in slower system performance. In such cases, moving
support for some of the service load to other devices can improve performance.

m  Outbound Traffic Flow: Configuring ICMP rate-limiting on an interface does not control the
rate of outbound traffic flow on the interface.

m Traffic Filters on Rate-Limited Interfaces: Configuring a traffic filter on an interface does
not prevent the switch from including filtered traffic in the bandwidth-use measurement for
either type of rate-limiting (ICMP or all). That is, where rate-limiting and traffic filtering are
configured on the same interface, the inbound, filtered traffic is included in the bandwidth
measurement for calculating when the limit has been reached. Traffic filters include:

ACLs

e  Source-Port filters

e Protocol filters

e Multicast filters

m Determining the 5300x1 Switch Port Number Used in ICMP Port Reset Commands
To Enable Excess ICMP Traffic Notification Traps and Event Log Messages: Use the
internal port numbers described in this section with the setmib command described on page
30. The port number included in the command corresponds to the internal number the switch
maintains for the designated port, and notthe port’s external (slot/number) identity. To match
the port’s external slot/number to the internal port number, use the walkmib ifDescr
command, as shown in the following figure:
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ProCurve#

ifDescr.2
ifDescr.3

ifDescr.23
ifDescr.24

ifDescr.29

ifDescr.48
ifDescr.49
ifDescr.50

walkmib ifDescr

B22
B23
B24

< Beginning and Ending of Port
Number Listing for Slot A

Beginning and Ending of Port

Number Listing for Slot B

Figure 15. Matching Internal Port Numbers to External Slot/Port Numbers

RADIUS Accounting for Switch Access Through Web Authentication
and MAC Authentication Sessions

Prior to software release E.10.02, the switch supported RADIUS accounting for 802.1X authenticated
client sessions. Beginning with release E.10.02, the switch also supports RADIUS accounting for Web
Authentication and MAC Authentication sessions. To configure RADIUS accounting on the switch,

refer to the chapter titled “RADIUS Authentication and Accounting” in the Access Security Guide for
your 5300x1 switch.
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RADIUS-Assigned Access Control Lists

This feature uses RADIUS-assigned, per-port ACLs for Layer-3 filtering of inbound IP traffic from
authenticated clients. A given RADIUS-assigned ACL is identified by a unique username/password
pair or client MAC address, and applies only to traffic from clients that authenticate with the same
unique credentials. ACL services for an authenticated client include filtering inbound IP traffic based
on destination and/or IP traffic type (such as TCP and UDP traffic) and traffic counter options.
Implementing the feature requires:

m  RADIUS authentication using the 802.1X, Web authentication, or MAC authentication
services available on the switch to provide client authentication services

m configuring the ACLs on the RADIUS server (instead of the switch), and assigning each ACL
to the username/password pair or MAC address of the clients you want the ACLs to support

A RADIUS-assigned ACL is a type of extended ACL that filters IP traffic inbound on a port from any
source (and, optionally, of any specific IP application or protocol type) to a single destination IP
address, a group of contiguous IP addresses, an IP subnet, or any IP destination.

This feature is designed to accept dynamic configuration of a RADIUS-based ACL on an individual
port on the network edge to filter traffic from an authenticated end-node client. Using RADIUS to
apply per-port ACLSs to edge ports enables the switch to filter IP traffic coming from outside the
network, thus removing unwanted traffic as soon as possible and helping to improve system
performance. Also, applying RADIUS-assigned ACLs to ports on the network edge is likely to be less
complex than using VLAN-based ACLs in the network core to filter unwanted traffic that could have
been filtered at the edge.

This feature enhances network and switch management access security by permitting or denying
authenticated client access to specific network resources and to the switch management interface.
This includes preventing clients from using TCP or UDP applications (such as Telnet, SSH, Web
browser, and SNMP) if you do not want their access privileges to include these capabilities.

Note

ARADIUS-assigned ACLfilters all inbound IP traffic from an authenticated client on a port, regardless
of whether the traffic is to be switched or routed. (VLAN-based ACLs configurable on 5300x1 switches
filter only routed traffic and traffic with a destination address—DA—on the switch itself.)

ACLs enhance network security by blocking selected IP traffic, and can serve as one aspect of
network security. However, because ACLs do not protect from malicious manipulation of data carried
in IP packet transmissions, they should not be relied upon for a complete edge security solution.

The ACLs described in this section do not screen non-IP traffic such as AppleTalk and IPX.

34



Enhancements
Release E.10.02 Enhancements

Table 2, below, highlights several key differences between the static ACLs configurable on 5300x1
switch VLANs and the dynamic ACLs that can be assigned to individual ports by a RADIUS server.

Table 2. Contrasting Dynamic and Static ACLs

RADIUS-Based (Dynamic) ACLs

VLAN-Based (Static) ACLs

Configured in client accounts on a RADIUS server.

Designed for use on the edge of the network where

filtering of inbound traffic is mostimportantand where
clients with differing access requirements are likely
to use the same port at different times.

Implementation requires client authentication.

Identified by the credentials (username/password
pairorthe MAC address) of the specific clientthe ACL
is intended to service.

Supports dynamic assignment to filter only the
inbound IP traffic from an authenticated client on the
port to which the client is connected. (Traffic can be
routed or switched, and includes traffic having a DA
on the switch itself.)

When the authenticated client session ends, the
switch removes the RADIUS-assigned ACL from the
client port.

Supports a maximum of two RADIUS-based ACLs on
a port. (Each ACL supports one authenticated client.)

Supports only extended ACLs. (Refer to Terminology.)

The ACL filters only the IP traffic it receives inbound
from the authenticated client corresponding to that
ACL, and does not filter traffic inbound from other
authenticated clients.(The traffic source is not a
configurable setting.)

Can contain up to 30 ACEs.

Requires client authentication by a RADIUS server
configured to dynamically assign an ACL to the client
port, based on client credentials.

ACEs allow a counter (cnt) option that causes a
counter to increment when there is a packet match.

Configured in the switch itself.

Designedforgeneral use where the filtering needs for
traffic to or from connected devices are predictable
and largely static.

Client authentication not a factor.

Identified by a number in the range of 1-199 or an
alphanumeric name.

Supports static assignments to filter eitherinbound or
outbound for all ports inthe assigned VLAN, routed IP
traffic, and inbound IP traffic having a DA on the
switch itself.

Remains statically assigned to the VLAN unless
removed by a no vlan < vid > ip access-group CLI
command.

Supportsone inbound ACLand one outbound ACL per-
VLAN.

Supports standard, extended, and connection-rate
ACLs, and applies these ACLs to traffic on all ports
belonging to the VLAN..

An ACL applied inbound on a VLAN filters all IP traffic
received on any member port from any source in the
same VLAN, as long as the traffic is either routed by
the switch to another VLAN or subnet, or has a DA on
the switch itself. An ACL applied outbound on a VLAN
filters all routed IP traffic leaving the switch on any
member port.

Can contain up to 1024 ACEs per 5300xI switch.

Configured inthe switch and statically applied to filter
IPtraffic on all portsinthe specified VLAN, regardless
of other factors.

ACEs allow a log option that generates alog message
whenever there is a packet match with a “deny” ACE.
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Terminology
ACE: See Access Control Entry, below.

Access Control Entry (ACE): An ACE is apolicy consisting of apacket-handling action and criteria
to define the packets on which to apply the action. For RADIUS-based ACLs, the elements
composing the ACE include:

e permit or drop (action)
* in < ip-packet-type > from any (source)

e to<ip-address [/ mask ]| any > (destination)

e [ port-#] (optional TCP or UDP application port numbers used when the packet type is TCP
or UDP)

ACL: See Access Control List, below.

Access Control List (ACL): A list (or set) consisting of one or more explicitly configured Access
Control Entries (ACEs) and terminating with an implicit “deny” default which drops any packets
that do not have a match with any explicit ACE in the named ACL.

ACL Mask: Follows a destination IP address listed in an ACE. Defines which bits in a packet’s
corresponding IP addressing must exactly match the IP addressing in the ACE, and which bits
need not match (wildcards).

DA: The acronym for Destination IP Address. In an IP packet, this is the destination IP address
carried in the header, and identifies the destination intended by the packet’s originator.

Deny: An ACE configured with this action causes the switch to drop a packet for which there is a
match within an applicable ACL.

Deny Any Any: An abbreviated form of deny in ip from any to any, which denies any inbound IP traffic
from any source to any destination.

Implicit Deny: If the switch finds no matches between an inbound packet and the configured criteria
in an applicable ACL, then the switch denies (drops) the packet with an implicit “deny IP any/
any” operation. You can preempt the implicit “deny IP any/any” in a given ACL by configuring
permit in ip from any to any as the last explicit ACE in the ACL. Doing so permits any inbound IP
packet that is not explicitly permitted or denied by other ACEs configured sequentially earlier
in the ACL. Unless otherwise noted, “implicit deny IP any” refers to the “deny” action enforced
by both standard and extended ACLs.

Inbound Traffic: For the purpose of defining where the switch applies ACLs to filter traffic, inbound
traffic is any IP packet that enters the switch from a given client on a given port.

NAS (Network Attached Server): In this context, refers to a ProCurve switch configured for
RADIUS operation.
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Permit: An ACE configured with this action allows the switch to forward an inbound packet for
which there is a match within an applicable ACL.

Permit Any Any: An abbreviated form of permit in ip from any to any, which permits any inbound IP
traffic from any source to any destination.

VSA (Vendor-Specific-Attribute): A value used in a RADIUS-based configuration to uniquely
identify a networking feature that can be applied to a port on a given vendor’s switch during an
authenticated client session.

Wildcard: The part of a mask that indicates the bits in a packet’s IP addressing that do not need to
match the corresponding bits specified in an ACL. See also ACL Mask on page 36.

Caution Regarding the Use of Source Routing

Source routing is enabled by default on the switch and can be used to override ACLs. For this reason,

if you are using ACLs to enhance network security, the recommended action is to use the no ip source-
route command to disable source routing on the switch. (If source routing is disabled in the running-
config file, the show running command includes “no ip source-route” in the running-config file listing.)

General Operation

An ACLis alist of one or more Access Control Entries (ACEs), where each ACE consists of amatching
criteria and an action (permit or deny). These ACEs are designed to control the network access
privileges of an authenticated client. A RADIUS-based ACL applies only to the inbound traffic from
the client whose authentication triggers the ACL assignment to the client port.

How a RADIUS Server Applies a RADIUS-Based ACL to a Switch Port. A RADIUS-based
ACL configured on a RADIUS server is identified and invoked by the unique credentials (username/
password pair or a client MAC address) of the specific client the ACL is designed to service. Where
the username/password pair is the selection criteria, the corresponding ACL can also be used for a
group of clients that all require the same ACLpolicy and use the same username/password pair. Where
the client MAC address is the selection criteria, only the client having that MAC address can use the
corresponding ACL. When a RADIUS server authenticates a client, it also assigns the ACL configured
with that client’s credentials to the port. The ACL then filters the client’s inbound IP traffic and denies
(drops) any such traffic from the client that is not explicitly permitted by the ACL. (Every ACL ends
with an implicit deny in ip from any to any (“deny any any”) ACE that denies IP traffic not specifically
permitted by the ACL.) When the client session ends, the switch removes the RADIUS-based ACL
from the client port.
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When multiple clients supported by the same RADIUS server use the same credentials, they will all
be serviced by different instances of the same ACL. (The actual traffic inbound from any client on
the switch carries a source MAC address unique to that client. The RADIUS-based ACL uses this MAC
address to identify the traffic to be filtered.)

Notes

On any ACL assigned to a port, there is an implicit deny in ip from any to any (“deny any any”) command
that results in a default action to deny any inbound IP traffic that is not specifically permitted by the
ACL. To reverse this default, use an explicit “permit any” as the last ACE in the ACL.

On a given port, RADIUS-based ACLfiltering occurs only for the inbound traffic from the client whose
authentication configuration on the server includes a RADIUS-based ACL. Inbound traffic from
another authenticated client (on the same port) whose authentication configuration on the server
does not include a RADIUS-based ACL will not be filtered by a RADIUS-based ACL assigned to the
port for any other authenticated client.

The Packet-filtering Process

Sequential Comparison and Action. When an ACL filters a packet, it sequentially compares each
ACE’s filtering criteria to the corresponding data in the packet until it finds a match. The action
indicated by the matching ACE (deny or permit) is then performed on the packet.

Implicit Deny. If a packet does not have a match with the criteria in any of the ACEs in the ACL,
the ACL denies (drops) the packet. If you need to override the implicit deny so that a packet that
does not have a match will be permitted, then you can use the “permit any” option as the last ACE in
the ACL. This directs the ACL to permit (forward) packets that do not have a match with any earlier
ACE listed in the ACL, and prevents these packets from being filtered by the implicit “deny any”.
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Example. Suppose the ACL in figure 16 is assigned to filter the traffic from an authenticated client
on a given port in the switch:

For an inbound packet with a destination CPermit in ip from any to 18.28.136.24
[P BRI E A3 e B CPermit in ip from any to 18.28.156.7

1. Compares the packet to this ACE first! Deny in ip from any to 18.28.156.3

2. Since there is not a match with the first Deny in tcp from any to any 23

ACE, the ACL compares the packet to the : : :
second ACE, where there is also not a fefmit_ln_lg Ero_m _anZ t_o _anZ
match. (Deny in ip from any to any)

Lo - - 0
3. The ACL comparesthe packettothe third f
ACE. There is a exact match, so the ACL o " ” L
denies (drops) the packet. This line demonstrates the “deny any any” ACE implicit in every
RADIUS-based ACL. Any inbound ip traffic from the authenticated

4. The packet is not compared to the fourt client that does not have a match with any of the five explicit ACEs
ACE. in this ACL will be denied by the implicit “deny any any”.

Figure 16. Example of Sequential Comparison

As shown above, the ACL tries to apply the first ACE in the list. If there is not a match, it tries the
second ACE, and so on. When a match is found, the ACL invokes the configured action for that entry
(permit or drop the packet) and no further comparisons of the packet are made with the remaining
ACEs in the list. This means that when an ACE whose criteria matches a packet is found, the action
configured for that ACE is invoked, and any remaining ACEs in the ACL are ignored. Because of this
sequential processing, successfully implementing an ACL depends in part on configuring ACEs
in the correct order for the overall policy you want the ACL to enforce.

Note

If a RADIUS-based ACL permits an authenticated client’s inbound IP packet, but the client port
belongs to a VLAN for which there is an inbound, VLAN-based ACL configured on the switch, then
the packet will also be filtered by the VLAN-based ACL.
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- 1. Ifamatchis not found with
Test packet against the first ACE in an ACL, the
criteria in first ACE. .

switchproceedstothe next
ACE and so on.

2. If a match with an explicit
ACE is subsequently found,
the packet is either permit-
ted (forwarded) or denied
(dropped), depending on
the action specified in the
matching ACE. In this case
the switch ignores all sub-
sequent ACEs in the ACL.

3. If amatchis not found with
any explicit ACE inthe ACL,

Is there a

a7 Perform action End

(permit or deny).

Test the packet against
criteria in second ACE.

Is there a Perform action End the switch invokes the
match? (permit or deny). implicit deny IP any at the
end of every ACL, and
drops the packet.
. Note: If the list includes a
o permit IP any entry, no
N packets can reach the
| implicit deny IP any at the
Test packet against end of the list. Also, a
criteria in Mth ACE. permit IP any ACE at any
pointin an ACL defeats the
purpose of any subsequent
ACEs in the list.
Is there a Perform action End
match? (permit or deny).

Deny the packet End
(invoke implicit
deny any).

Figure 17. The Packet-Filtering Process in an ACL with N Entries (ACEs)

Note

The order in which an ACE occurs in an ACL is significant. For example, if an ACL contains six ACEs,
but the first ACE is a “permit IP any”, then the ACL permits all IP traffic, and the remaining ACEs in
the list do not apply, even if they specify criteria that would make a match with any of the traffic
permitted by the first ACE.
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For example, suppose you want to configure a RADIUS-based ACL to invoke these policies in the
11.11.11.0 network:

1. Permit inbound client traffic with a DA of 11.11.11.42.

2. Permit inbound Telnet traffic for DA 11.11.11.101.

3. Deny inbound Telnet traffic for all other IP addresses in the 11.11.11.0 network.
4. Permit inbound HTTP traffic for any IP address in the 11.11.11.0 network.

5. Deny all other inbound traffic.

The following ACL model, when invoked by a client authenticating with the credentials configured
in the RADIUS server for this ACL, supports the above case:

oPermit in ip from any to 11.11.11.42
ePermit in tcp from any to 11.11.11.101 23
eDeny in tcp from any to 11.11.11.0/24 23
°Permit in tcp from any to 11.11.11.1/24 80

6 (implicit deny in ip any to any)

1. Permits inbound IP traffic from the authenticated client to the 4. Permits inbound HTTP traffic from the authenticated client to

destination address 11.11.11.42. Packets matching this criterion
are forwarded and are not compared to any later ACE in the list.
Packets not matching this criterion will be comparedto the next
entry in the list.

. Permits inbound Telnet traffic from the authenticated client to

the destination address 11.11.11.101. Packets matching this
criterion are forwarded and are not compared to any later ACE
inthe list. Packets not matching this criterion will be compared
to the next entry in the list.

. Denies inbound Telnet traffic from the authenticated client to

any IP address in the 11.11.11.0 network. Since packets
matching entry “2” will never reach this ACE, the Telnet traffic
permitted by entry “2” will not be affected. Packets matching
this criterion will be denied and will not be compared to any
later criteria in the list. Packets not matching this criterion will
be compared to the next entry in the list.

. This entry does not appear in an actual ACL, but is implicit as

any address in the 11.11.11.1 network. Packets matching this
criterion are permitted and are not compared to any later
criteria in the list. Packets not matching this criterion are
compared to the next entry in the list.

the last entry in every ACL. Any inbound traffic from the
authenticated client that does not match any of the criteria in
the ACL's preceding ACE entries will be denied (dropped).

Figure 18. Example of How a RADIUS-Based ACL Filters Packets

It is important to remember that RADIUS-based ACLs include an implicit “deny IP any any”. That is,
packets received inbound from an authenticated client that the ACL does not explicitly permit or
deny will be implicitly denied, and therefore dropped instead of forwarded. If you want the port to
permit all inbound IP traffic (from the authenticated client) that the ACL does not explicitly permit
or deny, insert a permit in ip from any to any (“permit any any”) as the last explicit entry in the ACL.
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Overriding the Implicit “deny IP any any”. If you want an ACL to permit any routed packets
that are not explicitly denied by other entries in the ACL, you can do so by configuring a permit any
entry as the last entry in the ACL. Doing so permits any packet not explicitly denied by earlier entries.

General Steps

These steps suggest a process for using ACLs to establish client access policies. The topics following
this section provide details.

1. Determine the polices you want to enforce for client traffic inbound on the switch.
2. Plan ACLs to execute traffic policies:

e Apply ACLs on a per-client basis where individual clients need different traffic policies
or where each client must have a different username/password pair or will authenticate
using MAC authentication.

e Apply ACLs on a client group basis where all clients in a given group can use the same
traffic policy and the same username/password pair.

3. Configure the ACLs on a RADIUS server accessible to the intended clients.

4. Configure the switch to use the desired RADIUS server and to support the desired client
authentication scheme. Options include 802.1X, Web authentication, or MAC authentication.
(Note that the switch supports the option of simultaneously using 802.1X with either Web or
MAC authentication.)

5. Test client access on the network to ensure that your RADIUS-based ACL application is properly
enforcing your policies.

Determining Traffic Policies

This section assumes that the RADIUS server needed by a client for authentication and ACL
assignments is accessible from any switch that authorized clients may use.

Begin by defining the policies you want an ACL to enforce for a given client or group of clients. This
includes the type of IP traffic permitted or not permitted from the client(s) and the areas of the
network the client(s) are authorized or not authorized to use.

m  What traffic should you permit for the client or group? In some cases you will need to
explicitly identify permitted traffic. In other cases, depending on your policies, you can insert
a permit any/any entry at the end of the ACL so that all IP traffic not specifically matched by
earlier entries in the list will be permitted. This may be the best choice for an ACL that begins
by defining the inbound client IP traffic that should be dropped.

m  What traffic must be explicitly blocked for the client or group? This can include requests to
access to “off-limits” subnets, unauthorized access to the internet, access to sensitive data
storage or restricted equipment, and preventing the use of specific TCP or UDP applications
such as Telnet, SSH, and web browser access to the switch.
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What traffic can be blocked simply by relying on the implicit deny any/any that is automatically
included at the end of every ACL? This can reduce the number of entries needed in an ACL.

Is it important to keep track of the number of matches for a particular client or ACE? If so,
you can use the optional ent (counter) feature in ACEs where you want to know this
information. This is especially useful if you want to verify that the switch is denying
unwanted client packets. (Note that configuring a high number of counters can exhaust the
counter resources. Refer to table 3 on page 45.)

Caution

ACLs can enhance network security by blocking selected IP traffic, and can serve as one aspect of
maintaining network security. However, because ACLs do not provide user or device authentication,
or protection from malicious manipulation of data carried in IP packet transmissions, they should
not be relied upon for a complete security solution.

Planning the ACLs Needed To Enforce Designated Traffic Policies

This section can help in understanding how to order the ACEs in a RADIUS-based ACL and in
understanding how clients and the switch operate in this dynamic environment.

Guidelines for Structuring a RADIUS-Based ACL.

The sequence of ACEs is significant. When the switch uses an ACL to determine whether to
permit or deny a packet on a particular VLAN, it compares the packet to the criteria specified
in the individual Access Control Entries (ACEs) in the ACL, beginning with the first ACE in
the list and proceeding sequentially until a match is found. When a match is found, the switch
applies the indicated action (permit or deny) to the packet. This is significant because, when
a match is found for a packet, subsequent ACEs in the same ACL will not be used for that
packet, regardless of whether they match the packet.

Inbound Traffic Only: RADIUS-based ACLs filter only the inbound IP traffic from an
authenticated client for which an ACL has been configured on the appropriate RADIUS
server.

Result of an ACE/Packet Match: The first match of a given packet to an ACE dictates the
action for that packet. Any subsequent match possibilities are ignored.

Explicitly Permitting Any IP Traffic: Entering a permit in ip from any to any (permit any
any) ACE in an ACL permits all IP traffic not previously permitted or denied by that ACL.
Any ACEs listed after that point do not have any effect.
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Explicitly Denying Any IP Traffic: Entering a deny in ip from any to any ACE in an ACL
denies all IP traffic not previously permitted or denied by that ACL. Any ACEs listed after
that point have no effect.

Implicitly Denying Any IP Traffic: For any packet being filtered by an ACL, there will
always be a match. Included in every ACL is an implicit deny in ip from any te any. This means
that the ACL denies any IP packet it filters that does not have a match with an explicitly
configured ACE. Thus, if you want an ACL to permit any packets that are not explicitly
denied, you must configure permit in ip from any to any as the last explicit ACE in the ACL.
Because, for a given packet, the switch sequentially applies the ACEs in an ACL until it finds
amatch, any packet that reaches the permit in ip from any to any entry will be permitted, and
will not reach the implicit deny in ip from any to any ACE that is included at the end of the ACL.
For an example, refer to figure 18 on page 41.

Determine the order in which you want the individual ACEs in the ACL to filter inbound
traffic from a client. A general guideline is to arrange the ACEs in the expected order of
decreasing application frequency. This will result in the most prevalent traffic types finding
amatch earlier in the ACL than traffic types that are more infrequent, thus saving processing
cycles.

Operating Rules for RADIUS-Based ACLs

Relating a Client to a RADIUS-Based ACL: A RADIUS-based ACL for a particular client
must be configured in the RADIUS server under the authentication credentials the server
should expect for that client. (If the client must authenticate using 802.1X and/or Web
Authentication, the username/password pair forms the credential set. If authentication is
through MAC Authentication, then the client MAC address forms the credential set.) For
more on this topic, refer to “Configuring an ACL in a RADIUS Server” on page 46.

Multiple Clients Using the Same Username/Password Pair: Multiple clients using the
same username\password pair will use duplicate instances of the same ACL.

Limits for RADIUS-Based ACLs, Associated ACEs, and Counters:

Table 3 describes limits the switch supports in ACLs applied by a RADIUS server. Exceeding a

limit causes the related client authentication to fail.
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Table 3. Limits Affecting RADIUS-Based ACL Applications

Item

Limit Notes

Maximum Number of 2
Authenticated Sessions
Per-Port Using RADIUS-

A port supports a maximum of two ACLs (or two instances of the same ACL) on
a given port at the same time. This rule does not affect the number of authenti-
cated clients a port supports (32); only the number of authenticated clients using

based ACLs RADIUS-based ACLs. If two authenticated clients are already using RADIUS-
based ACLs on a portand a third client on the same port attempts to authenticate
with a RADIUS server accountthatincludes an ACL assignment, the attempt will
fail.

Maximum Number of 30 Depending on how a RADIUS-assigned ACE is formed, it can consume multiple

(internal) ACEs Per-Port,
and Maximum Number of
(internal) ACEs Per-ACL

internal ACEs. A RADIUS-assigned ACE that does not specify TCP or UDP port
numbers uses one internal ACE. However, an ACE thatincludes TCP or UDP port
numbers uses one ormore internal ACEresources, depending onthe portnumber
groupings. A single TCP or UDP port number or a series of contiguous port
numbers comprise one group. For example, “80"” and “137-146" each form one
group. “135, 137-140, 143" in a given ACE form three groups. The following ACE
examples illustrate how the switch applies internal ACE usage.

Internal
ACEs

Examples of Single and Multiple (Internal) ACEs Per-Port

deny in ip from any to any

deny in tcp from any to any

deny in tcp from any to any 80

permit in tcp from any to any 135, 137-146, 445

permitin tcp from any to any 135-137, 139, 141, 143, 146, 445
permit in tcp from any to any 135-146, 445

Where two authenticated clients are using RADIUS-based ACLs on
the same port, the total number of ACEs in both active sessions
cannot exceed the maximum.

NDW— = —

Maximum Number of 80
Characters in a single

ACE

Maximum Number of 100

(optional) Internal
Counters Used Per-
Module

Depending on how an ACE is formed, using the cnt (counter) option consumes
one or more internal counters. Using a counter in an ACE that does not specify
TCP or UDP port numbers uses one counter. Using a counter in an ACE that
includes TCP or UDP portnumbers uses one or more counters, depending on the
port number groupings. A single TCP or UDP port number or a series of contig-
uous port numbers comprise one group. For example, “80” and “137-146" each
form one group. “135, 137-140, 143" in a given ACE form three groups. The
following ACE examples illustrate how the switch calculates internal counter
groups.

Internal
Counters

Examples of ACEs Employing Counters

deny inip from any to any cnt

deny in tcp from any to any cnt

deny in tcp from any to any 80 cnt

permitin tcp from any to any 135, 137-146, 445 cnt

permitin tcp from any to any 135-137, 139, 141, 143, 146, 445 cnt
permitin tcp from any to any 135-146, 445 cnt

N W= = —
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m Effect of VLAN-Based ACLs Configured on the Switch: A port receiving a dynamic,
RADIUS-based ACL assignment can also belong to a VLAN for which there is an inbound
ACL statically configured (on the switch). In this case, an IP packet permitted by the RADIUS-
based ACL will also be filtered by the VLAN-based ACL if the inbound client packets are
routed or have a DA on the switch itself. If the RADIUS-based ACL permits the packet, but
the VLAN-based, inbound ACL denies the packet, then the packet is dropped. If the RADIUS-
based ACL denies the packet, then the packet is dropped and does not reach the VLAN-based,
inbound ACL. (RADIUS-based ACLs operate only on inbound IP traffic, and are not a factor
for the traffic filtered by VLAN-based, outbound ACLs.)

m A RADIUS-Based ACL Affects Only the Inbound Traffic from a Specific, Authenti-
cated Client: A RADIUS-based ACL assigned to aport as the result of a client authenticating
on that port applies only to the inbound traffic received on that port from that client. It does
not affect the traffic received from any other authenticated clients on that port, and does not
affect any outbound traffic on that port.

Configuring an ACL in a RADIUS Server

This section provides general guidelines for configuring a RADIUS server to specify RADIUS-based
ACLs. Also included is an example configuration for a FreeRADIUS server application. However, to
configure support for these services on a specific RADIUS server application, please refer to the
documentation provided with the application.

Elements in a RADIUS-Based ACL Configuration. A RADIUS-based ACL configuration in a
RADIUS server has the following elements:

m  vendor and ACL identifiers:
¢ ProCurve (HP) Vendor-Specific ID: 11
e Vendor-Specific Attribute for ACLs: 61 (string = HP-IP-FILTER-RAW)
e  Setting: HP-IP-FILTER-RAW = < “permit” or “deny” ACE >
(Note that the “string” value and the “Setting” specifier are identical.)

m  ACL configuration, including:
e one or more explicit “permit” and/or “deny” ACEs created by the system operator

e implicit deny any any ACE automatically active after the last operator-created ACE

Example of Configuring a RADIUS-based ACL Using the FreeRADIUS Application. This

example illustrates one method for configuring RADIUS-based ACL support for two different client
identification methods (username/password and MAC address). For information on how to configure
this functionality on other RADIUS server types, refer to the documentation provided with the server.

1. Enter the HP vendor-specific ID and the ACL VSA in the FreeRADIUS dictionary file:
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VENDOR HP 11l<————— ProCurve (HP) Vendor-Specific ID
BEGIN-VENDOR HP
ATTRIBUTE HP-IP-FILTER-RAW 61 STRING ~+— ProCurve (HP)Vendor-Specific

END-VENDOR HP Attribute for RADIUS-Based ACLs

Note that if you were also using the RADIUS server to
administer 802.1p (CoS) priority and/or Rate-Limiting, you
would also insert the ATTRIBUTE entries for these
functions above the END-VENDOR entry.

Figure 19. Example of Configuring the VSA for RADIUS-Based ACLs in a FreeRADIUS Server

2. Enter the switch IP address, NAS (Network Attached Server) type, and the key in the FreeRA-
DIUS clients.conf file. For example, if the switch IP address is 10.10.10.125 and the key is “1234”,
you would enter the following in the server’s clients.conf file:

client 10.10.10.125

Note: The key configured in the switch and the secret configured in
nastype = ot}f/ the RADIUS server supporting the switch must be identical. Refer to
secret = 1234 the chapter titled “RADIUS Authentication and Accounting” in the

Access Security Guide for your switch.

Figure 20. Example of Configuring the Switch’s Identity Information in a FreeRADIUS Server

3. For a given client username/password pair or MAC address, create an ACL by entering one or
more ACEs in the FreeRADIUS “users” file. Enter the ACEs in an order that promotes optimum
traffic management and conservation of system resources, and remember that every ACL you
create automatically includes an implicit deny in ip from any to any ACE. (Refer to “Guidelines for
Structuring a RADIUS-Based ACL” on page 43.) For example, suppose that you wanted to create
identical ACL support for the following:

e aclient having a username of “mobile011” and a password of “run101112”
e aclient having a MAC address of 08 E9 9C 4F 00 19
The ACL in this example must achieve the following:
e permit http (TCP port 80) traffic from the client to the device at 10.10.10.101
e deny http (TCP port 80) traffic from the client to all other devices
e permit all other traffic from the client to all other devices
To configure the above ACL, you would enter the username/password and ACE information
shown in figure 21 into the FreeRADIUS users file.
Note

For syntax details on RADIUS-based ACLs, refer to “Format Details for ACEs Configured in a
RADIUS-Based ACL” on page 48.
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Client's Username (802.1X or Web Authentication) Client's Password (802.1X or Web Authentication)

mobile0l1l Auth-Type:= Local, User-Password == runl01112
HP-IP-FILTER-RAW = “permit in tcp from any to 10.10.10.1017",
HP-IP-FILTER-RAW += “deny in tcp from any to any”,
HP-IP-FILTER-RAW += “permit in ip from any to any”

Client's Username (MAC Authentication) Client’s Password (MAC Authentication)
08E99C4F0019 Auth-Type:= Local, User-Password == 08E99C4F0019

HP-IP-FILTER-RAW = “permit in tcp from any to 10.10.10.101~",
HP-IP-FILTER-RAW += “deny in tcp from any to any”,
HP-IP-FILTER-RAW += ‘“permit in ip from any to any”

Note thatwhenthe client MAC address is used for authentication, this address is used
in both the username and password spaces in the entry.

Figure 21. Example of Configuring the FreeRADIUS Server To Support ACLs for the Indicated Clients

Format Details for ACEs Configured in a RADIUS-Based ACL.

Any instance of a RADIUS-Based ACL is structured to filter authenticated client traffic as follows:

Applies only to inbound client traffic on the switch port the authenticated client is using.
Allows only the “any” source address (for any authenticated IP device connected to the port).

Applies to all IP traffic from the authenticated client or to a specific type of IP traffic type
from the client. Options include TCP, UDP, or any other type of IP traffic that is identified by
an IP protocol number. (More information on protocol numbers is provided in the following
ACL syntax description.) Has one of the following destination types:

e A specific IP address
e A contiguous series of IP address or an entire subnet

e Any IP address

Where the traffic type is either TCP or UDP, the ACE can optionally include one or more TCP
or UDP port numbers.
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The following syntax and operating information refers to ACLs configured in a RADIUS server.

ACE Syntax: < permit| deny > in < ip | ip-protocol-value > from any to < ip-addr> [/< mask > ]| > [ tep/udp-ports] [cnt ]

< permit | deny >: Specifies whether to forward or drop the identified IP traffic type from the
authenticated client.

in: Required keyword specifying that the ACL applies only to the traffic inbound from the
authenticated client.

<ip | ip-protocol-value >: Options for specifying the type of traffic to filter.
ip: This option applies the ACL to all IP traffic from the authenticated client.

ip-protocol-value: This option applies the ACL to the type of IP traffic specified by either
a protocol number or by tep or udp. The range of protocol numbers is 0-255, and you
can substitute 6 for TCP or 17 for UDP. (Protocol numbers are defined in RFC 2780.
For a complete listing, refer to “Protocol Numbers” under “Protocol Number Assign-
ment Services” on the Web site of the Internet Assigned Numbers Authority at
www.tana.com.) Some examples of protocol numbers include:

1=1CMP 17=UDP
2=I1GMP 41 =1Pv6
6=TCP

from any: Required keywords specifying the (authenticated) client source. (Note that a
RADIUS-Based ACL assigned to a port filters only the inbound traffic having a source
MAC address that matches the MAC address of the client whose authentication invoked the
ACL assignment.)

to : Required destination keyword.
< ip-addr>: Specifies a single destination IP address.

< ip-addr /< mask >: Specifies a series of contiguous destination IP addresses or all
destination IP addresses in a subnet. The < mask > is CIDR notation for the number
of leftmost bits in a packet’s destination IP address that must match the corre-
sponding bits in the destination IP address listed in the ACE. For example, a
destination of 10.100.17.1/24% in the ACE means that a match occurs when an
inbound packet (of the designated IP type) from the authenticated client has a
destination IP address where the first three octets are 10.100.17. (The fourth octet is
a wildcard, and can be any value up to 255.)

any: Specifies any IP destination address. Use this option when you want the ACL
action to apply to all traffic of the designated type, regardless of destination.

[ tep/udp-ports]: Optional TCP or UDP port specifier. Used when the ACL is intended to filter
client TCP or UDP traffic with one ormore specific TCP or UDP destination port numbers.
You can specify port numbers as individual values and/or ranges. For example, the
JSollowing ACE denies any UDP traffic from an authenticated client that has a DA of any
IP address and a UDP destination port of 135, 137-139, or 445:

deny in udp from any to any 135, 137-139, 445.

[ ent]: Optional counter specifier for a RADIUS-based ACL. When used in an ACL, the
counter increments each time there is a “match” with a permit or deny ACE. This option
requires that you configure the switch for RADIUS accounting. (Refer to the entry
describing the maximum number of (optional) internal counters in the table on page 45.)
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Configuring the Switch To Support RADIUS-Based ACLs

An ACL configured in a RADIUS server is identified by the authentication credentials of the client or
group of clients the ACL is designed to support. When a client authenticates with credentials
associated with a particular ACL, the switch applies that ACL to the switch port the client is using.
To enable the switch to forward a client’s credentials to the RADIUS server, you must first configure
RADIUS operation and an authentication method on the switch.

1. Configure RADIUS operation on the switch:
Syntax: radius-server host < ijp-address > key < key-string >

This command configures the IP address and encryption key of a RADIUS server. The server
should be accessible to the switch and configured to support authentication requests from
clients using the switch to access the network. For more on RADIUS configuration, refer to
the chapter titled “RADIUS Authentication and Accounting” in the Access Security Guide
for your switch.

2. Configure RADIUS network accounting on the switch (optional). RADIUS network accounting
is necessary to retrieve counter information if the cnt (counter) option (described on page 49)
is included in any of the ACEs configured on the RADIUS server.

Syntax: aaa accounting network < start-stop | stop-only > radius

For more on RADIUS accounting, refer to the chapter titled “RADIUS Authentication and
Accounting” in the Access Security Guide for your switch.

Note

Refer to the documentation provided with your RADIUS server for information on how the server
receives and manages network accounting information, and how to perform any configuration
steps necessary to enable the server to support network accounting data from the switch.
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3. Configure an authentication method. Options include 802.1X, Web authentication, and MAC
authentication. (You can configure 802.1X and either Web or MAC authentication to operate
simultaneously on the same ports.)

802.1X Option:

Syntax: aaa port-access authenticator < port-list >
aaa authentication port-access chap-radius
aaa port-access authenticator active

These commands configure 802.1X port-based access control on the switch, and acti-
vates this feature on the specified ports. For more on 802.1X configuration and operation,
refer to the chapter titled “Configuring Port-Based and Client-Based Access Control” in
the Access Security Guide for your switch.

MAC Authentication Option:
Syntax: aaa port-access mac-based < port-list >

This command configures MAC authentication on the switch and activates this feature
on the specified ports. For more on MAC authentication, refer to the chapter titled “Web
and MAC Authentication” in the Access Security Guide for your switch.

Web Authentication Option:
Syntax: aaa port-access web-based < port-list >

This command configures Web authentication on the switch and activates this feature
on the specified ports. For more on Web authentication, refer to the chapter titled “Web
and MAC Authentication” in the Access Security Guide for your switch.
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Displaying the Current RADIUS-Based ACL Activity on the Switch

These commands output data indicating the current ACL activity imposed per-port by RADIUS server
responses to client authentication.

Syntax: show access-list radius < port-list >

For the specified ports, this command lists the explicit ACEs, switch port, and client MAC
address for each ACL dynamically assigned by a RADIUS server as a response to client
authentication. If ent (counter) is included in an ACE, then the output includes the current
number of inbound packet matches the switch has detected in the current session for that
ACE.

Note: If there are no ACLs currently assigned to any port in < port-list>, executing this
command returns only the system prompt. If a client authenticates but the server does not
return a RADIUS-based ACL to the client port, then the server does not have a valid ACL
configured and assigned to that client’s authentication credentials.

For example, the following output shows that a RADIUS server has assigned an ACL to port Bl to
filter inbound traffic from an authenticated client identified by a MAC address of 00-11-85-C6-54-7D.

ProCurveSwitchd show acces=-list radius=s bl . . . .
Indicates MAC address identity of the authenticated
Fadius—configured Port-based ACLM client on the specified port. This data identifies the
[P‘:'Etjﬂ: Cji%t:—zﬂil IEECEE E;.'D] client to which the ACL applies.
'deny in tcp from any to 15.30 248 184 23 cnt «— Lists “deny” ACE for Inbound Telnet (23 = TCP port
Packet Hit Counter ] number) traffic, with counter configured to show the
deny in tcp from sny to 15.30.248.184 80 cnt number of matches detected.
[Packet Hit Counter : (] <—
permit in tcp from any to 15.30.248.184 7 Lists current counter forthe preceeding “Deny” ACE.
1
Jpermit 1n _udp_ fi‘:'m_aﬂ'-‘-’ _tD_j.5;3D_.24_8 -is‘l_?_, ~-———— Lists “permit” ACEs for inbound TCP and UDP traffic,
deny in tcp from any to 15.30.2458.184 161 cnt with no counters configured.
FPaclket Hit Counter : 0
deny in udp from any to 15.30.248.184 161 cnt .
Packet Hit Counter - 0 Note that the implicit “deny any/any” included
srmit in ip from anv to an automatically at the end of every ACL is not visible in
n r ¥ ¥ ACL listings generate by the switch.

Figure 22. Example Showing a RADIUS-Based ACL Application to a Currently Active Client Session
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Syntax: show port-access authenticator < port-list >

For ports,in < port-list> that are configured for authentication, this command indicates
whether there are any RADIUS-assigned features active on the port(s). (Any ports in
< port-list> that are not configured for authentication do not appear in this listing.)

Port: Port number of port configured for authentication.
Status: Port connection status:
Open = active connection with an external device
Closed = no active connection with an external device
Current VLAN ID: VLAN ID (VID) of the VLAN currently supporting the active connection.
Current Port CoS: Indicates the status of the current 802. 1p priority setting for inbound traffic.

No-override: Indicates that no RADIUS-assigned 802.1p priority is currently active on
the indicated port. (For more on traffic prioritization for the 5300xl switches, refer to
the chapter titled “Quality of Service (QoS): Managing Bandwidth More Effectively” in
the Advanced Traffic Management Guide for your switch.)

0-7: Indicates that the displayed 802. 1p priority has been assigned by a RADIUS server
to inbound traffic on the indicated port for a currently active, authenticated client
session. This assignment remains active until the session ends.

% Curr.Rate Limit Inbound: Indicates the status of the current rate-limit setting for inbound
traffic.

No-override: No RADIUS-assigned rate-limit is currently active on the indicated port.
(For more on rate-limiting, refer to the chapter titled “Port Traffic Controls” in the
Management and Configuration Guide for your switch.)

0-100: Indicates that the displayed rate-limit has been assigned by a RADIUS server to
inbound traffic on theindicated port for a currently active, authenticated client session.
This assignment remains active until the sesston ends.
RADIUS ACL Applied?: Indicates whether a RADIUS-assigned ACL is currently active on the
port.
Yes: An ACL has been assigned by a RADIUS server to inbound traffic on the indicated

port for a currently active, authenticated client session. This assignment remains
active until the session ends.

No: There is no RADIUS-assigned ACL currently active on the indicated port.
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Port Access Authenticator Status

HFswitch# show port—access authenticator bl

B2 Clo=ed 1

B3 Open 1 Ho—owverride &0

Ho—override Ho-override Ho

Port—access authenticator activated [Ho] Tes
Current Current % Curr. Rate RADIUS ACT
Port Statu= VLAH ID FPort C0OS Limit Inbound Applied?
El Open 1 a No—override Yor a———— Indicates a RADIUS ACL is

currently applied as part of
an active session with an

Tes authenticated client.

Figure 23. Example of Output Showing Current RADIUS-Applied Features

Event Log Messages

Message

ACE parsing error, permit/deny
keyword <ace-#> client <mac-address >
port <port-#>.

Could not add ACL entry.
Could not create ACL entry.

Could not add ACL, client mac <mac-
address >port <port-#>, at max per-port
ACL quantity.

ACE parsing error, IN keyword,
<ace-#> client <mac-address> port
< port-#>.

ACE parsing error, protocol field,
<ace-#> client < mac-address> port
< port-#>.

ACE parsing error, FROM keyword,
<ace-#> client < mac-address> port
< port-#>.

ACE parsing error, ANY keyword,
<ace-#> client < mac-address> port
< port-#>.

ACE parsing error, TO keyword,
<ace-#> client < mac-address > port
< port-#>.

Notifies of a problem with the permi t/deny keyword in
the indicated ACE included in the access list for the indi-
cated client on the indicated switch port.

Notifies thatthe ACE entry could notbe added tothe internal
ACL storage.

Notifies thatthe ACL could not be added to the internal ACL
storage.

Notifies that the ACL could not be added because the per-
port ACL quantity would be exceeded.

Notifies of a problem with the IN keyword in the indicated
ACE of the access list for the indicated client on the indi-
cated switch port.

Notifies of a problem with the protocol field in the indicated
ACE of the access list for the indicated client on the indi-
cated switch port.

Notifies of a problem with the FROM keyword in the indi-
cated ACE of the access list for the indicated client on the
indicated switch port.

Notifies of a problem with the AN'Y keyword inthe indicated
ACE of the access list for the indicated client on the indi-
cated switch port.

Notifies of a problem with the TO keyword in the indicated
ACE of the access list for the indicated client on the indi-
cated switch port.
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Message

ACE parsing error, destination IP,
<ace-#> client < mac-address > port
< port-#>.

ACE parsing error, tcp/udp ports,
<ace-#> client < mac-address > port
< port-#>.

Rule limit per ACL exceeded. <ace-#>
client <mac-address > port <port-#>.

Duplicate mac. An ACl exists for
client. Deauthenticating second.
client <mac-address > port <port-#>.

Invalid Access-1list entry length,
client <mac-address> port <port-#>.

Memory allocation failure for IDM
ACL.

ACE limit per port exceeded. client
<mac-address > port <port-#>.

Exceeded counter per slot limit.
client <mac-address> port <port-#>.

Notifies of a problem with the destination IP field in the
indicated ACE of the access list for the indicated client on
the indicated switch port.

Notifies of a problem with the TCP/UDP port field in the
indicated ACE of the access list for the indicated client on
the indicated switch port.

Notifies that an ACL has too many rules. A maximum of 30
(internal) ACEs are allowed per ACL. Refertotable 3on page
45,

Notifies that an ACL for this mac on this port already exists.

Notifies that the string configured for an ACE entry on
the Radius server exceeds 80 characters.

Notifies of a memory allocation failure for a RADIUS-based
ACL.
User Action?

Notifies that the maximum number of ACEs (30) allowed on
the port was exceeded.

Notifiesthattheinternal counter(cnt) limit of 100 per module
was exceeded on port < port-#>. Refer to table 3 on page 45.

Causes of Client Deauthentication Immediately After Authenticating

m  ACE formatted incorrectly in the RADIUS server

” o«

e ‘“from”, “any”, or “to” keyword missing

e An IP protocol number in the ACE exceeds 255.

e An optional UDP or TCP port number is invalid.
m A RADIUS-Based ACL limit has been exceeded. (Refer to table 3, “Limits Affecting RADIUS-

Based ACL Applications” on page 45.)

¢ The allowed maximum of two RADIUS-assigned ACLs has already been reached on the
port through which the deauthenticated client is trying to access the network. (Each
client requiring a RADIUS-assigned ACL is a separate instance, even if multiple clients

are assigned the same ACL.)

e For ag