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Note

Overview

The ProCurve Wireless Edge Services xl1 Module can forward all of a wireless
LAN’s (WLAN’s) traffic to another device to be processed. To enable this
feature, you must complete these steps:

1. Configure a Generic Routing Encapsulation (GRE) tunnel to that device.

2. Configure your Wireless Edge Services x1 Module to forward all traffic
received on a particular WLAN over that GRE tunnel.

A GRE tunnel is a virtual point-to-point connection between two devices.
Traffic sent over the tunnel is encapsulated with a delivery header, and the
inner layers are transparent to intervening devices (that is, not seen by them).

When you map a WLAN to a GRE tunnel interface, the Wireless Edge Services
x1 Module follows these steps:

1. Itreceives a frame from a station associated to the WLAN.
2. Itremoves the 802.11 header.
3. It encapsulates the IP packet with a GRE header.

The Wireless Edge Services xI Module only encapsulates and forwards IP
packets over the tunnel.

4. It encapsulates the GRE header with a delivery IP header:

e  The delivery header’s source IP address is that for the tunnel source
endpoint.

e The delivery header’s destination IP address is that for the tunnel
destination endpoint.

When the Wireless Services x1 Module receives a packet over the tunnel, it
removes the delivery IP header and the GRE header. The module then looks up
the destination IP address in the original header. If this address is valid, the
module encapsulates the packet in an 802.11 header and forwards the resulting
frame toward the appropriate RP, just as it would any packet destined to a WLAN.

The destination endpoint of a GRE tunnel on a Wireless Edge Services xI
Module can be any ProCurve GRE-capable device such as:

= a ProCurve Secure Router 7000dl Series
= another Wireless Edge Services x1 Module
= a Redundant Wireless Services x1 Module
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For example, youmight establish a wireless network at aremote office. You want
all the wireless traffic to return to the main office, so you create a GRE tunnel
from the Wireless Edge Services xI Module to the router at the main office.

You could also tunnel traffic to a WAN router to protect your internal network
from guests in a WLAN that is intended to provide access to the Internet only.
The Wireless Edge Services x1 Module receives guest traffic and readies it for
transmission in the Ethernet network, as usual. However, the module then
encapsulates the traffic and sends it over the tunnel to the Internet router—
the guest traffic never interacts with your internal network.

Manually creating a GRE tunnel to another Wireless Edge Services x1 Module
isnot typical, but it is supported. When you configure your module to forward
traffic over a tunnel to another module, you are making the first module
behave somewhat like an RP that is adopted by the second module: the second
module handles the task of forwarding the traffic onto the Ethernet network.
However, the first module still handles the security settings for the WLAN.

Wireless Edge Services xI Modules in a Layer 3 mobility domain also tunnel

traffic. However, the modules create the tunnels automatically; you should not
create them manually. If you want to set up Layer 3 roaming, see Chapter 9:

Fast Layer 2 Roaming and Layer 3 Mobility.
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Configuring GRE Tunnels

Configuring GRE Tunnels

This section explains how to:
= create GRE tunnels
= map WLANSs to the GRE tunnels

If a device such as a router will act as the remote endpoint, you should also
verify that this device can receive and forward the traffic. Use the documen-
tation included with that product to do so.

Creating GRE Tunnels

Create a GRE tunnel between your Wireless Edge Services x1 Module and the
device that should forward the WLAN's traffic to its destination. For example,
a WLAN might provide guests with Internet access, and you might tunnel this
WLAN’s traffic to the WAN router that connects to the Internet.

To create a GRE tunnel, complete these steps:

1. Select Security > GRE Tunnels.

2. Click the Add button. The Add GRE Tunnel screen is displayed.

Security > GRE Tunnels > Add GRE Tunnel g|
Add GRE Tunnel

MName tunnel

Source [P

Destination [P
Interface IP . . . Subnet

Time-to-live 255

[ QK ] [ Cancel ] [eHeIp]

Figure 12-1. Add GRE Tunnel Screen
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In the Name field, enter a number for the tunnel. You can enter a number
from 1 through 32.

The number you enter will be appended to the word tunnel to form the
name of the tunnel interface (such as tunnell, tunnel2, and so on).

In the Source IP field, enter a valid IP address on this Wireless Edge
Services x1 Module for a virtual LAN (VLAN) tagged on the uplink port.
Often, you will enter the IP address for the management VLAN.

This IP address is the source address in the delivery IP header; the remote
endpoint device must be able to reach this address.

In the Destination IP field, enter the IP address of the remote end of the
GRE tunnel.

This IP address is the destination address in the delivery IP header. Enter
an accessible address on the remote endpoint—for example, a remote
Wireless Edge Services x] Module’s management IP address. If the remote
endpoint is your company’s router, you might enter the IP address for the
router’s Ethernet interface.

Inthe Interface IP field, assign the tunnel interface an IP address in a tunnel
subnetwork.

The local Wireless Edge Services xI Module should use the same tunnel
subnetwork as the remote endpoint. For example, you could set the local
tunnel interface to 10.200.1.2/24 and the remote tunnel interface to
10.200.1.1/24.

In the Subnet field, enter the subnet mask for the tunnel subnetwork.
In the Time-to-live field, specify a value from 1 through 255.

This value represents the maximum number of transmissions (or hops)
for a packet traversing the tunnel. You should set the time-to-live value at
least one higher than the maximum number of hops between this Wireless
Edge Services x1 Module and the remote endpoint. Valid time-to-live
values are from 1 through 255.

Click the OK button. The GRE tunnel is now listed on the Security > GRE
Tunnels screen.
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Configuring GRE Tunnels

Security » GRE Tunnels

Mame

Show Filtering Optiohs

Source IP Destination IP Interface IP Al Q=i

Status StatLs

tunnell

10 .

4 . 1 . 30 m . 1 . 2 . 30 10 . 200 . 1 . 2 |Up Up

WLAR Mappings

Filtering is disahled

Mo WLANS mapped

[ Euit | [ peste | [ ade |

Figure 12-2. Security > GRE Tunnels Screen

10. Click the Save link at the top of the Web browser interface to save the
changes to the startup-config.

Mapping a WLAN to a GRE Tunnel

In a typical WLAN configuration, the Wireless Edge Services xI Module takes
the following action when it receives traffic from a WLAN: it removes the
802.11 header, adds an Ethernet header, and forwards the traffic on the
specified VLAN interface. When you map a WLAN to a tunnel, the module still
removes the 802.11 header from traffic. Instead of simply adding an Ethernet
header, however, the module adds a GRE header, a delivery IP header, and
then the Ethernet header. Finally, the module forwards the traffic on the
specified tunnel interface.

The remote endpoint then decapsulates the traffic, examines its inner IP
header, and forwards the traffic toward its destination.
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To allow the Wireless Edge Services xI Module to send traffic from a WLAN
over a tunnel, you must map the tunnel interface that you created to the
appropriate WLAN. Complete these steps:

1. Select Network Setup > WLAN Setup > Configuration.

2. Select the WLAN and click the Edit button. The Edit screen for that WLAN
is displayed.

Network Setup > WLAN Setup > Edit X
Edit MWNLAN
Configuration
(O vLaN D
SSID
MALAN = Gateway 10 .z200. 1 .1
-~ (@) Tunn... 1
Destription - Mask 255,266 . 256 . 0
Authentication Encryption
() B02AX EAP [ wer 54
. WEF 128
() Weh-Auth O
() MAC Authentication
WRAWPAZ-TKIP
__
(@) Mo Authentication [wraz-aes
Advanced
Accounting Mode Radius w Inter-station Traffic Allow Packets v
[¥] Answer Broadcast ESS Inactivity Timeaut 1800 | seconds
|:| Use Voice Prioritization £o5EEs CelEmmy Normal e
[]Enatie svp
MCast Addr 1 00-00-00-00-00-00
|:| Closed System
MCast Addr 2 00-00-00-00-00-00
QK ] [ Cancel ] [ Help ]

Figure 12-3. WLAN Edit Screen

3. Configure the WLAN as described in Chapter 4: Wireless Local Area
Networks (WLANs). However, instead of mapping the WLAN to a VLAN,
map the WLAN to a tunnel interface, as follows:

a. Inthe Configuration section, select Tunnel. In the accompanying field,
enter the number that you previously configured for the tunnel.
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b. Inthe Gateway and Mask fields, specify the default gateway and
subnet mask for the tunnel subnetwork.

This IP address should be the IP address of the remote endpoint on
the tunnel subnetwork.

In Figure 12-4, for example, the tunnel interface on the local module
has the IP address of 10.200.1.2/24, and the tunnel destination is
10.1.2.30. The IP address you enter for the gateway is not the tunnel
destination, but the remote endpoint’s address on the 10.200.1.0/24
network—in this case, 10.200.1.1.

Wireless Wireless Wireless
Services-Enabled Edge Services-Enabled
Switch Services x| Switch Wireless
/ Module Edge
=|'-'- FLU TURC, BT UL Services
L ] x| Module

10-4.1.50 10.200.1.2/24 Tunnel 10.200.1.1/24 10-1.2.30

Figure 12-4. Example of a GRE Tunnel

4. Click the OK button. The Network Setup > WLAN Setup > Configuration
screen shows that the WLAN is mapped to the tunnel interface.
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Network Setup » WLAN Setup

Configuration | Statistics | VLAMN/Tunnel Assignment | i

Show Filtering Optiohs

Index Enabiled S50 Description sl y Authentication Encryption
Tunnel
1 v Iy WILAMN Turinel 1 MNone TKIP ~
2 v 502, 1x YLAN 1 202, 1% EAP TKIP =
3 x SEID 3 WLAM 1 Mone Mone
4 x SSID 4 YLAM 1 Mone Mone
= x SSID 5 YLAM 1 Mone Mone
5] ® SEID 6 WLAM 1 Mone Mone
7 ® SEID 7 WLAM 1 Mone Mone
a2 x SEID 28 WLAM 1 Mone Mone
£ x SSID 9 YLAM 1 Mone Mone
10 x SSID 10 YLAM 1 Mone Mone
11 ® SEID 11 WLAM 1 Mone Mone
12 ® SEID 12 WLAM 1 Mone Mone
12 x SEID 13 WLAM 1 Mone Mone
14 x SSID 14 YLAM 1 Mone Mone
15 x SSID 15 YLAM 1 Mone Mone B
156 ® SSID 16 VLA 1 Mone Mone
17 % SEID 17 WLAM 1 Mone Mone
12 x SEID 18 WLAM 1 Mone Mone
19 x SSID 19 YLAM 1 Mone Mone
20 x SSID 20 YLAM 1 Mone Mone
21 * SSID 21 WLAM 1 Mone Mone
22 » SEID 22 WLAM 1 Mone Mone 4
Filtering is disabled
Global Settings | [ Heln |

Figure 12-5. Network Setup > WLAN Setup Screen

Enabling Proxy ARP for WLANs Mapped to Tunnels

A GRE tunnel does not carry non-IP traffic such as Address Resolution

Protocol (ARP). Therefore, a Wireless Edge Services x1 Module that maps a

WLAN to a tunnel must be able to respond to ARP requests on behalf of

wireless stations.

Proxy ARP is enabled by default. If it has been disabled, complete these steps

to re-enable it:

1. Select Network Setup > WLAN Setup > Configuration.

2. Click the Global Settings button. The Global WLAN Settings screen is

displayed.
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Network Setup > WLAN Sek x|

Global Settings

Glohal
[¥ Proxy ARP handling for Stations
[" Shared-Key Authentication

[ Advanced Configuration

Status:

oK I Cancell Help |

Figure 12-6. Global WLAN Settings Screen

3. Check the Proxy ARP handling for Stations box.
4. Click the 0K button.

5. Click the Save link at the top of the Web browser interface to save the
changes to the startup-config.

Configuring IP Settings for Stations in a WLAN Mapped
to a Tunnel

Follow these guidelines to ensure that wireless stations’ traffic reaches its
destination:

m The stations require an IP address in the tunnel subnetwork.

= The stations’ default gateway IP address should be the IP address on the
destination device’s tunnel interface.

Typically, wireless stations receive these settings as part of their DHCP
configuration.
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Ensuring That the Remote Endpoint Can Forward
Traffic

A Wireless Edge Services x1 Module GRE tunnel has two endpoints:

= one that receives traffic from a WLAN and forwards it over the tunnel,
or (for return traffic) receives traffic over the tunnel and forwards it to
the WLAN

The Wireless Edge Services xI Module plays this role.

= one that receives traffic over the tunnel and forwards it onto the destina-
tion network (a LAN or the Internet), or (for return traffic) receives traffic
from the destination network and forwards it over the tunnel

Make sure that the remote endpoint knows the proper routes. Remember:
itis the wireless station’s default router. The remote endpoint should also
implement DHCP services or DHCP relay on the tunnel interface.
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Viewing GRE Tunnels and WLAN
Mappings

To view GRE tunnels, select Security > GRE Tunnels.

Security » GRE Tunnels

Marme

Show Filtering Options
Adrmin Operation

Source IP Destination IP Interface IP Status Status

tunnell

10 .

4 . 1 . 30 m . 1 . 2 .30 10 . 200.. 1 . 2 |Up Up

WWLARN Mappings

Filtering is disabled

L AN

| Eoit | [ peste | [ Aga |

Figure 12-7. Viewing a GRE Tunnel's WLAN Mappings

When you select one of the GRE tunnels listed on the Security > GRE Tunnels
screen, all WLANs mapped to the GRE tunnel are listed in the WLAN Mappings
section of the screen, as shown in Figure 12-7.

You can also view tunnels’ status on the Security > GRE Tunnels screen. The
Admin Status column indicates whether the interface has been successfully
configured on the module (Up). The Operation Status column reports whether
the tunnel has been successfully established with the remote endpoint (Up).
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